Exemplo de configuracao de ASA para ASA de
IKEv1/IPsec dinamico para estatico
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Introduction

Este documento descreve como permitir que o Adaptive Security Appliance (ASA) aceite
conexodes VPN |Psec site-to-site dinamicas de qualquer peer dindmico (ASA neste caso). Como
mostra o Diagrama de Rede neste documento, o tunel IPsec é estabelecido quando o tunel é
iniciado somente a partir da extremidade do Remote-ASA. O Central-ASA nao pode iniciar um
tunel VPN devido a configuragao dindmica do IPsec. O endereco IP do Remote-ASA é
desconhecido.

Configure o Central-ASA para aceitar dinamicamente conexdes de um endereco IP curinga
(0.0.0.0/0) e de uma chave pré-compartilhada curinga. O Remote-ASA €, entao, configurado para
criptografar o trafego das sub-redes local para o Central-ASA, conforme especificado pela lista de
acesso de criptografia. Ambos os lados executam a isencdo de NAT (Network Address
Translation Conversao de Endereco de Rede) para ignorar o NAT para o trafego IPsec.

Prerequisites



Requirements

Nao existem requisitos especificos para este documento.

Componentes Utilizados

As informacgdes neste documento sao baseadas no software Cisco ASA (5510 e 5520) Firewall
versao 9.x e posterior.

The information in this document was created from the devices in a specific lab environment. All of

the devices used in this document started with a cleared (default) configuration. If your network is
live, make sure that you understand the potential impact of any command.

Configurar

Note: Use a Command Lookup Tool ( somente clientes registrados) para obter mais
informacoes sobre os comandos usados nesta secao.

Diagrama de Rede
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Central-ASA (Peer estatico)

Em um ASA com um endereco IP estatico, configure a VPN de forma que aceite conexdes
dinamicas de um peer desconhecido enquanto ela autentica o peer usando uma chave pré-
compartilhada IKEv1:

1. Escolha Configuration > Site-to-Site VPN > Advanced > Crypto Maps. A janela exibe a lista
de entradas do mapa de criptografia que ja estdo em vigor (se houver). Como o ASA nao
sabe qual é o endereco IP do peer, para que o ASA aceite a conexao configure o mapa
dindmico com um conjunto de transformacgao correspondente (Proposta de IPsec). Clique
em
Add.
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. Na janela Create IPsec Rule, na guia Tunnel Policy (Crypto Map) - Basic, escolha outside na
lista suspensa Interface e dynamic na lista suspensa Policy Type. No campo Prioridade,
atribua a prioridade para essa entrada caso haja varias entradas em Mapa dinédmico. Em
seguida, clique em Selecionar ao lado do campo Proposta IPsec IKE v1 para selecionar a
proposta

IPsec.




[y Create [Psec Rule 2

Tunnel Palicy (Crypko Map) - Basic | Tunnel Policy (Crvpta Map) - Advanced | Traffic Selection

Interface: | oukside - Policy Type: dynamic - Pricrity: 1

IPsec Proposals (Transform Sets)

IKE «1 IPsec Proposal:
IKE 2 IPsec Proposal:

Peer Settings - Optional for Cynamic Crypto Map Entries

The Connection Tvpe is applicable to skatic tunnel policies only, Uni-directional connection bype policies are used
For LAak-to-LAM redundancy. Tunnel policies of the 'Criginate COnly' connection type may specify up to 10
redundant peers,

IP Address of Peer ko Be Added:
fdd == Move Lip
Remove Mowe Dawn
[ (] 4 ] [ Zancel ] [ Help ]

3. Quando a caixa de dialogo Selecionar propostas de IPsec (Conjuntos de transformacgdes) for
aberta, escolha entre as propostas de IPsec atuais ou clique em Adicionar para criar uma
nova e usar a mesma. Clique em OK quando
terminar.



Tuninel Policy (Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection|
Interface: | oukside - Policy Type:  dynamic | Priority: |1
IPsec Proposals (Transform Sets)
IKE 1 IPsec Proposal; boet Select...
IKE v2 IPs{ [ Select IPsec Proposals (Transform Sets) =
@ add & Edt| [J Delete
Mame Mode ESP Encrypkion ESP duthentication
Peer Setth ESP-3DES-SHA-... Transpart 3DES SH& =
ESP-30ES-MDS-... Transport 3DES LS
E’" c"’“; ESP-DES-SHA Tunnel DES SHA
rm"" ESP-DES-MDS  Turnel DES LS
ESP-DES-5HA-T... Transport DES SHA 3
ESP-DES-MDS-T... Transport DES i
_—
Assigned IPsec Proposals
IP dddres
oo
Lok J[ concel |[ hep |
[ ok [ concel |[ Hep |

4. Na guia Tunnel Policy (Crypto Map)-Advanced (Politica de tunel (Mapa de criptografia)-
Advanced), marque a caixa de selegdo Enable NAT-T (Habilitar NAT-T) (necessaria se um
dos pares estiver atras de um dispositivo NAT) e a caixa de selecao Enable Reverse Route

Inject (Habilitar inje¢édo de rota reversa). Quando o tunel VPN é ativado para o peer

dinédmico, o ASA instala uma rota dinamica para a rede VPN remota negociada que aponta

para a interface
VPN.




@ Create IPsec Rule

| Tunmel Paolicy {Crypto Map) - Basic | Tunnel Policy (Crypko Map) - Advanced | Traffic Selection

Enable MAT-T

Enable Reverse Route Injection

Security Association Lifetime Settings

Tirne: g o 0| hh:rnm:ss
Traffic Yolume: [] unlimited 4603000 | KBykes
ESP w3

[] walidate incarming ICMP error messages

[] Enable Do Mat Fragment (DF) policy

Enable Traffic Flow Confidentiality (TFC) packets, This is unavailable if IKE+w] is enabled.

[ K, ] [ Cancel ] [ Help ]

Opcionalmente, na guia Selecao de trafego, vocé também pode definir o trafego de VPN
interessante para o peer dinamico e clicar em
OK.



([ Create [Psec Rule

-

| Tunnel Palicy {Crypta Map) - Basic | Tunnel Policy {Crypto Map) - Advanced | Traffic Selection

fckion: @) Prokect

() Do not Protect

Source Criteria

Source: |an';.f4

)

Destination Criteria

Destinakion: |an';.-'4

)

Service: |ip

)

Description:

More Options
Enable Rule

Source Service:

Time Range:

E]| (TCP ar UDP service anlky) &

L=l

>

[ K ][ Cancel ][ Help




Configuration > Site-to-5ite ¥PN = Advanced > Crypto Maps
b add ~ [Ff Edit ~ [ Delete | 4+ & | % Bz M - | @ Find F2 Diagram
Traffic Selection

Type:Priority TransForm Set (TKEw1)
#* Source Destination Service Bckion

= interface: outside

dynamic: 655351 * Protect

1| ]

Enable anti-replay window size: :64 -

[ appky ] [ Reset ]

Como mencionado anteriormente, como o ASA nao tem nenhuma informacgao sobre o
endereco IP do peer dindmico remoto, a solicitacdo de conexao desconhecida fica no
DefaultL2LGroup que existe no ASA por padrdo. Para que a autenticagao seja bem-
sucedida, a chave pré-compartilhada (cisco123 neste exemplo) configurada no peer remoto
precisa corresponder a uma em DefaultL2LGroup.

. Escolha Configuration > Site-to-Site VPN > Advanced > Tunnel Groups, selecione
DefaultL2LGgroup, clique em Edit e configure a chave pré-compartilhada desejada. Clique
em OK quando

terminar.



Configuration > Site-to-site YPH > Advanced > Tunnel Groups
Configure IPsec site-to-sits tunnsd groups.
& Add| 3 Bk | Dolete

Hame Group Policy
DefaiziGroop itk

IKE2 Enaied
]

IKEv] Enabded

[E) Edit Psec Site-to-site Tunnel Group: DefaultLi Group et

ame: Dreff it 2L Group

IPsse Enabling
Group Poliey Name: | DFRGrpPalicy v [ Mansge.. |
(Follovang bwo Fislds are attributes of the group pobcy selected above.)

| Enable [KE v1 Enabls IKE w2
IPsac Sektings
/e v settias |
Hasthenkication
Pre-shared Key:
Dewice Certificabe: | -- Mone --

IKE Peas ID Waldabion: | Required »
IKE Keepalive
Disable keepalves
@ Monitor keepaiives
Corfidencs Interval: |10 secride
Retry Inteeval: 2 seionds

ok | [ comel |[ Hew

Note: Isso cria uma chave pré-compartilhada curinga no peer estatico (Central-ASA).
Qualquer dispositivo/peer que conheca essa chave pré-compartilhada e suas propostas
correspondentes podem estabelecer com éxito um tunel VPN e acessar recursos por VPN.
Certifique-se de que esta chave pré-desenhada nao é partilhada com entidades

desconhecidas e ndo é facil de adivinhar.

6. Escolha Configuration > Site-to-Site VPN > Group Policies e selecione a politica de grupo de
sua escolha (politica de grupo padréo neste caso). Clique em Editar e edite a politica de
grupo na caixa de dialogo Editar politica interna de grupo. Clique em OK quando

terminar.




Configuration > Site-to-Site VPN > Group Policles

Manage VPN group polcoes.A YPH group is & oolisction of usse-orssnted suthornization attribube fvahss pairs that may be stored inberraly on the devios or sxctermally on a RADILSLDE
pokicy information i referenced by VPN connection profiles snd user scoounts,

T enfionce authorization atbribautes from an LDAP server you must use an LDAP sttribyte map,

® Add - gactﬂ Me_ﬁm_

Connection ProfilesUsers
Assignad To

Def sultAGroup: Def st WEBYPHGroup:

DitGrpfolicy (System Def aulk)

FﬁEdﬂmnulﬁmuqulicwDﬁﬁmpﬂiq 3
Tunrsebing Protocols: [] Cherithess S5L VP[] S50 VPN Chierit  [f] IPse IKEv] || IPzec KEWZ [ L2TFjIPsec
fou - ) (o)
Ide Timeout: [[Junlimted |30 | minkes
Maximumn Connect Time: ] Undimited ke

Lok J[ Concel [[ e |

Finud: ) ) [ Mskeh Cazs

7. Escolha Configuration > Firewall > NAT Rules e, na janela Add Nat Rule, configure uma

regra no nat (NAT-EXEMPT) para trafego VPN. Clique em OK quando
terminar.



[S 253+ il (B Add NAT Rule ° ON— =

"Metwork Ol

Match Criteria: Criginal Packet -

Source Inkerface: inside = Destination Interface: outside -
Source Address: '1-::.1.2.mnshdc_mkwork8' Destination Address: '10.1.1.-:Hmute_mtwur8'
Service: ATy B

Action: Translated Packet

Source NAT Type: Static -
Source Address: 10.1.2.0-inside_network | Destination Address: | 10.1.1.0-remote_networ| |
[] Use one-to-one address translation
| PAT Pool Translated Address: | | senvice: = Original - =
|| Raund Raobin

|| Extend PAT uniqueness to per destination instead of per interface
Translate TCP and UDP ports into fat range 1024-65535 | | Inchede range 1-1023
Fall through to interface PAT
Use IPv6 for source inkerface PAT Use IPv6 for destination interface PAT
Opticns
[¥] Enable rule
| Translate DMS replies that match this rule
|| Disable Proxy ARP on egress interface
[] Lookup route table ko locate egress interface

Direction: .Bl:lth -

ook J[ concel || tep |

Remote-ASA (Peer dinamico)

1. Escolha Assistentes > Assistentes VPN > Assistente de VPN Site a Site assim que o
aplicativo ASDM se conectar ao

ASA.

T Cisco ASDM 7.1 for ASA - 10,105.130220 0 - - - p—]

WiTards | Windowr  Felp
Rartup Wizard...

EHACE i PO | r"\ it

-
_ VPN Wizards K | Site-to-site VPN Wizard...
' High Availability and Scalability Wizard... AryConnect VPN Wizard. .
L Unified Communication ‘Wizard... Clientless SSL VPN Wizard...
‘! TET T Packet Capture Wizard... IPsec (KEv1) Rernote Access VPN Wizard...
n ] 1 -3
® 10.105.130.51 License |
= 10,0065, 130.54 Host Mame:  |2l-peer
= 10.105.130.72 .
™ 10.105,130,89 ASA Wersion:  9.1(F) Denvice Upbime: 2d 1h 42m 50
‘mll 1A sAS a1 A AP Wercinn: T.104% Mevvirm Tyme:  AGA K520

2. Clique em
Next.



T Site-to-site VPN Connection Setup Wizard i

VPN Wizard

Introchackion

Uise this wizard bo setup niew site-to-site VPN tuninel, & tunnel between bwo devices is caled & ske-to-sibe tunnel and is bidirection
probects the daka using the: IPsec probacol,

Sate-toe-Site VPN

Here is & foles on how bo sebup a she-to-site YPN connection.

< Back, Naxt >

3. Escolha fora da lista suspensa VPN Access Interface para especificar o endereco IP externo
do peer remoto. Selecione a interface (WAN) em que o mapa de criptografia € aplicado.

Clique em
Next.
[} Site-to-site VPN Connection Setup Wizard
Steps Pear Davice Identification
1, Introduction This shep leks you identify the peer YPH device by its TP address and the interface used bo socess the peesr.
Z. Peer Device
Identification Peer IP Address: 172.16.2.1
3. Traffic to protect i )
4, ey WP Access Interface: | outside *
S, NAT Exempt
&, Summary
| <Back || hest>

4. Especifique os hosts/redes que devem ter permissao para passar pelo tunel VPN. Nesta
etapa, vocé precisa fornecer as redes locais e as redes remotas para o tunel VPN. Clique
nos botdes ao lado dos campos Rede local e Rede remota e escolha o enderego conforme o
requisito. Clique em Avangar quando



terminar.

B Site-to-site VPN Connection Setup Wizard PR—
Sheps Traffic to protect
1. Introduckion This step bats you idantify the local network and remobe network betwean which the traffic is to be probeched using IPsec snoryption,
2. Peer Dewice Identiic stio
TP Al T H P IPvE
3. Traffic bo probect eSEi1vRe:
4, Security Local Metwork:  10.1.1.0/2¢ [=]
5. NAT Exennpt Remobe Metwork: | 10,1.2.0/24 (]
G, Surnmary

<o | (o> ) l

5. Insira as informagdes de autenticacdo a serem usadas, que € a chave pré-compartilhada
neste exemplo. A chave pré-compartilhada usada neste exemplo é cisco123. O nome do
grupo de tunel é o endereco IP do peer remoto por padrao se vocé configurar a VPN LAN-to-

LAN

(L2L).

:D Site-to-site VPN Connectson Setup Wicand S —— 2
Sheps Security
1. Inkrodadton This shap kebs you seouns the selecked braffic,

2. Peer Dervice [dentificatio
3 Tralfic bo probect

4. Security

5. WAT Exempt

&, Summary

@ Single Corfiguration

ASA uses the pre-shared key entered here to sutherticate this device with the peer. ASDM vl select common IKE aned TSAKMP seourity par amebers bor
Ehak wll oy bunrel establshenent, Tt i recommerded that this option b5 sko sshecked when configuring the remote pesr,

Fre-shaned Key: sssssse
Customized Configur stion

ou can use pre-shaned ley or digtal certificabe for suthentication with the peer device. You can also fine bune the data enoryphion slgonthms ASDM
selacted for you.

< Back et > | [ canced Help

OUVocé pode personalizar a configuragao para incluir a politica IKE e IPsec de sua escolha.
Deve haver pelo menos uma politica correspondente entre os correspondentes:Na guia
Métodos de autenticacdo, insira a chave pré-compartilhada IKE versao 1 no campo Chave
pré-compartilhada. Neste exemplo, €

cisco123.



mw-:mm&mﬁgm* . -' - 2

Seps Seorty

1. Inkrodukion Thit st bets you secure the selacted traffic.

2. Poer Device Identificatio

3. Tealffic bo probect Savgde Configuration

4. Sec BSE umes the pre-shared key entered hore bo suthankicabe this device with the peer. ASDM wil selact commman BE and ISAKMP securky parameters For
" i thast wall sl burrsel establnierent., It B recomimended that this cption i5 also selected when configuring the remole peer,

5. NAT Exempt

6,

@ Customzed Configuration

Yiead £ use pre-shared key or dgtal certificate for suthentication with the peer device, Yei can o fire bune the data encryption aigorthims ASDM
sedocted For you.

IE Wersion " Autheriication Mathods | Encryplion Algorithens | Perfect Forwand Secrecy |

IKE v gian 1

Pré-chared Key: (TETTTY

Device Cartficate: (- Nor - -
INE wersion 2

@ Local Pre-shared Key:

Local Device Cartificabe: = O = - Man

Reerobs Pesr Fre-ghared Key:
Remobe Pesr Certficabe Authentication: | | Allowed Manage.

|
I [t ]
Clique na guia Encryption Algorithms (Algoritmos de criptografia).

6. Cliqgue em Gerenciar ao lado do campo Diretiva IKE, clique em Adicionar e configure uma
politica IKE personalizada (fase-1). Clique em OK quando

terminar.
— il — - - FN—
FE) Site-to-site VPN Cannection Setup Wizard - '
Steps Security
1. Ertrodiaction This stop kets you secure the selected iraffic,
2. Paer Dervice [dentificabio
3. Traffi: bo probect ¥ IR
45 it ASA vt the pre-thared key entered here bo suthentic ste this device with the peer. ASDIM vl select common IKE and [SAKMP security parameters for
" st wlll o buneed eestisblishment. It i necommended that this oplion i b selected when configuring the remotes peer.
5. MNAT Exenmgd
6. Summary

@ Customized Configuration

You can use pre-shaned key or digtal certificabe for suthentication with the peer devios, You can also fine tune the data snorypticon algorithms ASDM
seleched For you.

IKE Yersion | Authertication Methods Encryption Akgorkhins | Perfiect Forwaed Secrecy |
IVE wersiadi 1

IKE Pollcy: crack-aes-sha, rsa-sig-ses-sha, pre-share-ses-sha, crack-ses-192-sha, ris-sig-ses-192-sha, pre-share-ses-192- | Manage... Jl

IPsec Proposal: E5P-AES- 128-5HA, ESP-AES-128-MDG, ESP-AES-192-5H4, ESP-AES-192-MDS, E53P-AES-254-5HA, ESP-AES-258-R Selet..

INE wersion 2
IKE Polcy: wes-256-sha-sha, aes-192-sha-sha, aes-sha-sha, Jdes-sha-sha, des-sharsha Manage... |
IPeat Proposal: | AFS2SA, AFS192, AES, IDES, DES Sedat....
|
|
|
|
|
| (st ] (e ] [

7. Clique em Selecionar ao lado do campo Proposta de IPsec e selecione a Proposta de IPsec



desejada. Clique em Avangar quando

terminar.

m Site-to-site VPN Connection Setup Wizard S R —

Seps Security
I 1. Introduction This step lets you secure the selected traffic.
| 2. Peer Device Identificatio |
3. Traffic bo protect : ¢ ?
4. Seomity ASA uses the pre-shared key entered here bo authenticabe this device with the peer. ASDM will select common IKE and
' ISAKMP security paramebers For that will allow tunnel establishment. Tt is recommended thak this option is also selected
5. MAT Exempt when configuring the remote peer,
6, Summary

@ Customized Configuration
You can use pre-shared key or digital certificate for authentication with the peer device. You can also fine tune the

data encryption algorithms AS0M selected for you.
IKE Version | Authentication Methods” Encryption Algorithens | Perfect Forward Secrecy |
IKE wersion 1
IKE Policy: pre-share-aes-256-sha
IPsec Proposal: [ESP-AES-256-5HA
IKE version 2
IKE Policy: aes-256-sha-sha Manage. ..
IPsec Proposal: | AESZS6, AES192, AES, 3DES, DES
|-¢Bnda]|hlnt>| [CM][H&h

Opcionalmente, vocé pode ir até a guia Perfect Forward Secsecret e marcar a caixa de
selecao Enable Perfect Forward Secsecret (PFS). Clique em Avangar quando
terminar. . |

i o) Silt-ln-;itzWannmﬁer-t:: Wizard -

Reps Security
1. Introduction This step lets you seure the selecbed braffic.

2. Peer Device Identificatio

3. Traffic to protect et D

i * ASA uses the pre-shared by entened here bo suthenticats this device with the peer, ASTM vl select common IKE and ISAKMP security parameters for
¥ Rtk vall allow burnel establishement, T i recommendad that this eplion i alio selected when configuring the nefmobe pser.

5. HAT Exampl

|ﬁ.‘5mmw

@ Customized Configuration

You can use pre-shared key or digtal certificate For suthentication with the peer device. You can ako fine bune the dats encryption algorithms ASDM
sedected for you.

IKE Version | Authentication Methods | Encryption Algorithms. ™ Perfect Forward Secrecy |

Ensble Perfect Forward Secrecy (FFS). IF PFS i weeed, & new Diffie-Helinan exchange is perfored for eadh phase-2 negotistion. It ersures
[ttt & seasion ke derived froen & set of long-benm public and private ke wil nob be compromised i one of the (long-term) privabe keys i
compromized in the futune

Eniffen-Hadman Group

[ =Basck || hext» | IEE

8. Marque a caixa de selecao Isentar host/rede do lado ASA da conversao de endereco para




impedir o trafego do tunel do inicio da Conversao de endereco de rede. Escolha local ou
interno na lista suspensa para definir a interface onde a rede local pode ser alcangada.
Clique em

Next.
) Site-to-site VPN Connection Setup Wizard

il — -

Steps MAT Exemplk

1. Introduction This step allows you bo exempt the local network addresses from network transation,
« Peer Device Identificatio - -
.. Traffic ko probeck | Exempt ASA side hostfnetwork from address translation | inside =
. Security
. MAT Exempt

Surmmary

(=SOSR

[ < Back H Pext ]

9. O ASDM exibe um resumo da VPN recém-configurada. Verifique e clique em
Concluir.



% Site-to-site VPN Connection Setup Wizard
VPN Wizard

Summary

Here iz the summary of the configuration.

ame

El Summary
Peer Davice IP Address
WPM Access Inkerface

Protected Traffic

IKE VYersion Allowed
= Awthentication Method
IKE w1

IKE w2

=l Encryption Policy
Perfect Forveard Secrecy (PFS)
= IKE v1
1KE Policy
1Pzec Proposal
=l IKE w2
IKE Policy
IPsec Propasal
Metwork, Address Translation

Walue

172.16.2.1

oukside

Local Metwork: 10.1.1.0/24
Remoke Mebwork: 10.1.2.0/24
IKE wersion 1 and IKE wersion 2

Use pre-shared key

Use pre-shared key when local device access the peer
Lise pre-share key when peer device access the local device

Disahled

pre-share-ags-256-sha
ESP-AES-256-SHA

ae5-256-sha-sha
AESZ56, AES192, AES, 3DES, DES
The protected traffic is not subjected to netwark address translation

[ <Back || Finish |

[Can.:al H Help

Configuragao de CLI

Configuragao do ASA central (peer estatico)

1. Configure uma regra NO-NAT/ NAT-EXEMPT para trafego VPN como mostrado neste

exemplo:
object network 10.1.1.0-remote_network
subnet 10.1.1.0 255.255.255.0

object network 10.1.2.0-inside_network
subnet 10.1.2.0 255.255.255.0

nat (inside,outside) source static 10.1.2.0-inside_network 10.1.2.0-inside_network
destination static 10.1.1.0-remote_network 10.1.1.0-remote_network
no-proxy-arp route-lookup

2. Configure a chave pré-compartilhada em DefaultL2LGroup para autenticar qualquer peer
Dynamic-L2L remoto:

tunnel-group DefaultL2LGroup ipsec-attributes
ikevl pre-shared-key ciscol23
3. Defina a politica de fase 2/ISAKMP:
crypto ikevl policy 10
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
4. Defina o conjunto de transformacgdes da fase 2/politica de IPsec:

crypto ipsec ikevl transform-set tset esp-aes-256 esp-sha-hmac

5. Configure o mapa dindmico com estes parametros: Conjunto de transformagao
necessarioHabilitar RRP (Reverse Route Inject, injecao de rota reversa), que permite que o
Security Appliance aprenda informacdes de roteamento para clientes conectados (Opcional)



crypto dynamic-map outside_dyn_map 1 set ikevl transform-set tset
crypto dynamic-map outside_dyn_map 1 set reverse-route

6. Vincule o mapa dinamico ao mapa de criptografia, aplique o mapa de criptografia e ative
ISAKMP/IKEV1 na interface externa:

crypto map outside_map 65535 ipsec-isakmp dynamic outside_dyn_map

crypto map outside_map interface outside
crypto ikevl enable outside

Remote-ASA (Peer dindmico)

1. Configure uma regra de isencao de NAT para trafego VPN:
object network 10.1.1.0-inside_network
subnet 10.1.1.0 255.255.255.0

object network 10.1.2.0-remote_network
subnet 10.1.2.0 255.255.255.0

nat (inside,outside) source static 10.1.1.0-inside_network 10.1.1.0-inside_network
destination static 10.1.2.0-remote_network 10.1.2.0-remote_network
no-proxy-arp route-lookup

2. Configure um grupo de tuneis para um par de VPN estatico e chave pré-compartilhada.
tunnel-group 172.16.2.1 type ipsec-121
tunnel-group 172.16.2.1 ipsec-attributes
ikevl pre-shared-key ciscol23

3. Defina a politica de FASE-1/ISAKMP:

crypto ikevl policy 10
authentication pre-share
encryption aes-256
hash sha
group 2
lifetime 86400
4. Defina um conjunto de transformacéao da fase 2/politica de IPsec:
crypto ipsec ikevl transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac

5. Configure uma lista de acesso que defina o trafego/rede de VPN interessante:
access-1list outside_cryptomap extended permit ip object
10.1.1.0-inside_network object 10.1.2.0-remote_network

6. Configure o mapa de criptografia estatico com estes parametros: Crypto/VPN access-
listEnderecgo IP do peer IPsec remotoConjunto de transformacao necessario

crypto map outside_map 1 match address outside_cryptomap
crypto map outside_map 1 set peer 172.16.2.1
crypto map outside_map 1 set ikevl transform-set ESP-AES-256-SHA

7. Aplique o mapa de criptografia e ative ISAKMP/IKEv1 na interface externa:
crypto map outside_map interface outside
crypto ikevl enable outside

Verificar

Use esta segao para confirmar se a configuragao funciona corretamente.

A ferramenta Output Interpreter (exclusiva para clientes registrados) é compativel com alguns
comandos de exibicdo.. Use a ferramenta Output Interpreter para visualizar uma analise do
resultado gerado pelo comando show..

- show crypto isakmp sa - Exibe todas as Associa¢des de Segurancga IKE (SAs) atuais em um
peer.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

- show crypto ipsec sa - Exibe todas as SAs IPsec atuais.
Esta secdo mostra um exemplo de saida de verificagao para os dois ASAs.

ASA central

Central-ASA#show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : responder
Rekey : no State : MM_ACTIVE

Central-ASA# show crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_map, seqg num: 1, local addr: 172.16.2.1

local ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 172.16.1.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0
path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 30D071CO
current inbound spi : 38DA6E51

inbound esp sas:

spi: 0x38DA6E51 (953839185)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x30D071CO (818966976)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 28672, crypto-map: outside_dyn_map
sa timing: remaining key lifetime (kB/sec): (3914999/28588)
IV size: 16 bytes
replay detection support: Y



Anti replay bitmap:
0x00000000 0x00000001

ASA remoto

Remote-ASA#show crypto isakmp sa
IKEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 172.16.2.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

Remote-ASA#show crypto ipsec sa
interface: outside
Crypto map tag: outside_map, seq num: 1, local addr: 172.16.1.1

access-1list outside_cryptomap extended permit ip 10.1.1.0
255.255.255.0 10.1.2.0 255.255.255.0
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.2.0/255.255.255.0/0/0)
current_peer: 172.16.2.1

#pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4
#ipkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0
path mtu 1500, ipsec overhead 74(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 38DA6E51
current inbound spi : 30D071CO

inbound esp sas:

spi: 0x30D071CO0 (818966976)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:

0x00000000 0x0000001F
outbound esp sas:

spi: 0x38DA6E51 (953839185)
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_map
sa timing: remaining key lifetime (kB/sec): (4373999/28676)
IV size: 16 bytes



replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Troubleshoot

Esta secéao disponibiliza informagdes para a solugao de problemas de configuragao.

A ferramenta Output Interpreter (exclusiva para clientes registrados) é compativel com alguns
comandos de exibicdo.. Use a ferramenta Output Interpreter para visualizar uma analise do
resultado gerado pelo comando show..

Note: Consulte Informacoes Importantes sobre Comandos de Depuracdo antes de usar
comandos debug.

Use estes comandos da forma mostrada:

clear crypto ikevl sa <peer IP address>
Clears the Phase 1 SA for a specific peer.

Caution: O comando clear crypto isakmp sa € invasivo, pois limpa todos os tuneis VPN
ativos.

No software PIX/ASA versao 8.0(3) e posterior, um SA IKE individual pode ser limpo usando o
comando clear crypto isakmp sa <peer ip address>. Nas versoes de software anteriores a 8.0(3),
use o comando vpn-sessiondb logoff tunnel-group <tunnel-group-name> para limpar SAs de IKE e
IPsec para um unico tunel.

Remote-ASA#vpn-sessiondb logoff tunnel-group 172.16.2.1
Do you want to logoff the VPN session(s)? [confirm]
INFO: Number of sessions from TunnelGroup "172.16.2.1" logged off : 1

clear crypto ipsec sa peer <peer IP address>

111 Clears the required Phase 2 SA for specific peer.
debug crypto condition peer < Peer address>

11l Set IPsec/ISAKMP debug filters.

debug crypto isakmp sa <debug level>

111 Provides debug details of ISAKMP SA negotiation.
debug crypto ipsec sa <debug level>

111 Provides debug details of IPsec SA negotiations
undebug all

11!l To stop the debugs

Depuracodes usadas:

debug cry condition peer <remote peer public IP>
debug cry ikevl 127
debug cry ipsec 127

Remote-ASA (iniciador)

Insira este comando packet-tracer para iniciar o tunel:


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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/c/pt_br/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
/c/pt_br/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
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Remote-ASA#packet-tracer input inside icmp 10.1.1.10 8 0 10.1.2.10 detailed

IPSEC (crypto_map_check)-3: Checking crypto map outside_map 1: matched.

Jan 19 22:00:06 [IKEvl DEBUG]Pitcher: received a key acquire message, spi 0x0
IPSEC (crypto_map_check)-3: Looking for crypto map matching 5-tuple:

Prot=1, saddr=10.1.1.10, sport=0, daddr=10.1.2.10, dport=0

IPSEC (crypto_map_check)-3: Checking crypto map outside_map 1: matched.

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE Initiator: New Phase 1, Intf
inside, IKE Peer 172.16.2.1 local Proxy Address 10.1.1.0, remote Proxy Address
10.1.2.0, Crypto map (outside_map)

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0)

total length : 132

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304
Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) +

VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 19 22:00:06 [IKEv1]IP
<skipped>. ..

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message (msgid=0) with
payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128) + VENDOR (13) +

NONE (0) total length : 96

Jan 19 22:00:06 [IKEv1l]Group = 172.16.2.1, IP = 172.16.2.1,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device

This end is NOT behind a NAT device

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message

(msgid=0) with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128)

+ VENDOR (13) + NONE (0) total length : 96

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4_ADDR ID received 172.16.2.1

172.16.2.1, Connection landed on tunnel group 172.16.2.1

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, Connection landed on tunnel_group 172.16.2.1
Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1,

Oakley begin quick mode

Jan 19 22:00:06 [IKEvl1l]Group = 172.16.2.1, IP = 172.16.2.1, PHASE 1 COMPLETED

Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1, IKE Initiator
starting QM: msg id = c45c7b30

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, Transmitting Proxy Id:
Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.1.2.0 Mask 255.255.255.0 Protocol 0 Port 0

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message
(msgid=c45c¢7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE
(10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200



Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE RECEIVED Message
(msgid=c45c¢7b30) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) +
ID (5) + ID (5) + NONE (0) total length : 172

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID IPV4 _ADDR SUBNET ID received--10.1.1.0--255.255.255.0

Jan 19 22:00:06 [IKEvl DEBUG]Group = 172.16.2.1, IP = 172.16.2.1, processing ID payload
Jan 19 22:00:06 [IKEvl DECODE]Group = 172.16.2.1, IP = 172.16.2.1,

ID_IPV4_ADDR_SUBNET ID received--10.1.2.0--255.255.255.0

Jan 19 22:00:06 [IKEv1l]Group = 172.16.2.1, IP = 172.16.2.1,
Security negotiation complete for LAN-to-LAN Group (172.16.2.1)
Initiator, Inbound SPI = 0x304071c0, Outbound SPI = 0x38da6e51

Jan 19 22:00:06 [IKEv1]IP = 172.16.2.1, IKE_DECODE SENDING Message
(msgid=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 76

Jan 19 22:00:06 [IKEvl]Group = 172.16.2.1, IP = 172.16.2.1,
PHASE 2 COMPLETED (msgid=c45c7b30)

Central-ASA (respondedor)

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NONE (0) total length : 172

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length

132

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)

with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13)
+ VENDOR (13) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, Connection landed on tunnel_group
DefaultL2LGroup

Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup, IP = 172.16.1.1,
Generating keys for Responder...

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)
with payloads : HDR + KE (4) + NONCE (10) +

VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D (20) +
NONE (0) total length : 304

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE RECEIVED Message (msgid=0)
with payloads : HDR + ID (5) + HASH (8)

+ IOS KEEPALIVE (128) + VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [IKEvl DECODE]Group = DefaultL2LGroup, IP = 172.16.1.1,

ID IPV4_ADDR ID receivedl72.16.1.1

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=0)

with payloads : HDR + ID (5) + HASH (8) + IOS KEEPALIVE (128) +

VENDOR (13) + NONE (0) total length : 96

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, PHASE 1 COMPLETED



Jan 20 12:42:35 [IKEvl DECODE]IP = 172.16.1.1, IKE Responder starting QM:
msg id = c45c7b30

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE

RECEIVED Message (msgid=c45c7b30) with payloads : HDR + HASH (8) + SA (1) +
NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0) total length : 200

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Received remote
IP Proxy Subnet data in ID Payload: Address 10.1.1.0, Mask 255.255.255.0,
Protocol 0, Port O:

Jan 20 12:42:35 [IKEv1]Group = DefaultL2LGroup,

IP = 172.16.1.1, Received local

IP Proxy Subnet data in ID Payload: Address 10.1.2.0, Mask 255.255.255.0,
Protocol 0, Port 0Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup,
IP = 172.16.1.1, processing notify payload

Jan 20 12:42:35 [IKEvl] Group = DefaultL2LGroup, IP = 172.16.1.1, QM
IsRekeyed old sa not found by addr

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, Static Crypto Map
check, map outside_dyn map, seq = 1 is a successful match

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, IKE
Remote Peer configured for crypto map: outside_dyn_map

Jan 20 12:42:35 [IKEvl DEBUG]Group = DefaultL2LGroup, IP = 172.16.1.1,
Transmitting Proxy Id: Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0
Local subnet: 10.1.2.0 mask 255.255.255.0 Protocol 0 Port O:

Jan 20 12:42:35 [IKEv1]IP = 172.16.1.1, IKE_DECODE SENDING Message (msgid=c45c7b30)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE

(0) total length : 172 Jan 20 12:42:35 [IKEv1l]IP = 172.16.1.1, IKE_DECODE RECEIVED
Message (msgid=c45c7b30) with payloads : HDR + HASH (8) + NONE (0) total length : 52:

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP = 172.16.1.1, Security
negotiation complete for LAN-to-LAN Group (DefaultL2LGroup) Responder,
Inbound SPI = 0x38daé6e51, Outbound SPI = 0x30d4071cO:

Jan 20 12:42:35 [IKEvl]Group = DefaultL2LGroup, IP
PHASE 2 COMPLETED (msgid=c45c7b30)

Jan 20 12:42:35 [IKEv1l]Group = DefaultL2LGroup, IP = 172.16.1.1, Adding static

route for L2L peer coming in on a dynamic map. address: 10.1.1.0, mask: 255.255.255.0

172.16.1.1,
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