Configurando VPN multiponto dinamica usando
GRE sobre IPSec com EIGRP, NAT e CBAC
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Introduction

Este documento fornece um exemplo de configuragdo para DMVPN (Hub-and-Spoke Dynamic
Multipoint VPN) usando GRE (encapsulamento de roteamento genérico) sobre IPSec com
protocolo EIGRP, NAT e CBAC.

Prerequisites

Requirements

Antes que um GRE multiponto (MGRE) e um tunel de IPSec possam ser estabelecidos, &
necessario definir uma politica de Intercambio de chave de Internet (IKE) utilizando o comando
crypto isakmp policy.

Observacgao: para encontrar informacgdes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Componentes Utilizados

As informacdes neste documento sao baseadas nestas versdes de software e hardware:

- Software Cisco IOS® versao 12.2(15)T1 no roteador do hub e 12.3(1.6) nos roteadores spoke
- Cisco 3620 como roteador de hub, dois Cisco 1720 Routers e um Cisco 3620 Router como
roteadores spoke


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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As informacgdes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratorio especifico. All of the devices used in this document started with a cleared (default)
configuration. Se vocé estiver trabalhando em uma rede ativa, certifique-se de que entende o
impacto potencial de qualquer comando antes de utiliza-lo.

Conventions

Para obter mais informacgdes sobre convengdes de documento, consulte as Convencdes de dicas
técnicas Cisco.

Configurar

Nesta sec¢ao, vocé encontrara informagdes para configurar os recursos descritos neste
documento.

Observacgao: para encontrar informacgdes adicionais sobre os comandos usados neste
documento, use a ferramenta Command Lookup Tool (somente clientes registrados).

Diagrama de Rede

Este documento utiliza a instalagéo de rede mostrada no diagrama abaixo.
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Este documento utiliza as configuragées mostradas abaixo.
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3620- B#fwrite terminal
Bui | di ng configuration..

Current configuration : 2607 bytes
!
version 12.2

service timestanps debug dateti ne nsec
service timestanps | og datetime nsec
no service password-encryption

!

host nane 3620-B

!

| oggi ng queue-limt 100
!
menory-size i onem 10
i p subnet-zero

!
!
ip cef

no i p domain | ookup
!
!--- This is the CBAC configuration and what to Inspect.
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out ftp ip inspect nane in2out tftp ip inspect nane
in2out tcp tineout 43200 ip inspect nane in2out http ip
i nspect nane in2out udp ip audit po max-events 100 ! ! |
!--- Create an Internet Security Association and Key

Management !--- Protocol (ISAKMP) policy for Phase 1
negotiations. ! crypto isaknp policy 5 authentication
pre-share group 2 !--- Add dynamic pre-shared key. !---

Here "dmvpn" is the word that is used as the key. crypto
i sakmp key dmvpnkey address 0.0.0.0 0.0.0.0 crypto

i sakmp nat keepalive 20 ! | /--- Create the Phase 2
policy for actual data encryption. Crypto ipsec
transformset dnvpnset esp-3des esp-sha-hmac ! /---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. crypto ipsec profile
dnmvpnprof set transformset dnvpnset ! ! no voice hp
capture buffer no voice hpi capture destination ! ! nta
recei ve maxi numrecipients 0! | !/--- This is the inside
interface. interface Loopbackl ip address 192.168.117.1
255.255.255.0 ip nat inside ! !--- This is the mGRE
interface for dynamic GRE tunnels. interface Tunnel 1
description MILTI-PO NT GRE TUNNEL for BRANCHES
bandwi dt h 1000 ip address 172.16.0.1 255.255.255.0 no ip
redirects ip ntu 1400 ip nhrp authentication dnvpn ip
nhrp map nulticast dynamic ip nhrp network-id 99 ip nhrp
hol dtine 300 no ip split-horizon eigrp 1 no ip nroute-
cache del ay 1000 tunnel source FastEthernet0/0 tunne
nmode gre mul tipoint tunnel key 100000 tunnel protection
i psec profile dnvpnprof ! !--- This is the outside
interface. interface FastEthernet0/0 ip address
14.24.117.1 255.255.0.0 ip nat outside ip access-group
100 in ip inspect in2out out no ip nroute-cache duplex
auto speed auto ! interface Serial0/0 no ip address

shut down cl ockrate 2000000 no fair-queue ! interface
Fast Et hernet0/1 no i p address no ip nroute-cache duplex
auto speed auto ! !--- Enable a routing protocol to
send/receive dynamic !--- updates about the private
networks over the tunnels. router eigrp 1 network
172.16.0.0 0.0.0.255 network 192.168.117.0 no auto-




summary ! !--- Perform NAT on local traffic !--- going
directly out FastEthernet0,/0. ip nat inside source |ist
110 interface FastEthernet0/0 overload ip http server no
ip http secure-server ip classless ip route 0.0.0.0
0.0.0.0 14.24.1.1 ip route 2.0.0.0 255.0.0.0 14.24.121.1
' V1 1-——— Allow ISAKMP, ESP, and GRE traffic inbound.
!--—- CBAC will open other inbound access as needed.
access-list 100 pernmt udp any host 14.24.117.1 eq 500
access-list 100 pernmt esp any host 14.24.117.1 access-
list 100 permit gre any host 14.24.117.1 access-list 100
deny ip any any access-list 110 permt ip 192.168.117.0

0.0.0.255 any ! I call rsvp-sync ! ! ngcp profile
default ! dial-peer cor custom! ! line con O exec-
timeout 0 O line aux O line vty 0 4 login! ! end 3620-
B#

Spoke 1 - 3620-A

3620- A#write terminal
Bui | di ng configuration..

Current configuration : 2559 bytes
!
version 12.2

service tinestanps debug uptine
service tinestanps |og uptine
no service password-encryption
|

host nane 3620- A

]

boot system flash sl ot0:c3620-i k903s7-nz. 122-15. T1. bin
| oggi ng queue-linmt 100

]
menory-size i onem 15
i p subnet-zero

]
!
ip cef

no i p domai n | ookup
]
!--- This is the CBAC configuration and what to inspect.
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out tftp ip inspect name in2out udp ip inspect name
in2out tcp tineout 43200 ip inspect name in2out

real audi o i p inspect name in2out vdolive ip inspect name
i n2out netshow i p audit po nax-events 100 ! ! | /--—-
Create an ISAKMP policy for !--- Phase 1 negotiations.
crypto isaknp policy 5 authentication pre-share group 2
!--- Add dynamic pre-shared key. crypto isakmp key
dnvpnkey address 0.0.0.0 0.0.0.0 ! ! !--- Create the
Phase 2 policy for actual data encryption. crypto ipsec
transformset dnvpnset esp-3des esp-sha-hmac ! /---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. crypto ipsec profile
dnvpnprof set transformset dnvpnset ! | no voice hp
capture buffer no voice hpi capture destination ! ! nta
recei ve maxi numrecipients 0! | /--- This is the inside
interface. interface Loopbackl ip address 192.168.118.1
255.255.255.0 ip nat inside ! !--- This is the mGRE
interface for dynamic GRE tunnels. interface Tunnel 1l
descripti on HOST DYNAM C TUNNEL bandw dth 1000 ip
address 172.16.0.2 255.255.255.0 no ip redirects ip mu




1400 ip nhrp authentication dnvpn ip nhrp map 172.16.0.1
14.24.117.1 ip nhrp map nul ticast 14.24.117.1 ip nhrp
network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip nroute-cache delay 1000 tunnel source
Et hernet 0/ 0 tunnel node gre nultipoint tunnel key 100000
tunnel protection ipsec profile dnvpnprof ! !/--- This is
the outside interface. interface Ethernet0/0 ip address
14.24.118.1 255.255.0.0 ip nat outside ip inspect in2out
out ip access-group 100 in no ip nroute-cache half-
duplex ! interface Ethernet0/1 no ip address hal f-dupl ex
I interface Ethernet0/2 no ip address shutdown hal f-
duplex ! interface Ethernet0/3 no ip address shutdown
hal f-duplex ! !--- Enable a routing protocol to
send/receive dynamic !--- updates about the private
networks over the tunnel. router eigrp 1 network
172.16.0.0 0.0.0.255 network 192.168.118.0 no auto-
summary ! !--- Perform NAT on local traffic !--- going
directly out Ethernet0/0. ip nat inside source list 110
interface Ethernet0/0 overload ip http server no ip http
secure-server ip classless ip route 0.0.0.0 0.0.0.0
14.24.1.1 ! ' 1--- Allow ISAKMP, ESP, and GRE traffic
inbound. !--- CBAC will open inbound access as needed.
access-list 100 pernmt udp any host 14.24.118.1 eq 500
access-list 100 pernmt esp any host 14.24.118.1 access-
list 100 permit gre any host 14.24.118.1 access-list 100
deny ip any any access-list 110 permt ip 192.168.118.0

0.0.0.255 any ! ! call rsvp-sync ! ! ngcp profile
default ! dial-peer cor custom! ! line con O exec-
timeout 0 O line aux O line vty 0 4 login! ! end 3620-
AH

Spoke 2 - 1720-b

1720- b#write terminal
Bui | di ng configuration..

Current configuration : 2543 bytes
!

version 12.2

service tinestanps debug uptine
service tinestanps |og uptine

no service password-encryption

|

host nane 1720-b

!

boot system flash flash:c1700-ny-ne. 122-8. Y]

| oggi ng queue-linmt 100

enabl e password cisco

!

usernane 7206-B password 0 cisco

i p subnet-zero

!

!

no i p domai n | ookup

!

ip cef

!--- This is the CBAC configuration and what to inspect.
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out tftp ip inspect name in2out udp ip inspect name
in2out tcp tineout 43200 ip inspect name in2out

real audi o i p inspect name in2out vdolive ip inspect name
i n2out netshow ip audit po nax-events 100 ! ! vpdn-group




1 request-dialin protocol pppoe ! ! !--- Create an
ISAKMP policy for !--- Phase 1 negotiations. Crypto

i saknp policy 5 authentication pre-share group 2 /---
Add dynamic pre-shared key. crypto isaknp key dnvpnkey
address 0.0.0.0 0.0.0.0 ! ! !--- Create the Phase 2
policy for actual data encryption. Crypto ipsec
transformset dnvpnset esp-3des esp-sha-hmac ! /---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. crypto ipsec profile

dnvpnprof set transformset dnvpnset ! ! /--- This is
the inside interface. interface Loopbackl ip address
192.168.116.1 255.255.255.0 ip nat inside ! !/--- This is

the mGRE interface for dynamic GRE tunnels. interface
Tunnel 1 description HOST DYNAM C TUNNEL bandw dth 1000
ip address 172.16.0.3 255.255.255.0 no ip redirects ip
ntu 1400 ip nhrp authentication dmvpn ip nhrp map
172.16.0.1 14.24.117.1 ip nhrp map nulticast 14.24.117.1
ip nhrp network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip nroute-cache delay 1000 tunnel source
Di al erl tunnel node gre multipoint tunnel key 100000
tunnel protection ipsec profile dnvpnprof ! interface

Et hernetO no ip address hal f-duplex ! interface

Fast Ethernet0 no ip address no ip nroute-cache speed
aut o pppoe enabl e pppoe-client dial-pool-nunber 1! /--—-
This is the outside interface. interface Dialerl ip
address 2.2.2.10 255.255.255.0 ip inspect in2out out ip
access-group 100 in encapsul ati on ppp dialer pool 1

di al er-group 1 ppp authentication pap chap callin! /--—-
Enable a routing protocol to send/receive dynamic !---
updates about the private networks. router eigrp 1
network 172.16.0.0 0.0.0.255 network 192.168.116.0 no
auto-summary ! /--- Perform NAT on local traffic !---
going directly out Dialerl. ip nat inside source |ist
110 interface Dialerl overload ip classless ip route
0.0.0.0 0.0.0.0 Dialerl no ip http server no ip http
secure-server ! ! | /-—— Allow ISAKMP, ESP, and GRE
traffic inbound. !--- CBAC will open inbound access as
needed. access-list 100 permit udp any host 14.24.116.1
eq 500 access-list 100 pernmit esp any host 14.24.116.1
access-list 100 pernmit gre any host 14.24.116.1 access-
list 100 deny ip any any access-list 110 permt ip
192.168.116.0 0.0.0.255 any dialer-list 1 protocol ip
permit ! I I line con O exec-tinmeout O O line aux O line
vty 0 4 login ! no schedul er allocate end 1720- b#

Pontos remotos 3 - 1720-A

1720- A#write terminal
Bui | di ng configuration..

Current configuration : 1770 bytes

!

version 12.2

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

|

host nane 1720- A

!

| oggi ng queue-linmt 100
!

menory-size i onem 25

i p subnet-zero




|
|
!
ip cef

!--- This is the CBAC configuration and what to inspect.
!--- This will be applied outbound on the external
interface. ip inspect name in2out rcnd ip inspect nane
in2out tftp ip inspect name in2out udp ip inspect name

i n2out tcp tineout 43200 ip inspect nane in2out

real audi o i p inspect name in2out vdolive ip inspect name
i n2out netshow ip audit po nmax-events 100 ! ! /---
Create an ISAKMP policy for !--- Phase 1 negotiations.
crypto isakmp policy 5 authentication pre-share group 2
!--- Add dynamic pre-shared key. crypto isakmp key
dnvpnkey address 0.0.0.0 0.0.0.0 ! ! !--- Create the
Phase 2 policy for actual data encryption. crypto ipsec
transformset dnvpnset esp-3des esp-sha-hmac ! /---
Create an IPSec profile to be applied dynamically !---
to the GRE over IPSec tunnels. crypto ipsec profile

dnvpnprof set transformset dnvpnset ! ! /--- This is
the inside interface. interface Loopbackl ip address
192.168.120.1 255.255.255.0 ip nat inside ! !--- This is

the mGRE interface for dynamic GRE tunnels. interface
Tunnel 1 description HOST DYNAM C TUNNEL bandw dth 1000
ip address 172.16.0.4 255.255.255.0 no ip redirects ip
nmu 1400 i p nhrp authentication dnvpn ip nhrp nap
172.16.0.1 14.24.117.1 ip nhrp map nulticast 14.24.117.1
ip nhrp network-id 99 ip nhrp holdtine 300 ip nhrp nhs
172.16.0.1 no ip nroute-cache delay 1000 tunnel source
Fast Et hernet O tunnel node gre multipoint tunnel key
100000 tunnel protection ipsec profile dmpnprof !
interface EthernetO0 no ip address no ip nroute-cache

hal f-duplex | /--- This is the outside interface.
interface FastEthernetO ip address 14.24.120.1
255.255.0.0 ip nat outside ip inspect in2out out ip
access-group 100 in no ip nroute-cache speed auto ! /---
Enable a routing protocol to send/receive dynamic !---
updates about the private networks. router eigrp 1
network 172.16.0.0 0.0.0.255 network 192.168.120.0 no
auto-sunmmary ! !--- Perform NAT on local traffic !---
going directly out FastEthernetO. ip nat inside source
list 110 interface FastEthernetO overload ip classless
iproute 0.0.0.0 0.0.0.0 14.24.1.1 no ip http server no
ip http secure-server ! | | /-—- Allow ISAKMP, ESP, and
GRE traffic inbound. !--- CBAC will open inbound access
as needed. access-list 100 permt udp any host
14.24.116.1 eq 500 access-list 100 pernmit esp any host
14.24.116.1 access-list 100 pernmt gre any host
14.24.116.1 access-list 100 deny ip any any access-li st
110 pernmit ip 192.168.120.0 0.0.0.255 any ! ! ! line con
0 exec-timeout 0 O line aux O line vty O 4 login ! no
schedul er allocate end 1720- A#

Verificar

Esta sec¢éao fornece informagdes que vocé pode usar para confirmar se sua configuragao esta
funcionando adequadamente.

A Output Interpreter Tool (somente clientes registrados) oferece suporte a determinados
comandos show, o que permite exibir uma analise da saida do comando show.
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- show crypto isakmp sa — Exibe o estado da associagéo de seguranga ISAKMP (SA).

- show crypto engine connections ative — Exibe o total de criptografia/descriptografia por SA.

- show crypto ipsec sa — Exibe as estatisticas nos tineis ativos.

- show ip route - Exibe a tabela de roteamento .

- show ip eigrp neighbor—EXxibe os vizinhos EIGRP.

- show ip nhrp — Exibe o cache Next Hop Resolution Protocol (NHRP) de IP, opcionalmente
limitado a entradas de cache dinamico ou estatico para uma interface especifica.

- show crypto socket — Exibe a tabela do soquete de criptografia entre o NHRP e o IPSec.

Troubleshoot

Esta secao fornece informagdes que podem ser usadas para o troubleshooting da sua
configuragao.

Comandos para Troubleshooting

Observagao: antes de emitir comandos debug, consulte Informacdes importantes sobre
comandos debug.

- debug crypto ipsec — Exibe eventos de IPSec.

- debug crypto isakmp — Exibe mensagens sobre eventos de IKE.

- debug crypto engine — Exibe informagdes a partir do cripto mecanismo.

- debug crypto socket—Exibe informagdes sobre a tabela de soquetes entre NHRP e |IPSec.
- debug nhrp — Exibe informagdes sobre eventos NHRP.

- debug nhrp packet — Exibe informacgdes sobre pacotes NHRP.

- debug tunnel protection—Exibe informagdes sobre tiineis GRE dinamicos.

Informacgdes adicionais sobre Troubleshooting de IPSec podem ser encontradas em
Troubleshooting de Seguranca de IP - Compreendendo e Utilizando os comandos debug.

Informacdes Relacionadas

- Visdo geral de DMVPN e Cisco I0S
. Pagina de suporte do IPSec
.- Suporte Técnico e Documentacao - Cisco Systems
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