Por que o vManage nao instala o Security App
Container em um dispositivo?
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Introduction

Este documento descreve um problema com a instalagdo do contéiner do aplicativo de seguranca
quando a politica de seguranga € usada em um Modelo de dispositivo € como resolvé-lo.

Problema

O usuario ndo pode anexar o Modelo de dispositivo com uma politica de seguranga que exigia
que o contéiner do aplicativo de segurancga fosse instalado com este erro em um vManage:

Failed to install 1/1 Security App container (app-hosting-UTD Snort - Feature-aarch64_be-
1.0.8_SV2.9.11.1 XE16.10). Failed to enabled iox: nul

05 Apr 2019 11:46:09 AM I ST

[ 5- Apr-2019 6:16: 09 UTC] Total nunber of Security App containers to be installed: 1. Security
App containers to be installed are follow ng: [app-hosting-UTD Snort - Feat ure-aarch64_be-
1.0.8_SV2.9.11.1_XE16. 10]

[ 5- Apr-2019 6:16:09 UTC] Started 1/1 Security app contai ner (app-hosting-UTD Snort- Feat ure-
aarch64_be-1.0.8_SV2.9.11.1 XE16.10) installation

[ 5- Apr-2019 6:16:10 UTC] Checking if iox is enabled on device

[ 5- Apr-2019 6:16:18 UTC] Failed to install 1/1 Security App container (app-hosting-UTD Snort-
Feat ure-aarch64_be-1.0.8_SV2.9.11.1 XE16. 10).

Failed to enabled iox: nul

No /var/log/nms/vmanage-server.log em um controlador vManage, esse erro pode ser visto:

05- Apr-2019 08: 41: 54,488 UTC ERROR [vManage] [AppHostingTenpl at eProcessor] (device-action-
I xc_install-10) |default| Error while enabling i ox on device-Cl111X-8P-FG.230513Y0-1.1.1.1: rpc-
reply error: <rpc-reply xm ns="urn:ietf:parans: xn : ns: net conf: base: 1. 0"
xm ns:nc="urn:ietf:parans: xn : ns: netconf: base: 1. 0" nessage-i d="5">
<rpc-error>
<error-type>application</error-type>
<error-tag>i nvalid-val ue</error-tag>
<error-severity>error</error-severity>
<error-nmessage unknown: | ang="en">i nconsi stent val ue: Device refused one or nore
commands</ error - nessage>
<error-info>
<severity xm ns=" http://cisco.comyang/cisco-ia">error_cli</severity>
<detail xm ns=" http://cisco.conlyang/cisco-ia">
<bad-cli >
<bad- command>i ox</ bad- comand>



<error-location>1l</error-|ocation>
<par ser-response/ > </ bad-cli>
</detail >
</error-info>
</rpc-error>
</rpc-reply>

at comtailf.jnc.NetconfSession.recv_rpc_reply_ok(Unknown Source) [INC 1.2.jar:]

at comtailf.jnc.NetconfSession.recv_rpc_reply_ok(Unknown Source) [INC 1.2.jar:]

at comtailf.jnc. NetconfSession.conmt(Unknown Source) [JNC1.2.jar:]

at

com vi pt el a. vhanage. server. devi ce. comnmon. Net Conf C i ent . commi t AndUnl ock( Net Conf Cl i ent. j ava: 458)
[cl asses: ]

at

com vi pt el a. vhanage. server. devi ceacti on. processor. confi g. AppHosti ngTenpl at ePr ocessor. checkAndEna
bl el ox( AppHost i ngTenpl at eProcessor. java: 358) [cl asses:]

at

com vi pt el a. vhanage. server. devi ceacti on. processor. confi g. AppHosti ngTenpl at ePr ocessor. preTenpl ate
PushCheck( AppHosti ngTenpl at eProcessor.java: 173) [cl asses: ]

at

com vi pt el a. vmanage. server. devi ceacti on. processor. service. | xc. Lxcl nstal | Acti onProcessor $Lxcl nsta
I'l Acti onWor ker. start Mai nt enanceDevi ceActi ons(Lxcl nstall Acti onProcessor. java: 340) [cl asses:]

at

com vi pt el a. vhanage. server. devi ceacti on. Def aul t Acti onWor ker . st art Devi ceActi on( Def aul t Acti onWor ke
r.java: 82) [classes:]

at

com vi pt el a. vhanage. server. devi ceacti on. Abstract Acti onWorker . cal | (Abstract Acti onWr ker . java: 117)
[cl asses: ]

at

com vi pt el a. vhmanage. server. devi ceacti on. Abstract Acti onWorker. cal | (Abstract Acti onWr ker . j ava: 35)
[cl asses: ]

at java.util.concurrent. FutureTask.run(FutureTask.java:266) [rt.jar:1.8.0_162]

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)
[rt.jar:1.8.0_162]

at java.util.concurrent. ThreadPool Execut or $Wor ker . run( Thr eadPool Execut or . j ava: 624)
[rt.jar:1.8.0_162]

at java.lang. Thread. run(Thread.java: 748) [rt.jar:1.8.0_162]

05- Apr-2019 08:41: 54,496 UTC ERROR [vManage] [Lxclnstall ActionProcessor] (device-action-

I xc_install-10) |default| On device Cl1111X-8P-FGE.230513Y0-1.1.1.1, Failed to install 1/1
Security App container (app-hosting-UTD Snort- Feature-aarch64_be-1.0.8_SV2.9.11.1 XE16. 10).
Failed to enabled iox: null

05- Apr-2019 08:41:54,524 UTC I NFO [vManage] [DeviceActionStatusDAQ (device-action-Ixc_install-
10) |default| End task I|xc_install

05- Apr-2019 08:41:54,533 UTC I NFO [vManage] [DeviceActionStatusDAQ (device-action-Ixc_install-
10) |default]| Publish client event: ACTIMITY

05- Apr-2019 08:41:54,533 UTC I NFO [vManage] [DeviceActionStatusDAQ (device-action-Ixc_install-
10) |default]| Publish client event: DEVI CE_ACTI ON

Como pode ser visto acima, algumas mensagens ndao muito informativas "Falha ao habilitar iox:
null" é visto em ambas as saidas, o que as vezes significa que a quantidade de memoria no é
suficiente para o perfil de hospedagem de aplicativos de segurancga selecionado que foi
conectado ao dispositivo.

Solugao

Como suspeitavam de problemas de memdéria devido ao perfil de Hospedagem de Aplicativo de
Seguranga, ele é verificado e, em seguida, é descoberto que o perfil padrao é usado.



SECURITY POLICY PARAMETERS

NAT

Resource Profile

- I @® oOn | off

- default -

Em contraste com o alto perfil que é conhecido por causar problemas quando o dispositivo ndo
tem memodria suficiente.

Como proxima etapa, o consumo de memoaria foi verificado no préprio dispositivo e descobriu-se
que o roteador C1111X com 8Gb de RAM tem apenas cerca de 1Gb de memoaria livre (note Free):

cEdgel0#show nenory pl atform

Virtual nenory
Pages resident
Maj or page faults:
M nor page faults:

Architecture
Menmory (kB)
Physi ca
Tot al
Used
Free
Active
I nactive
Inact-dirty
I nact - cl ean
Dirty
AnonPages
Bounce
Cached
Conmit Limt
Conmmitted As
H gh Tota
H gh Free
Low Tot al
Low Free
Mapped
NFS Unst abl e
Page Tabl es
Sl ab
Wit eback

Swap (kB)
Tot al
Used
Free
Cached

Buf fers (kB)

Load Average
1-Mn

11512180736
730200

2501
114581800

aar ch64_be

3758804
3758804
2620884
1137920
2191472
807536
0

0

0
1473636
0
1212660
1813864
3224504
0

0
3758804
1137920
416524
0

17160
170624
0

o O oo

312844

0. 60



5-Mn : 0.66

15-M n : 0.86
Ao mesmo tempo, na saida show version, foi confirmado que o dispositivo tem 8 Gb de RAM
(anote a memodria fisica):

cisco Cl111X-8P (1RU) processor with 1453914K/ 6147K bytes of menory.
Processor board | D FG.230513Y0

1 Virtual Ethernet interface

10 G gabit Ethernet interfaces

32768K bytes of non-volatile configuration nenory.

8388608K bytes of physical nenory.

6336511K bytes of flash menory at bootfl ash:.

A falta de memoaria € o motivo pelo qual o contéiner do Security App nao pode ser instalado,
portanto, a versao ROMmon é verificada porque existe um requisito minimo de ROMmon para
plataformas suportadas por IOS-XE SD-WAN. Esta versao é encontrada no dispositivo:

cEdgelO#show platform| b Firmare

Sl ot CPLD Ver si on Fi rmnvar e Versi on
0 17100501 16. 8(1r)
RO 17100501 16. 8(1r)
FO 17100501 16. 8(1r)

A medida que vocé executa o software 16.10.2 e de acordo com as notas de versao, a versao
minima necessaria do ROMmon €& 16.9(1r), portanto, 0 ROMmon foi atualizado e a memoria livre
é verificada novamente:

cEdgel0#sh menory platform
Virtual nenory : 11516805120
Pages resident : 708276
Maj or page faults: 2303
M nor page faults: 1705306

Architecture . aarch64_be
Mermory (kB)
Physi cal : 8143440
Tot al : 8143440
Used : 2571908
Free : 5571532
Active : 2213868
I nactive : 1128140
Inact-dirty 0
I nact - cl ean 0
Dirty : 8
AnonPages : 1410328
Bounce 0
Cached : 1619664
Conmit Limt : 4006184
Conmitted As : 3136948
H gh Tot al 0
H gh Free 0
Low Tot al : 8143440
Low Free : 5571532
Mapped : 397692
NFS Unst abl e 0
Page Tabl es : 17216

Sl ab : 158776



Wit eback .0

Na saida acima, observe a op¢cao Memoaria livre e fisica (mais de 5 Gb e 8 Gb,
correspondentemente).

Depois que a instalagao deste contéiner do Security App foi acionada novamente quando o
modelo do dispositivo € desanexado e anexado novamente, e as mensagens sobre a instalagao
bem-sucedida sao exibidas:

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: cc761b3b-cb3b-4070-81de-9b842f d68b27
downl oad-start. Message Downl oadi ng http://10.10. 10. 100: 8080/ sof t war e/ package/ | xc/ app-

hosti ng_UTD- Snort - Feature-x86_64_1.0.8_SV2.9.11.1_ XE16. 10_secapp-

ucnk9. 16.10.2.1.0.8_SV2.9.11. 1_XE16. 10. x86_64. t ar ?devi cel d=10. 10. 10. 10

%Ci sco- SDWAN- cEdgel10- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER Notification:

4/ 5/ 2019 09:54: 4 systemsoftware-install-status severity-Ievel:mnor host-nane: cEdgel0 system
i p: 10. 10. 10. 10 status: downl oad-start install-id:cc761b3b-chb3b-4070-81de-9b842f d68b27
nmessage: Downl oadi ng http://10.10. 10. 100: 8080/ sof t war e/ package/ | xc/ app- hosti ng_UTD- Snort - Feat ur e-
x86_64_1.0.8_SV2.9.11.1_XE16. 10_secapp-

ucnk9. 16.10.2.1.0.8_SV2.9.11.1_XE16. 10. x86_64. t ar ?devi cel d=10. 10. 10. 10

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: cc761b3b-cb3b-4070-81de-9b842f d68b27
downl oad- conpl ete. Message Downl oaded app i mage to /bootflash/.UTD_| MAGES/ app- hosti ng_UTD- Snort -
Feature-x86_64_1.0.8_SVv2.9.11.1_XE16. 10_secapp-ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64. t ar
% sco- SDWAN- cEdgel0- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER Notification:

4/ 5/ 2019 09:54:5 system software-install-status severity-Ievel:mnor host-nane: cEdgel0 system
i p: 10. 10. 10. 10 status: downl oad- conpl ete install-id:cc761b3b-chb3b-4070-81de-9b842f d68b27
nmessage: Downl oaded app image to /bootfl ash/. UTD_| MAGES/ app- hosti ng_UTD- Snort - Feat ur e-
x86_64_1.0.8_SV2.9.11. 1_XE16. 10_secapp-ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64.t ar

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: 9fd36cd6-f601-4fac-a5b0-1a36f 06bal8a
verification-conplete. Message NOOP

%Ci sco- SDWAN- cEdgel0- acti on_notifier-6-1 NFO 1400002: RO/ 0: VCONFD_NOTIFIER: Notification:

4/ 5/ 2019 9:54:5 system software-install-status severity-I|evel:mnor host-nane: cEdgel0 system

i p: 10. 10. 10. 10 status:verification-conplete install-id:cc761b3b-chb3b-4070-81de-9b842f d68b27
nmessage: NOOP

%/MAN- 5- PACKAGE_SI GNI NG_LEVEL_ON | NSTALL: RO/ 0: vman: Package 'i ox-
utd_1.0.8_SV2.9.11.1_XE16.10.tar' for service container 'utd is 'Cisco signed , signing |leve
cached on original install is 'Ci sco signed

%/l RT_SERVI CE- 5- | NSTALL_STATE: Successfully installed virtual service utd

% OSXE- 5- PLATFORM R0/ 0: VCONFD_NOTI FI ER: Install status: cc761b3b-cb3b-4070-81de-9b842f d68b27
install-start. Message Success, App state: DEPLOYED

% sco- SDWAN- cEdgel0- acti on_notifier-6-1NFO 1400002: RO/ 0: VCONFD_NOTIFIER: Notification:

4/ 5/ 2019 09:54:5 system software-install-status severity-Ievel:mnor host-nane:|SR- 4331 system
i p:10. 10. 10. 10 status:install-start install-id:cc761b3b-cb3b-4070-81de-9b842f d68b27

nmessage: Success, App state: DEPLOYED

Veja aqui como a instalagao bem-sucedida se parece do lado do vManage:

[ 6- Apr-2019 12:38: 13 CEST] Total nunber of Security App containers to be installed: 1. Security
App containers to be installed are follow ng: [app-hosting-UTD Snort-Feat ure-x86_64-
1.0.8_SVv2.9.11.1_XE16. 10]

[ 6- Apr-2019 12:38:13 CEST] Started 1/1 Security app container (app-hosting-UTD Snort - Feature-
x86_64-1.0.8_SV2.9.11.1 XE16.10) installation

[ 6- Apr-2019 12:38: 14 CEST] Checking if iox is enabled on device

[ 6- Apr-2019 12:38: 17 CEST] Wiiting for iox to be enabled on device

[ 6- Apr-2019 12:40: 05 CEST] iox enable

[ 6- Apr-2019 12:40: 05 CEST] |ox enabl ed on device

[ 6- Apr-2019 12:40: 11 CEST] Security App container image: app-hosting_UTD Snort - Feature-
x86_64_1.0.8_SV2.9.11.1 XE16.10_secapp- ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64. tar

[ 6- Apr-2019 12:40: 19 CEST] Connection Instance: 0, Color: biz-internet

[ 6- Apr-2019 12:40: 19 CEST] Downl oadi ng http://10.10.10. 100: 8080/ sof t war e/ package/ | xc/ app-
hosti ng_UTD- Snort-Feature-x86_64_1.0.8_SV2.9.11.1 XE16. 10_secapp-

ucnk9. 16.10.2.1.0.8_SV2.9.11.1_XE16. 10. x86_64. t ar ?devi cel d=10. 10. 10. 10



[ 6- Apr-2019 12:56: 45 CEST] Downl oaded app image to /bootfl ash/.UTD_| MAGES/ app- hosti ng_UTD- Snort -
Feature-x86_64_1.0.8_SV2.9.11.1_XE16. 10_secapp-ucnk9. 16. 10. 2. 1. 0. 8_SV2. 9. 11. 1_XE16. 10. x86_64. t ar
[ 6- Apr-2019 12:56: 48 CEST]

[ 6- Apr-2019 12:57:19 CEST] Success, App state: DEPLOYED

[ 6- Apr-2019 12:57:27 CEST] utd installed successfully

Current state is deployed

[ 6- Apr-2019 12:57: 27 CEST] app-hosting-UTD- Snort - Feature-x86_64 installed in DEPLOYED state
[ 6- Apr-2019 12:57:27 CEST] Finished 1/1 Security app container (app-hosting-UTD Snort - Feat ure-
x86_64-1.0.8_SV2.9.11.1_XE16.10) installation
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