Migracao de DAP e HostScan de ASA para FDM
por meio da APl REST
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Introduction

Este documento descreve a migragao das politicas de acesso dinamico (DAP) e da configuragao
do HostScan dos Cisco Adaptive Security Appliances (ASA) para o Cisco Firepower Threat
Defense (FTD) gerenciado localmente pelo Firepower Device Manager (FDM).

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:

- Conhecimento basico da configuragdo da VPN RA no FDM.
- Trabalho de DAP e Hostscan no ASA.
- Conhecimento basico da API REST e do API Explorer de Rest FDM.

Componentes Utilizados
As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- Cisco FTD executando a versao 6.7.0
- Cisco AnyConnect Secure Mobility Clientversion 4.9.00086
- Postman ou qualquer outra ferramenta de desenvolvimento de API

Observagao: as informagdes neste documento foram criadas a partir de dispositivos em um
ambiente de laboratério especifico. All of the devices used in this document started with a
cleared (default) configuration. Se a sua rede estiver ativa, certifique-se de que vocé



entende o impacto potencial de qualquer alteragao de configuragao.

Informacgdes de Apoio

Embora o FTD tenha suporte a configuragdo de VPN de acesso remoto (RAVPN), ele ndo tem
suporte para DAP. A partir da versao 6.7.0, o suporte a API é adicionado para DAP no FTD. Ela
tem como objetivo apoiar o caso de uso muito basico da migragédo do ASA para o FTD. Os
usuarios que tém o DAP configurado em seus ASAs e estdo no processo de migragao para o FTD

agora tém um caminho para migrar sua configuragdo de DAP junto com sua configuragéo de VPN
RA.

Para migrar com éxito a configuragdo do DAP do ASA para o FTD, assegure as seguintes
condigoes:

- ASA com DAP/Hostscan configurado.

- Acesso do servidor TFTP/FTP do ASA ou ASDM ao ASA.

- Cisco FTD executando a versao 6.7.0 e superior gerenciado pelo Firepower Device Manager
(FDM).

- VPN RA configurada e funcionando no FTD.

Licenciamento
- FTD registrado no portal de licenciamento inteligente com recurso controlado de exportagao
habilitado (para permitir que a guia de configuragdo da VPN RA seja ativada).

- Qualquer uma das licengas do AnyConnect habilitadas (APEX, Plus ou somente VPN).
Para verificar o licenciamento: Navegue até Dispositivos > Licengas inteligentes

Smart License

Last sync: 17 Mov 2020 05:271 AM Go to Cloud Service 3
Next sync: 17 Nov 2020 05:31 AM

SUBSCRIPTION LICENSES INCLUDED

Includes: Ty Intrusion Falicy Includes: Oy File Paolicy

LURL License RA VPN License Type PLUS v DISABLE

and reputations, rather
% rules that filter web

-hased to enable remote access VPN, Note that
foes not support any of the advanced featunes covered by the

that you [

Apex license.

Inchides: URL Reputation Includes: RA-VPN

Limitagdes da fungao



- Esses recursos sdo suportados apenas através da interface FDM/FTD REST API.
- O nome do DAP néao pode conter caracteres de espaco com a APl REST.

Configuracao

Etapa 1. Copie dap.xml do ASA para o seu PC local / Servidor TFTP. Ha duas maneiras de
conseguir 0 mesmo:

ASDM:

Navegue até Ferramentas > Gerenciamento de arquivos > Transferéncia de arquivos >entre PC
local e Flash.

[ ] ] File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer Disk(s)
@ = # Up O Refresh (& New| T Delete 4 Back = 4 Up|Q Refresh|C3 New [if Delete

» [ dev asa941-13-Ifbff-k8.5PA

# et all_working_tunnels.txt
(1 home asa953-6-1fbff-k8.5PA

» Library anyconnect-win-4.3.03086-k9.pkg
(0 net backupconfig-1
0 Network Ifbff.55A.C5Cve55674.01192017.2

» (O opt —— Ifbff.55A.C5Cwc55674.01302017.1

» [ private hostscan_4.3.05017-k9.pkg

» [ sbin R dap.xml

b 1 System crash.txt

» imp anyconnect-win-4.4.01054-webdeploy-k9.pk

= 1 Users anyconnect_rdp.xml

F (T usr asa981-Ifbff-k&.5PA

 Jvar show_texh.txt

> Gl Volumes Ifbif.55A.C5CveT2227.06122017.1
.D5_Store working_1500_count.txt
installer.fallurerequests show_tech.txt
file PP T T

Help  (GISSSN

CLI:

ASA# copy flash: tftp:
Source filename []? dap.xml

Address or name of remote host []? 10.197.161.160
Destination filename [dap.xml]?

440 bytes copied in 0.40 secs
Etapa 2. Copie o arquivo de configuragdo do hostscan (data.xml) e a imagem do hostscan do

ASA para o dispositivo local.

ASDM:

Navegue até Ferramentas > Gerenciamento de arquivos > Transferéncia de arquivos >entre PC



local e Flash.

@ [} File Transfer

Drag and drop files between your local computer and flash to upload or download them.

Local Computer Disk(s)
4= Back|= Fw :|f P |t‘;|~ Refresh|:} I'-Iew|ﬂ Delete [ ¢ Eack|-b wd| 4 Up| &> P.efresh|l:.5 New.ﬂ Delete
» L1 v @ diskD:

» log

» [ crypto_archive

» [ coredumpinfo

¥ 3 sdesktop

data.xml

» [snmp
asa932-2-Ifbff-k8.5PA
asdm-761.bin
.boot_string
asa941-13-Ifbff-kB8.5PA
all_working_tunnels.txt
asa953-6-Ifbff-k8.5PA
anyconnect-win-4.3.03086-k9.pkg
backupconfig-1
Ifbff.55A.CSCvc55674.01192017.2
Ifbff.55A.CS5Cvc55674.01302017.1

hmstemmm AW AFATT L0 b=

————

o

nep (IS

CLI:

ASA# copy flash: tftp:
Source filename []? data.xml

Address or name of remote host []? 10.197.161.160
Destination filename [data.xml]?

500 bytes copied in 0.40 secs

ASA# copy flash: tftp:

Source filename []? hostscan_4.9.03047-k9.pkg
Address or name of remote host []? 10.197.161.160

Destination filename [hostscan_4.9.03047-k9.pkg]?

56202408 bytes copied in 34.830 secs (1653012 bytes/sec)
ASA#

Etapa 3. Obtenha o valor codificado em base64 de dap.xml e data.xml.

No Mac: base64 -i <arquivo>



tazkhan®@TAZKHAN-M-32A3 Desktop % basets4 -i dap.xml
PD94bWwgdmVyc21lvbi@iMS4wIiBlbmNvZGluZz@iVVRGLTgiIHNGYWSKYWxvbmU9InlleyI/Pgo8ZGFwUmVib3JkTGlzdD4KPGRhcFI1Y29yZD4
KPGRhcEShbWU+Cix2YWx1ZT5XaWskb3dzPCP2YWx1ZT4KPCIkYXBOYW11Pgo8ZGFwVml1ld3NSZWxhdGlvbi4KPHZhbHV1PmFuZDwydmFsdwU+C3
wvZGFwVml1ld3NSZWxhdGlvbj4KPGRhcEJhc21jVmlldz4KPGRhcFNLbGYjdGlvbj4KPGRhecFBvbGljeT4KPHZhbHV1Pm1hdGNoLWFueTwvdmFsd
WU+CiwvZGFwUGYsaWNSPgo8YXROcj 4KPGShbWU+YWFhLmNpc2NvLNVZZXJuYWL11PCQuYW11Pgo8dmFsdwU+Y21zY288L3ZhbHV1Pgo8b3BlcmFe
aWIuPkVRPCvcGVyYXRpb24+C]jxBeXB1PmNhc2VsZXNzPC98eXB1lPgo8L2FOdHI+CiwvZGFwU2VsZWN@aWIuPgo8ZGFwU2VsZWNBawsuPgo8ZGF
wUGYsaWN5Pgo8dmFsdWU+bWFBY2gtYWE5PCO2YWx1ZT4KPCOkYXBAb2XxpY3k+CixkYXBTAWITZWx1Y3Rpb24+CixkYXBQAb2xpY3k+Cjx2YWx1ZT
5tYXRjaClhbGw8L3ZhbHV1Pgo8L2RhcFBvbGlijeT4KPGFAMHI+CixuYW1lPmVuZHBvawsaLmFuewWNvbmS1Y3QucGxhdGZvem@8L25hbWU+Cix2Y
Wx1ZT53aW48L3ZhbHV1Pgo8h3BlemFBaWIuPkVRPCOveGVyYXRpb24+CiwvYXROcI4KPCIKYXBTAWITZWx1Y3Rpb24+CiwvZGFwU2VsZWNOaWou
Pgo8L2RhcEJhc21jV¥mlldz4KPCOkYXBSZWNvemQ+CjxkYXBSZWNvemQ+CjxkYXBOYW11PgoBdmF sdwWU+YTwvdmFsdWU+CijwvZGFwTmFtZT4KPGR
heFZpZXdzUmVsYXRpb24+Cix2YWx1ZT5hbmQE8L3ZhbHV1Pgo8L2RheFZpZXdzUmVsYXRpb24+CiwvZGFwUmVib3JIkPgo8L2RheFI1Y29yZEXpe3
Q+Cag==

No Windows powershell: certutil -encode dap.xml tmp.b64 ; findstr /v /c:- tmp.b64 > dap.b64

dap.xml tmp.b&a ; fi

rt pleted successfully.

File Edit Farmat View Hal
PD94bklwgdmVyc2lvbj@iMS4wIiBlbmNvZGluZ z@1iVVRGLT g1 IHNGYWS kYWxvbmUS
Inllcyl/PgoBZGFwUmVib3JkTGlzdD4KPGRheFI1Y29yZD4KPGRhcEShbWU+C jx2
YWx1ZT5DaXNjbzwvdmF sdWU+CjwvZGFwTmFtZT4KPGRheFZpZXdzUmVsYXRpb24+
Cix2¥Wx1ZTShbmQBL3ZhbHV1PgoBL2Rhe FZpZ XdzUmVsYXRpb24+CixkYXBCYXNp
Y1ZpZXc+CixkYXBTZWx1Y3Rpb24+CixkYXBQb2xpY3k+Cjx2YWx1ZT5tYXRjallh
bnk8L3ZhbHV1PgoBL2RhcFBYbGLl jeTAKPGFAdHI+CixuYW11PmFhYS5jaXNjby51
c2VybmFtZ TwvbmFtZTAKPHZhbHV1PmNpe 2NvPCO2YWx1Z TAKPGOWZX IhdGlvbjSF
UTwvb3BlemF@aW9uPgoB8dH1WZTSjYXNLbGY zc zwwdH1wZ TAKPCIhdHRyPgoBL2Rh
cFN1bGYjdGlvbj4KPCIKYXBCYXNpY1ZpZXc+CjwvZGFwUmVjb3 1kPgoBZGFwlmV
b3JkPgoBZGFWTmFtZT4KPHZhbHVIPIR1c3Q8L3ZhbHV1PgoBL2RhCEShbWU+Cixk
YXBWakV3c1I11bGF@aWduPgoBdmF sdWU+YWSkPCO2YWx1Z TAKPCOkYXBWalv3c131
bGF@aW9uPgoBZGFwWOmF zaWNWaWV3Pgo8 LGFwU2Vs ZWNBaWIuPgoBZGFWUGS s alNS
PgoBdmF sdWU+bWFaY2gt YWSSPCO2YWx1ZT4KPCOkYXBOb2xpY Ik+CjxhdHRyPgo8
bmFtZTShYWEUY21zY28udXNlcmShbWUBL2ShbWUHCix2YWx1ZTSOZXNOPCO2Yix1
ZTAKPGOWZXIhdGlvbjSFUTwvb3BlemF @aWIuPgoBdH1wZ TS jYXN1bGY 2 2wvdH1w
ZTAKPCO9hdHRyPgoBL2RhcFN1bGYjdGlvbj4KPCOkYXBCYXNPY1ZpZXc+CjwviGFw
UmVib3JkPgoBL2RhcFI1Y29yZExpc3Q+Ce==

Siga o mesmo procedimento para data.xml.
Etapa 4. Inicie o API Explorer do FTD em uma janela do navegador.
Navegue até https://<FTD Management |P>/api-explorer

Contém a lista completa de APIs disponiveis no FTD. Ele é dividido com base no recurso principal
com varias solicitagdes GET/POST/PUT/DELETE que s&o suportadas pelo FDM.

DAPXmI e HostScanPackageFile sdo a API usada.



“ @ A Mot Secura | 10.197.224.82/#/api-axplorer T B o E N Q,’_‘;Me‘.e

m— G = Y 3 @ 5
Iger Monitaring Policies Objects Davice: firepower ) = g U 0 Administrator
ETD REST API DAPXmI ShowHide  List Opesations  Expand Operations
o Jobject/dapxmi Gat the DAPXmMI configured
AP Explorer
m Jfobject/dapxml Create a new DAPXmI configuration
m Jfobject/dapxmif{objid} Dt the DARFKMI configurst
| Jobject/dapxmif{objld} Gat the DAPKmI configured
m fobject/dapxmif{objld) Upcate the DAPKmI co

Etapa 5. Adicione uma colegao Postman para DAP.

Fornegca um Nome para a colegao. Clique em Criar, conforme mostrado nesta imagem.

CREATE A NEW COLLECTION

Name

DAP|

Description Authaorization Pre-request Scripts Tests Variables

This description will show in your collection’s documentation, along with the descriptions of its folders and requests.

Descriptions support Markdown

Etapa 6. Adicionar uma nova solicitagao Auth para criar uma solicitagdo de POST de login para o
FTD a fim obter o token para autorizar qualquer solicitagao POST/GET/PUT. Clique em Salvar.
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