Configurar L2TP sobre IPsec entre o Windows 8
PC e o ASA usando chave pré-compartilhada
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Introduction

Este documento descreve como configurar o L2TP (Layer 2 Tunneling Protocol) sobre IPsec
usando a chave pré-compartilhada entre o Cisco Adaptive Security Appliance (ASA) e o cliente
nativo do Windows 8.

A seguranga L2TP sobre Internet Protocol (IPsec) oferece a capacidade de implantar e

administrar uma solugao de VPN (Virtual Private Network) L2TP em conjunto com os servigos de
VPN IPsec e firewall em uma unica plataforma.

Prerequisites

Requirements
A Cisco recomenda que vocé tenha conhecimento destes topicos:
- Conectividade IP da maquina cliente para o ASA. Para testar a conectividade, tente fazer

ping no endereco IP do ASA do endpoint do cliente e vice-versa
- Certifique-se de que a porta UDP 500 e 4500 e o protocolo ESP (Encapsulating Security



Payload) nao estejam bloqueados em nenhum lugar ao longo do caminho da conexao

Restricoes

- L2TP sobre IPsec suporta apenas IKEv1. IKEv2 n&o é suportado.

- O L2TP com IPsec no ASA permite que o LNS interopere com clientes VPN nativos
integrados em sistemas operacionais como Windows, MAC OS X, Android e Cisco 10S.
Somente L2TP com IPsec é suportado, o L2TP nativo ndo é suportado no ASA.

- A duragao minima da associagado de seguranca IPsec suportada pelo cliente Windows € de
300 segundos. Se o tempo de vida do ASA for definido para menos de 300 segundos, 0
cliente Windows o ignorara e o substituira por uma vida util de 300 segundos.

- O ASA sé6 suporta as autenticagcbes PPP (Point-to-Point Protocol), PAP (Password
Authentication Protocol Protocolo de Autenticagao de Senha) e CHAP (Challenge-Handshake
Authentication Protocol Protocolo de Autenticagcdo de Handshake de Desafio) da Microsoft,
versdes 1 e 2, no banco de dados local. O EAP (Extensible Authentication Protocol) e o
CHAP sao executados por servidores de autenticagdo de proxy. Portanto, se um usuario
remoto pertencer a um grupo de tuneis configurado com os comandos authentication eap-
proxy ou authentication chap, e o ASA estiver configurado para usar o banco de dados local,
esse usuario nao podera se conectar.

Tipos de autenticagcao PPP suportados

As conexdes L2TP sobre IPsec no ASA suportam somente os tipos de autenticagcao PPP
mostrados na Tabela

Suporte de servidor AAA e tipos de autenticacao PPP

Tipo de servidor AAA Tipos de autenticagao PPP suportados
LOCAL PAP, MSCHAPv1, MSCHAPV2
RADIUS PAP, CHAP, MSCHAPv1, MSCHAPv2, EAP-Proxy
TACACS+ PAP, CHAP, MSCHAPV1
LDAP PAP
NT PAP
Kerberos PAP
SDI SDI
Caracteristicas do tipo de autenticagédo do PPP
Tipo de ;e
Palavra-chave . Caracteristicas
autenticagao
Em resposta ao desafio do servidor, o cliente retorna o [desafio mais senha]
chap CHAP  criptografado com um nome de usuario em texto claro. Esse protocolo é
mais seguro que o PAP, mas nao criptografa dados.
Habilita o EAP, que permite que o Security Appliance faga proxy do
eap-proxy EAP processo de autenticagdo PPP para um servidor de autenticagdo RADIUS
externo.
Microsoft
CHAP, Semelhante ao CHAP, mas mais seguro porque o servidor armazena €
ms-chap-v1 Versdo 1 compara somente senhas criptografadas em vez de senhas em texto clarc
ms-chap-v2 Microsoft como no CHAP. Esse protocolo também gera uma chave para a criptografia
CHAP, de dados pelo MPPE.
Versao, 2
pap PAP Passa o nome de usuario e a senha em texto claro durante a autenticagao e

nao é seguro.



Componentes Utilizados

As informacoes neste documento sao baseadas nestas versdes de software e hardware:

. Cisco 5515 Series ASA que executa a versao de software 9.4(1)
- Cliente L2TP/IPSec (Windows 8)

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. Se a rede estiver
ativa, certifique-se de que vocé entenda o impacto potencial de qualquer comando.

Produtos Relacionados

Essa configuragao também pode ser usada com o Cisco ASA 5500 Series Security Appliance
8.3(1) ou posterior.

Conventions

Consulte as Convencodes de Dicas Técnicas da Cisco para obter mais informacdes sobre
convencodes de documentos

Informacgdes de Apoio

O L2TP (Layer 2 Tunneling Protocol) € um protocolo de tunelamento de VPN que permite que os
clientes remotos usem a rede IP publica para se comunicarem com seguranga com servidores de
rede corporativa privados. O L2TP usa PPP sobre UDP (porta 1701) para fazer o tunel dos dados.

O protocolo L2TP é baseado no modelo cliente/servidor. A fungéo é dividida entre o Servidor de
Rede L2TP (LNS) e o Concentrador de Acesso L2TP (LAC). O LNS normalmente é executado em
um gateway de rede, como o ASA, nesse caso, enquanto o LAC pode ser um NAS (Network
Access Server, servidor de acesso a rede) de discagem ou um dispositivo de endpoint com um
cliente L2TP em pacote, como Microsoft Windows, Apple iPhone ou Android.

Configurar
Esta secéo apresenta as informagdes para configurar os recursos descritos neste documento.

Note: Use a ferramenta Command Lookup Tool (apenas para clientes reqgistrados) para
obter mais informacdes sobre os comandos usados neste documento.

Note: Os esquemas de enderegamento IP usados nesta configuragdo nao séo legalmente
roteaveis na Internet. Sdo enderecos RFC 1918 que foram usados em um ambiente de
laboratdrio.

Diagrama de Rede
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Configuragao completa do tunel
Configuragao do ASA usando o Adaptive Security Device Manager (ASDM)

Conclua estes passos:

Etapa 1. Faca login no ASDM e navegue até Assistentes > Assistentes VPN > Assistente de VPN
de acesso remoto IKEv1 (Ipsec).

[ Cisco ASDM 7.2 for ASA - 10.106.44.216

File View Tools Wizards—| Window Help
@ Home {}E% Confi Startup Wizard... Back f’ Forward | @ Help |
— I VPN Wizards » | Site-to-site VPN Wizard...
Ak High Availability and Scalability Wizard
i vailability and Scalabili izard... i

& Add ﬁ — 9 . ¥ e . ¥ AnyConnect VPN Wizard..,

Unified Communication Wizard.., Clientless S5L VBN Wizard... O o M
Find: -

Packet Capture Wizard... | IPsec (KEv1) Remote Access VPN Wizard.. |_
| -3 10.105.130.63 e .

Etapa 2. Uma janela de configuragdo da VPN de acesso remoto € exibida. Na lista suspensa,
escolha a interface na qual o tunel VPN deve ser terminado. Neste exemplo, a interface externa
esta conectada a WAN e, portanto, terminando tuneis VPN nesta interface. Mantenha a caixa
Habilitar sessées IPSec de entrada para ignorar listas de acesso de interface. A politica de grupo
e as listas de acesso de autorizagéo por usuario ainda se aplicam ao trafego verificado, de modo
que a nova lista de acesso nao precisa ser configurada na interface externa para permitir que os
clientes acessem recursos internos. Clique em Next.



= : -——
VPN Wizard ==

r VPN Wizard IPsec IKEvl Remote Access Wizard (Step 1of..)

IUse this wizard to configure new new IPsec (IKEV 1) remote access VPN tunnels. A tunnel established
by calls from remote users such as telecommuters is called remote access tunnel.
This wizard creates basic tunnel configurations that you can edit later using the ASDM.,

VPN Remole Access

Local Remate
Remote Access

VPN Tunnel Interface:§

Enable inbound IPsec sessions to bypass interface access lists. Group policy and per-user
authorization access lists still apply to the trathc.

< Back Finish [ Cancel ] [ Help ]

Etapa 3. Como mostrado nesta imagem, escolha o tipo de cliente como cliente Microsoft Windows
usando L2TP sobre IPSec e MS-CHAP-V1 e MS-CHAP-V2 como protocolo de autenticagdo PPP,
pois PAP nao é seguro e outros tipos de autenticagdo ndo sdo suportados com o banco de dados
LOCAL como servidor de autenticagao e clique em Avangar.



- -
T VPN Wizard X

VPN Wizard Remote Access Client (Step 2 of ...)

Remote access users of various types can open VPN tunnels to this ASA. Select the type of VPN
dient for this tunnel,

WPM Client Type:

() Cisco WPN Client, Release 3.x or higher,or other Easy VPN Remote product

@ Microsoft Windows dient using LZTP aver IPsec

Spedfy the PPP authentication protocol. If a protocol is not spedfied on the
remote dient, do not spedify it.

Spedfy if the dient will send tunnel group name as -
username @tunnelgroup.

[ Client will send tunnel group name as username @tunnelgroup.

If pre-shared authentication is used with this option then DefaultRAGroup's
pre-shared key and ppp authentication are also modified.

[ « Back ” Mext = ] Finish ’ Cancel ] ’ Help ]

Etapa 4. Escolha o método de autenticagao como Pre-shared-key e digite a chave pré-
compartilhada que deve ser a mesma no lado do cliente e clique em Next, como mostrado nesta
imagem.



FEy VPN Wizard o

| VPN Wizard VPN Client Authentication Method and Tunnel Group Name (Step 3 of ...)

The ASA allows you to group remote access tunnel users based on common connection
parameters and dient attributes configured in the subseguent screens. Configure authentication
method and tunnel group for this remote connection. Use the same tunnel group name for the
device and the remote dient.

Authentication Method

i@ Pre-shared key

Pre-Shared Key: | (Clscl@123

() Certificate
Certificate Signing Algorithm:  rsa-sig
Certificate Mame:

(7 Challenge fresponse authentication (CRACK)

Tunnel Group

For WPN dients using LZTP over IPsec with pre-shared key authentication, DefaultR AGroup
tunnel group must be used.

Tunnel Group Mame: DefaultRAGroup

‘ [ < Back ” Mext = ] Finish [ Cancel ] [ Help ]

Etapa 5. Especifique um método para autenticar usuarios que tentam conexdes L2TP sobre
IPsec. Um servidor de autenticacdo AAA externo ou seu proprio banco de dados local podem ser
usados. Escolha Autenticar usando o banco de dados de usuario local se quiser autenticar os
clientes em relagdo ao banco de dados local do ASA e clique em Avangar.

Note: Consulte Configurar a autenticacdo RADIUS para usuarios de VPN para autenticar os
usuarios usando o servidor AAA externo.



//www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/98594-configure-radius-authentication.html

.
VPN Wizard [

| VPN Wizard Client Authentication (Step 4 of ...)

To authenticate remote users using local device user database, select the first option below.
You can create user accounts in the next step.

To use external AAA servers instead, select the second option. You can select an existing
AAM server group or create a new one using the Mew button below.

To manage all other AAA settings, go to Configuration = Device Management = Users/AAA in
the main ASDM window,

(71 Authenticate using an AAA server group

AAA Server Group Mame: Mew. ..

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]

Etapa 6. Para adicionar novos usuarios ao banco de dados local para autenticagao de usuario,
insira o nome de usuario e a senha e clique em ADD ou entdo as contas de usuario existentes no
banco de dados podem ser usadas, como mostrado nesta imagem. Clique em Next.
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(5 VPN Wizard am it

i VPN Wizard User Accounts (Step 5 of 11)

Add new users into the user authentication database. To edit existing entries in the database
aor to remove them from the database, go to Configuration > Device Management =
UsersfAAA = User Accounts in the main ASDM windaow.

Username: I

—

Password (optional):

Delete

Confirm Passwaord {optional):

[ < Back ][ Mext = ] Finish [ Cancel ] [ Help ]

Passo 7. Na lista suspensa, escolha o pool de enderecos a ser usado para atribuir enderecgos IP
aos clientes. Para criar um novo pool de enderecos, clique em Novo, como mostrado nesta
imagem.
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[Ey VPN Wizard 28|

| VPN Wizard Address Pool (Step 6 of 11) ||

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients,

Tunnel Group Name : DefaultRAGroup

Puul e _ I

Pool Settings

Range Start Address: Il

Range End Address:

Subnet Mask:

[ < Back ” Mext = ] Finish [ Cancel ] [ Help ]

Etapa 8. A caixa de didlogo Add IPv4 Pool ¢ exibida.

1. Digite 0 nome do novo pool de enderegos IP.
2. Insira os enderecos IP inicial e final.
3. Insira a mascara de sub-rede e clique em OK.



VPN Wizard | =

¥ VPN Wizard Address Pool [Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote VPN
dients.

"7 Add IPv4 Pool

MName: Address-poal

Starting IP Address: |192.168.1.1

Ending IF Address: |192.165.1.254

Subnet Mask: 55.255.255.0

ok || cancel

| [ « Back ” Mext = ] Finish [ Cancel ] [ Help ]

Etapa 9. Verifique as configuragdes do pool e clique em Avangar.



" [E VPN Wizard X

i VPN Wizard Address Pool (Step 6 of 11)

Enter a pool of local addresses to be used for assigning dynamic IP addresses to remote WPM
dients.

Tunnel Group Mame : DefaultRAGroup

Pool Mame: Address-poal -

Pool Settings

Range Start Address: 192.168.1.1

Range End Address: 192.163.1.254

Subnet Mask: 255.255.255.0

[ + Back Finish [ Cancel ] [ Help ]
[

Etapa 10. Configure os atributos a serem enviados aos clientes ou deixe-os em branco e clique
em Avangar.
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[E VPN Wizard — | 25|

¥ VPN Wizard Attributes Pushed to Client (Optional) (Step 7 of 11)

Attributes you configure below are pushed to the VPN dient when the dient connects to the
ASA, If you do not want an attribute pushed to the dient, leave the corresponding field blank.

I
Tunnel Group: DefaultR AGroup
Prirmary DMNS Server: 3.8.8.8
Secondary DNS Server: 4.4.4.7

Primary WIMS Server:

Secondary WINS Server;

Default Domain Mame: cisco.com

[ < Back ][ Mext = ] Finish [ Car?:el ] [ Help ]

[ — —= —— o

Etapa 11: Certifique-se de que a caixa Ativar segredo de encaminhamento perfeito (PFS) esteja
desmarcada, uma vez que algumas plataformas cliente ndo suportam este recurso. Habilite o
tunelamento dividido para permitir que usuarios remotos tenham acesso criptografado simultaneo
aos recursos definidos acima, e o0 acesso nao criptografado a caixa de Internet esta desmarcado,
o que significa que o tunelamento completo esta habilitado no qual todo o trafego (incluindo o
trafego de Internet) da maquina cliente sera enviado para o ASA pelo tunel VPN. Clique em Next.



VPN Wizard =

IPsec Settings (Optional) (Step 8 of 11)

Metwork Address Translation (MAT) is used to hide the internal network from outside users. You can
make exceptions to MAT to expose the entire or part of the internal network to authenticated remote
users protected by VPN,

To expose the entire network behind the most secure interface to remote VPN users without NAT,
leave the Exempt Metworks field blank.

Interface: :uutsjde -

Exempt Metworks: E]

[ Enable split tunneling to let remote users have simultaneous encrypted access to the resources
defined above, and unencrypted access to the internet.

[] Enable Perfect Forwarding Secrecy (PFS)

Diffie-Hellman Group: 1

[ < Back ” Mext = ] Einish [ Cancel ] [ Help ]

Etapa 12. Revise as informacgodes de resumo e clique em Concluir.
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(£ VPN Wizard — X

¥ VPN Wizard Summary (Step 9 of 11)

¥ou have created a Remote Access VPN tunnel with the following attributes:

VPM Tunnel Interface: outside

PPP authentication: MS-CHAP-V1 MS-CHAP-VZ

IPsec authentication uses pre-shared key: ClscO0@123

Transform-sets: ESP-AES-128-5HA ESP-AES-192-5HA ESP-AES-256-5HA ESP-3DES-SHA ESP-DES-SHA

ESP-AES-128-5HA-TRAMS ESP-AES-192-5HA-TRANS ESP-AES-256-SHA-TRAMS ESP-3DES-SHA-TRAN

5 ESP-DES-SHA-TRAMS

Tunnel Group Mame; DefaultRAGroup

Default Group Policy: DefaultRAGroup

IUser authentication using local user database I

Mew users created in the local database: test

Pool of IP addresses for VPN dients: Address-pool
(192.168.1.1 - 192. 168. 1.254)

Primary DM5: 8.8.8.8

Secondary DNS: 4.4.4.2

Default Domain Mame: cisco.com |

Internal network elements exposed to remote VPN users without MAT: any

Split tunneling: disabled

Perfect Forward Secrecy (PFS): disabled

Mext = [ Finish ] i cancel | [ Help ]

Configuragao do ASA usando CLI
Etapa 1. Configure os parametros da politica IKE Fase 1.

Essa politica é usada para proteger o trafego de controle entre os peers (isto €, ela protege a
chave pré-compartilhada e as negociacdes da fase 2)

C
C
C
C

scoasa(config)#crypto i kevl policy 10
scoasa(config-i kevl-policy)#authentication pre-share
scoasa(config-ikevl-policy)#encryption 3des
scoasa(config-i kevl-policy)#hash sha

ci scoasa(config-i kevl-policy)#group 2

ci scoasa(config-ikevl-policy)#lifetime 86400

ci scoasa(config-i kevl-policy)#exit

Etapa 2. Configure Transform-set.

Contém parametros de politica IKE Fase 2 que sao usados para proteger o trafego de dados.
Como o cliente Windows L2TP/IPsec usa o modo de transporte IPsec, defina o modo de
transporte. O padrao é o modo tunel

ci scoasa(config)#crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA esp- 3des esp-sha- hmac
ci scoasa(config)#crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA npode transport
Etapa 3. Configure o mapa dinamico.

Amedida que os clientes do Windows recebem o endereco IP dindmico do ISP ou do servidor



DHCP local (exemplo de modem), o ASA nao esta ciente do enderego IP do peer e isso coloca
um problema na configuragdo de um peer estatico na extremidade do ASA. Portanto, a
configuracéo de criptografia dinamica deve ser abordada, na qual todos os parametros nao sao
necessariamente definidos e os parametros ausentes sdo aprendidos dinamicamente
posteriormente, como resultado da negociag¢ao de IPSec do cliente.

ci scoasa(config)#crypto dynam c-nmap outside_dyn_map 10 set ikevl transform set TRANS- ESP- 3DES-

SHA
Etapa 4. Vincule o mapa dinamico ao mapa de criptografia estatico e aplique o mapa de criptografia e ative o IKEv1 na interface externa

O mapa de criptografia dindmico n&do pode ser aplicado em uma interface e, portanto, vincula-lo
ao mapa de criptografia estatico. Os conjuntos de criptografia dindmicos devem ser os mapas de
criptografia de prioridade mais baixa no conjunto de mapas de criptografia (ou seja, eles devem
ter os numeros de sequéncia mais altos) para que o ASA avalie outros mapas de criptografia
primeiro. Ele examina o mapa de criptografia dinamico definido somente quando as outras
entradas do mapa (estatico) ndo correspondem.

ci scoasa(config)#crypto map outside_map 65535 i psec-i saknp dynam ¢ outsi de_dyn_map
ci scoasa(config)#crypto map outside_map interface outside

ci scoasa(config)#crypto ikevl enabl e outside

Etapa 5. Criar pool de enderegos IP

Crie um pool de enderecos dos quais os enderecos IP sao atribuidos dinamicamente aos VPN
Clients remotos. Ignore esta etapa para usar o pool existente no ASA.

ci scoasa(config)#i p |ocal pool Address-pool 192.168.1.1-192.168.1.254 nmask 255.255.255.0
Etapa 6. Configurar politica de grupo

Identificar a politica de grupo como interna, o que significa que os atributos sdo extraidos do
banco de dados local.

ci scoasa(confi g) #group-policy L2TP-VPN i nternal

Note: As conexdes L2TP/IPsec podem ser configuradas com a politica de grupo padrao
(DfitGrpPolicy) ou com uma politica de grupo definida pelo usuario. Em ambos os casos, a
politica de grupo deve ser configurada para usar o protocolo de tunelamento L2TP/IPsec.
configure 12tp-ipsec no atributo do protocolo VPN na politica de grupo padrao que sera
herdada para a politica de grupo definida pelo usuario se o atributo do protocolo vpn nao
estiver configurado nela.

Configurar atributos como o protocolo de tunel vpn (no nosso caso, € |2tp-ipsec), nome de
dominio, endereco IP do servidor DNS e WINS e novas contas de usuario

ci scoasa(confi g) #group-policy L2TP-VPN attri butes

ci scoasa(config-group-policy)#dns-server value 8.8.8.8 4.4.4.2

ci scoasa(config-group-policy)#vpn-tunnel -protocol |2tp-ipsec

ci scoasa(config-group-policy)#default-domain val ue cisco.com

Configure nomes de usuario e senhas no dispositivo além de usar AAA. Se o usuario for um
cliente L2TP que usa o Microsoft CHAP versao 1 ou versao 2 e o ASA estiver configurado para se
autenticar no banco de dados local, a palavra-chave mschap devera ser incluida. Por exemplo,
nome de usuario <nome de usuario> senha <senha> mschap.



ci scoasa(config-group-policy)# usernane test password test nschap
Passo 7. Configure tunnel-group

Crie um grupo de tuneis com o comando tunnel-group e especifique o nome do pool de
enderecos local usado para alocar o endereco IP ao cliente. Se 0 método de autenticagao for pre-
shared-key, o nome do grupo de tuneis deve ser DefaultRAGgroup, pois ndo ha opgao no cliente
para especificar o grupo de tuneis e, portanto, ele aterrisa somente no grupo de tuneis padrao.
Vincule a politica de grupo ao grupo de tuneis usando o comando default-group-policy

ci scoasa(config)#t unnel - group Defaul t RAG oup general -attri butes
ci scoasa(config-tunnel -general ) #addr ess- pool Address-pool

ci scoasa(config-tunnel - general ) #def aul t - group-pol i cy L2TP- VPN
ci scoasa(config-tunnel -general ) #exit

Note: O perfil de conexdo padréo (grupo de tunel), DefaultRAGroup deve ser configurado,
se a autenticacdo com base em chave pré-compartilhada for executada. Se a autenticacao
baseada em certificado for executada, um perfil de conexao definido pelo usuario podera ser
escolhido com base nos identificadores de certificado

Use o comando tunnel-group ipsec-attribute para entrar no modo de configuragao de atributo
ipsec para definir a chave pré-compartilhada.

ci scoasa(config)# tunnel -group Defaul t RAG oup i psec-attributes
ci scoasa(config-tunnel -ipsec)# ikevl pre-shared-key Cl sc0@z23
ci scoasa(config-tunnel -i psec) #exi t

Configure o protocolo de autenticagdo PPP com o comando authentication type do modo tunnel
group ppp-attribute. Desative o CHAP que esta ativado por padrao, pois nao € suportado se o
servidor AAA estiver configurado como banco de dados local.

ci scoasa(config)#t unnel - group Def aul t RAG oup ppp-attributes
ci scoasa(config- ppp) #no aut hentication chap
ci scoasa(confi g- ppp) #aut henti cati on ns-chap-v2

ci scoasa(confi g- ppp) #exi t
Etapa 8. Configurar isengdo de NAT

Configure o NAT-Isengao para que os clientes possam acessar recursos internos conectados as
interfaces internas (neste exemplo, os recursos internos sdo conectados a interface interna).

ci scoasa(confi g)#obj ect network L2TP- Pool

ci scoasa(confi g- net wor k- obj ect) #subnet 192.168. 1.0 255. 255. 255.0

ci scoasa(confi g- net wor k- obj ect) #exi t

ci scoasa(config)# nat (inside,outside) source static any any destination static L2TP-Pool L2TP-

Pool no-proxy-arp route-|ookup
Exemplo de configuragéo completa

crypto i kevl policy 10
aut henti cation pre-share
encrypti on 3des

hash sha

group 2

lifetinme 86400

exit



crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA esp- 3des esp-sha- hnmac
crypto ipsec ikevl transform set TRANS- ESP- 3DES- SHA node transport

crypto dynamni c-map outside_dyn_nmap 10 set ikevl transform set TRANS- ESP- 3DES- SHA

crypto map outside_map 65535 ipsec-isaknmp dynam c out si de_dyn_nap
crypto map outside_map interface outside
crypto i kevl enabl e outside

ip |local pool Address-pool 192.168.1.1-192.168.1.254 mask 255.255.255.0

group-policy L2TP-VPN i nternal
group-policy L2TP-VPN attri butes
vpn-tunnel - protocol |2tp-ipsec

def aul t - domai n val ue ci sco. com
usernane test password test nschap
exit

tunnel - group Defaul t RAG oup general -attributes
addr ess- pool Address- pool

def aul t - gr oup-policy L2TP- VPN

exit

tunnel - group Def aul t RAG oup ipsec-attributes
i kevl pre-shared-key Clsc0@z23
exit

tunnel - group Def aul t RAG oup ppp-attributes
no aut hentication chap

aut henti cati on ms-chap-v2

exit

obj ect network L2TP-Poo

subnet 192.168. 1.0 255.255.255.0

exit

nat (i nsi de, outsi de) source static any any destination static L2TP-Pool L2TP-Pool no-proxy-arp
rout e- | ookup

Configuragao do cliente L2TP/IPsec do Windows 8

1. Abra o painel de controle e selecione Central de redes e compartilhamento.



+ 1 [#E » Control Panel » All Control Panel lterns »

Adjust your computer's settings

of!
g AutoPlay

o Date and Time

ﬁ Devices and Printers

& Family Safety
Folder Options

8 Indexing Options

&2 Language

I_:E Metwork and Sharing Centerl

Personalization

{5l Programs and Features

3 Remotelpp and Desktop Connections
2 Storage Spaces

Taskbar

m Yiware Tools

‘ Windows Firewall

B8 Add features to Windows 8
O Color Management
Default Programs

Display

File History

Fonts

7 Internet Opticns

Location Settings

D B2 & &M &

Motification Area lcons
Phone and Modem

ﬁ Recovery
# Sound

@ Sync Center
Troubleshooting

E Windows 7 File Recovery
% Windows Update

v Search Contral Panel

Wiew by:  Small icons *

3 Administrative Tools
Credential Manager
ﬂ Device Manager

@ Ease of Access Center
Flash Player (32-bit)
* HomeGroup

Z2 Keyboard

F Mouse

B Performance Information and Tools
3 Power Options

@ Region

% Speech Recognition
1B System

82, User Accounts

i Windows Defender

2. Escolha Configurar uma nova conexéo ou uma nova opgao de rede.



@ - 1 _;E <« All Control Panel lterns » MNetwork and Sharing Center v & Search Control Panel Do
View your basic network information and set up connections
Centrol Panel Home
View your active nebworks
Change adapter settings
Change advanced sharing Network 2 Access type: Mo Internet access
settings Public network Connections: [ Ethernet
& Set up a new connection or network
Set up a broadband, dial-up, or VPM connection; or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information,
See also
HomeGroup
Internet Options
Windows Firewall

3. Escolha Conectar-se a uma opgao de local de trabalho e clique em Avangar.



Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.,

= Set up a new network
=agg Set up a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

Mext

| | Cancel

4. Clique na opgao Usar minha conexao com a Internet (VPN).




=< Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

< Dial directly
Connect directly to a phone number without going through the Internet.

A [P

5. Insira o endereco IP da interface WAN ou FQDN do ASA e qualquer nome para o adaptador
VPN que seja significativo localmente e clique em Criar.



Internet address:

Destination name:

[ |Use a smart card

6. No Centro de Rede e Compartilhamento, escolha a opgao Alterar configuragées do adaptador
no painel esquerdo da janela.

Ea
e

Control Panel Home

I Change adapter settings I

Change advanced sharing
settings

Type the Internet address to connect to

Your network administrator can give you this address.

172.16.1.2

L2TP VPN

Femember my credentials

'@ [ ] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

| Create || Cancel |

@ - 1 ﬁ <« All Control Panel lterns » MNetwork and Sharing Center v & Search Control Panel

View your basic network information and set up connections

View your active networks
Network 2 Access type: Mo Internet access
Public network Connections: [H] Ethernet

Change your networking settings
4 Setup a new connection or network

Set up a broadband, dial-up, or VPM connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair nebwork problems, or get troubleshooting information.

7. Clique com o botao direito do mouse no adaptador recém-criado para L2TP VPN e escolha

Propriedades.




@ - 4t l_-@« Metwork and Internet » Metwork Connections » v & Search Metwork Connections 2

Organize = Start this connection Rename this connection Delete this connection » ﬂi - m @

— II Ethernet "'L' L2TP VPN
: MNetwork 2 Disconnected
vimxnetd Ethernet Adapter W, C t / Di &
Status

Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties I

8. Navegue até a guia Seguranga, escolha o Tipo de VPN como Protocolo de Tunelamento de
Camada 2 com IPsec (L2TP/IPsec) e clique em Configuragdes avangadas.



General I Options ity | Metworking | Shan'ngl

Type of VPN:

| Layer 2 Tunneling Protocol with 1Psec (LZTP/IPsec) W

Advanced settings

Data encryption:
Require encryption (disconnect if server declines)

Authertication
() Use Extensible Authentication Protocol (EAP)

W
Properties

() Allow these protocols

|| Unencrypted password (PAP)
|| Challenge Handshake Authertication Protocol (CHAP)
[ ] Microsoft CHAP Version 2 (MS-CHAP v2)

[ | Automatically use my Windows logon name and
password (and domain, if ary)

9. Digite a chave pré-compartilhada como a mesma mencionada no grupo de tuneis
DefaultRAGgroup e clique em OK. Neste exemplo, C!lscO0@123 é usado como a chave pré-
compartilhada.



(®) Use preshared key for authentication

Key: | ClscO@123

. Use certificate for authentication
Verify the Mame and Usage attributes of the server’s certificate

10. Escolha o método de autenticagdo como Permitir esses protocolos e certifique-se de que

apenas a caixa de sele¢ao "Microsoft CHAP Verséo 2 (MS-CHAP v2) esteja marcada e clique em
OK.



General | Options | Securty | Networking | Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |Psec (LZTP/IPsec) W
Advanced settings
Data encryption:
Require encryption (disconnect if server declines) W
Authentication

() Use Extensible Authentication Protocol (EAP)

Properties

(@) Allow these protocols

[ ] Unencrypted password (PAP)

[ ] Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[ ] Automatically use my Windows logon name and
password (and domain, if ary)

OK Cancel

11. Em conexdes de rede, clique com o botao direito do mouse no adaptador L2TP VPN e
escolha Connect/Disconnect.



! Network Connections - b

:(-:' - 1 E' <« Metwork and Internet » Metwork Connections » v & Search Metwork Connections 0
Organize = Start this connection Rename this connection Delete this connection Eed ﬁ; hd |j ii
— Ethernet —~ LZTP VPN
.-T!ﬁ MNetwork 2 L"'.J. Disconnected
W= wvmxnet3 Ethernet Adapter @z W Connect / Discon
Status

Set as Default Connection
Create Copy

Create Shortcut
'E‘i' Delete
'E‘i' Rename

'E‘i' Properties

12. O icone Redes aparecera e clique em Conectar na conexédo VPN L2TP.

R Network Connections Netwo r|(5

(—:l - 1t .‘;' <« MNetwork and Internet » Metwork Connections v

Organize = Start this connection Rename this connection Delete this connection k Connecuons

Ethernet [ L2TP VPN Network 2 Limited L?:I_.'I

Network 2 - '-'.'- Disconnected
i~ wmxnet3 Ethernet Adapter &2 WAN Miniport (L2TP)

L2TP VPN ox2

nnect

13. Digite as credenciais do usuario e clique em OK.



*9 Networks

nnecting to 172.16.1.2

Network Authentication

lJSEr name

Password

Domain:

Se os parametros necessarios forem correspondentes em ambas as extremidades, a conexao
L2TP/IPsec sera estabelecida.



Networks

Connections

L2TP VPN Connected ﬂ*g-’

Network Limited

Configuragao de tunel dividido

O tunel dividido € um recurso que vocé pode usar para definir o trafego para as sub-redes ou os
hosts que devem ser criptografados. Isso envolve a configuragao de uma ACL (Access Control
List, lista de controle de acesso) associada a esse recurso. O trafego para as sub-redes ou hosts
definidos nessa ACL é criptografado sobre o tunel a partir da extremidade do cliente, e as rotas
para essas sub-redes sado instaladas na tabela de roteamento do PC. O ASA intercepta a
mensagem DHCPINFORM de um cliente e responde com a mascara de sub-rede, o nome de
dominio e as rotas estaticas sem classe.

Configuragdo do ASA

ci scoasa(config)# access-list SPLIT standard permt 10.1.1.0 255.255.255.0

ci scoasa(config)# group-policy DefaultRAG oup attributes

ci scoasa(config-group-policy)# split-tunnel-policy tunnel specified
ci scoasa(config-group-policy)# split-tunnel-network-list value SPLIT
ci scoasa(config-group-policy)# intercept-dhcp 255.255. 255. 255 enabl e

Configuragao no cliente L2TP/IPsec

1. Clique com o botao direito do mouse no adaptador L2TP VPN e escolha Propriedades.



@ -t l_-@« Metwork and Internet » Metwork Connections » W

Organize = Start this connection

I Ethernet
Metwork 2
vimxnetd Ethernet Adapter

Rename this connection Delete this connection

Disconnected

v

-

!"' | L2TP VPN
w Connect / Disconnect

Status
Set as Default Connection
Create Copy

Create Shortcut

@ Delete

@ Rename

@ Properties

Search Metwork Connections 2

B 0O @

2. Navegue até a guia Rede, escolha Protocolo de Internet Versao 4 (TCP/IPv4) e clique em

Propriedades.



General | Options | Security Sharing

This connection uses the following tems:

. |ntemet Protocol ‘u"ersjnn [

[v] ﬂ_f_ Client for Microsoft Netwarks

C— &) Uninstal

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area networl protocol that provides communication
across diverse interconnected networks.

3. Clique na opgao Avangado.



izeneral

You can get |P settings assigned automatically if your network
supports this capability. Ctherwise, you need to ask your networlk
administrator for the appropriate IP settings.

(@) Obtain an P address automatically
() Use the following IP address:

IF addrezz:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:

Freferred DS zerver;

Altermate DS zerver:

4. Desmarque Usar gateway padrao na opcao de rede remota e clique em OK.



IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
network and a dialup network simultaneously. When checked, data
that cannot be sent on the local netwarl is forwarded to the dial-up
networ.

|:| Use default gateway on remote netwark

[ ] Disable class based route addition

Automatic metric

Interface metric:

Verificar

Use esta sec¢ao para confirmar se a sua configuragao funciona corretamente.

Note: A ferramenta Output Interpreter (exclusiva para clientes registrados) € compativel com
alguns comandos de exibicdo.. Use a ferramenta Output Interpreter para visualizar uma
analise do resultado gerado pelo comando show..

- show crypto ikevi sa - Mostra todas as SAs IKE atuais em um peer.

ci scoasa# show crypto ikevl sa
| KEvl SAs:

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

Total IKE SA: 1

1 | KE Peer:

10.1.1.2
Type :ouser Rol e : responder
Rekey : no

State : MM ACTIVE

- show crypto ipsec sa - Mostra todas as SAs IPsec atuais em um peer.

ci scoasa# show crypto ipsec sa
interface: outside
Crypto map tag:

outside_dyn_map

, seq num 10, local addr: 172.16.1.2

| ocal ident (addr/mask/prot/port): (172.16.1.2/255.255.255. 255/

17/1701

renote ident (addr/mask/prot/port): (10.1.1.2/255.255.255. 255/

17/1701

current_peer: 10.1.1.2, username: test

dynamic allocated peer ip: 192.168.1.1

dynam c al |l ocated peer ip(ipv6): 0.0.0.0

#ipkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29

#ipkts decaps: 118, #ipkts decrypt: 118, #pkts verify: 118

#pkts conpressed: 0, #pkts deconpressed: 0

#pkts not conpressed: 29, #pkts conp failed: O, #pkts deconp failed: O
#post-frag successes: 0, #post-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0



#TFC rcvd: 0, #TFC sent: O
#Valid ICVWP Errors rcvd: O, #lnvalid ICVMP Errors rcvd: O
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 172.16.1.2/0, renote crypto endpt.: 10.1.1.2/0
path mu 1500, ipsec overhead 58(36), nedia nmtu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

| CMP error validation: disabled, TFC packets: disabled

current outbound spi: EBAF927A

current inbound spi : 71F346AB

i nbound esp sas:
spi: Ox71F346AB (1911768747)
transform esp-3des esp-sha-hmac no conpression
in use settings ={RA, Transport, |KEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (237303/3541)
1V size: 8 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000003
out bound esp sas:
spi: OxE8AF927A (3903820410)
transform esp-3des esp-sha-hmac no conpression
in use settings ={RA, Transport, |KEvl, }
slot: 0, conn_id: 4096, crypto-map: outside_dyn_map
sa timng: remaining key lifetime (kB/sec): (237303/3541)
1V size: 8 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

» show vpn-sessiondb detail ra-ikev1-ipsec filter protocol 12tpOverlpSec - Mostra informagdes detalhadas sobre conexdes L2TP sobre IPsec.

ci scoasa# show vpn-sessiondb detail ra-ikevl-ipsec filter protocol |2tpQOverlpSec

Session Type: |KEvl | Psec Detail ed

Username ¢ test
I ndex 1
Assigned IP : 192.168.1.1 Public IP s 10.1.1.2
Pr ot ocol : I KEvl | Psec L2TPOver| Psec
Li cense : OGther VPN
Encryption : IKEvl: (1)3DES |Psec: (1)3DES L2TPOverlPsec: (1)none
Hashi ng © IKEvl: (1)SHA1 |Psec: (1)SHAl1 L2TPOverl Psec: (1)none
Bytes Tx : 1574 Byt es Rx : 12752
Pkts Tx : 29 Pkts Rx : 118
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : L2TP-VPN Tunnel Group : DefaultRAGroup

Login Tinme : 23:32:48 UTC Sat May 16 2015



Dur ati on

Inactivity :
VLAN Mappi ng :
Audt Sess ID:
Security Gp :

| KEvl Tunnel s:
| Psec Tunnel s:

Oh: 04m 05s
Oh: 00m 00s
N A

none

1
1

L2TPOver | Psec Tunnels: 1

IKEvl:

Tunnel ID
UDP Src Port

| KE Neg Mode :
Encryption
Rekey Int (T):
D'H G oup
Filter Name

IPsec:

Tunnel D
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Rekey Int (D):
Idle Tine Qut:
Bytes Tx

Pkts Tx

L2TPOverIPsec:

Tunnel ID

Username

Assigned IP

Public IP :

Encryption

1.1

500

Mai n

3DES

28800 Seconds
2

1.2

VLAN
0a6a2577000010005557d3a0

UDP Dst Port
Aut h Mode
Hashi ng :
Rekey Left(T):

172.16. 1. 2/ 255. 255. 255, 255/ 17/ 1701
10. 1. 1. 2/ 255. 255. 255. 255/ 17/ 1701

3DES

Transport

3600 Seconds
250000 K-Bytes
30 M nutes
1574

29

1.3

: test

s 192.168.1.1

10.1.1.2

none

Hashi ng

Rekey Left(T):
Rekey Left(D):
Idle TO Left
Bytes Rx

Pkts Rx

Hashi ng

none

500

pr eShar edKeys
SHA1

28555 Seconds

SHA1

3576 Seconds
250000 K-Bytes
29 M nutes
12752

118

none



Auth Mode : msCHAPV2

Idle Tine Qut: 30 M nutes Idle TO Left : 27 M nutes
Client OS : Mcrosoft

Client OS Ver: 6.2

Bytes Tx 1 475 Bytes Rx : 9093

Pkts Tx ;18 Pkts Rx ;105

No ASDM, em Monitoring > VPN > VPN Statistics > Sessions, as informagdes gerais sobre a
sessao VPN podem ser vistas. As sessdes L2TP sobre IPsec podem ser filtradas por acesso
remoto IPsec (IKEv1) > Protocolo > L2TP sobre IPsec.

File View Tools Wizards Window Help [rype topic to seard G

' '
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Esta secéao disponibiliza informagdes para a solugao de problemas de configuracao.

Note: Consulte Informacoes Importantes sobre Comandos de Depuracao antes de usar
comandos debug.

Caution: No ASA, vocé pode definir varios niveis de depuragéo; por padréo, o nivel 1 é
usado. Se vocé alterar o nivel de depuracao, a verbosidade das depuragdes pode
aumentar. Faga isso com cuidado, especialmente em ambientes de produgao!

Use os seguintes comandos debug com cuidado para solucionar problemas com o tunel VPN

- debug crypto ikev1 - exibe informacdes de depuragéo sobre IKE
- debug crypto ipsec - exibe informacdes de depuragao sobre IPsec
Esta é a saida de depuracao para uma conexao L2TP sobre IPSec bem-sucedida:

May 18 04:17:18 [1 KEv1] | KE Receiver: Packet received on 172.16.1.2:500 from 10.1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, | KE_DECODE RECElI VED Message (nsgi d=0) with payl oads : HDR
+ SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + VENDOR (13) + NONE (0) total length : 408

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing SA payl oad

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Recv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Recv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Cakley proposal is acceptable


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, Received NAT-Traversal RFC VID
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Received NAT-Traversal ver 02 VID
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Received Fragnentation VID

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing | KE SA payl oad

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [I KEvl] Phase 1 failure: M smatched attribute types for class G oup
Description: Rcv'd: Unknown Cfg'd: Goup 2

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1. 2,

IRKE SA Proposal # 1, Transform # 5 acceptable Matches global IKE entry # 2

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, constructing | SAKMP SA payl oad
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Traversal VID ver RFC payl oad
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing Fragnentation VID + extended

capabilities payl oad

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 124

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgi d=0) wi th payl oads : HDR
+ KE (4) + NONCE (10) + NAT-D (20) + NAT-D (20) + NONE (0) total length : 260

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing ke payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing | SA KE payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, processing nonce payl oad

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing NAT-D scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, processing NAT-D scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUG I P = 10.1.1.2, constructing ke payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing nonce payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing C sco Unity VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing xauth V6 VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Send IOS VID

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Constructing ASA spoofing | GS Vendor |ID payl oad
(version: 1.0.0, capabilities: 20000001)

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing VID payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, Send Altiga/Ci sco VPN3000/Ci sco ASA GW VI D
May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Di scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, constructing NAT-Di scovery payl oad

May 18 04:17:18 [IKEvl DEBUGIP = 10.1.1.2, conputing NAT Di scovery hash

May 18 04:17:18 [IKEV1]IP = 10.1.1. 2,

Connection landed on tunnel_group DefaultRAGroup

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Generating keys for
Responder. . .

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, | KE DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +
KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) + NAT-D (20) + NAT-D
(20) + NONE (0) total length : 304

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE _DECODE RECElI VED Message (nsgi d=0) w th payl oads : HDR
+ ID (5 + HASH (8) + NONE (0) total length : 64



May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, processing |ID payl oad

May 18 04:17:18 [I KEvl DECODE] Group = Defaul tRAG oup, IP = 10.1.1.2, ID_IPV4_ADDR I D received
10.1.1.2

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, processing hash payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Conputing hash for | SAKMP
May 18 04:17:18 [I KEvl] G- oup = DefaultRAG oup, IP = 10.1.1.2,

Automatic NAT Detection Status: Remote end is NOT behind a NAT device This end is NOT

behind a NAT device

May
May
May
May
May
May
ID (
May

18
18
18
18
18
18
5)

18

04:
04:
04:
04:
04:
04:

17:
17:
17:
17:
17:
17:

18
18
18
18
18
18

[KEv1] I P = 10.1.1.2, Connection |anded on tunnel _group Defaul t RAG oup

[ KEvl DEBUG G oup = Defaul t RAGroup, IP = 10.1.1.2, constructing |ID payl oad

[ KEvl DEBUG G oup = Defaul t RAGroup, |IP = 10.1.1.2, constructing hash payl oad

[ KEvl DEBUG G oup = Defaul t RAGroup, I P = 10.1.1.2, Conputing hash for | SAKVP

[ KEvl DEBUG G oup = Default RAGroup, IP = 10.1.1.2, constructing dpd vid payl oad
[KEv1] I P = 10.1.1.2, | KE_DECODE SENDI NG Message (nsgi d=0) with payl oads : HDR +

+ HASH (8) + VENDOR (13) + NONE (0) total length : 84
04:17: 18 [I KEvl] G oup = Defaul t RAG oup, IP = 10.1.1.2,

PHASE 1 COMPLETED

May 18 04:17:18 [IKEv1]IP
May 18 04:17:18 [IKEv1]IP

alives (type
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Starting Pl rekey tiner:
21600 seconds.

May
May
May

+ HASH

May
May
May
May
May

10.1.1.

May

18
18
18

18
18
18
18
18

18

04
04
04

17:
17:
17:

18
18
18

N

10.1.1.2, Keep-alive type for this connection: None
10.1.1.2, Keep-alives configured on but peer does not support keep-

None)

[1 KEvl] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500
[ KEvl DECODE] I P = 10.1.1.2, |KE Responder starting QM msg id = 00000001
[KEv1] I P = 10.1.1.2, |KE_DECODE RECEI VED Message (mnsgid=1) with payl oads : HDR

(8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 300

04:
04:
04:
04:
04:

2

17:
17:
17:
17:
17:

18
18
18
18
18

04:17:18

Received remote

May 18 04:17:18
May 18 04:17:18

172.16.1.2

May 18 04:17:18

[ KEvl DEBUG G oup = Defaul t RAGroup, I P = 10.1.1.2, processing hash payl oad
[ KEvl DEBUG G oup = Default RAGroup, IP = 10.1.1.2, processing SA payl oad

[ KEvl DEBUG G oup Def aul t RAGroup, I P = 10.1.1.2, processing nonce payl oad
[ KEvl DEBUG G oup Def aul t RAGroup, I P = 10.1.1.2, processing |ID payl oad

[ KEvl DECODE] Group = Defaul tRAG oup, IP =10.1.1.2, ID IPV4A_ADDR ID received

[ KEvl] Group = Defaul t RAG oup, IP = 10.1.1.2,

Proxy Host data in ID Payload: Address 10.1.1.2, Protocol 17, Port 1701

[ KEvl DEBUG G oup = Default RAG oup, IP = 10.1.1.2, processing |ID payl oad
[ KEvl DECODE] Group = Defaul tRAG oup, IP =10.1.1.2, ID IPV4A_ADDR ID received

[ KEvl] Group = Defaul t RAG oup, IP = 10.1.1.2,

Received local Proxy Host data in ID Payload: Address 172.16.1.2, Protocol 17, Port 1701

May 18 04:17:18 [I KEvl] G oup = Defaul t RAG oup, IP

10.1.1. 2,

L2TP/IPSec session detected.

May 18 04:17:18 [I KEvl] G oup = Defaul t RAG oup, IP

addr

10.1.1.2, QM IsRekeyed old sa not found by

May 18 04:17:18 [I KEvl] Group = DefaultRAG oup, IP = 10.1.1.2,

Static Crypto Map check, map outside_dyn map, seq

10 is a successful match



May 18 04:17:18 [IKEvl] G oup = Defaul t RAG oup, IP = 10.1.1.2, |IKE Renpte Peer configured for
crypto map: outside_dyn_map

May 18 04:17:18 [I KEvl DEBUQG G oup
May 18 04:17:18 [I KEvl DEBUQG G oup

Def aul t RAGroup, I P

10.1.1.2, processing | PSec SA payl oad
Def aul t RAGroup, I P .1.1.2

10 , |

PSec SA Proposal # 2, Transform # 1 acceptable

Mat ches gl obal 1PSec SA entry # 10
May 18 04:17:18 [IKEvl] Group = Defaul t RAGroup, IP = 10.1.1.2, IKE requesting SPI!
| PSEC. New enbryoni c SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Di rection: inbound
SPI : Ox7AD72EOD
Session | D: 0x00001000
VPl F num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetime : 240 seconds
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, IKE got SPI from key engi ne:
SPI = 0x7ad72e0d
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, oakley constucting quick
node
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, I P = 10.1.1.2, constructing bl ank hash

payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing |PSec SA
payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, |IP = 10.1.1.2, constructing |PSec nonce
payl oad

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing proxy |D
May 18 04:17:18 [I KEvl DEBUQG G oup = Defaul t RAG oup, IP = 10.1.1.2,

Transmitting Proxy Id:

Remote host: 10.1.1.2 Protocol 17 Port 1701

Local host: 172.16.1.2 Protocol 17 Port 1701

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, constructing gm hash payl oad
May 18 04:17:18 [I KEvl DECODE] Group = Defaul tRAG oup, IP = 10.1.1.2, |KE Responder sending 2nd
QM pkt: msg id = 00000001

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE SENDI NG Message (nsgi d=1) with payl oads : HDR +
HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0) total length : 160

May 18 04:17:18 [I KEv1l] | KE Recei ver: Packet received on 172.16.1.2:500 from 10. 1. 1. 2: 500

May 18 04:17:18 [IKEv1]IP = 10.1.1.2, |KE DECODE RECElI VED Message (nsgid=1) with payl oads : HDR
+ HASH (8) + NONE (0) total length : 52

May 18 04:17:18 [I KEvl DEBUQG G oup Def aul t RAGroup, | P = 10.
May 18 04:17:18 [I KEvl DEBUQG G oup = Def aul t RAG oup, IP = 10.
May 18 04:17:18 [I KEvl DEBUQG G oup Def aul t RAGroup, | P = 10.
May 18 04:17:18 [I KEvl DEBUQG G oup Def aul t RAGroup, | P = 10.
crypto map outside_dyn_map 10 matching ACL Unknown: returned cs_i
encrypt _rul e=00000000; tunnel Fl ow_rul e=00000000

May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, Generating Quick Mde Key!

2, processing hash payl oad
2, loading all |PSEC SAs
.2, Generating Quick Mdde Key!
2
d

, NP encrypt rule | ook up for
=e148a8b0;



| PSEC. New enbryoni c SA created @ 0x00007fffelc75c00,

SCB: O0xE13ABD20,
Direction: outbound
SPI : 0x8C14FD70
Session | D: 0x00001000
VPIF num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetinme : 240 seconds
| PSEC. Conpl et ed host OBSA update, SP
| PSEC. Creating outbound VPN context,
Fl ags: 0x00000205
SA . 0x00007fffelc75c00
SPI : 0x8Cl4FD70
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00000000
SCB : Ox0AC609F9
Channel : 0x00007fffed817200
| PSEC. Conpl et ed out bound VPN cont ext,
VPN handl e: 0x00000000000028d4
| PSEC. New out bound encrypt rule, SP
Src addr: 172.16.1.2
Src mask: 255. 255, 255. 255
Dst addr: 10.1.1.2
Dst mask: 255.255. 255. 255

Src ports

Upper: 1701

Lower: 1701
(04] : equal

Dst ports

Upper: 1701

Lower: 1701

(04] : equal

0x8C14FD70
SPI 0x8C14FD70

SPI 0x8C14FD70

0x8C14FD70



Protocol: 17

Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl et ed out bound encrypt rule, SPI 0x8Cl4FD70
Rul e I D: 0x00007fffelc763d0
| PSEC. New out bound permit rule, SPI 0x8Cl4FD70
Src addr: 172.16.1.2
Src mask: 255.255. 255, 255
Dst addr: 10.1.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Protocol : 50
Use protocol: true
SPI: 0x8C14FD70
Use SPI: true
| PSEC. Conpl et ed outbound permit rule, SPlI 0x8Cl4FD70
Rul e I D: 0x00007fffelc76a00
May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, NP encrypt rule | ook up for
crypto map outside_dyn_map 10 matchi ng ACL Unknown: returned cs_i d=e148a8b0;
encrypt _rul e=00000000; tunnel Fl ow_rul e=00000000
May 18 04:17:18 [I KEvl] G oup = Defaul tRAG oup, IP = 10.1.1.2, Security negotiation conplete for
User () Responder, Inbound SPI = 0x7ad72e0d, Qutbound SPI = 0x8cl14fd70
May 18 04:17:18 [I KEvl DEBUG Group = Defaul t RAG oup, IP = 10.1.1.2, IKE got a KEY_ADD nsg for
SA: SPI = 0x8c14fd70
| PSEC. New enbryoni c SA created @ 0x00007fffel3ab260,
SCB: 0xE1C00540,
Di rection: inbound
SPI : Ox7AD72EOD
Session | D: 0x00001000
VPIF num : 0x00000002
Tunnel type: ra
Pr ot ocol 1 oesp
Lifetime : 240 seconds
| PSEC. Conpl et ed host | BSA update, SPI 0x7AD72EOD
| PSEC. Creating inbound VPN context, SPI 0x7AD72EOD
Fl ags: 0x00000206
SA . 0x00007fffel3ab260
SPI  : O0x7AD72EOD
MIU : O bytes
VCI D : 0x00000000
Peer : 0x000028D4
SCB : OxOAC5BD5B
Channel : 0x00007f f f ed817200
| PSEC. Conpl et ed i nbound VPN context, SPlI 0x7AD72EOD
VPN handl e: 0x0000000000004174
| PSEC. Updating out bound VPN cont ext 0x000028D4, SPI 0x8Cl4FD70
Fl ags: 0x00000205
SA . 0x00007fffelc75c00
SPI . 0x8Cl4FD70
MIU : 1500 bytes
VCI D : 0x00000000
Peer : 0x00004174
SCB : OxOAC609F9



Channel : 0x00007fffed817200

| PSEC. Conpl et ed out bound VPN context, SPI 0x8Cl4FD70
VPN handl e: 0x00000000000028d4

| PSEC. Conpl et ed out bound inner rule, SPI 0x8Cl4FD70
Rul e I D. 0x00007fffelc763d0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x8Cl4FD70
Rul e I D. 0x00007fffelc76a00

| PSEC. New i nbound tunnel flow rule, SPI 0x7AD72EOD
Src addr: 10.1.1.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: 1701
Lower: 1701
(04] : equal

Dst ports
Upper: 1701
Lower: 1701
(04] : equal

Protocol : 17
Use protocol: true
SPI: 0x00000000
Use SPI: false
| PSEC. Conpl eted i nbound tunnel flow rule, SPlI 0x7AD72EOD
Rul e 1 D. 0x00007fffel3aba90
| PSEC. New i nbound decrypt rule, SPI 0x7AD72EOD
Src addr: 10.1.1.2
Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Prot ocol : 50
Use protocol: true
SPI: O0x7AD72E0D
Use SPI: true
| PSEC. Conpl eted i nbound decrypt rule, SPI 0x7AD72EOD
Rul e 1 D: 0x00007fffelc77420
| PSEC. New i nbound pernit rule, SPI 0x7AD72EOD
Src addr: 10.1.1.2
Src mask: 255. 255, 255. 255
Dst addr: 172.16.1.2
Dst mask: 255.255. 255, 255

Src ports
Upper: O
Lower: O
(04] : ignore

Dst ports
Upper: O
Lower: O
(04] : ignore

Protocol : 50
Use protocol: true
SPI: 0x7AD72EOD
Use SPI: true
| PSEC. Conpl eted i nbound pernit rule, SPI Ox7AD72EOD
Rul e I D: 0x00007fffel3abb80



May 18 04:17:18 [I KEvl DEBUQG G oup
KEY_UPDATE, spi Ox7ad72e0d

May 18 04:17:18 [I KEvl DEBUG G oup = Defaul t RAG oup, IP = 10.1.1.2, Starting P2 rekey tiner:
3420 seconds.

May 18 04:17:18 [I KEvl] G- oup = DefaultRAG oup, IP = 10.1.1.2,

Def aul t RAGroup, IP = 10.1.1.2, Pitcher: received

PHASE 2 COMPLETED

(msgi d=00000001)
May 18 04:17:18 [I KEv1] | KEQM Active() Add L2TP classification rules: ip <10.1.1.2> mask
<OXFFFFFFFF> port <1701>
May 18 04:17:21 [I KEv1l] Group = Defaul t RAG oup,

Username = test, IP = 10.1.1.2, Adding static route for client address: 192.168.1.1
Alguns dos erros comumente vistos relacionados a VPN no cliente Windows sdo mostrados nesta
tabela

Caddigo ~ ,
de erro Solugéao possivel
691 Verifique se o nome de usuario e a senha inseridos estao corretos
Certifique-se de que a chave pré-compartilhada configurada na maquina cliente seja a mesma
789,835 16 ASA
1. Verifique se o tipo de VPN esta definido como "Layer 2 Tunneling Protocol (L2TP)"
800 o X . ) ,
2. Verifique se a chave pré-compartilhada foi configurada corretamente
809 Certifique-se de que a porta UDP 500, 4500 (caso o cliente ou o servidor esteja por tras do

dispositivo NAT) e que o trafego ESP nao foi bloqueado

Informagdes Relacionadas

- Dispositivos de seqguranca adaptaveis Cisco ASA 5500 Series
.- Solucdes de problemas mais comuns para VPN IPsec de acesso remoto e L2L
.- Suporte Técnico e Documentacao - Cisco Systems



//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/c/pt_br/support/docs/security/asa-5500-x-series-next-generation-firewalls/81824-common-ipsec-trouble.html#solution12
//www.cisco.com/c/pt_br/support/index.html
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