Troubleshooting do médulo do controlador do
Wireless LAN
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Introdugéo

Este documento fornece procedimentos para o troubleshooting de problemas basicos com o
Cisco Wireless LAN Controller Module (WLCM).

Pré-requisitos

Requisitos

A Cisco recomenda que vocé tenha conhecimento destes topicos:



- Conhecimento do Lightweight Access Point Protocol (LWAPP).

. Conhecimento basico de como configurar o médulo WLCM para participar em uma rede de
Cisco Unified Wireless.Nota: Se vocé € um novo usuario € nao trabalhou em um WLCM,
refira o guia de funcdo do mdédulo de rede do controlador de WLAN de Cisco.

Componentes Utilizados

As informacgdes neste documento sao baseadas nestas versdes de software e hardware:

- O Roteador de servicos integrados Cisco 2811 (ISR) esse executa a versao 12.4(11)T com
WLCM que executa a versao 3.2.116.21

- AG AP de pouco peso de Cisco 1030 e de Cisco 1232 (regagos)

- Adaptador cliente do Wireless LAN de Cisco 802.11a/b/g (WLAN) que executa a versao 2.5

- O Servigco de controle de acesso Cisco Secure (ACS) esse executa a versao 3.2
Nota: Os componentes alistados aqui sdo somente os dispositivos que foram usados para redigir
este documento. A informacéao na lista completa dos ISR que apoiam os WLCM e os regacos que
séo apoiados no WLCM é fornecida na seg¢ao da pesquisa de defeitos deste documento.

As informacoes neste documento foram criadas a partir de dispositivos em um ambiente de
laboratdrio especifico. Todos os dispositivos utilizados neste documento foram iniciados com uma
configuracao (padrao) inicial. Se a sua rede estiver ativa, certifique-se de que entende o impacto
potencial de qualquer comando.

Convencoes

Consulte as Convencodes de Dicas Técnicas da Cisco para obter mais informacdes sobre
convengoes de documentos.

Informacdes de Apoio

Cisco WLCM é projetado fornecer as pequenas e médias empresas (SMB) e os clientes do
escritério da filial de empreendimento as solucdes da rede de comunicacao Wireless do 802.11
para o Cisco 2800 e Cisco 3800 Series ISR e os Cisco 3700 Series Router.

Cisco WLCM permite Cisco ISR e Cisco 3700 Series Router de controlar até seis pontos de
acesso a WLAN (AP), e simplifica o desenvolvimento e o Gerenciamento dos WLAN. O sistema
operacional controla todo o cliente dos dados, comunicagdes, e fungdes da administracao do
sistema, executa fungcdes do Radio Resource Management (RRM), controla politicas sistema-
largas da mobilidade usando a Segurancga do sistema operacional (OSS), e coordena todas as
fungdes da Seguranca usando a estrutura OSS.

Cisco WLCM trabalha conjuntamente com regacos do Cisco Aironet, Sistema de controle sem fio

da Cisco (WCS), e a Aplicagao de localizagao sem fio da Cisco para apoiar dados wireless, Voz,
e aplicativos de video da missao critica.

Troubleshooting

Esta secéao discute procedimentos de Troubleshooting para problemas basicos com o WLCM.
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O ISR né&o reconhece o WLCM

O WLCM é apoiado somente nestas plataformas ISR:

. Cisco 3725 e 3745 Router
. ISR de Cisco 2811, 2821, e 2851
. ISR de Cisco 3825 e 3845

Se qualquer outro ISR do que esses especificados nesta lista aparece, a seguir o WLCM nao esta
detectado. Assegure-se de que vocé use o hardware correto.

Nota: O WLCM ¢é apoiado somente nos slots de mddulo de rede. Nao é apoiado nos entalhes
EVM disponiveis em Cisco 2821 e em Cisco 2851 ISR.

Nota: Vocé pode instalar somente um Cisco WLCM em um chassi do roteador unico.
Ha igualmente alguns requisitos de software minimo para o WLCM.

O ISR deve usar a liberacédo 12.4(2)XA1 do Cisco I0S ® Software (software do roteador) ou mais
tarde para que o ISR reconhe¢a o WLCM.

Posso eu promover o flash no WLCM?

Cisco WLCM envia com e botas de uma placa de memdaria instalada do CompactFlash 256-MB. A
placa de memodria do CompactFlash contém o Boot Loader, arquivo executavel do kernel (centro)
de Linux, do Cisco WLCM e AP, e a configuracao de Cisco WLCM.

A placa de memoaria do CompactFlash em Cisco WLCM nao é campo-substituivel.

E o WLCM swappable recente?

O WLCM nao é swappable recente em todas as plataformas ISR. O Online Insertion and Removal
(OIR) do mddulo do controlador € apoiado somente no Cisco 3745 Router e no Cisco 3845 ISR.

Regacos apoiados no WLCM

Todo o Cisco Aironet LWAPP-permitido AP é apoiado, que inclui o Cisco Aironet 1000, 1100, e
1200 Series. As placas de interface HWIC-AP nao sao apoiadas.

Incapaz de alcancar o Fast Ethernet no WLCM

Este € o comportamento esperado. A porta de Ethernet rapida externo na placa dianteira de Cisco
WLCM néo é apoiada. O NM-WLC (mdédulo WLCM) tem somente uma porta de Ethernet rapida
conectada internamente ao roteador host, e a porta de Ethernet rapida externo na placa dianteira
NM é desabilitado e inusavel.

Verifique o estado do WLCM

Emita o comando show version do ISR a fim verificar se o WLCM é reconhecido pelo roteador e
instalado corretamente.



2800- | SR- TS\W\EEB#show ver si on

Cisco 10S Software, 2800 Software (C2800NM ADVSECURI TYK9-M, Version 12.4(11)T,
RELEASE SOFTWARE (fc2)

Techni cal Support: http://ww. ci sco. conltechsupport

Copyright (c) 1986-2006 by G sco Systens, Inc.

Conpil ed Sat 18-Nov-06 17:16 by prod_rel _team

ROM System Bootstrap, Version 12.4(1r) [hqgluong 1r], RELEASE SOFTWARE (fc1l)

2800- | SR-TSWEB uptime is 50 m nutes
System returned to ROM by power-on
Systemimage file is "flash: c2800nm advsecurityk9-ne. 124-11. T. bi n"

Thi s product contains cryptographic features and is subject to United States

and | ocal country |laws governing inport, export, transfer and use.

Delivery of Cisco cryptographic products does not inply third-part y authority

to inport, export, distribute or use encryption. |Inmporters, exporters, distributors
and users are responsible for conpliance with U S. and |l ocal country |aws.

By using this product you agree to conply with applicable | aws and regul ati ons.

If you are unable to comply with U. S. and local laws, return this product inmediately.

A sunmary of U.S. laws governing C sco cryptographic products nmay be found at:
http://ww. ci sco. coml wM / export/crypto/tool/stqrg. htm

If you require further assistance please contact us by sending enmail to export@isco.com

Cisco 2811 (revision 53.50) with 249856K/ 12288K bytes of menory.
Processor board | D FTX1014A34X

2 FastEthernet interfaces

1 terminal |ine

1 Virtual Private Network (VPN) Mdul e

1 cisco Wreless LAN Controller(s)

DRAM configuration is 64 bits wide with parity enabl ed.
239K bytes of non-volatile configuration nenory.
62720K bytes of ATA Conpact Fl ash (Read/ Wite)

Configuration register is 0x2102

Emita o comando status da /porta do entalhe do WLAN-controlador do médulo de servigo a fim
encontrar o estado do WLCM.

2800- | SR- TSWEB#ser vi ce-nodul e wl an-controller 1/0 status
Service Mdule is Csco wlan-controllerl/0

Servi ce Moddul e supports session via TTY |line 66

Service Mdule is in Steady state

Getting status fromthe Service Mdule, please wait..

Cisco WLAN Controller 3.2.116.21

Vocé pode igualmente emitir o comando statistics do WLAN-controlador 1/0 do médulo de servigo
a fim encontrar as estatisticas da reinicializacdo de médulo do WLCM.

2800- | SR- TSVEEB#ser vi ce-nodul e W an-controller 1/0 statistics
Modul e Reset Statistics:

CLlI reset count =0

CLI reload count = 0



Regi stration request timeout reset count = 0
Error recovery tinmeout reset count = 0
Modul e regi stration count = 4

Em alguns casos, vocé vé este erro:

Rout er #servi ce-nmodul e Wl an-control l er 4/0 status
Service Mdule is Cisco wan-controller4/0

Servi ce Moddul e supports session via TTY line 258
Service Mddule is trying to recover fromerror
Service Mdule status is not available

O this:

Rout er #servi ce-modul e W an-controller 1/0 status

Service Mddule is Csco wan-controllerl/0

Service Mddul e supports session via TTY |line 66

Service Mdule is failed

Service Mbdule status is not avail able

O motivo desse erro pode ser um problema de hardware. Abra uma ocorréncia do TAC para fazer
troubleshooting adicional deste problema. Para abrir uma ocorréncia do TAC, vocé precisa de um
contrato valido com Cisco. Consulte o Suporte Técnico para saber como entrar em contato com o

TAC Cisco.

Emita o comando do sysinfo da mostra a fim receber mais informacao no WLCM.

(Cisco Controller) >show sysinfo

Manufacturer's Nanme............. ... ... ... ... Ci sco Systens, Inc
Product Name........... ... i Cisco Controller
Product Version............. .. ... 3.2.116. 21

RTOS Version. . ... e e e 3.2.116. 21

Bootl oader Version............ ... .. 3.2.116. 21

Bui I d Type. . ... DATA + WPS

System Name. . .. ... .. W.CM

System Location............. ...
System Contact........... ...

System QbjectID........... 1.3.6.1.4.1.14179.1.1.4.5

I[P Address. .. ... 60.0.0.2

SystemUp TimB. ... 0 days 0 hrs 39 mins 18 secs
Configured Country....... ... United States

State of 802.11b Network......................... Enabl ed

State of 802.11a Network......................... Enabl ed

Nummber of WLANS. .. ... . . . 1

3rd Party Access Point Support................... Di sabl ed

Number of Active Clients........... ... ... ....... 0

Como nds fazemos correcoes no assistente da configuracao de CLI

Quando vocé configurar o WLCM pela primeira vez (ou apds a restauragdo aos padroes) que usa
o assistente da configuragao de CLI, - a chave € usada a fim fazer corre¢des as configuragoes.
Este € um exemplo:

Aqui, em vez de incorporar o admin, o usuario incorpora o adminn para corrigi-lo. Na alerta
seguinte, entre -, a seguir clique entram. O sistema retorna a alerta precedente.
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(Cisco Controller)

Wel come to the Cisco Wzard Configuration Tool
Use the '-' character to backup

System Nane [Cisco_e8:38:c0]: adm nn

I--- The user enters admnn instead of admin.

Enter Adm nistrative User Nane (24 characters nmax): -
l--- In order to nake the corrections, the user enters -.

System Nane [Cisco_e8:38:c0] (31 characters max): admin
l--- The user is again pronpted for the systemnane and !--- then enters the correct system name
admi n.

O REGACO néao se registra com ISR WLCM - WLCM enviado com Certificados
incorretos

Os NM-AIR-WLC6-K9 e os NM-AIR-WLC6-K9= WLCMs sao enviados com Certificados
incorretos. Isto faz com que o WLCNM n&o seja autenticado por Cisco/Airespace AP. O WLCMs
enviado entre o 1° de fevereiro de 2006 e margo o 22, 2006 é afetado. Uma falha do processo de
fabricagdo nao copiou os Certificados corretos aos dispositivos WLCNM. O certificado incorreto
cria uma incompatibilidade de chave RSA, que faga com que os AP LWAPP-baseados falhem se
juntar/associado/registro a WLCNM.

Consulte Field Notice: O FN - 62379 - mddulo de rede do controlador do Wireless LAN ndo
autentica com Cisco/Access point de Airespace - upgrade de hardware para obter mais
informacodes sobre deste. Este Field Notice contém a acao alternativa, assim como os part
numbers e os numeros de série afetados do mddulo de rede.

O REGACO nao se registra com o WLCM - tempo de sistema ndo ajustado

O WLCM tem que ser configurado com o tempo de sistema e a data. Pode ou ser feito
manualmente, ou o WLCM pode ser configurado para usar o servidor de NTP. Se as horas e data
nao sao ajustadas, os regagos nao se registram com o WLCM. No assistente CLI, vocé é alertado
incorporar o tempo de sistema e a data. Se vocé nao incorpora a data e hora, vocé vé este
mensagem de adverténcia:

Warning! No AP will cone up unless the tine is set
Pl ease see docunentation for nore details.

Emita este comando do WLCM CLI a fim configurar manualmente o tempo:

Warning! No AP will cone up unless the tine is set
Pl ease see docunentation for nore details.

Emita este comando se vocé quer o WLCM usar o servidor de NTP:

Warning! No AP will cone up unless the tine is set


//www.cisco.com/en/US/ts/fn/620/fn62379.html
//www.cisco.com/en/US/ts/fn/620/fn62379.html

Pl ease see docunentation for nore details.

Recuperacao de senha para o WLCM

Quando a senha a entrar ao WLCM ¢ perdida, a unica maneira de obter no WLCM é restaurar o
WLCM de volta as configuragdes padrao. Isto igualmente significa que a configuragédo completa
no WLCM esta restaurada e tem que ser configurado a partir do zero.

Consulte para restaurar o WLCM as configuracdes padrao para obter informagdes sobre de como
restaurar o WLCM aos padrdes de fabrica.

Diodo emissor de luz de Cisco WLCM

Esta tabela alista o diodo emissor de luz de Cisco WLCM e os significados:

LED Significado
CF A placa de memoéria do CompactFlash é ativa.

O mddulo passou o self-test e esta disponivel
ao roteador.

EN

A poténcia esta disponivel ao modulo do

PWR controlador.

A elevacio do firmware de controlador falha

Durante o processo de upgrade, vocé pode vir através de alguns erros que afetam o processo de
upgrade. Esta segao explica que o meio dos Mensagens de Erro e como eliminar os erros e
promover o controlador.

- Transferéncia de arquivo de cédigo falhar-nenhuma resposta do servidor TFTP — vocé
recebe este Mensagem de Erro se o servidor TFTP néo é ativo. Verifique se o servico TFTP
esta habilitado no server.

- Code file transfer failed - Error from server: O arquivo ndo foi encontrado. Abortando
transferéncia — VVocé recebe este Mensagem de Erro se o arquivo do OS nao esta atual no
diretorio padrao do servidor TFTP. A fim eliminar este erro, copie o arquivo de imagem ao
diretério padrao no servidor TFTP.

- TFTP Failure while storing in flash! — VVocé recebe este erro quando ha um problema com o
servidor TFTP. Alguns servidores TFTP tém uma limitagcdo no tamanho dos arquivos que
vocé pode transferir. Use uma utilidade diferente do servidor TFTP. Ha muitas utilidades
livres do servidor TFTP que estao disponiveis. Cisco recomenda o uso do servidor TFTP da
versao 2.0 de Tftpd32. Refira Tftpd32 a fim transferir este servidor TFTP.

- As separacgdes da instalagdo estdo destruidas ou a imagem esta corrompida — se vocé é
ainda mal sucedido depois que uma tentativa de promover o software, ha uma possibilidade
que sua imagem esta corrompida. Contacte o Suporte técnico de Cisco para o auxilio.

Refira 0 melhoramento do software do mdédulo do controlador de WLAN de Cisco para obter mais
informagdes sobre de como promover o firmware no WLCM.

Nao pode permitir o CDP
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O usuario nao pode permitir o Cisco Discovery Protocol (CDP) no WLCM instalado nos 3750 ISR.
Esta mensagem aparece:

Warning! No AP will cone up unless the tine is set
Pl ease see docunentation for nore details.

O usuario emite o comando cdp enable da configuragéo a fim permitir o CDP, mas ainda vé esta
mesma mensagem:

Warning! No AP will cone up unless the tine is set
Pl ease see docunentation for nore details.

Isto € devido a identificagao de bug Cisco CSCsg67615. Embora o controlador integrado 3750G
do Wireless LAN nao apoie o CDP, os comandos CLI CDP estao disponiveis para este
controlador. Isto é resolvido em 4.0.206.0.

Use o endereco do ajudante de IP e os comandos protocol IP-dianteiros aos
regacos do registro com o WLCM

Com o WLCM, é dificil para um REGACO descobrir o WLCM com o broadcast de sub-rede IP.
Isto € devido a como o WLCM integra no back plane do ISR e a como o REGACO esta
tipicamente em uma sub-rede diferente IP (que € igualmente uma boa recomendacgao). Se vocé
quer executar a descoberta do broadcast de sub-rede IP com o sucesso, emita os comandos
UDP 12223 do enderecgo auxiliar IP e do dianteiro-protocolo IP.

Geralmente, a finalidade destes comandos € enviar ou retransmitir todo o quadro potencial da
transmissao IP. Este relé e a direcéo dela a interface de gerenciamento WLC devem ser
adequados certificar-se que o WLC responde de volta ao REGACO.

O comando ip helper-address deve ser dado sob a relagédo a que o REGACO é conectado, e o
comando ip helper-address deve apontar a interface de gerenciamento do WLC.

Warning! No AP will cone up unless the tinme is set
Pl ease see docunentation for nore details.

O comando ip forward-protocol € um comando global configuration.

Warning! No AP will cone up unless the tinme is set
Pl ease see docunentation for nore details.

Comandos de Troubleshooting WLCM

Esta segao fornece os comandos debug que vocé pode se usar a fim pesquisar defeitos a
configuragcdo WLCM.



Comandos Debug verificar o REGACO que registra-se com o controlador:

Use estes comandos debug a fim verificar se os regacos se registram com o WLCM:

- debugar o <AP-MAC-enderec¢o xx do ADDR do Mac: xx: xx: xx: xx: xx> — Configura a
eliminacao de erros do MAC address para o REGACO.

- debugar eventos do Iwapp permitem — Configures debuga de eventos e de Mensagens de
Erro LWAPP.

- debugar o pki pm permitem — Configures debuga do moédulo do gerente da politica de
seguranca.

Estado aqui umas saidas de exemplo do comando debug Iwapp events enable quando o REGACO
se registra com o WLCM:

Mon Mar 12 16:23:39 2007: Received LWAPP DI SCOVERY REQUEST from AP 00: Ob: 85: 51: 5a: e0
to 00:15:2c:e8:38:¢c0 on port "1’
Mon Mar 12 16:23:39 2007: Successful transm ssion of LWAPP Di scovery- Response to
AP 00: Ob: 85:51: 5a:e0 on Port 1
Mon Mar 12 16:23:52 2007: Received LWAPP JO N REQUEST from AP 00: Ob: 85:51:5a:e0 to
00: 15: 2c: e8:38:c0 on port '1'
Mon Mar 12 16:23:52 2007: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 51: 5a: e0
is 1500, renote debug node is O
Mon Mar 12 16:23:52 2007: Successfully added NPU Entry for AP 00: Ob: 85: 51: 5a: e0
(index 49)Switch IP: 60.0.0.3, Switch Port:
12223, intlfNum 1, vlianld O AP I P: 10.77.244.221, AP Port: 5550,
next hop MAC:. 00:17:94:06:62: 98
Mon Mar 12 16:23:52 2007: Successfully transm ssion of LWAPP Join-Reply to
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00: Ob: 85:51:5a:e0 slot O
Mon Mar 12 16:23:52 2007: Register LWAPP event for AP 00: Ob: 85:51:5a:e0 slot 1
Mon Mar 12 16:23:53 2007: Received LWAPP CONFI GURE REQUEST from AP 00: Ob: 85: 51: 5a: e0
to 00:15:2c:e8:38:c0
Mon Mar 12 16:23:53 2007: Updating IP info for AP 00: Ob: 85:51: 5a:e0 --
static 0, 10.77.244.221/255. 255. 255. 224, gtw 10. 77. 244. 220
Mon Mar 12 16:23:53 2007: Updating | P 10.77.244. 221 ===> 10.77.244.221 for
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: spanVerifyRegDomai n RegDomain set for slot 0 code O
regstring -A regDfronCh -A
Mon Mar 12 16:23:53 2007: spanVerifyRegDomai n RegDomain set for slot 1 code O
regstring -A regDfronCh -A
Mon Mar 12 16:23:53 2007: spanEncodeDomai nSecr et Payl oad: Send domai n secret
W.CM Mobi I'i ty<bc, 73, 45, ec, a2, c8, 55, ef , 14, 1e, 5d, 99, 75, f 2,9, 63, af, 74, d9, 02> to
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Successfully transm ssion of LWAPP Confi g- Message to
AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Runni ng spanEncodeCr eat eVapPayl oad for SSID ' W.CM TSWEB'
Mon Mar 12 16:23:53 2007: Runni ng spanEncodeCr eat eVapPayl oad for SSID ' W.CM TSWEB'
Mon Mar 12 16:23:53 2007: AP 00:0b: 85:51: 5a: e0 associ ated. Last AP failure was due to
AP reset
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0Ob:85:51:5a:e0 slot O!
Mon Mar 12 16:23:53 2007: Received LWAPP CONFI GURE COVMAND RES from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Received LWAPP CHANGE_STATE_EVENT from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Successfully transm ssion of LWAPP Change- St at e- Event
Response to AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:53 2007: Received LWAPP Up event for AP 00:0Ob:85:51:5a:e0 slot 1!
Mon Mar 12 16:23:54 2007: Received LWAPP CONFI GURE COVMAND RES from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFI GURE COVMAND RES from AP 00: Ob: 85: 51: 5a: e0



Mon Mar 12 16:23:54 2007: Received LWAPP CONFI GURE COVWWAND RES from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFI GURE COVWWAND RES from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFI GURE COVWWAND RES from AP 00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:23:54 2007: Received LWAPP CONFI GURE COVWWAND RES from AP 00: Ob: 85: 51: 5a: e0

Estado aqui umas saidas de exemplo do comando debug pm pki enable quando o REGACO se
registra com o WLCM:

Mon Mar 12 16:30:40 2007: sshpntet|ssuerHandl es: |ocking ca cert table
Mon Mar 12 16:30:40 2007: sshpnet|ssuerHandl es: calling x509_alloc() for user cert
Mon Mar 12 16:30:40 2007: sshpntetlssuerHandl es: calling x509_decode()
Mon Mar 12 16:30:40 2007: sshpnet| ssuerHandl es: <subject> C=US, ST=California,
L=San Jose, O=airespace Inc, CN=000b85515ae0,
MAI LTO=support @i r espace. com
Mon Mar 12 16:30:40 2007: sshpnet|ssuerHandl es: <issuer> C=US, ST=California,
L=San Jose, O=airespace Inc, OUnone, CN=ca,
MAI LTO=support @i r espace. com
Mon Mar 12 16:30:40 2007: sshpnet|ssuerHandl es: Mac Address in subject is
00: Ob: 85: 51: 5a: e0
Mon Mar 12 16:30:40 2007: sshpnCet|ssuerHandl es: Cert is issued by Airespace Inc.
Mon Mar 12 16:30:40 2007: sshpmzetCID: called to eval uate <bsnDef aul t CaCert >
Mon Mar 12 16:30:40 2007: sshpmetCID: conparing to row 0, CA cert >bsnd dDefaul t CaCert <
Mon Mar 12 16:30:40 2007: sshpnetCID: conparing to row 1, CA cert >bsnDef aul t Root CaCert <
Mon Mar 12 16:30:40 2007: sshpmGetCID: conparing to row 2, CA cert >bsnDefaultCaCert<
Mon Mar 12 16:30:40 2007: sshpnmGetCertFronCID: called to get cert for ClD 2816f 436
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row O, certname
>bsnd dDef aul t CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 1, certname
>bsnDef aul t Root CaCert <
Mon Mar 12 16:30:40 2007: sshpnmCet CertFronCl D: conparing to row 2, certname
>bsnDef aul t CaCert <
Mon Mar 12 16:30:40 2007: ssphmJserCertVerify: calling x509_decode()
Mon Mar 12 16:30:40 2007: ssphmserCertVerify: failed to verify AP cert
>bsnDef aul t CaCert <
Mon Mar 12 16:30:40 2007: sshpmetCID: called to eval uate <bsnd dDef aul t CaCert >
Mon Mar 12 16:30:40 2007: sshpnetCID: conparing to row 0, CA cert
>bsnd dDef aul t CaCert <
Mon Mar 12 16:30:40 2007: sshpmGetCertFronCID: called to get cert for CID 226b9636
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row O, certnane
>bsnd dDef aul t CaCert <
Mon Mar 12 16:30:40 2007: ssphmJserCertVerify: calling x509_decode()
Mon Mar 12 16:30:40 2007: ssphmiJserCertVerify: user cert verfied using
>bsnd dDef aul t CaCert <
Mon Mar 12 16:30:40 2007: sshpnCetlssuerHandl es: ValidityString (current):
2007/ 03/ 12/ 16: 30: 40
Mon Mar 12 16: 30: 40 2007: sshpntetlssuerHandl es: AP sw version is 0x3027415,
send a Cisco cert to AP.
Mon Mar 12 16:30:40 2007: sshpnmetCID: called to eval uate <cscobDefaultldCert>

Mon Mar 12 16:30:40 2007: sshpmetCID: conparing to row 0, CA cert >bsnd dDefaul t CaCert <
Mon Mar 12 16:30:40 2007: sshpnetCID: conparing to row 1, CA cert >bsnDef aul t Root CaCert <
Mon Mar 12 16:30:40 2007: sshpmetCID: conparing to row 2, CA cert >bsnDefaultCaCert<

Mon Mar 12 16:30:40 2007: sshpmetCID: conparing to row 3, CA cert >bsnDefaul tBuil dCert<
Mon Mar 12 16:30:40 2007: sshpnetCID: conparing to row 4, CA cert

>cscoDef aul t NewRoot CaCert <
Mon Mar 12 16:30:40 2007: sshpnetCID: conparing to row 5, CA cert >cscoDefaul t MgCaCert<
Mon Mar 12 16:30:40 2007: sshpmetCID: conparing to row O, ID cert >bsnO dDefaul tldCert<
Mon Mar 12 16:30:40 2007: sshpmetCID: conparing to row 1, ID cert >bsnDefaultldCert<
Mon Mar 12 16:30:40 2007: sshpnmetCID: conparing to row 2, |ID cert >cscoDefaultldCert<
Mon Mar 12 16:30:40 2007: sshpnCet Cert FronHandl e: cal li ng sshpnmGet Cert FronCl )

with CI D 0x15b4c76e
Mon Mar 12 16:30:40 2007: sshpmGetCertFronCID: called to get cert for CID 15b4c76e
Mon Mar 12 16:30:40 2007: sshpnmCet CertFronCl D: conparing to row O, certnane

>bsnd dDef aul t CaCert <



Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 1, certnamne
>bsnDef aul t Root CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 2, certnamne
>bsnDef aul t CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 3, certnamne
>bsnDef aul t Bui | dCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 4, certnamne
>cscoDef aul t NewRoot CaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row 5, certnamne
>cscoDef aul t M gCaCert <
Mon Mar 12 16:30:40 2007: sshpmCet CertFronCl D: conparing to row O, certnamne
>bsnd dDef aul t 1 dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet CertFronCl D: conparing to row 1, certnamne
>bsnDef aul t I dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet CertFronCl D: conparing to row 2, certnamne
>cscoDef aul t1dCert<
Mon Mar 12 16:30: 44 2007: ssphmPublicKeyEncrypt: called to encrypt 16 bytes
Mon Mar 12 16:30: 44 2007: ssphnPublicKeyEncrypt: successfully encrypted, out is 192 bytes
Mon Mar 12 16:30: 44 2007: sshpnPrivat eKeyEncrypt: called to encrypt 196 bytes
Mon Mar 12 16: 30: 44 2007: sshpmGet Openssl PrivateKeyFronCID: called to get key for
Cl D 15b4c76e
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCl D: conparing to row 0, certnane
>bsnd dDef aul t 1 dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCl D: conparing to row 1, certnane
>bsnDef aul t I dCert <
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCl D: conparing to row 2, certnane
>cscoDef aul t1dCert<
Mon Mar 12 16:30: 44 2007: sshpmCet Openssl Privat eKeyFronCID: match in row 2
Mon Mar 12 16:30: 44 2007: sshpnPrivat eKeyEncrypt: calling RSA private_encrypt
with 196 bytes
Mon Mar 12 16:30: 44 2007: sshpnPrivat eKeyEncrypt: RSA private_encrypt returned 256
Mon Mar 12 16: 30: 44 2007: sshpnPrivat eKeyEncrypt: encrypted bytes: 256

Comandos Debug verificar a autenticagédo da Web:

Use estes comandos debug a fim verificar se a autenticagao da Web trabalha como esperado no
WLCM:

- debugar o aaa que todos permitem — Configures debuga de todos os mensagens AAA.

- debugar o estado PEM permitem — Configures debuga da maquina de estado do gerente da
politica.

- debugar eventos PEM permitem — Configures debuga de eventos do gerente da politica.

- debugar pm SSH-appgw permitem — Configures debuga dos gateway de aplicativo.

- debugar pm SSH-TCP permitem — Configures debuga da manipulagéo tcp do gerente da
politica.

Estao aqui os exemplos de saida de alguns destes comandos debug:

(Cisco Controller) >debug aaa all enable

User userl authenticated
00: 40: 96: ac: €6: 57 Returning AAA Error 'Success' (0) for nobile 00:40:96: ac: e6: 57
Aut hori zat i onResponse: Oxbadff97c

StructureSize. . ... 70

resultCode. . ... 0

protocol Used. ...... ... ... i 0x00000008
proxyState.......... ... 00: 40: 96: AC: E6: 57-00: 00

Packet contains 2 AVPs:
AVP[ 01] Service-Type. ... ... 0x00000001 (1) (4 bytes)



AVP[ 02] Airespace / W.LAN-Identifier

0x00000001 (1) (4 bytes)

00: 40: 96: ac: e6: 57 Applying new AAA override for station 00:40: 96: ac: e6: 57

00: 40: 96: ac: e6: 57 Override values for station 00:40: 96: ac: e6: 57 source: 48,
valid bits: Ox1 gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTineout: -1
dat aAvgC:. -1, rTAvgC -1, dataBurstC -1, rTineBurstC -1 vlanlfNanme: '', acl Name:

00: 40: 96: ac: €6: 57 Unable to apply override policy for

station 00:40: 96: ac: e6: 57 - VapAl | owRadi usOverride is FALSE

Account i ngMessage Accounting Start: 0xa62700c
Packet contains 13 AVPs:

AVP[ 01]
AVP[ 02]
AVP[ 03]
AVP[ 04]
AVP[ 05]
AVP[ 06]
AVP[ 07]
AVP[ 08]
AVP[ 09]
AVP[ 10]
AVP[ 11]
AVP[ 12]
AVP[ 13]

Nas- Por t
Nas- | p- Addr ess
NAS- | dent i fier
Ai respace /| W.LAN-Identifier
Acct - Session-1d
Acct - Aut henti c
Tunnel -Type. . ...
Tunnel -Medium Type. . . ... ... ...
Tunnel - G oup-1d
Acct-Status-Type. ........ ...
Calling-Station-Id.......................
Cal | ed-Station-1d

when web authentication is closed by user:
(Cisco Controller) >

Account i ngMessage Accounting Stop: 0xa627c78
Packet contains 20 AVPs:

AVP[ 01]
AVP[ 02]
AVP[ 03]
AVP[ 04]
AVP[ 05]
AVP[ 06]
AVP[ 07]
AVP[ 08]
AVP[ 09]
AVP[ 10]
AVP[ 11]
AVP[ 12]
AVP[ 13]
AVP[ 14]
AVP[ 15]
AVP[ 16]
AVP[ 17]
AVP[ 18]
AVP[ 19]
AVP[ 20]

Nas- Por t
Nas- | p- Addr ess
NAS- | dent i fier
Ai respace /| W.LAN-Identifier
Acct - Session-1d
Acct - Aut henti c
Tunnel -Type. . ...
Tunnel -Medium Type. . . ... ... ...
Tunnel - G oup-1d
Acct-Status-Type. ........ ...
Acct - I nput-Cctets
Acct-Qut put-Cctets
Acct - | nput - Packet s
Acct - Qut put - Packet s
Acct-Ternminate-Cause. ....................
Acct-Session-Time.......... ...
Acct-Delay-Time............ ... ...
Calling-Station-Id.......................
Cal | ed-Station-1d

(Cisco Controller) >debug pem state enabl e

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to START (0)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
AUTHCHECK (2) Change stateto L2AUTHCOVPLETE (4)

Fri Mar 2 16:27:39 2007: 00:40:96:ac:e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Change state to WEBAUTH_REQD ( 8)
Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

userl (5 bytes)

0x00000001 (1) (4 bytes)

Ox0a4df 4d2 (172881106) (4 bytes)
0x574c4331 (1464615729) (4 bytes)
0x00000001 (1) (4 bytes)

45e84f 50/ 00: 40: 96: ac: e6:57/9 (28 bytes)
0x00000002 (2) (4 bytes)
0x0000000d (13) (4 bytes)
0x00000006 (6) (4 bytes)

0x3330 (13104) (2 bytes)
0x00000001 (1) (4 bytes)

10.0.0.1 (8 bhytes)

10. 77.244. 210 (13 bytes)

userl (5 bytes)

0x00000001 (1) (4 bytes)

Ox0a4df 4d2 (172881106) (4 bytes)
0x574c4331 (1464615729) (4 bytes)
0x00000001 (1) (4 bytes)

45e84f 50/ 00: 40: 96: ac: e6:57/9 (28 bytes)
0x00000002 (2) (4 bytes)
0x0000000d (13) (4 bytes)
0x00000006 (6) (4 bytes)

0x3330 (13104) (2 bytes)
0x00000002 (2) (4 bytes)
0x0001820e (98830) (4 bytes)
0x00005206 (20998) (4 bytes)
0x000006ee (1774) (4 bytes)
0x00000041 (65) (4 bytes)
0x00000001 (1) (4 bytes)
0x000000bb (187) (4 bytes)
0x00000000 (0) (4 bytes)

10.0.0.1 (8 bhytes)

10.77.244.210 (13 bytes)



Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:16 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOVMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Change state to WEBAUTH _NOL3SEC (14)
Fri Mar 2 16:28:19 2007: 00:40:96:ac:e6:57 10.0.0.1
WEBAUTH_NOL3SEC (14) Change state to RUN (20)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:20 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOVMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:24 2007: 00:40:96:af:a3:40 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:25 2007: 00:40:96:af:a3:40 40.0.0.1
DHCP_REQD (7) Change stateto RUN (20)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
START (0) Change state to AUTHCHECK (2)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
AUTHCHECK (2) Change state to L2AUTHCOWPLETE (4)

Fri Mar 2 16:28:30 2007: 00:16:6f:6e:36:2b 0.0.0.0
L2AUTHCOMPLETE (4) Change state to DHCP_REQD (7)

Fri Mar 2 16:28:34 2007: 00:16: 6f:6e:36:2b 30.0.0.2
DHCP_REQD (7) Change stateto WEBAUTH REQD ( 8)

(Cisco Controller) >debug pem events enabl e

Fri Mar 2 16:31:06 2007: 00: 40: 96: ac: e6:57 10.0.0.1
START (0) Initializing policy
Fri Mar 2 16:31:06 2007: 00: 40: 96: ac: e6:57 10.0.0.1
L2AUTHCOMPLETE (4) Pl unbed mobil e LWAPP rul e on AP 00: Ob: 85: 5b: f b: dO
Fri Mar 2 16:31:06 2007: 00:40: 96: ac: e6:57 10.0.0.1
WEBAUTH_REQD (8) Adding TMP rule
Fri Mar 2 16:31:06 2007: 00:40: 96: ac: e6:57 10.0.0.1
WEBAUTH_REQD (8) Replacing Fast Path rule
type = Tenporary Entry on AP 00: Ob: 85: 5b: fb: d0, slot O,
interface = 1 ACL Id = 255,
Junbo Franmes = NO 802.1P = 0, DSCP = 0, Tokenl D = 1506
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Successfully plunbed nmobile rule (ACL | D 255)
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD (8) Del eting nobile policy rule 27
Fri Mar 2 16:31:06 2007: 00: 40: 96: ac: e6: 57
Addi ng Wb Rul el D 28 for nobile 00:40: 96: ac: e6: 57
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD ( 8) Addi ng TMP rul e
Fri Mar 2 16:31:06 2007: 00:40: 96: ac: e6:57 10.0.0.1
WEBAUTH_REQD ( 8) Repl aci ngFast Path rule type = Tenporary Entry
on AP 00: Ob: 85:5b:fb:d0, slot O, interface = 1 ACL Id = 255,
Junbo Franmes = NO 802.1P = 0, DSCP = 0, Tokenl D = 1506
Fri Mar 2 16:31:06 2007: 00:40: 96: ac:e6:57 10.0.0.1
WEBAUTH_REQD ( 8) Successful ly plunbed nobile rule (ACL | D 255)
Fri Mar 2 16:31:06 2007: 00:40:96: ac: e6:57 10.0.0.1 Renoved NPU entry.
Fri Mar 2 16:31:06 2007: 00:40:96: ac: e6:57 10.0.0.1 Added NPU entry of type 8
Fri Mar 2 16:31:06 2007: 00:40:96: ac: e6:57 10.0.0.1 Added NPU entry of type 8

Comandos Debug verificar a operagéo de DHCP:



Use estes comandos debug a fim verificar o DHCP Client e as atividades do servidor:

- debugar o mensagem DHCP permitem — Informagao sobre debugging dos indicadores sobre
as atividades DHCP Client e para monitorar o estado dos pacotes DHCP.
- debugar o pacote DHCP permite — Informagao do nivel do pacote DHCP dos indicadores.
Estdo aqui os exemplos de saida destes comandos debug:

(Cisco Controller) >debug dhcp nessage enable

00: 40: 96: ac: e6: 57 dhcp option len,including the nagi c cookie = 64

00: 40: 96: ac: e6: 57 dhcp option: recei ved DHCP REQUEST nsg

00: 40: 96: ac: e6: 57 dhcp option: skipping option 61, len 7

00: 40: 96: ac: e6: 57 dhcp option: requested ip = 10.0.0.1

00: 40: 96: ac: e6: 57 dhcp option: skipping option 12, len 3

00: 40: 96: ac: e6: 57 dhcp option: skipping option 81, len 7

00: 40: 96: ac: €6: 57 dhcp option: vendor class id = MSFT5.0 (len 8)

00: 40: 96: ac: e6: 57 dhcp option: skipping option 55, len 11

00: 40: 96: ac: e6: 57 dhcpParseOptions: options end, len 64, actual 64

00: 40: 96: ac: e6: 57 Forwardi ng DHCP packet (332 octets)from 00: 40: 96: ac: €6: 57

-- packet received on direct-connect port requires forwarding to external DHCP server
Next-hop is 10.0.0.50

00: 40: 96: ac: e6: 57 dhcp option len, including the nagic cookie = 64

00: 40: 96: ac: e6: 57 dhcp option: recei ved DHCP ACK nsg

00: 40: 96: ac: e6: 57 dhcp option: server id = 10.0.0.50

00: 40: 96: ac: e6: 57 dhcp option: |ease tinme (seconds) =86400

00: 40: 96: ac: e6: 57 dhcp option: skipping option 58, len 4

00: 40: 96: ac: e6: 57 dhcp option: skipping option 59, len 4

00: 40: 96: ac: e6: 57 dhcp option: skipping option 81, len 6

00: 40: 96: ac: €6: 57 dhcp option: netnmask = 255.0.0.0

00: 40: 96: ac: €6: 57 dhcp option: gateway = 10.0.0.50

00: 40: 96: ac: e6: 57 dhcpParseOptions: options end, len 64, actual 64

(Cisco Controller) >debug dhcp packet enable

Fri Mar 2 16:06:35 2007: 00:40: 96: ac: e6: 57 dhcpProxy: Recei ved packet:
Client 00:40:96: ac: e6:57 DHCP Op: BOOTREQUEST(1), IP len: 300,

switchport: 1, encap: Oxec03

Fri Mar 2 16:06:35 2007: 00:40: 96: ac: e6: 57 dhcpProxy: dhcp request,

client: 00:40:96:ac:e6:57: dhcp op: 1, port: 1, encap Oxec03

old nschb port nunber: 1

Fri Mar 2 16:06:35 2007: 00:40:96: ac: e6:57 Determing relay for 00:40: 96: ac: €6: 57
dhcpServer: 10.0.0.50, dhcpNetmask: 255.0.0.0, dhcpGateway: 10.0.0.50,

dhcpRel ay: 10.0.0.10 VLAN 30
2 16:06: 35 2007: 00:40:96: ac: e6: 57

Fri

Mar

Local

Fri Mar 2 16:06:35 2007: 00:40: 96: ac: e6: 57 DHCP Message Type received: DHCP REQUEST nsg
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 op: BOOTREQUEST,
htype: Ethernet,hlen: 6, hops: 1

Addr ess:
VLAN. 30, port:

10.0.0. 10, DHCP Server: 10.0.0.50, Gateway Addr: 10.0.0. 50,

1

Rel ay settings for 00:40:96: ac: e6: 57

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 xid: 1674228912, secs: 0, flags: O
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: €6: 57 chaddr: 00: 40: 96: ac: e6: 57
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 ciaddr: 10.0.0.1, vyiaddr
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 siaddr: 0.0.0.0, giaddr: 1
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 DHCP request to 10.0.0. 50,

Il en 350,switchport 1, vlan 30

Fri Mar 2 16:06:35 2007: 00:40: 96: ac: e6: 57 dhcpProxy: Recei ved packet:
Client 00:40:96:ac:e6:57 DHCP Op: BOOTREPLY(2), IP len: 300

switchport: 1, encap: Oxec00

Fri Mar 2 16:06:35 2007: DHCP Reply to AP client: 00:40:96: ac: e6: 57,
frame | end4l12, switchport 1

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 DHCP Message Type received: DHCP ACK nsg

0

0.0.0.
0.0.0.10



Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 op: BOOTREPLY, htype: Ethernet,
hl en: 6, hops: O

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 xid: 1674228912, secs: 0, flags: O
Fri Mar 2 16:06:35 2007: 00:40:96: ac: e6: 57 chaddr: 00: 40: 96: ac: e6: 57

Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 ciaddr: 10.0.0.1, vyiaddr: 10.0.0.1
Fri Mar 2 16:06:35 2007: 00: 40: 96: ac: e6: 57 siaddr: 0.0.0.0, giaddr: 0.0.0.0

Fri Mar 2 16:06: 35 2007: 00:40:96: ac: e6: 57 server id: 1.1.1.1
rcvd server id: 10.0.0.50

Comandos Debug verificar a elevagao TFTP:

- msglog da mostra — Indica os log de mensagens escritos ao base de dados do controlador

de LAN do Cisco Wireless. Se ha mais de 15 entradas, vocé esta alertado indicar as
mensagens mostradas no exemplo.

- debugar o traco de transferéncia — Configures debuga de transferéncia ou da elevagao.

Esta aqui um exemplo do comando trace de transferéncia debugar:

Cisco Controller) >debug transfer trace enable

(Cisco Controller) >transfer downl oad start

MDA, . TFTP

Data Type. . ..o Code

TFTP Server [P ... 172.16.1.1

TFTP Packet Timeout............ ... ..., 6

TFTP Max Retries. ... ... ... 10

TFETP Path. . ... d:\Wrel essl mages/

TFTP Filename. .. ... Al R- W.C2006- K9- 3- 2- 78- 0. aes

This nmay take sone tine.

Are you sure you want to start? (y/n) y

Mon Feb 13 14:06: 56 2006: RESULT_STRING TFTP Code transfer starting.
Mon Feb 13 14:06: 56 2006: RESULT_CODE: 1

TFTP Code transfer starting.

Mon Feb 13 14:06:59 2006: Still waiting! Status = 2

Mon Feb 13 14:07: 00 2006: Locking tftp semaphore, pHost=172.16.1.1

pFi | ename=d: \ W r el essl mages/ Al R- W.C2006- K9- 3- 2- 78- 0. aes

Mon Feb 13 14:07: 00 2006: Senmaphore | ocked, now unl ocking, pHost=172.16.1.1
pFi | ename=d: \ W r el essl mages/ Al R- W.C2006- K9- 3- 2- 78- 0. aes

Mon Feb 13 14:07: 00 2006: Semaphore successfully unl ocked, pHost=172.16.1.1
pFi | ename=d: \ W r el essl mages/ Al R- W.C2006- K9- 3- 2- 78- 0. aes

Mon Feb 13 14:07: 02 2006: Still waiting! Status =
Mon Feb 13 14:07: 05 2006: Still waiting! Status =
Mon Feb 13 14:07:08 2006: Still waiting! Status =
Mon Feb 13 14:07:11 2006: Still waiting! Status =
Mon Feb 13 14:07:14 2006: Still waiting! Status =
Mon Feb 13 14:07:17 2006: Still waiting! Status =
Mon Feb 13 14:07:19 2006: tftp rc=0, pHost=172.16.1.1 pFilenanme=d:\ W rel essl mages/

Al R- W.C2006- K9- 3- 2- 78- 0. aes pLocal Fi | enane=/ mt/downl oad/ | ocal .t gz

Mon Feb 13 14:07:19 2006: tftp = 6, file_name=d:\Wrel essl mages/

Al R- W.C2006- K9- 3- 2- 78-0. aes, ip_address=172.16.1.1

Mon Feb 13 14:07:19 2006: upd_get_code_via_tftp = 6 (target=268435457)

Mon Feb 13 14:07:19 2006: RESULT_STRING TFTP receive conplete... extracting conponents.
Mon Feb 13 14:07:19 2006: RESULT_CODE: 6

e

TFTP receive conplete... extracting conponents.

Mon Feb 13 14:07:20 2006: Still waiting! Status
Mon Feb 13 14:07:23 2006: Still waiting! Status
Mon Feb 13 14:07:23 2006: Still waiting! Status
Mon Feb 13 14:07:23 2006: Still waiting! Status =

Il
L



Mon Feb 13 14:07:25 2006: RESULT_STRING Executing init script.
Mon Feb 13 14:07:25 2006: RESULT_STRI NG Executing backup script.

Executi ng backup script.

Mon Feb 13 14:07:26 2006: Still waiting! Status 2

Mon Feb 13 14:07:29 2006: Still waiting! Status 1

Mon Feb 13 14:07: 31 2006: RESULT_STRING Witing new bootl oader to flash disk.

Witing new bootl oader to flash disk.
Mon Feb 13 14:07:32 2006: Still waiting! Status 2
Mon Feb 13 14:07: 33 2006: RESULT_STRING Executing install_bootl oader script.

Executing install _bootl oader script.

Mon Feb 13 14:07:35 2006: Still waiting! Status = 2

Mon Feb 13 14:07: 35 2006: RESULT_STRING Witing new RTCS to flash disk.
Mon Feb 13 14:07: 36 2006: RESULT_STRING Executing install_rtos script.
Mon Feb 13 14:07: 36 2006: RESULT_STRING Witing new Code to flash disk.

Witing new Code to flash disk.

Mon Feb 13 14:07:38 2006: Still waiting! Status 2

Mon Feb 13 14:07:41 2006: Still waiting! Status 1

Mon Feb 13 14:07:42 2006: RESULT_STRING Executing install_code script.

Executing install _code script.

Mon Feb 13 14:07:44 2006: Still waiting! Status 2

Mon Feb 13 14:07:47 2006: Still waiting! Status 1

Mon Feb 13 14:07:48 2006: RESULT_STRING Witing new APIB to flash disk.

Witing new APIB to flash disk.
Mon Feb 13 14:07:50 2006: Still waiting! Status = 2
Mon Feb 13 14:07:51 2006: RESULT_STRING Executing install_apib script.

Executing install _apib script.

Mon Feb 13 14:07:53 2006: Still waiting! Status =
Mon Feb 13 14:07:53 2006: Still waiting! Status =
Mon Feb 13 14:07:53 2006: Still waiting! Status =
Mon Feb 13 14:07:53 2006: Still waiting! Status =
Mon Feb 13 14:07:53 2006: Still waiting! Status =1

Mon Feb 13 14:07:54 2006: RESULT_STRING Witing new APIB to flash disk.
Mon Feb 13 14:07:56 2006: RESULT_STRING Executing install_apib script.

L

Executing install _apib script.
Mon Feb 13 14:07:56 2006: Still waiting! Status = 2
Mon Feb 13 14:07:59 2006: RESULT_STRING Witing new APIB to flash disk.

Witing new APIB to flash disk.
Mon Feb 13 14:08: 00 2006: Still waiting! Status 2
Mon Feb 13 14:08: 00 2006: RESULT_STRING Executing install_apib script.

Executing install _apib script.

Mon Feb 13 14:08: 03 2006: Still waiting! Status = 2

Mon Feb 13 14:08: 03 2006: RESULT_STRING Witing new Cert-patch to flash disk.

Mon Feb 13 14:08: 03 2006: RESULT_STRING Executing install_cert_patch script.

Mon Feb 13 14:08: 03 2006: RESULT_STRING Executing fini script.

Mon Feb 13 14:08: 04 2006: RESULT_STRING TFTP File transfer is successful.

Reboot the switch for update to conpl ete.

Mon Feb 13 14:08: 06 2006: Still waiting! Status = 2

Mon Feb 13 14:08: 08 2006: umounting: <umount /mmt/downl oad/> cwd = /mt/application
Mon Feb 13 14:08: 08 2006: finished umounting

Comandos Debug para pér em esconderijo 802.1X/WPA/RSN/PMK:

- debugar o dot1x que todos permitem — Indica a informacé&o sobre debugging do 802.1X.Esta



aqui um exemplo de saida deste comando:
(Cisco Controller) >debug dotlx all enable

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_USER NAME(1) index=0

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_CALLI NG _STATI ON_I D(31) index=1
Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_CALLED STATI ON I D(30) index=2

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_NAS PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_NAS | P_ADDRESS(4) i ndex=4

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_NAS | DENTI FI ER(32) i ndex=5

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT _VAP_ID(1) index=6

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_SERVI CE_TYPE(6) i ndex=7

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_FRAMED MTU(12) i ndex=8

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_NAS PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_EAP_MESSAGE(79) index=10

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_MESS AUTH( 80) i ndex=11

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

AAA EAP Packet created request = Oxbbdfe944.. 111
Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

AAA Message ' I nteri m Response' received for nobile 00:40: 96: ac: e6: 57
Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57
Received EAP Attribute (code=1, |ength=24,id=1, dotlxcbh->id = 1)
for nobile 00:40:96: ac: e6: 57

Fri Mar 23 21:35:01 2007: 00000000: 01 01 00 18 11 01 00 08 38 93 8c 47 64 99
el do ........ 8.. ...

00000010: 45 41 50 55 53 45 52 31 EAPUSERL
Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Ski ppi ng AVP (0/80) for nobile 00:40:96: ac: e6: 57
Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_USER NAME(1) index=0

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_CALLI NG _STATI ON_I D(31) i ndex=1
Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_CALLED STATI ON I D(30) index=2

Fri Mar 23 21:35:01 2007: 00:40: 96: ac: e6: 57

Addi ng AAA ATT_NAS PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_NAS | P_ADDRESS(4) i ndex=4

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_NAS | DENTI FI ER(32) i ndex=5

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT _VAP_ID(1) index=6

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_SERVI CE_TYPE(6) i ndex=7

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_FRAMED MTU(12) i ndex=8

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_NAS PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_EAP_MESSAGE(79) index=10

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57

Addi ng AAA ATT_MESS AUTH( 80) i ndex=11



Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

AAA EAP Packet created request = Oxbbdfe944.. !l

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

AAA Message 'InterimResponse' received for nobile 00:40: 96: ac: e6: 57
Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Recei ved EAP Attribute (code=3, |ength=4,id=1, dotlxch->id = 1)
for mobile 00:40:96: ac: e6: 57

Fri Mar 23 21:35:01 2007: 00000000: 03 01 00 04

Fri Mar 23 21:35:01 2007: 00: 40: 96: ac: e6: 57 Ski ppi ng AVP ( 0/ 80)
for mobile 00:40:96: ac: e6: 57

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_USER NAME(1) index=0

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLI NG_STATI ON_I D(31) i ndex=1

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_CALLED_STATI ON_I D(30) i ndex=2

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT(5) index=3

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| P_ADDRESS(4) i ndex=4

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_| DENTI FI ER(32) i ndex=5

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_VAP_ID(1) index=6

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_FRAMED_MTU( 12) i ndex=8

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_NAS_PORT_TYPE(61) index=9

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_EAP_MESSAGE(79) index=10

Fri Mar 23 21:35:01 2007: 00:40:96: ac: e6: 57

Addi ng AAA_ATT_MESS_AUTH( 80) i ndex=11

Fri Mar 23 21:35:05 2007: 00:40:96: ac: e6: 57

AAA EAP Packet created request = Oxbbdfe944.. !l

Fri Mar 23 21:35:05 2007: 00:40:96: ac: e6: 57

AAA Message ' Success' received for nobile 00:40:96: ac: e6: 57

- debugar o dot11 que todos permitem — Permite a eliminagao de erros das fung¢des de radio.
- mostre a cliente o <mac> sumario — Os indicadores resumiram a informagao para o cliente

pelo MAC address.Esta aqui um exemplo de saida deste comando:
(Cisco Controller) >show client sumary

Number of dients.......... .. ..., 1
MAC Addr ess AP Nane St at us W.AN Auth Protocol Port
00: 40: 96: ac: e6: 57 AP0015. 63e5. 0c7e Associ at ed 1 Yes 802. 11a 1
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