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Integrate Identity Provider

o Set Up 2 | Download 3 ) Configure 4 ) Activate
Set Up
Identity Provider (IdP) Name Ping SSO
Single Sign-On Service URL @ https://auth.pingone.com/2bccaaf9-a2d1-
Entity ID (Audience URI) @ https://auth.pingone.com/2bccaaf9-a2d1-
SAML Signing Certificate @ Add ...

By default, SecureX Sign-0n enrolls all users into Duo MultiFactor Authentication (MFA) at no cost. We strongly
recommend MFA, with a session timeout no greater than 2 hours, to help protect your sensitive data within Cisco Security
products.

Do you wish to keep the Duo-based MFA ® Yes No
enabled in SecureX Sign-On?

If your organization has integrated MFA at your IdP,

you may wish to disable MFA at the SecureX Sign-

On level.
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IdP Activation

Once the IdP integration is activated:

¢ Users sign in using their enterprise |dP password
 Users no longer manage their MFA settings (if you opted out of Duo MFA
during setup).
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