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¥ [Expert Info (Error/Malforsed): Malforsed Packet (Exception occurred) )
[Halforsed Packet (Exception accurred)]
[Severity level: Error]
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Input Policy State : Installed

I nput Policy Source : Native Profile Policy
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Qutput Policy State : Installed

Qut put Policy Source : Native Profile Policy
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https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456
https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

Troubleshooting = » Radioactive Trace

Conditional Debug Global State: Started
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Enter time interval x
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WLCO| A Microsoft-Workstation@ 2 T2 IlUZ2IT|= Z 20| E:

2020/ 06/ 18 10: 46:41. 052366 {wncd_x_R0-0}{1}: [auth-ngr] [21168]: (info):

[ 74da. 38f 6. 76f 0: capwap_90000004] Device type for the session is detected as Microsoft-
Workstation and ol d device-type not classified earlier &Device nane for the session is detected
as MSFT 5.0 and ol d device-nane not classified earlier & O d protocol map 0 and new is 41

2020/ 06/ 18 10: 46: 41. 052367 {wncd_x_RO-0}{1}: [auth-ngr] [21168]: (debug):

[ 74da. 38f 6. 76f 0: capwap_90000004] updating device type Microsoft-Workstation, device nane MSFT
5.0
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(debug): [ 74da. 38f 6. 76f 0: unknown] Updati ng cache for nmac [ 74da. 38f6. 76f 0] devi ce_type
M crosoft-Wrkstation, device_nane: MSFT 5.0 user_role: NULL protocol _map: 41

FHA| LHOI M C|HIO|A ERE &= WLC:

(info): [74da. 38f6. 76f 0: capwap_90000004] Device type found in cache M crosoft-Wrkstation
ERE 7IEcE 24 HME MEst= WLC:

(info): device-type filter: Mcrosoft-Wrkstation required, M crosoft-Wrkstation set - match
for 74da.38£6.76£0 / 0x9700001A

(info): device-type Filter evaluation succeeded

(debug): match device-type eq "Microsoft-Workstation" :success

DHCP L HTTP Z2 I3 EME L& 5t= 0728 I3l ™E& 5= WLC:

[caaa-acct] [21168]: (debug): [ CAAA: ACCT: c9000021] Accounting session created
[auth-ngr] [21168]: (info): [74da.38f6.76f0: capwap_90000004] Getting active filter |ist
[auth-ngr] [21168]: (info): [74da.38f6.76f0: capwap_90000004] Found http

[auth-ngr] [21168]: (info): [74da.38f6.76f0: capwap_90000004] Found dhcp

[aaa-attr-inf] [21168]: (debug): Filter list http-tlv O

[aaa-attr-inf] [21168]: (debug): Filter list dhcp-option O

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-profile-name 0 "Microsoft-Workstation"
[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-nane 0 "MSFT 5.0"

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-device-class-tag O "Workstation:Microsoft-
Workstation"

[aaa-attr-inf] [21168]: (debug): Get acct attrs dc-certainty-metric 0 10 (0Oxa)

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 Oc 00 Of 44 45 53 4b 54 4f 50
2d 4b 4c 52 45 30 44 41

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 3c 00 08 44 53 46 54 20 35 2e
30

[aaa-attr-inf] [21168]: (debug): Get acct attrs dhcp-option 0 00 37 00 Oe 01 03 06 0f 1f 21 2b
2c 2e 2f 77 79 £9 fc

### http profiling sent in a separate accounting packet
[aaa-attr-inf] [21168]: (debug): Get acct attrs http-tlv 0 00 01 00 Oe 4d 69 63 72 6f 73 6f 66
74 20 4e 43 53 49
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