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# show cl ock
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# show | oggi ng

# show debuggi ng
| OSXE Condi ti onal Debug Configs:

Condi tional Debug G obal State: Stop

| OSXE Packet Traci ng Confi gs:

Packet Infra debugs:
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# show | ogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file

al ways- on- <FI LENAME. t xt >

MMl 2RIXE EAlstHLE THUE 2IF TFTP Aol SAHE = /&L

# nore boot fl ash: al ways- on- <FI LENAME. t xt >

or
# copy bootfl ash: al ways-on-<FI LENAME. t xt> tftp://a.b.c.d/ path/al ways-on-<Fl LENAME. t xt >
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# clear platformcondition all
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# debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-time <seconds>}

#o: & Hofl & 0|49l 2EI0|MEE 2 LIE{RStE{™ debug wireless macS A& g LICtH
o]
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# no debug wirel ess mac <aaaa. bbbb. cccc>
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ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
OCHHA|. MAC 4 & &0o| otUE +=&ELICH CFS & stLIE S AFSHHLE ratrace log 215 AE{0]
ALStHLE 3tHol| E232 &Y EA[ELICH

RA =X mto| o|§& &lgLIct.

# dir bootflash: | inc ra_trace

TS o Muof SAk

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt
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# nore bootflash:ra_trace_MAC aaaabbbbcccc_HHMMVES. XXX ti mezone_DayWeek_Mont h_Day_year. | og
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# show | ogging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>}
to-file ra-internal - <Fl LENAVE>. t xt
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# copy bootflash:ra-internal -<FI LENAME>. txt tftp://a.b.c.d/ra-internal - <Fl LENAME>. t xt
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# nore bootflash:ra-internal - <Fl LENAME>. t xt

1MEHA. CIHO Z7HE MAHELICEH

# clear platformcondition all

AT ERE4T MM F FY Ol ZHS FHsHok BrLic

ZHo0|HET HEY + gl 9 AUl
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230

YYYY/ DY MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [27915]: UU D. 100000000015b, ra: 15,
(info): [e4b3.1851. 90ff: capwap_90800003] Authc failure from WbAuth, Auth event fail

O|s:
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GUI:

M Configuration > Security > AAA > AAA Method List > Authorization > + Add O|248H OH7HEd~5 AL 5104 Af H
H0{ HHEH 2 A AL |CH
HE2 OooH-H .

rok om

Quick Setup: AAA Authorization x

Method List Name* ‘ default ‘

Type* | netwaork v ‘

Group Type ‘ local v ‘

Available Server Groups Assigned Server Groups

radius

Idap

tacacs+
ISF-KCG-grm

=| Save & Apply to Device




CLI:

# config t
# aaa authorization network default | ocal

M2 = 2 Zloj| f& 8 VLANO| Ho|z|X| of=

27 04

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [epn] [25054]: UU D: 1000000000019, ra: 15, (ERR):

EPM PLUG N_VLAN ERR [HDL = 0Ox0] Unable to get active_feature_ctx for vlan group name YYYY/ DD/ MM
HH: MM SS. xxx {wncd_x_R0-0}{1}: [sanet-shimmniscellaneous] [25054]: UU D: 1000000000019, ra: 15,
(ERR): MAC:. 0874.0277.1345 Error in fetching vlans YYYY/ DY MM HH: MM SS. xxx {wncd_x_RO-0}{1}:

[ sanet - shi m mi scel | aneous] [25054]: UU D: 1000000000019, ra: 15, (ERR): MAC: 0874.0277.1345

bui | di ng Mobil e Announce VI ani d payl oad fail ed

ol%:

]

WLANO]| &l M2 = 2 Zloj| &8 VLANO| Zo|x|o] QK| k&L Ct.

SHZ2AH:
AH 1T Il == = S
ZCt0|HEN M ofH HM T2 E S ALE5H=X| & elghct.
EF M Monitoring > Wireless > Clients > Client row > Client Properties (mac FAE ME5to] & Zt0|E
=) El Al
CHeh A1EH] Z4Al).
" Client
General QOS Statistics ATF Statistics Mobility History
Clients Sleeping Clients Excluded Clients -

|E| Dashboard Client Properties AP Properties Security Information Clie

Z) Monitoring > MAC Address 0002.2015.015
IPV4 Address 2.2.160.103

Total Client(s) In the Netwerk: 5 User Name wpazZpeap
e ; Client MAG Address IPV4/IPVE Address « AP Nan I’D'ic*' Profile default-policy-profile
Admln]$tratlﬂn v 00:0a:ab:15:01:5 Show items with value that: Karlcis, Fllex Profile WA
| - 1= equal to = . Wireless LAN id &
&’ Troubleshooting 00:0acabi15:01:08 karlgisn) Wireless LAN Name peap-ssid
2aaa.bbbb.ceed
0:0acab: 15:01:7 karlcisn BSSID 000a.ad00.fc01
00:0a:ab:15:01:f8 karlcisn| Uptime(sec) 5807 seconds
CCX version B
00:0a:ab:15:01:19 2.2.160.105 karlcisn

E2E Version o

# show wi rel ess client mac-address <aaaa. bbbb.cccc> detail | inc Policy Profile

Policy Profile : default-policy-profile



N
g|=|
ofl
ox
12
|
Hu
El
mO
(=)
ek
ofl
rn
<
—
>
Z
jo
Jo
o
o
rC
o

EfAY Configuration > Tags & Profiles > Policy > Policy Profile row > Access Policies .

Policy Profile Edit Policy Profile

General Access Policies QOS and AVC
| Dashboard
WLAN Local Profiling
Monitoring Policy Profile Name ~  Description
Gunﬁguration > 1 10 v RADIUS Prafiling
Administration DHCETLV Caching
3 Local Subscriber Policy Name v
Troubleshooting
VLAN
VLANMNLAN Group VLANZGE6 v
Multicast VLAN Enter Multicast VLA
# show wirel ess profile policy detail ed default-policy-profile | inc VLAN
VLAN . VLAN2686

VLAN ID7} &5t & HEfQIX| &elghL|Ct.

rr

3. VLAN O§7H#4 =0 VLAN O|& EE
GUI:

Et M Configuration > Layer2 > VLAN > VLAN .

Q, Search Menu ltems VLAN
SVl VLAN VLAN Group
Dashboard
Monitoring
>\ Configuration VLAN ID v  Name v Status
S
oS * 1 default active
Administration
210 WVLAND210 active
Troubleshooting 2600 VLAN2600 active
2601 VLAN2601 active
2602 WLANZE02 active
2686 WLAN2686 active

CLlI:

# show vl an bri ef



VLAN Narme St at us Ports

1 defaul t active TeO/ 0/ 2, TeO/0/3
210 VLANO210 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddi net-default act/unsup
1005 trnet-default act/unsup
VLAN Nanme St at us Ports
2600 VLAN2600 active
2601 VLAN2601 active
2602 VLAN2602 active
2686 VLAN2686 active
1 VLAN O|§E A85t= B¢ tHAEAE TFESZE 2| VLAN O|F1 Hets| SUEtHX|

EFOIBILICE. show vian brief HES Al&EhL|C}H

4. ZI0f [t VLANS £=™8hL|Ct.
GUI:

FI2 0|l& Configuration > Tags & Profiles > Policy > Policy Profile row > Access Policies e = U

CLI:

# config t

# wireless profile policy default-policy-profile
# shutdown # vl an <vlan-# or vl an-nane>

# no shut down

X E HEHE

2104
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [client-keyngnt] [27782]: UU D: 1000000000088, ra: 15,
(ERR): MAC: e4b3.187c. 3058 Keymgnt: Failed to validate eapol mic. MC mismatch. YYYY/ DD/ MM

HH: MM SS. xxx {wncd_x_RO-1}{1}: [client-keyngnt] [27782]: UU D. 1000000000088, ra: 15, (ERR):
MAC: e4b3. 187c. 3058 Keyngnt: Failed to validate eapol key m2. MC validation failed

GUI:



|"=':||'&1 Configuration > Wireless > WLANs > WLAN name > Security > Layer2 , H | EIEI Hd_?% ‘Jl\‘g%ul' l—l El‘-

wiReLess NE TR

General Security

Mumber of WLANS 5

Monitoring

i DA oA
Name Layer 2 Security Mode WPA + WPAZ

5 Configuration

open-ssid MAGC Filtering

S 2 webauth-cert
Administration Protected Management Frame

mac-auth
peap-ssid PMF Disabled v
L WPA Parameters
WPA Palicy
WPAZ Palicy v
WPAZ Encryption AES(CCMP128) |/
COMP256
GCMP128
GCMP258
Auth Key hMgmt PSK v
PSK Format ASCI -
Pre=Shared Key | e
CLI:
# config t
# w an <wl an- nane>
# shut
# security wpa psk set-key ascii 0 <clear-text-password>
# no shut

RADIUSO{| A Z1& 8t ACL(Access Control List)0| 9800 WLCO| 81&LICt.

27 0:

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [epmacl] [8104]: (ERR): ACL acl-sent-by-ise is
m ssing in configuration for mac e4b3. 187c. 3058



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [epmacl] [8104]: (ERR): Unable to parse EPM
attributes

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0O] [8104]: (info): Sanet App Event

EV_PLUG N_CONF

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [epn] [8104]: (ERR): Error in activating feature (EPM
ACL PLUG I N

EPM Dat a Base:
Number of Authz_info: 2
Authz info 1 details
Nurmber of feat info: 2, State: Success, Priority: 254
EPM Ml an PLUG I N Status: Success
VLAN Group: VLAN2602
VLAN- 1 D 2602
SM Reaut h PLUG I N Status: Success
Authz info 2 details
Nurmber of feat info: 4, State: Fail, Priority: 100
EPM M SC PLUG I N Status: Success
Anchor VMl an: 0
EPM ACL PLUG-IN Status: Activate Failure
SM ACCOUNTI NG PLUG-I N St atus: Success
linksec Status: Success
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-infra-evg-lib] [8104]: (note): already
started radi oactive trace on key:[e4b3. 187c. 3058]
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0O] [8104]: (info): Sanet App Event
EV_SVM APPLY_UP_FAI L
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):
[ e4b3. 187c. 3058: capwap_90000003] SM unable to apply User Profile for O0x1A000004 - ' Subsystem(4)'
detected the 'fatal' condition 'Code(47)'
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):
[ e4b3. 187c. 3058: capwap_90000003] Unable to process authc result for 0x1A000004 - success
handl i ng failed
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ AUTH MGR M)
nmessage: 3
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8104]: (ERR): MAC. e4b3.187c. 3058
client authz result: FAI LURE
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-exclusion] [8104]: (info): MAC
e4b3. 187c¢. 3058 Add client to exclusionlist, sending ipc to add client to client exclusion
table, reason: ACL failure, tinmeout: 60, AP:. MAC. fO7f.06ee.f590

RADIUS MB{0{ M EH ACLO| 9800 WLCO| i&LCt.

HHE ACL O|§2 T4t TS RADIUS AMH ZiI|a8|o|MS =HF Lo
2HEl ACLZ 9800 WLCOI| 7}

RADIUSO|A &8 VLANO| 9800 WLCOH §i&

27 04:

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [epm [8104]: (ERR): Error in activating feature (EPM
VI an PLUG I N)



YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8104]: (info): Sanet App Event EV_START_CALL
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-infra-evq] [8104]: (ERR):
EPM Dat a Base:

Number of Authz_info: 2

Authz info 1 details

Nurmber of feat info: 2, State: Success, Priority: 254

EPM VI an PLUG I N Status: Conflict

SM Reauth PLUG I N Status: Success

Authz info 2 details

Number of feat info: 4, State: Activate, Priority: 100

EPM M SC PLUG I N St atus: Success

Anchor Vlian: 0

SM ACCOUNTI NG PLUG I N St atus: Success

EPM VIl an PLUG I N Status: Activate Failure

VLAN Group: vlan-sent-by-ise

VLAN-1D: 0O

linksec Status: Success

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0O] [8104]: (info): Sanet App Event

EV_SVM APPLY_UP_FAI L

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):

[ e4b3. 187c. 3058: capwap_90000003] SM unabl e to apply User Profile for OxOEO00005 - ' Subsystem(4)'
detected the 'fatal' condition 'Code(47)'

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8104]: (ERR):

[ e4b3. 187c. 3058: capwap_90000003] Unable to process authc result for OxOE000005 - success

handl ing failed

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8104]: (info): Sanet eventQ AUTH MGR M)
nmessage: 3

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8104]: (ERR): MAC. e4b3.187c. 3058
client authz result: FAI LURE

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-exclusion] [8104]: (info): MAC. e4b3.187c. 3058
Add client to exclusionlist, sending ipc to add client to client exclusion table, reason: VLAN
failure, timeout: 60, AP: MAC. fO7f.06ee.f590

RADIUS MB{0 M £H VLANO| 9800 WLCO| 9i& LICt.

VLAN O|Z£/IDE ™& 5T E RADIUS A 74T 80| =7

WLAN EEE= M2 = 2 | HHZAo 2 ¢4 BZ

27 04:

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [9800 W.C-i nfra-evq] [8522]: (note): Mast: Sent L2
M3 D 2602 DEL to AP vap_id 2

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [aprogr-bssid] [8522]: (ERR): 00c8.8b26.d790 Radi 0:0
BSSID:1 - Bssid ifid is not created so no need to push data to fnan

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [client-orch-snl [8522]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 5, CO CLI ENT_DELETE REASON BSSI D DOMN, Client state S _CO RUN
YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-0}{1}: [client-orch-snl [8522]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO _CLI ENT_DELETE_REASON_BSSI D_DOWN



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [8522]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO RUN -> S CO DELETE_I N _PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [8522]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [rmulticast-main] [8522]: (info): MAC. e4b3.187c. 3058
No Fl ex/ Fabric main record exists for client

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-iplearn] [8522]: (info): MAC. e4b3.187c. 3058
IP-learn state transition: S_| P PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MVFSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCDY 0]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [mmtransition] [8522]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S _MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [8522]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8522]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8522]: (info):

[ e4b3. 187c. 3058: capwap_90000003] Di sconnect request from SANET-SH M (12) for e4b3.187c. 3058 /
Oxf b6000001 - term service-unavail able, abort: Unknown, disc: session di sconnect

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute :
timeout O 1800 (0x708) ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8522]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_AUTH F_PSK_AUTH DONE -> S SANET_DELETE | N PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 Sent
deauth to client, deauth reason: 252, CL|I ENT_DEAUTH REASON ADM N_RESET del ete reason: 5,

CO _CLI ENT_DELETE_REASON_BSSI D_DOWN.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 DOT11
state transition: S _DOT11l_ASSOCI ATED -> S DOT11_DELETED

o|&:

GUIOIA B4 A& O] AU7HLE SSID EEE X Z20tUg =522 HIF H3tsi&Lch

ZCIO|HET} HEQIAHAM £522 MHELICH

2104

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn [8522]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 12, CO CLI ENT_DELETE_REASON ADM N _RESET, Cient state S CO RUN
YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MWSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCDY 0]

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [8522]: (note): MAC. e4b3.187c. 3058
Cient delete initiated. Reason: CO CLI ENT_DELETE REASON ADM N RESET

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [8522]: (note): MAC

e4b3. 187c. 3058 Client state transition: S _CO RUN -> S CO DELETE_|I N PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [8522]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [rmulticast-main] [8522]: (info): MAC. e4b3.187c. 3058



No Fl ex/Fabric main record exists for client

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [client-iplearn] [8522]: (info): MAC. e4b3.187c. 3058
IP-learn state transition: S_| P PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [8522]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-0}{1}: [mmtransition] [8522]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [8522]: (ERR): MAC. e4b3.187c.3058 Invalid
transmtter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [wncd_0] [8522]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [auth-ngr] [8522]: (info):

[ e4b3. 187c. 3058: capwap_90000003] Di sconnect request from SANET-SH M (12) for e4b3.187c. 3058 /
0x30000003 - term adm n-reset, abort: Unknown, disc: session di sconnect

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [aaa-attr-inf] [8522]: (info): [ Applied attribute :
timeout 0 1800 (0x708) ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-auth] [8522]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_AUTH F_PSK_AUTH DONE -> S SANET_DELETE | N _PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 Sent
deauth to client, deauth reason: 252, CLI ENT_DEAUTH REASON ADM N_RESET del ete reason: 12,

CO _CLI ENT_DELETE_REASON_ADM N_RESET.

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dot11] [8522]: (info): MAC. e4b3.187c.3058 DOT11
state transition: S _DOT1l_ASSOClI ATED -> S DOT11_DELETED

ol%:

CIS CLIE AF23510{ 2C0|MENAM UIEXIE 522 MHF & LICH

# wireless client mac-address aaaa. bbbb. cccc deaut henticate

= GUIE S5

Q, Search Menu tems Clients

- Clients Sleeping Clients Excluded Clients
E= Dashboard

Cnnﬁgumtinn Total Client(s) in the Network: 1

Client MAC Address ~  |PvdfIPvE Address ~ AP Name w
Administration
W ed:b3:18:7c:30:58 172.16.1.253 3702-02
Troubleshooting 1 10 5

RS - AFERE7} A|RHEE HAM MOl SEFQILCE
EAP AlZh Z1 2 215 40| Zo{Mi&LICt.
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YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [errnsg] [8681]: (note): %OT1X-5-FAIL: Authentication
failed for client (0874.0277.1345) with reason (Tineout) on Interface capwap_90800003

Audi t Sessi onl D 34AD580A0000000D7F735399

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Authc failure from Dot1X, Auth event tineout

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] (Re)try failed nmethod Dot 1X - 0874.0277. 1345

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Retrying (count 3) nethod dot 1x

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (info): MAC. 0874.0277.1345
Deleting the client, reason: 7, CO _CLI ENT_DELETE REASON_CONNECT TI MEQUT, Client state

S CO L2 _AUTH_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (note): MAC. 0874.0277.1345
Client delete initiated. Reason: CO_CLI ENT_DELETE_REASON_CONNECT_TI MEQUT

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-state] [8681]: (note): MAC
0874.0277.1345 Cient state transition: S CO L2 AUTH I N PROGRESS -> S _CO DELETE | N_PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [mmtransition] [8681]: (info): MAC. 0874.0277.1345
MMF FSMtransition: S MAINT -> S MA LOCAL_DELETE_PROCESSED TR on E_MA CO DELETE_RCVD

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [mmclient] [8681]: (ERR): MAC. 0874.0277.1345 dient
not present in DB. Responding to COw th Delete Ack

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874. 0277. 1345: capwap_90800003] Di sconnect request from SANET-SHI M (12) for 0874.0277.1345 /
0x30000003 - term supplicant-restart, abort: Unknown, disc: authorization failure

YYYY/ DD MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S _AUTH F_DOT1XAUTH PENDI NG -> S SANET_DELETE | N_PROGRESS
YYYY/ DD MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dot1l] [8681]: (info): MAC. 0874.0277.1345 Sent
deauth to client, deauth reason: 252, CLI ENT_DEAUTH REASON ADM N _RESET del ete reason: 7,

CO CLI ENT_DELETE_REASON CONNECT_TI MEOUT.

YYYY/ DD MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [dot1l] [8681]: (info): MAC. 0874.0277.1345 DOT11
state transition: S _DOT11_ASSOCI ATED -> S DOT11_DELETED

YYYY/ DD MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S _SANET _DELETE |IN _PROGRESS -> S AUTHI F_DELETED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [wncd_2] [8681]: (info): Sanet eventQ EAP_CORE_MQ
nmessage: 2

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-state] [8681]: (note): MAC
0874.0277.1345 Cient state transition: S CO DELETE |IN PROGRESS -> S _CO DELETED

0|%:
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. EAP-Request Timeout(EAP 27 AlZh Z1t) L/EE = EAP-Request Max Retries(EAP & X|
CH RHAI) 7t
CLI:

# config t
# wireless security dotl1lx request retries <0-20>
# wireless security dotlx timeout <1-120 seconds>

@

Ul:

= A Configuration > Security > Advanced EAP Lot MEE AFSRE X[-E L Ct

AP ElC|2 RHEEH2o = elsl] eddo| Zo{Fi&Lct.

27 04:

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [apngr-capwap-config] [8621]: (info): fO7f.06ee.f590
Radio: 1 is QOperationally DOM.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [apngr-db] [8621]: (note): MAC. fO7f.06ee.f590 Radio 1
is disabled, on receiving change state event nessage from AP

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [radio-history-reset] [8621]: (info): Radio reset of
the AP fO7f.06ee.f590 Slot:1 Band: 802.11a due to Cause: 0, Detailed Cause : 56 - Interface UP for
Channel Change

YYYY/ DD/ MM HH: MM SS. xxx {nobilityd_RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MMFSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCD 1]

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 5, CO CLI ENT_DELETE REASON BSSI D DOMN, Cient state S CO RUN

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO _CLI ENT_DELETE_REASON_BSSI D_DOWN

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-state] [8621]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CORUN -> S CO DELETE_I N _PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [dpath_svc] [8621]: (note): MAC. e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [mmtransition] [8621]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE PROCESSED TR on E_MA CO DELETE_RCVD

YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [mmclient] [8621]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [wncd_1] [8621]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [auth-ngr] [8621]: (info):

[ e4b3. 187c. 3058: capwap_90400003] Di sconnect request from SANET-SH M (12) for e4b3.187c. 3058 /
Oxf 89000008 - term service-unavailable, abort: Unknown, disc: session disconnect

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_AUTH F_PSK _AUTH DONE -> S SANET_DELETE | N_PROCGRESS
YYYY/ DD MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c. 3058 Sent
deauth to client, deauth reason: 252, CL|I ENT_DEAUTH REASON ADM N_RESET del ete reason: 5,

CO_CLI ENT_DELETE_REASON_BSSI D_DOWN.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c.3058 DOri1l
state transition: S _DOT1l_ASSOCI ATED -> S _DOT11_DELETED



. Ol & ™l S&FlLct.
- 9800 WLCOIM i HHE0| HEEl= BITE +8E &= J&LUCt
CLI:

# config t
# ap dot11l { 5ghz | 24ghz } rrmchannel dca interval <0-24>

Valid values 1,2,3,4,6,8,12 and 24 hours, 0 = 10 minutes (default)

GUI:

EF M Configuration > Radio Configurations > RRM > 5 GHz Band/2.4 GHz Band > DCA > Increase Interval Setting.

H 2IE Alzt =2 elsf HZFo| Bo{H&LCh

23 0:

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] Authc failure from WbAuth, Auth event no-response

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet event@ AUTH MGR_MQ
message: 6

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_AUTHC FAI LED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] AUTHC FAIL - unauthorize by default

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [9800 W.C-infra-evq] [8681]: (ERR): Authc failure for
mac 0874.0277.1345, usernane , audit session id 34AD580A0000000E7FFA4EDS, Failure reason: No
Response from d i ent

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] Signalling Authc fail for client 0874.0277.1345

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [errnsg] [8681]: (note): XSESSI ON M3R-5- FAIl L:

Aut hori zation failed or unapplied for client (0874.0277.1345) on Interface capwap_90800003
Audi t Sessi onl D 34AD580A0000000E7FFA4ED8. Fail ure reason: Authc fail. Authc failure reason: No
Response fromdient.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277.1345: capwap_90800003] Aut hz fail ed/unapplied for 0x08000004 (0874.0277.1345), nethod:
webaut h. Signal switch PI.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_AUTHZ_FAI LED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_PENDI NG
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (ERR): MAC. 0874.0277.1345 L3
Aut henti cati on FAI L.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S AUTH F_VWEBAUTH PENDI NG -> S WAI T_FOR CO DELETE



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [9800 W.C-infra-evq] [8681]: (ERR): WAN profile =
prof-name, Policy profile = default-policy-profile, AP name = AP1702-05

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (info): MAC. 0874.0277.1345
Deleting the client, reason: 0, CO CLI ENT_DELETE REASON NONE, Cient state

S CO L3_AUTH | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-sn] [8681]: (note): MAC. 0874.0277.1345
Client delete initiated. Reason: CO_CLI ENT_DELETE REASON_NONE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-orch-state] [8681]: (note): MAC
0874.0277.1345 Cient state transition: S CO L3 _AUTH IN PROGRESS -> S CO DELETE | N PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [9800 W.C-qos-client] [8681]: (ERR): MAC
0874.0277.1345 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [rmulticast-main] [8681]: (info): MAC. 0874.0277.1345
No Fl ex/ Fabric main record exists for client

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-iplearn] [8681]: (info): MAC. 0874.0277.1345
IP-learn state transition: S_ | PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dpath_svc] [8681]: (note): MAC. 0874.0277.1345 dient
datapath entry deleted for ifid Oxfa0000002

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-2}{1}: [mmtransition] [8681]: (info): MAC. 0874.0277.1345
MMF FSMtransition: S MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [mmclient] [8681]: (ERR: MAC. 0874.0277.1345 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [wncd_2] [8681]: (info): Sanet App Event

EV_SESSI ON_DELETE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [auth-ngr] [8681]: (info):

[0874.0277. 1345: capwap_90800003] Di sconnect request from SANET-SH M (12) for 0874.0277.1345 /
0x08000004 - term none, abort: Unknown, disc: (default)

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute
:bsn-vlan-interface-name 0 "VLAN2602" ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [aaa-attr-inf] [8681]: (info): [ Applied attribute :
timeout O 1800 (0x708) ]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [client-auth] [8681]: (info): MAC. 0874.0277.1345
Client auth-interface state transition: S WAIT_FOR CO DELETE -> S SANET_DELETE | N_PROGRESS
YYYY/ DD/ MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC
0874.0277.1345 MWSM transition: S MC RUN -> S MC HANDOFF_END RCVD TR on E_MC HANDOFF_END RCVD
from VWNCOY 2]

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-2}{1}: [dot11] [8681]: (info): MAC 0874.0277.1345 DOT11
state transition: S _DOT1l_ASSOCI ATED -> S DOT11_DELETED

o|&:
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YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-auth] [8621]: (info): MAC. e4b3.187c. 3058
Cient auth-interface state transition: S_AUTH F_PSK AUTH DONE -> S SANET_DELETED

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (info): MAC. e4b3.187c. 3058
Deleting the client, reason: 23, CO _CLI ENT_DELETE REASON SESSI ON_TI MEQUT, Cient state S _CO RUN
YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0-1}{1}: [client-orch-snl [8621]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO_CLI ENT_DELETE_REASON_SESSI ON_TI MEQUT

YYYY/ DD MM HH: MMt SS. xxx {rmobilityd RO-0}{1}: [mmtransition] [19496]: (info): MAC

e4b3. 187c. 3058 MWFSM transition: S _MC RUN -> S MC HANDOFF_END _RCVD TR on E_MC_HANDOFF_END_RCVD
from VWNCD 1]



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8621]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO RUN -> S CO DELETE_I N _PROGRESS

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [9800 W.C-qos-client] [8621]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [rmulticast-main] [8621]: (info): MAC. e4b3.187c. 3058
No Fl ex/ Fabric main record exists for client

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-iplearn] [8621]: (info): MAC. e4b3.187c. 3058
IP-learn state transition: S_| P PLEARN COVPLETE -> S | PLEARN DELETE_ | N_PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [dpath_svc] [8621]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000001

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [mmtransition] [8621]: (info): MAC. e4b3.187c. 3058
MMF FSMtransition: S MA LOCAL -> S MA DELETE_PROCESSED TR on E_MA_CO DELETE_RCVD

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [mmclient] [8621]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-auth] [8621]: (info): MAC. e4b3.187c. 3058
Client auth-interface state transition: S_SANET _DELETED -> S _AUTH F_DELETED

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [dot11] [8621]: (info): MAC. e4b3.187c.3058 Sent
deauth to client, deauth reason: 252, CLIENT_DEAUTH REASON ADM N_RESET del ete reason: 23,

CO _CLI ENT_DELETE_REASON_SESSI ON_TI MEQUT.

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_RO-1}{1}: [dot11] [8621]: (info): MAC e4b3.187c.3058 DOT11
state transition: S _DOT11l_ASSOClI ATED -> S DOT11_DELETED

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8621]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO DELETE |IN _PROGRESS -> S CO DELETED

. Ol Mol SarelLr).
- SSID2t HAAE HA == E MM AlZh MgtE sEILICH

CLI

# configt

# wireless profile policy <policy-profile-nane>

# shut dow

# session-ti meout <20-86400 seconds>
# no shut down

GUI:

Configuration > Tags & Profiles > Policy > Policy Profile Name > Advanced > WLAN Timeout = 0| [} 2} E}O|HE
st == A&Lict

O gm
1%

7% Mzh digtez els dZo| BoiRi&LCh

23 0:

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [7807]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO_CLI ENT_DELETE_REASON M\ | DLE_TI MEQUT

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CORUN -> S CO DELETE_I N PROGRESS



YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [7807]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000002

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [7807]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO DELETE |IN _PROGRESS -> S CO DELETED

SetolfEst TAE KF AlZHHE Lol ET(EE SEF EaiT)e 2Uix| ke

o = = = =
SSID2t HAAE HHM Z =0t RF Y ASA X|EELICH
CLI
# config t
# wireless profile policy <policy-profile-nane>
# shut dow

# idle-tinmout <15-100000 seconds>
# idle-threshold <0-4294967295 byt es>
# no shut down

GUI:

ErAl

=

=F M Configuration > Tags & Profiles > Policy > Policy Profile Name > Advanced > WLAN Timeout =01 [} 2t & A
ME ALS A X|-EE L

& 1: idle-threshold& T35t X| et o™ SEIO[AE MM FF AlZH MEF 7(Zt Lol EEi=ES

M&aloF 20| Z0o{X|X| A &LICE idle-thresholdE T+EE B2 EEt0[HUEE |7 Alzt A
ef Lol siE HIO|E & T&5t04 20| ROIX|X| E =5 ook BfLICH &, &7 HAlEtS
10HIO|ER Tt FF AlZt MEH2 30x2 F-HtH F4 20| ET} 30 0tct Ef
Z|o| 10HIO|E O|& 2 &350 HER{F 0| A @4Z0| Zo{X|X| =5 af{of &LCt.

g2to|HE7} SSID ZHof o| s &t

23 0:

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [7807]: (note): MAC. e4b3.187c. 3058
Associ ation received. BSSID f07f.06ee.f59d, old BSSID f07f. 06ee. f59e, WLAN 1, Slot 1 AP

f07f. 06ee. f 590, 3702-02

YYYY/ DD/ MM HH: MM SS. xxx {wncd_x_R0O-0}{1}: [client-orch-sn] [7807]: (ERR): MAC. e4bh3.187c. 3058
Failed to start dotl1ll processing. Failed to populate client record in DB

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Cient state transition: S CORUN -> S CO RUN

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-sn] [7807]: (note): MAC. e4b3.187c. 3058
Client delete initiated. Reason: CO_CLI ENT_DELETE REASON W.AN_CHANGE

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC



e4b3. 187c. 3058 Client state transition: S_CO RUN -> S CO DELETE_I N _PROGRESS

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [9800 W.C-qos-client] [7807]: (ERR): MAC

e4b3. 187c. 3058 Fail to get qos lib ctxt while handle sip cac on client delete

YYYY/ DD/ MM HH: MMt SS. xxx {fman_fp_FO0-0}{1}: [wireless-client] [10254]: UU D. 1000000006930, ra: 5
(note): WL.CLI ENT 0xa0000002 pd_hdl 0x33 AOM del ete succeeded

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [dpath_svc] [7807]: (note): MAC: e4b3.187c.3058 di ent
datapath entry deleted for ifid Oxfa0000002

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [mmclient] [7807]: (ERR): MAC. e4b3.187c.3058 Invalid
transmitter ip in build client context

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-0}{1}: [client-orch-state] [7807]: (note): MAC

e4b3. 187c. 3058 Client state transition: S_CO DELETE |IN _PROGRESS -> S CO DELETED

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-sn] [8009]: (note): MAC. e4b3.187c. 3058
Associ ation received. BSSID 00c8. 8b26.d79d, ol d BSSI D 0000. 0000. 0000, WLAN 1, Slot 1 AP

00c8. 8b26. d790, AP-1700- x

YYYY/ DD/ MM HH: MMt SS. xxx {wncd_x_RO-1}{1}: [client-orch-state] [8009]: (note): MAC

e4b3. 187c. 3058 Client state transition: client_orch_smstate__ _none -> S _CO ASSCCl ATI NG

Z2to|AMET} SSIDo| @4 E|o{ CHE SSIDE O|SF&LILCH.

hs gR

2tO|HE A & Hm SSIDE A7 LICH
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