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ol 22| HE AZEQ0] L FEL0{ HHE 7|22 T L|CI

rr

Ct

MO
l]|0

- Aire0S 8.8.111.0 2 Z E9|o{E A& St= WLC1At AP: 1700/2700/3700 &
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AP SE =2 M|A F0i AP2F WLCE X.509 QIS MHE ALE35lod 435 QB ELICI X.509 Q1B ME
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ZAEE2{7} RADIUS MHHE S35 APE &¢2l6t7| Tof MICE AtE35t04 APE QB SHEE AP MAC
FAE ASH M 22 HIYHS L G 22 BAV}EIX| SALICH MICE AL 3 B3t 0
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- WLCOIAM LHE HEt 204 S5 AS
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APO| Ext2 AL El Q1B Mof e} CHELICH,

. SSC7} U= AP -WLCE LHE &t 20o{ S50t AL 5HH 0|28t AP CHEH 232 RADIUS
Me{of| M sHX| et &Lt

- MIC7I = AP - WLCE WLCH| 7t El LIS HEt £0{ S {2 ALE5H7{LE RADIUS AMHHE At
875t04 APOi| HEtE Foig = U&Lct
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O| EMUIME LIS TEH 204 S5 LU AAA MHE D5 AFE5HE AP TEH 20404 CHaH AEELICH
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WLCO| LIS H#t foi S8 A8 ZTladjol

WLCOHAH MAC FAE 7|Hto 2 APE X|&H5lE{2d AP THEH 20 SEE A ELICH AP HEH F 04

SR2 Security > AP Policies QAE L' El‘-

Ol oflof M= MAC FA7} U= AP

i
ol
rir

F7lstE WS E0d ELICH 4¢:77:6d:9¢:61:62.
1. WLC E 74 GUIO| M security > AP Policies AP Policies H|O|X|7} L}E}FLLICEH.
2. Er%% 28 LICH add 32| QE X0 YUE HE



Save Configuration Ping Logout Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK A Home

Security AP Policies o r—

* AAA
General 5
- RADIUS Policy Configuration
Authentication )
Accounting Accept Self Signed Certificate (S5C)
Auth Cached Users
Fallback: Accept Manufactured Installed Certificate (MIC) it
DNS e -
G oloaded AvVe Accept Local Significant Certificate (LSC)
» TACACS+ Authorize MIC APs against auth-list or A8&
LDAP
Local Net Users Authorize LSC APs against auth-list
MAC Filtering

= Disabled Clients
ko licies AP Authorization List

Entries 1 -50of 5

Password Policies

» Local EAP

Search by MAC Search

e MAC address [ Serial Number Certificate Type SHA1 Key Hash

3. OF2H Add AP to Authorization ListS IZAEILICH ap Mac TA(AP FM mac FA7} otel). & C}
2 2BM 82 Mt D Add. O] M= MIC Q1B M7t Q= AP7ZF F=7HEILICH A Q.

SSC7} = AP2| B ssc Certificate Type(215 A | &)0{ A
alea
CIsCo MONITOR  WLANs CONTROLLER  WIRELESS QECL.'RITY MAMNAGEMENT COMMANDS HELP FEEDBACK A Home

Save Configuration  Ping  Logout Refresh

Security AP Policies
Apply |
 AAA
General A : :
= RADIUS Policy Configuration
Authentication
frcaieiing accept Self Signed Certificate (S5C) [
Auth Cached Users
Fallback Accept Manufactured Installed Certificate (MIC) L I
DNS -
Downloaded AVP Accept Local Significant Certificate (LSC) [
¥ TACALS+ I Authorize MIC APs against auth-list or ARA v l
LDAP
Local Net Users Authonze LSC &Ps against auth-list [
MAC Filtering
w Disabled Clients
e 20l iCiES Add AP to Authorization List

Blicies MAC Address 4c:77:6d:9:61:62

» Local EAP Certificate Type MIC v

Advanced EAP Add

b Priority Order

. Entries 0 - 0 of 0
b Certificate AP Authorization List niriesdl:-a

b Access Control Lists
Search by MAC _Search |
Wireless Protection

Eolides MAC address / Certificate
» Web Auth Serial Number Type SHA1 Key Hash
b TrustSec

Local Policies

¥ Umbrella

b Advanced

AP7t AP TEt 204 S 501 FI7LE|1 AP Authorization List.

4. Policy Configuration("a%& Z11| 121 0]M) 04| A Authorize MIC APs against auth-list or AAA.O| OH7HEd =
E MBS WLCIt B 2 Teh Ro{ S5 = QlELIch AP MACYt 8l B RADIUS
MHE =QlgrLct.



Save Configuration  Ping = Logout Refresh

cisco MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
apply | Add
v AAA
General : :
* RADIUS Policy Configuration

A.J hentzcation

Accept Self Signed Certificate (55C)

- Accept Manufactured Installed Certificate (MIC) v
DNS
Downloaded AVP

* TACACS+

LDAP
Local Net Users Authonze LSC APs against auth-list

Accept Local Significant Certificate (LSC)

Authorize MIC APs against auth-list or AAA v I

Entries 1 - 5 of 5
AP Authorization List ntries of 5

Search by MAC Search

b Local EAP

Advanced EAP MAC address / Serial Number Certificate Type SHA1 Key Hash
b Priority Ord 4c:77:6d:9e:61:62 MIC 2

riori raer
Ly 70:d3:79:26:39:68 MIC a

b Certificate §8:70:31:7e:€0:38 MIC -]
b Access Control Lists f4:dbief:43:c4:b2 MIC B8
, Wireless Protection fe:5b:39:€7:2b:30 MIC [~ |

Policies
b Web Auth
» TrustSec

CtE& & elgfuch

O| ZI|add oM &2l5te{™H MAC TAE APE 947 3H0|= BFHLIC} ac:77:6d:9e:61:62 I E QT 2l 2

LIE{of edZ2E L |-_-|' O| debug capwap events/errors enable & debug aaa all enable BHES AL EHL|CH.

O| 32 AP MAC =47t AP Tet §0{ 550f gis E< CIHIE EAIRLICH

0%
<]

) = B o 2 0|5 E|&LCt.

K
Okl

ZH A2k Ao 2 Qlsl E2d0| AUE

(Cisco Controller) >debug capwap events enable
(Cisco Controller) >debug capwap errors enable
(Cisco Controller) >debug aaa all enable

*spamApTask4: Feb 27 10:15:25.592: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5256
*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 Unable to get Ap node in Join request

*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 Allocate database entry for AP
192. 168. 79. 151: 5256, already all ocated index 277

*spamApTask4: Feb 27 10:15:25.592: 70:69: 5a:51:4e:c0 AP Allocate request at index 277 (reserved)
*spamApTask4: Feb 27 10:15:25.593: 24:7e:12:19:41:ef Deleting AP entry 192.168. 79. 151: 5256 from
tenporary dat abase.

*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO Droppi ng request or response packet to AP
:192.168. 79. 151 (5256) by Controller: 10.48.71.20 (5246), nessage Capwap_w p_event _response,
state Capwap_no_state

*spamApTask4: Feb 27 10:15:25.593: 70:69:5a:51:4e:c0 In AAA state 'Idle' for AP
70:69:5a:51:4e:c0
*spamApTask4: Feb 27 10:15:25.593: 70:69: 5a: 51: 4e: cO0 Join Request fail ed!



*spamApTask4: Feb 27
nmsg type = 3 state =

10: 15: 25.593: 70:69: 5a: 51: 4e: c0 State machi ne handl er:

Fail ed to process

0 from 192.168. 79. 151: 5256

*aaaQueueReader: Feb 27 10: 15: 25.593: Unable to find requested user entry for 4c776d49e6162
*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : -9

*aaaQueueReader: Feb 27 10: 15: 25.593: ReProcessAut hentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 10: 15:25.593: Authenti cati onRequest: 0x7f01b4083638

*aaaQueueReader: Feb 27 10:15:25.593: Callback.......... ... . . . . . .. Oxd6cef 02166
*aaaQueueReader: Feb 27 10: 15:25.593: protocol Type. .. ... ... . .. 0x40000001
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[01] User-

Name. . ... .. 4c776d9e6162 (12 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[02] Called-Station-Id........................ 70- 69- 5a-
51-4e-c0 (17 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[03] Calling-Station-1d....................... 4c- 77- 6d-
9e-61-62 (17 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[04] Nas-

Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[05] Nas-I p-

Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 10:15:25.593: AVP[06] NAS-Identifier......... ... ... ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[07] User-Password............... ... ......... [...]
*aaaQueueReader: Feb 27 10: 15:25.593: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)

*aaaQueueReader: Feb 27 10: 15:25.593: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Error Response code for AAA

Aut hentication : -7

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69: 5a: 51: 4e: cO0 Returning AAA Error 'No Server' (-7) for
nobi | e 70: 69: 5a: 51: 4e: cO serverldx O

*aaaQueueReader: Feb 27 10: 15:25.593: Authorizati onResponse: 0x7f017adf 5770

*aaaQueueReader: Feb 27 10: 15:25.593: Radi usl ndexSet (0), |ndex(0)

*aaaQueueReader: Feb 27 10:15:25.593: resultCode........ ... ..., -7
*aaaQueueReader: Feb 27 10:15:25.593: protocolUsed....... ... ... .. ... .. .. . ... ... Oxffffffff
*aaaQueueReader: Feb 27 10: 15: 25.593:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 10: 15: 25.593: Packet contains 0 AVPs:

*aaaQueueReader: Feb 27 10: 15:25.593: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB

for the client.



*spamApTaskO:
*spamApTaskO:
*spamApTaskO:

*spamApTaskO:
*spamApTaskO:

79

*spamApTaskO:

*spamApTaskO:

Connect i on.

*spamApTaskO:

Oxd6f 0724f d8

*spamApTaskO:

*spamApTaskO:

| rad: 192. 168

*spamApTaskO:

successful ly

*spamApTask4:
(10.48.71. 20/ 5246) client
*spamApTask4:
*spamApTaskO:
*spamApTask4:
*spamApTask4:
*spamApTask4:

192.168.79.1
o

ZEgie
=

Feb 27

Feb 27
Feb
Feb
Feb

27
27
27

Feb 27

Feb 27

10: 15: 25. 593:

10: 15: 25. 593:
10:
10:

10:

15:
15:
15:

25.
25.
25.

593:
593:
593:

10: 15: 25. 593:

10: 15: 25. 593:

70

00

00

00
70

1 69: 5a: 51: 4e:

:00: 00

:00: 00
:00: 00

1 00: 00:

1 00: 00:
1 00: 00:
1 69: 5a: 51: 4e:

cO

00

00

00
cO

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e: c0

.79.151(5256) nwar: 10. 48. 71. 20( 5246)

for

Feb 27

Feb 27
Feb 27
Feb 27
Feb 27
Feb 27
51:5256

of
of

10: 15: 25. 593:

10:
10:
10:
10:
10:

15: 25.
15: 25.
15: 25.
15: 25.
15: 25.

593:
593:
593:
593:
593:

ol

—

TR

ol

(192. 168.

H

70
79
70
70
70

Feb 27 10:15:25.593: 70:69: 5a:51: 4e:
AP 192.168. 79. 151

1 69: 5a: 51: 4e:

. 151/ 5256)

1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:
1 69: 5a: 51: 4e:

Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: c0 Di sconnecti ng DTLS Capwap-Ctrl
for AP (192:168:79:151/5256).
Feb 27 10: 15:25.593: 70: 69: 5a: 51: 4e: cO CAPWAP St at e:

Feb 27 10:15:25.593: 70:69:5a:51: 4e: c0

cO

cO

cO
cO
cO

70:69:5a:51:4e:c0
70:69:5a:51:4e:c0

]

24
=3

ol

o d

4

(Cisco Controller) >debug capwap events enable

(Cisco Controller) >debug capwap errors enable

(Cisco Controller) >debug aaa all enable

*spamApTask4

*spamApTask4
*spamApTask4

*spamApTask4
192.168.79.1

*spamApTask4
*spamApTask4

. Feb 27

. Feb 27
. Feb 27

. Feb 27
51: 5256,

. Feb 27
. Feb 27

tenmporary dat abase.

*spamApTask4

ap group configured i

*spamApTask4: Feb 27 09:50

. Feb 27

09: 50: 25. 393:

09: 50: 25. 393:
09: 50: 25. 393:

09: 50: 25. 393:

70:69:5a:51:4e:c0

70: 69: 5a: 51: 4e:
70: 69: 5a: 51: 4e:

70

1 69: 5a: 51: 4e:

al ready all ocated index 274

09: 50: 25. 393: 70: 69: 5a: 51: 4e:
09: 50: 25. 393: 24:7e:12:19:41:

09: 50: 25. 393: 70: 69: 5a: 51: 4e:

n wec.

:192.168. 79. 151 (5256) by Controller:
state Capwap_no_state

1 25.393: 70:69: 5a:51: 4e:

10.48.71. 20

cO
cO

cO

cO

ef

cO

cO

(5246),

Joi n Version: 134770432

54 apMbdel : Al R- AP4800- E- K

apType

apType: Ox36 bundl eApl mageVer: 8.8.111.0
version: 8 release: 8 maint: 111 build: 0
Join resp: CAPWAP Maxi num Msg el enent

| en

Join Failure Response sent to 0.0.0.0:5256
Radi us Authentication failed. Cosing dtls

session

Noti fy(true)

Dtls tear down

acDt | sPl unbCont r ol Pl aneKeys:

DTLS keys for Control Plane del eted

DTLS connection cl osed event receivedserver
Entry exists for AP (192.168.79. 151/ 5256)
AP Del ete request

AP Del ete request

Unable to find AP 70:69:5a:51:4e:c0

No AP entry exist in temporary database for

LAP MAC A7 AP T8t 20o{ 550 F7H2 el C|HIE Eo{ELIC}.

o4 A
AR E

m ez o|SEIR&LICH

Join Request from 192.168.79.151:5256

using al ready all oced index 274
Unabl e to get Ap nbde in Join request

Al'l ocat e database entry for AP

AP Al l ocate request at index 274 (reserved)
Del eting AP entry 192.168. 79. 151: 5256 from

AP group received default-group is found in

Dr oppi ng request or response packet to AP
message Capwap_wt p_event _response,

*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Message type Capwap_wt p_event _response is

not

allowed to send in state Capwap_no_state for AP 192.168.79. 151



*spamApTask4: Feb 27 09:50: 25.394: 70:69:5a:51:4e:¢c0 In AAA state 'Idle" for AP
70: 69: 5a: 51: 4e: cO
*spamApTask4: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Request fail ed!

*aaaQueueReader: Feb 27 09:50: 25. 394: User 4c77649e6162 authenticated

*aaaQueueReader: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Normal Response code for AAA

Aut hentication : O

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51:4e:c0 Returning AAA Success for mobile
70:69:5a:51:4e:c0

*aaaQueueReader: Feb 27 09:50: 25. 394: Aut hori zati onResponse: 0x7f0288a66408

*aaaQueueReader: Feb 27 09:50:25.394: structureSize....... ..., 194

*aaaQueueReader: Feb 27 09:50:25.394: resultCode........ ... ..., 0

*aaaQueueReader: Feb 27 09:50: 25. 394:
proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 09:50: 25.394: Packet contains 2 AVPs:

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[01] Service-
TYPe. o o 0x00000065 (101) (4 bytes)

*aaaQueueReader: Feb 27 09:50: 25. 394: AVP[02] Airespace / WAN
ldentifier.............. 0x00000000 (0) (4 bytes)

*aaaQueueReader: Feb 27 09:50:25.394: 70:69:5a:51: 4e:c0 User authentication Success with File DB
on WAN ID :0
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: c0 Join Version: = 134770432

*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 apType = 54 apModel : Al R- AP4800- E- K

*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 apType: Ox36 bundl eApl mageVer: 8.8.111.0
*spamApTaskO: Feb 27 09:50: 25.394: 00: 00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0
*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join resp: CAPWAP Maxi mum Msg el enent len =
79

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO Join Response sent to 0.0.0.0: 5256

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO CAPWAP State: Join

*spamApTaskO: Feb 27 09:50: 25.394: 70:69: 5a: 51: 4e: cO capwap_ac_platformc: 2095 - Operation State
===>

Ssparmp:'asko: Feb 27 09:50: 25.394: 70: 69: 5a: 51: 4e: cO0 Capwap State Change Event (Reg) from

capwap_ac_platformc 2136

*apf Recei veTask: Feb 27 09:50: 25. 394: 70: 69: 5a: 51: 4e: cO Regi ster LWAPP event for AP
70: 69: 5a: 51: 4e:c0 slot O

AAA AHHoll CHet AP #EH F0d

RADIUS MEHE AF235I0{ MICE AI35H= APO| HEHE B 0{5t=5 WLCE 7+ HE
WLCE RADIUS MH0| MEE 2 [ AP MAC TAE ALKl O|ET H|ZEISZ 2
C}. o & E04{ AP2| MAC A7} 4c:77:6d:9e:61:62, ZIE E {0l A APO]| HEHE Fo{stE

MEX} O|ED HIYHS = 25 XHO|El delimeterE AF238H= mac TAL|CH

O] oo A= Cisco ISEE A& 3St04 APO|| HEHE F o4t E WLCE T 85t &S EoiELICH



1. WLC ZAEE24 GUINI A security > AP Policies. AP Policies H|O|X| 7} LIEFFL|C},

2. Policy Configuration(%3%H Z41| 12| O|44)04| A Authorize MIC APs against auth-list or AAA.O| OH 7HEd <=
E MEISIH WLCIF B 24 Het Ro{ S5 & QlELIch AP MACYt 8l B RADIUS
MHE =QlgrLct.

Save Configuration  Ping  Logout Refresh

MONITOR  WLANS CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security AP Policies
Apply | Add
* AAA
General : X .
» RADIUS Policy Configuration
Authentication
Accounting Accept Self Signed Certificate {55C)
Auth Cached Users
Fallback Azcept Manufactiured Installed Certificate (MIC) ra
DNS -
Downloaded AVP Accept Local Significant Certificate (LSC) i
* TACACS + Autherize MIC APS against auth-list or AAA v I
LDAP
Local Net Users Authonze LSC APs aganst auth-list ]
MAC Filtering

w Disabled Clients

golicies AP Authorization List
e Policies

Entries 1 -50f 5

Search by MAC Search

b Local EAP

Advanced EAP MAC address / Serial Number Certificate Type SHA1 Key Hash
e 4¢:77:6d:9e:61:62 MEC B8

riori er
by 70:d3:79:26:39:68 = ~]

b Certificate 88:10:31: 7e:e0:38 MIC -]
b Access Control Lists F4idbie6:43ie4:b2 MIC 8
, Wireless Protection fe:5b:39:67:2b:30 MIC (~ ]

Policies
» Web Auth
b TrustSec

3. EF A security > RADIUS Authentication Z1E 2 2 GUI0| A RADIUS Authentication Servers | O|X|. O |
O|X|of M MAC & 7|5 E Xolgt 4= RI&LICH WLCE AP Mac TAE 7HX{ CHS 04710
Mo|El & 7|2 E AtE35H0q Radius MHE & LICEH AF& X} O|F 0| Radius MO 74

El A0t L x|soF B LICH O] ol A= No Delimiter ALE XF O|& O 4c776d9e6162.

. ’I I "l A Saye Configuration  Ping Logout Refresh
ciIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Security RADIUS Authentication Servers Apply
AAA
" 1 Auth Called Station 1D Type AP MAC Address:SSID x
Authentication (HeaEShey WiEp (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
ACCOUNtINg
Auth Cached Users MAC Delimiter [t Delimiter ¥ |
Fallback
DHS T =g oo
Downloaded AVP
* TACACS+ Metwork Tunnd Hyphen
LDaP User Management Proxy " gerver Address(Ipv4/Ipvi) Port 1PSec Admin Status
_ Single Hyphen |
:"’:C“';‘I:Ei‘q" v gl 10.48.39.100 1812 Disabled Enabled B
= Disabled Clients i o 0.48.39.128 1812 Disabled Enabled (=]
User Legin Policies
AP Policies
Password Policies
b Local EAP

Advanced EAP

Priority Order
Certificate

v v

Access Control Lists

Wireless Protection
Policies

-

Web Auth

-

TrustSec

Local Policies

4. 33 C}2 new RADIUS AHE & o|gtL|ct.



‘Saye Configuration  Fing  Logout Refresh

CIsco MONITOR ~WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK # Home
i icati ] v < Bacl y
Security RADIUS Authentication Servers > New Back Iy
& A'_“A Server Index (Priority) 3 T
Genera
Server IP Address(Ipv4/lpvé) 10.48.39.128
Shared Secret Format ASCIL ¥

Shared Secret
Confirm Shared Secret
Apply Cisco ISE Default sextings Ld

Apply Cisco ACA Default settings

Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Port Number 1812
Server Status Enabled ¥
b Local EAP Support for CoA Enabled ¥
Advanced EAP Server Timeout 5 seconds
» Priority Order Network User ¥ Enable
} Certificate Management ¥ Enable
b Meiess Contrilbises Management Retransmit Timeout 5 seconds
Wireless Protection T P Enpie
Policies PAC Provisioning Enable
b Web Auth 1PSec Enable
b TrustSec Cisco ACA Enable

Local Policies

5. 0‘||A‘| RAD|US MHE| OH7HEd=E & O|&FL|Ct. RADIUS Authentication Servers > New IH|O| X|. O|24&F OH
740 = RADIUS7} Z & EILICH server IP Address, Shared Secret, Port Number & Server Status. &
ZZ|H™ apply. O] ool HE IP FATF 10.48.39.128 21 RADIUS AME{Z Cisco ISEE AFS&FLICH

Cisco ISE7I APE 2155t & 7

tedH ChS BHAH1E 2= slioF B LICH

ol

Cisco ISE7} APE QIS E

1. Cisco ISE0I A WLCE AAA ECI0|¢EZ T8I},

2. Cisco ISEQ| CI|O|E{tH| 0| A0 AP MAC FAE F7+EFLICEH
2Lt AP MAC FAE O*IEiOIE(J.I“—I dte) E = AFERHHIYHES 7 MAC AR AFEXHE
FIHE &= UX|TH O] B2 H|ZHS 2ot HAM 7 A2 £040F FLICH

i
ol
rr
%)

WLC7F MAB(Mac &4 215) {13 % 9 EQ| Q7 AFE QI NAS-Port-Type 582 ™S
g of

K| ot 7| 20l 0|2 =X5H
MABOI| NAS-Port-Type §40| B3t X| &f2 M C|HIO|A 21l F4

EI'AH Administration > Network device profile AH |:||:||'O|/\ ""E‘"'lg ”’S?JL—IEP O|E||I|0‘|| _,E_I_A|E| EHE
RADIUSE g dstsln M MAB EZ 2 E service-type=Call-check7} 23S MHELICE 7|
Z Cisco Z2ZI0M CIE d™HE SAE = UX|2F KM MAB 2132 & 20 'Nas-port-type' 40|
%Rorxl ef& Lot



Cisco ISE Administration - Network Resources

ll

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

* Name  Ciscotemp

Description

()

aluilis H
Ilcon gkl Change |con_..l (i)

Vendor Cisco

Supported Protocols
RADIUS
TACACS+ O

TrustSec g

RADIUS Dictionaries

Templates

Expand All / Collapse All
v Authentication/Authorization

~ Flow Type Conditions

Wired MAB detected if the following condition(s) are met

*  Radius:Service-Type v °  Call Check

Cisco ISE0|A{ WLCE AAA EC|O[2EE 34

1. O|S Administration > Network Resources > Network Devices > Add. New Network Device H|0|X|7} L}E}

=LC.
ol

2. O| H|O|X|0o| M WLCE Hol&fLICI Name, 22| QIE{H O|A 1p Address &
Radius Authentications Settings = O} 2 shared Secret. AP MAC TAE A= Z QI

=
2t 7| = Cisco ZZE 0| ofil o|Ho| & X EY Clutola Z2EE ArSsloF ZLicH



bl Identity Services Engine

Home

» Context Visibility + Orperations

» System  » Ildentity Managermen? = - MNehwork Resources

= Metwork Devices  Network Device Groups  Network Device Profiles

@ Network Devices
Network Devices

* Name [wLcssao

Default Device Description [~

Device Security Settings

» Device Portal Managemant

Exiernal RADIUS Servers

» Policy ~ Adminisiration » Work Centers

preGrid Samvices » Feed Service » Threat Canfric NAC

RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

|_IP Address |

‘1P [1048.71.20

T @

@ IPvi is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selectad

* Dwice Profile

e LISCO | w | B

Software Version I:l

* Metwork Device Group

Lecation Cl
PECe O]
Device Type WLC—Iah

@ = RADIUS Authentication Settings

RADIUS UDP Settings

RADIUS DTLS Sattings i

3. 22! submit.

Cisco ISEQ] Q=

EI:II-AﬁH Administration > Identity Management > Identities

Ct.

Cisco ISEQ| At X} Ci|O|E{H|0|A 0| AP MAC 4

Set To Default
Set To Default

Sek To Default

Frotocol  RADIUS

“Shared Secrel [eee | [Show
CoAPort | 1700 | [ Set To Default

DTLS Required [ ¢

Shared Secrel | radius/diis i

ZQ1E of|o|E{H| 0| A0 AP MAC F4 F7}

A= ZQIE O|o|E{H|o|A 0| MAC F

FIHMEY M)

#4M MAB ZE2mAg £H5IX| &t AP MAC FAE AISKIE FIISHE S MEIE F2 HIZHE
Mu @7 AEe Wb BLICh
1. B M aAdministration > Identity Management. 07| A= H|ZHS HAHO| ALKl O|§ S HIZLHS E A}
8ot S 5180t HHO0| mac FA EAE MESIES o880 tH CHE RE| A7 H
_95|'X| e= |——| El‘ B M Settings > User Authentication Settings > Password Policy:




+ Context Visibiity & 3 License Waming 4k

¥ System | ~lidentity Management  » Metwork Resources  » Device Portal Management  pxxGrid Services  » Feed Service  » Threat Centric NAC

b Idantities Groups Extarnal Identily Sources  |danlity Source Sequences | - Settings

(]
User Cuslom Attributes [ ] Account Disable Policy
Us lication Settings Password Policy
Endgpoint Purge .

Minimum Length: | 4 characters (Valid Range 4 to 127)
Endgoint Custom Aftributes Password must not contain:
User name of its characters in reverse order

“cisco” or its characters in reverse order

] This word or its characters in reverse order: |

D Repeated characters four or more times consacutively

] Dictionary words, their characters in reverse order or their letters replaced with other characters i

= Detfault Dictionary

Custom Dictionary i

N file chosen

The newly added custom dictionary file will replace the existing custom dictionary file.

I Password must contain at least one character of each of the selected types: I
L] Lewercase aiphabetic characters

] Uppercase alphabetic characters
[ Numeric characters

[0 Mon-alphanumeric characters
Password Historvy

2. CF2 2 2 0O|S identities > Users 2! Add. User Setup HO|X|7} LIEFL}E EA|E CHZ O] AP2| Al

Xt o|§ Y HIYHZ E HolgfLCh.

El: O| pescription H|ZHH 5 2 ZOo|El LY
=lct.
HI2'H 2 = AP MAC 4040k BfLIC}. O] 0|01 M= 4c776d9e6162.

mjo

LSl A & + AU=S HIY

_|

5 Engine Home » Context Visibility 5 « Administration
» System - |dentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Groups  External Identity Sources  identity Source Sequences ¢ Settings

o

Network Access Users List > New Network Access User

¥ Network Access User

Latest Manual Network Scan Resulis

[ rame [amsasesion ]

Status B Enabled +

Email |

* Passwords
Password Type: | internal Usars ¥

Password Re-Enter Password

l * Login Password |ouo«nuu | |u«no.«n | I (;aneraiepasswwd i

Enable Password | | | ; )

 User Information

First Name | |

Last Name | |

* Account Options

Description | pass=4¢776d%e6162

Change password on next begin O

» Account Disable Policy

O Disable account i date exceeds | 2010-04-28 {yyyy-rmm-dd)

* User Groups

1. OS2 ol ok ELICE. poiicy set WLCOIAM 2= 21F @& UX|A|ZILICH HX] CHE ALO|



EZ 0|55t04 2 EMELICE. policy > Policy Elements > Conditions 2! WLC ¢ %|2t [ x|3t=
M =74 BFE7|(0] Mol M= 'LAB_WLC') Radius:Service-Type Equals Call Check Mac 2/5 0] AtEE
L|Ct 07| =742 O|& 2 'AP_Auth'L|C}.

sl jgentity Services Engine O
Policy Sets  Frofiling  Posture  Client Provisioning § - Policy Elemants
Dictionaries » Results

o
Smart Conditions
Time and Date
Brofling PH0wodEFERECLOES
v Posture AP_Auth @
~ Network Conditions itk AND ¥
Endstation Network Conditions BYOD_is_Reglstered
i Detaul ¢t @
Device Network Conditions = =
Device Port Network Conditions
Catalyst_Switch_Local_Web_Authe
" ntication
HE Do @
=2
2. 28] save
k=) : =22 O
3. 2% CF= M Allowed Protocols Service AP Q1&5 2 £

—

» Administration

License Waming &

» Work Cenlers

Radius-Semvice-Type

Call Check - m

Equals b

« =)

MNew AND OR

Set1o'ls not*

o -

|8t ZdIL|C} MEHSH &= 0t Alow PAP/ASCI

License Waming £

"J,',‘;'.;' Identity Services Engine Home

+ Context Visibility » Operations

Policy Sets  Profiling Posture  Client Provisioning =~ Policy Elements
Dictionaries  » Conditions = Results
[}
= Allowed Protocols Services List > AP_authentication
~ Authentication

Allowed Protocols

Allowed Protocals Name | AP_authentication

* Authorization Description

» Profiling

 Allowed Protocols
» Posture

Authentication Bypass
* Client Provisioning B s
ocess Host Lookup

Allow PAPIRSCI

O asiow crse

O Atiow ms-cHAPY1
O Asiow Ms-CHAPv2
O atlow EAP-MDS

y O Atowesp-TLs
O atiow LEAP

13 O avow pear

+ Administration

+ Work Centers

4, 0'||A‘| 0|E°‘“ g'*é'g._l' A‘|H|ﬁ% A._'|"=;'|'|3|=||'L—||:|'. Allowed Protocols/Server Sequence. % E—."Q’E."LJE}
. View & OF2HO]| Authentication Policy > Use > Internal Users ISE7} LI DBO{|A AP2| A& X} O|&/H]|

UHS & AMStT S FLic



aluals

Identity Services Engine

c1sco Home + Context Visibigy » Operations

» Administration

» Work Canters License Waming 4

Policy Sets | Profiling  Posture  Clent Provisioning  » Policy Elements
Palicy Sets
+ Status  Policy Set Name Description Conditions Allowed Prolocols / Server Sequence Hits  Actions View
@ PolicydAPsAuth 3 AP_Auth | AP_authentication x v o I 19 B
rd @ Detautt Default policy set Default Network Access v 591 Ee ] >

alttlie jgentity Services Engine

Home » Context Visibility » Operations

» Administration

* Work Cenlers License Warmning 4

Policy Sets Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets = Policy4APsAuth

Status  Policy Set Name Description Conditicns Allowed Protocols f Server Sequence Hits
@ EP_ authentication * j 19
w Authentication Policy (1)
+ Status  Rule Name Conditions Use Hits  Actions
+
E\rcrl‘al Usars ol -j
e @  Detaut 19 o
2 Options
¥ Authorization Policy - Local Exceplions
2 Authorization Policy - Global Exceptions
¥ Authorization Policy (1)
Reset Save I
5. 22 save.
Ct&& &elgrLch
O| ZAm|agolME &lstE{™ MAC T4 4¢:77:6d:9e:61:622| APE HIE 23 I ZLIE{of| 2433}
OF &rL|ct. Of debug capwap events/errors enable ol debug aaa all enable HHS AFSELICH

|:|I:|-|101|A-| = = 0|, WLCE= AP MAC 4 & RADIUS At 10.48.39.128 2 MMEF S MH
£ APE 4BHoE IEHaLICH DT APYH HAE SRl S2EUC
B St A 2= Qe E20| AR Ho| F HMf 22 o|SEIR&LICH
*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Join Request from 192.168.79.151:5248

14:58: 07.566: 70:69: 5a: 51: 4e:
14:58: 07.566: 70:69: 5a: 51: 4e:

*spamApTask4: Feb 27
*spamApTask4: Feb 27

14:58: 07. 566: 70:69: 5a: 51: 4e:
al ready all ocated index 437

*spamApTask4: Feb 27
192. 168. 79. 151: 5248,

14:58: 07.566: 70:69: 5a: 51: 4e:
14:58: 07.566: 24:7e:12:19:41:

*spamApTask4: Feb 27
*spamApTask4: Feb 27

c0 using already alloced index 437
c0 Unable to get Ap nbde in Join request

cO0 All ocate database entry for AP

cO AP Al |l ocate request at index 437 (reserved)
ef Deleting AP entry 192.168. 79. 151: 5248 from



t empor ary dat abase.
*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO AP group received default-group is found in
ap group configured in wec.

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Droppi ng request or response packet to AP
:192.168. 79. 151 (5248) by Controller: 10.48.71.20 (5246), message Capwap_w p_event _response,
state Capwap_no_state

*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: cO Message type Capwap_wt p_event _response is
not allowed to send in state Capwap_no_state for AP 192.168.79. 151

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 In AAA state 'Idle' for AP
70:69:5a:51:4e:c0
*spamApTask4: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 Join Request fail ed!

*spamApTask4: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 State nmachine handler: Failed to process
nmeg type = 3 state = 0 from 192. 168. 79. 151: 5248

*spamApTask4: Feb 27 14:58:07.566: 24:7e:12:19:41:ef Failed to parse CAPWAP packet from
192. 168. 79. 151: 5248

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 Normal Response code for AAA
Authentication : -9

*aaaQueueReader: Feb 27 14:58:07.566: ReProcessAuthentication previous proto 8, next proto
40000001

*aaaQueueReader: Feb 27 14:58:07.566: Authenticati onRequest: O0x7f01b404f 0f 8

*aaaQueueReader: Feb 27 14:58:07.566: Callback........... ... .. . . . . .. Oxd6cef 02166

*aaaQueueReader: Feb 27 14:58:07.566: protocol Type. ... ... ... ... ... 0x40000001

*aaaQueueReader: Feb 27 14:58:07.566:
proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*aaaQueueReader: Feb 27 14:58:07.566: Packet contains 9 AVPs:

*aaaQueueReader: Feb 27 14:58:07.566: AVP[02] Call ed-Station-
Id. ..o 70: 69: 5a: 51: 4e: c0 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[03] Calling-Station-
Id. ..o 4c: 77:6d:9e: 61: 62 (17 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[04] Nas-
Port. ... ... . . . 0x00000001 (1) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[05] Nas-Ip-
Address. . ... .. 0x0a304714 (170936084) (4 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[06] NAS-Identifier......... ... .. .. ... ... ..... Ox6e6f
(28271) (2 bytes)

*aaaQueueReader: Feb 27 14:58:07.566: AVP[08] Service-

TYPe. o o 0x0000000a (10) (4 bytes)
*aaaQueueReader: Feb 27 14:58:07.566: AVP[09] Message-Authenticator.................... DATA (16
byt es)

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 radi usServer Fal | backPassi veSt at eUpdat e:
RADIUS server is ready 10.48.39.128 port 1812 index 1 active 1

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 NAl-Real m not enabled on Wan, radius
servers will be selected as usual

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e:c0 Found the radius server : 10.48.39.128
fromthe gl obal server I|ist



*aaaQueueReader :

into qid: 0 of server at index:

1

Feb 27 14:58:07. 566:

70: 69: 5a: 51: 4e: cO0 Send Radi us Auth Request with pktld: 185

*aaaQueueReader: Feb 27 14:58:07.566: 70:69: 5a:51: 4e: c0 Sendi ng the packet to v4 host

10. 48. 39. 128: 1812 of length 130

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51: 4e: cO Successful transmission of
Authentication Packet (pktId 185) to 10.48.39.128:1812 from server queue O, proxy state

70: 69: 5a: 51: 4e: c0-00: 00

*aaaQueueReader: Feb 27 14:58:07.566: 00000000: 01 b9 00 82 d9 c2 ef 27 f1 bb e4 9f a8 88 5a 6d
....... ... Zm

*aaaQueueReader: Feb 27 14:58:07.566: 00000010: 4b 38 la a6 01 Oe 34 63 37 37 36 64 39 65 36 31
K8....4c776d9e61

*aaaQueueReader: Feb 27 14:58:07.566: 00000020: 36 32 l1le 13 37 30 3a 36 39 3a 35 61 3a 35 31 3a
62..70:69: 5a: 51:

*aaaQueueReader: Feb 27 14:58:07.566: 00000030: 34 65 3a 63 30 1f 13 34 63 3a 37 37 3a 36 64 3a
4e: c0..4c: 77: 6d:

*aaaQueueReader: Feb 27 14:58:07.566: 00000040: 39 65 3a 36 31 3a 36 32 05 06 00 00 00 01 04 06
9e:61:62........

*aaaQueueReader: Feb 27 14:58:07.566: 00000050: Oa 30 47 14 20 04 6e 6f 02 12 54 46 96 61 2a 38
.0G ..no..TF. a*8

*aaaQueueReader: Feb 27 14:58:07.566: 00000060: 5a 57 22 5b 41 c8 13 61 97 6¢c 06 06 00 00 00 Oa
ZW[A .a.l......

*aaaQueueReader: Feb 27 14:58:07.566: 00000080: 15 f9 ..

*aaaQueueReader: Feb 27 14:58:07.566: 70:69:5a:51:4e:c0 User entry not found in the Local FileDB
for the client.

*radi usTransport Thread: Feb 27 14:58:07.587: Vendor Specif Radius Attribute(code=26, avp_|l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 *** Counted VSA 150994944 AVP of
length 28, code 1 atrlen 22)

*radi usTransport Thread: Feb 27 14:58:07.588: Vendor Specif Radius Attribute(code=26, avp_l en=28
vl d=9)

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 AVP: Vendorld: 9, vendorType: 1,
vendor Len: 22

*radi usTransport Thread: Feb 27 14:58:07.588: 00000000: 70 72 6f 66 69 6¢c 65 2d 6e 61 6d 65 3d 55
6e 6b profil e-nane=Unk

*radi usTransport Thread: Feb 27 14:58:07.588: 00000010: 6e 6f 77 6e nown

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69: 5a:51:4e:c0 Processed VSA 9, type 1, raw
bytes 22, copied 0 bytes

*radi usTransport Thread: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 Access-Accept received from
RADIUS server 10.48.39.128 (qid:0) with port:1812, pktld: 185

*radi usTransport Thread: Feb 27 14:58:07.588: Radi usl ndexSet (1), |ndex(1)

*radi usTransport Thread: Feb 27 14:58:07.588: structureSize......... ... ... . 432
*radi usTransport Thread: Feb 27 14:58:07.588:

protocol Used. . ...... ... .. . . 0x00000001

*radi usTransport Thread: Feb 27 14:58:07.588:

proxyState. .. ... 70: 69: 5A: 51: 4E: C0- 00: 00

*radi usTransport Thread: Feb 27 14:58:07.588: Packet contains 4 AVPs:

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[01] User-

Nafe..oooeeeeesesescasoescscascscacas 4c776d49e6162 (12 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[02]

State. ... Reaut hSessi on: 0a302780bNEx79SKI FosJ2i oAm YNO Re2i DSY3dr
cFsHuYpChs (65 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[03]

ClassS. .o DATA (83 bytes)

*radi usTransport Thread: Feb 27 14:58:07.588: AVP[04] Message-

Aut hent i cat or

DATA (16 bytes)



*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 Join Version: = 134770432

*spamApTaskO: Feb 27 14:58:07.588: 00: 00: 00: 00: 00: 00 apType = 54 apModel : Al R- AP4800- E- K
*spamApTaskO: Feb 27 14:58:07.588: 00:00: 00: 00: 00: 00 apType: Ox36 bundl eApl mageVer: 8.8.111.0
*spamApTaskO: Feb 27 14:58:07.588: 00:00: 00: 00: 00: 00 version: 8 release: 8 maint: 111 build: 0
*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: c0 Join resp: CAPWAP Maxi mum Msg el enent len =
79

*spamApTaskO: Feb 27 14:58:07.588: 70:69: 5a:51: 4e: cO Join Response sent to 0.0.0.0: 5248

*spamApTask0: Feb 27 14:58:07.588: 70:69:5a:51:4e:c0 CAPWAP State: Join

= A

Hulaefoldel EXME sliZdstedH o

Ojo

TFE ASELICH

- debug capwap events enable- LWAPP O|HIEO| C|HH1 & & LICt
- debug capwap packet enable- LWAPP I{Z! FXO| C|IHIE T LICH
- debug capwap errors enable- LWAPP INZ! @ FO| C|tHO & F /A& L|CH
- debug aaa all enable- 2= AAA HIA|X|C| CIHOE #+MELICH
ISEO| A{ RADIUS 2t0|E 20| AP7} ISEO| CH3H T8t F04E [IH AFE Xt O|F 'INVALID'7t 7| &
= 8%, 0|z =X QIE O|O|E{H|0|A 0| CHEH @15 0| Qlx|T AFEXL7L O 2Moll dHEE CHE
S MAB ZE2IUE £™H5HK| et AZ2 2lO0lELIC ISEE |M4/F4M MAB Z 201 AX|5HK|
I2 A2 MAC T4 QIB0| HZE Ro2 7tFELICH 0]l B2 7IBMHS 2 WLCH|AM TESHR] &
=
—

i
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