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Active Directory Installation Wizard : x|

Welcome to the Active Directory
Installation Wizard

Thig wizard helpz you install Active Directany services on this
gerver, making the zerver a domain contraller.

[f thiz i the first time you have installed Active Directany, it is
recommended that pou firzt read the overview in Active

Directory Help.

To continue, click, Mext.

.................................




Active Directory Installation YWizard

Operating System Compatibility
Irmproved zecurity zettings in Windows Server 2003 affect alder versions of
Windowz,

Diomain controllers running *windows Server 2003 implement secunty zettings that
require clientz and other zervers to communicate with thoze domain controllers in a mare
SECLINE Wal.

Some older versionz of Windows, including Yindows 95 and Windows NT 4.0 5P3 ar
earlier, do not meet these requirements. Similarly, some non-Windows spstems, including
Apple Mac 05 & and SaMBA clients, might not meet these requirements.

Far mare infarmation, zee Compatibility Help.

.................................
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Active Directory Installation YWizard

Domain Controller Type

Specify the role wou want thiz server to have.

Do pou want thiz server to become a domain controller for a new domain or an
additional domain controller for an exizting dormain?

Select thiz option o create a new child domain, new domain tree, or new forest,
Thiz zerver will become the first domain cantraller in the new domain.

" Additional domain contraller for an existing domain
& Proceeding with thiz option will delete all local accountz on this zerer.

Al cryptographic keys will be deleted and should be exported befare
continuing.

Al encrypted data, such az EFS-encrypted filez or e-mail, should be decrypted

before continuing or it will be permanently inacceszsible.




Active Directory Installation Wizard

Create Hew Domain ;
Select which twpe of domain to create.

Create a new:

SEIect thiz optiar if thlﬂ iz the first damain ik your organization ar if pou want the new
domain to be completely independent of vour current forest,

™ Child domain in an exizting domain tree

[f vou want the new domain to be a child of an existing domain, zelect thiz option.
For example, you could create a new domain named
headquarters. example. microzaft. com as a child domain of the domain

example. ricrozoft. com.

™ Domain tree in an existing forest

[f pou don't want the new domain to be a child of an exizting domain, zelect this
option. Thiz will create a new domain tree that i separate from any exizting trees.

£ Back MHeut » I Cancel
5. A|AEI0| DNS7t AR[E[o] UK| o™ OHHALO|A DNSE 788 = U= SHE MSE I

Ct. No(OFL| L), Just Install and Configure DNS on this computer(0| Z#E{0{l DNS A %| %
A—||:||-)§ MEHSHL|C} Next(EI-.z)E 228t}



Active Directory Installation Wizard

Install or Configure DM5S
You can configure or install Domain Maming Service [DMS] on this computer.

Diomain Maming Serdice [DMNS] iz not configured on thiz computer. [z DMS already
running on thiz netwaork’?

" Yesz, | will configure the DNS client

6. M ZHI210] T DNS OIS 2FLICE O oflofl A= Wireless.comOl AL E|T Next(CH
)& 23fLict




Active Directory Installation Wizard

Mew Domain Hame
Specify a name far the new domain.

Type the full DMS name for the new domain
[for emample: headguarters. example. microzoft. com).

Full DMS name far new domair:

wWireless. com

7. @12 NETBIOS O]
et

ok




Active Directory Installation Wizard

MetBI0OS Domain Hame
Specifp a MetBIOS name for the new domain.

Thiz iz the name that uzerz of earlier verzsions of Windows will uze ta identify the new
dorain. Click Mext to accept the name shown, or bppe a new name.

Domain MetB10S name: WIRELESS
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Active Directory Installation Wizard

Database and Log Folders
Specify the folders to contain the Active Directary databaze and log files.

For best performance and recoverabiliby, store the databaze and the log on zeparate
hard dizks.

Where da you want to gtore the Active Directory database?

Databaze folder:

CWINDOWS\HTDS Browse. .. i

Where da you want bo store the Active Directory log?

Log folder:
C:WAMDOWSAMTDS Browse. . 1
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Active Directory Installation Wizard

Shared System Yolume
Specify the folder to be shared as the system volume.

The 5Y5SYOL folder stores the zerver's copy of the domain's public filez. The contents
of the S%'SWOL folder are replicated to all domain controllers in the domain.

The 5%SVOL falder must be lacated on an NTFS walume.
Enter a lozation far the S%5S%0OL falder.

Folder lozation:

C:AWIMN DO 5SS WOL Browse. .

10. Ab& Rt 2 2 Eof Ch$t 7|2 HEhS MEHELIC Next(CHS)E 228 LICH



Active Directory Installation Wizarﬂif

Permizsions
Select default permizzions for uzer and group objects.

Some server programs, such az Windows NT Remaote Accezs Service, read infarmation
ztored on domain controllers.

% Pemizzions compatible with prewindows 2000 server operating systens

Select thiz optian if you run server programs on preswindows 2000 server operating
spztems ar on Windows 2000 or Windows Server 2003 operating sypztems that are
members af preswindows 2000 domains.

& Anonymous uzers can read information on this domair.

™ Pemizzions compatible only with Windows 2000 or Windows Server 2003
operating systems

Select thiz option if pou run gerver programs anly onwWindows 2000 or Windows
Server 2003 operating systems that are members of Active Directon domaing. Daly
authenticated uzers can read information an thiz domain,

< Back et = Cancel
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Active Directory Installation Wizarﬂij

Directory Services Hestore Mode Admimstrator Password

Thiz pazsword iz uzed when you start the computer in Directory Services Festore
tiode.

Type and confirm the pazsword pow want to azzign to the Administrator account uzed
when thiz server iz started in Directary Services Restore Mode.

The reztore mode Adminiztrator account i different from the domain Adminizstrator
account. The pazzwords for the accounts might be different, =0 be sure o remember

bath.
Restore Mode Pazsword: AL LT
Confirm pazsword: ssssssssl

Faor more infarmation about Directory Services Restore Mode, zee Active Directom Help.

< Back et = Cancel

T

12. Next(ChF)E 2 =!5t04 0|T0oi AZ 5t Domain Options(Z=MHIQ! S M)E +=2FEFL|Ct




Active Directory Installation Wizard

Summary
Rewview and confirm the options pou selected.

You choze ta:

Configure thiz zerver as the first domain controller in a new forest of domain rees.
The new domain name iz Wirelezz.cam. Thiz iz alza the name of the new farest.
The NetBIOS name aof the domain iz WIRELESS

D atabasze folder; C:3WWINDOWSASHTDS

Log file folder: C:hwAMDODWSSHTDS

SSYWOL folder: C:WwIMDOWSASYSOL

The pasaword af the new domain administratar will be the =ame as the pazswaord of
the adminiztrator of this computer.

To change an option, click Back. To begin the operation, click Mest.

=

|
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Completing the Active Directory
Installation Wizard

A ctive Directary iz now ingtalled on thiz computer for the ...flj
domain ‘Wireless. com.

Thiz domain controller is aszigned ta the site
Default-First-Site-Mame. Sitez are managed with the
detive Directory Sitez and Services administrative tool.

Ta cloze this wizard, click Finish.

Hack Finizh LCancel

Active Directory Installation Wizard : L j_j

X

Windows muzst be restarted before the changes made by the Active
Drirectomy Installation wizard take effect.

Bestart Mow Dion't Restart Mow

0| EtAH|0f| M= Microsoft Windows 2003 MHE T M9l ZAEEMHZ M6t M =02l
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Networking Services o - %]

To add or remove a component, click the check box. & thaded box means that anly part
af the component will be installed. To see what's included in a component, click Details.

Sul:u:u:umpn:nnents of Hetwnrklng Services:

1.7ME =
ﬁ Q Dynarnic Host Conbiguration Protocal [DHCF] 0.0 MB

| B | cternet Authentication Service 0.0 kB

.....

i::? B 0 omate Access Quarantine Service 0.1 ME

| M RPC over HTTP Prasy 0.0 +B

.....

.....

| M Simple TCPAP Services 0.0 MB

.....

] .;":Z Windows Internet Mame Service MwINS) 0.9 kB

e |

Dezcnption:  Setz up a DHCF zerver that automatically aszigns termporany [P
addreszes to clent computers on the zame network.

Total dizk zpace required: 3.4 B
Space avallable on dizk: F224 5B

T
=

2hals.,

ak i Cancel
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Windows Components Wizard

Windows Components
You can add ar remove components af Windows.

To add ar remaove a companent, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Details,

Components:

0.OME =]

E.3 MB

0.0 ME

42 MR ..:.j

Description:  Containg a warety of gpecialized, network-related services and protocols.

Total dizk zpace required: 3.4 MB Detals 1
Space available on dizk: 2121 MB -

< Back et Cancel ! Helo !




Windows Components Wizard : - __:_-*_i_j

Completing the Windows
Components Wizard

You have succeszsfully completed the Windowes
Components \Wizard.

To cloge this wizard, click Finish.
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Mew Scope Wizard Hr

Welcome to the New Scope
Wizard

Thigz wizard helps you zet up a zcope far distiibuting [P
addreszes to computers on your netwark.

To continue, click Mext.

Hack P Mest ; Cancel
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Mew Scope Wizard

Scope Name

You have to provide an identifping scope name. “'ou alzo have the option of @

providing a description.

Type a name and description for this scope. This information helps you quickly identify
hiow the zocope iz to be uzed on pour nebwork.

M arne: DHCP-Clients

D escription: DHCP Server for Wireless Clients

< Back et = Cancel
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Mew Scope Wizard

IP Address Range

'ou define the scope address range by identifying a zet of conzecutive [P
addresses,

Enter the range of addrezzes that the scope diztributes.

Start IP address; | 10 . 77 . 244 218

End IP address: 1o .77 244 .13

& zubnet mazk defines haw many bitz of an [P addrezs to uze for the netwaork/zubnet
|0z and haw many bitz to usge for the host [D. You can specify the zubnet mask by
length or az an |IP address.

Length: g ﬂ

Subnet mask: 25,0 .0 .0

< Back et = Cancel
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Mew Scope Wizard

Add Exclusions

Excluzions are addreszes or a range of addreszes that are not diztibuted by the @
SEIVEL

Type the [P addrezs range that pou want to exclude. [f pou want to exclude a zingle
addrezs, tppe an addresz in Start IP addreszz only.

Start IP address: End IP address:

Excluded addresz range:

=]
i L

< Back et = Cancel
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Mew Scope Wizard

Lease Duration

The leaze duration zpecifies how long a client can uge an IP address from thiz @
SCOPE.

Lease durationz should typically be equal to the average time the cormputer iz
connected ta the zame phyzical netwark. For mobile networks that conzist mainly of
portable computers ar dial-up clients, shorter lease durations can be uzeful.
Likewize, for a stable netwark, that consizts mainly of dezktop computerz at fized
lozations, longer lease durations are more appropriate.

Set the duration for scope leazes when distributed by thiz zerver.
Lirnited to:

Days: Huowrs: Minutes:

= O

< Back et = Cancel
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Mew Scope Wizard

Configure DHCP Ophions

ou have to configure the most cormmon DHCP options before clients can uze the @
SCOPE.

When clientz obtain an addreszz, they are given DHCP optionz such as the [P
addrezzes of routers [default gatewaysz], DMNS zerverz, and WINS zettings for that
SCOpE,

The zettingz pou select here are for thiz scope and override setting: configured in the
Server Options folder for thiz server.

Do pou want to configure the DHCP optionz for this zcope now?

" Mo, | will configure these options later

< Back et = Cancel

17. 712 HO|ERO| EZIRE{7I U= B2 Router (Default Gateway)(ZHRE{(Z|2 HIO|EH Ol)) T
O|X|ol M HIO|ERIO| ZFRE{2] IP FAE U1 Next(CHR)E Z=2IEHLICH



Mew Scope Wizard

Houter [Default Gateway])
You can gpecify the routers, or default gateways, to be distributed by thiz zcope.

To add an IP addresz for a router used by clients, enter the addrezs below.

IP address:

1 D??E##EED EEE:\,:_:E"E':;'_:'-\.-';:_:

F e
LA T

< Back et = Cancel

18. Domain Name and DNS servers(=H|2l O|& & DNS A{HH) 1| O|X|ofA{ O|Fdoi| 728 =
Clo| o|&E2 =FLICE O] ool -= Wireless.com& AL & LICH MEHO| IP FAE Ql=dF
LIk, Add(%7hE S2/grct



Mew Scope Wizard

Domain Mame and DHNS Servers

The Domain Mame Systern [DMS) maps and tranzslates domain names uzed by @
clientz on pour network.

You can specify the parent domain pou want the client computers on your netwark, to uze for
DMS name resolution.

Parent domain: | ireless.com

T o configure scope clients to uge DMNS zervers on your nebwaork, enter the IP addreszes far thoze

SEIVETS.
Server name: IP address:
E _5:’:‘“;.;,'_:5'-\.-';:_: 1 D??Eq--'lz'l I_"| EE;:\,:_:E"E':;'_:'-\.-":_:
< Back et = Cancel

19. Next(CtF)E S gLct.
20. WINS Server(WINS AH{) H O|X|0{| A Next(CHF)E 2 =I&LICtH

= = -
21. Activate Scope('H19| & 433} H 0| X|0l M Yes, | want to activate the scope now(%l, X|=& &
E g-sstgLchE MEI5t T Next(CHE)E S 2/gLct



Mew Scope Wizard

Activate Scope
Clients can obtain addrezs leases only if a scope iz activated.

" Mo, | will activate this scope later

< Back et =

Cancel

22. New Scope WizardE 2t 235t™ FinishE 2 =|gHL|Ch




Mew Scope Wizard

Completing the New Scope
Wizard

Y'ou have successfully completed the Mew Scope wizard.

Tao close this wizard, click Finizh.

< Back C Fimzh Cancel

.................................

23. DHCP Snapin Z0{A 4 E DHCP H<7F &4 HENQIX| & lgL|ct

EE e |
B Bt e e ':..'_

= | RA|*EFRR|#FE [l]ﬂ:

T s i O G e
- -'I' H vl | TR E Sy L ] pecsiripdion |

'-I_._,_ _n_ o] et [ 172, e ] DR e " Arties 0P Sl i WreieE TR L

- CF) S Ot
Wtan] | g A Hetracal Cornaiors I e w | T I DR e

O|X| AMt{ol A DHCP/DNS7t M3t Eloie oz ME{E HE{Z2I0|= CA(Certificate Authority) A
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EAP-MS-CHAPV2E A& 3t= PEAPE AHO| I QIS ME 7I8tS 2 RADIUS AMHE ASE L
Ch 8t M 15 M= 22t0|1E HFEUIM AEISHE & CA(RIS 7|#) oA &Z3Hok grLct
. & 38 CA LB AME ECl0|¢E AFE AUBSM ML MEE = A= FE 215 7|7 E2EH0
olO| U&LICt. O] odlof MHE Microsoft Windows 2003 MEH{E IAS(Internet Authentication
Service)0l| Q1B A E g Z35t= CA(Certificate Authority) 2 T3 LIC}.

Meol 215 M MH[AE dX[stn FEstedH Chs HAE 25t AA2.

1. Mool 2233 FIH/A| 7§ ={ghuct
2. Windows 7+ @4 FIHMIHE E=2IELICH
3. Certificate Services(Q& Al AH|A)E =|&LCH

Windows Components Wizard

Windowz Components
You can add ar remove components af YWindows.

To add ar remove a companent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a component, click

Detals.

LComponents:

o %.ﬁ.ccessnries and Utilities 4.9 MB :*j
v izg.ﬁ.pplin:atinn Server 24.4 MB

™ [ Cerificate Services 1.8 ME

] ™ E-mail Services 11 ME

[ ¢34 Fax Services 7 9 R ..:j

Description:  Installz a certification authority [C&) o izsue certificates for use with
public key zecunty programs.

Total dizk zpace required: 138 MB ot i
Space available on dizk: FA106 ME -
< Back Mest = Cancel i Heln i

4. Certificate ServicesE A x|Et + HFE|C| O|B 2 HIE == gl T Helo 7FsH7HLt =
Cloll M AM7HE += Qicke B HIAIX|7F LIEFLIH Yes(ol)& & 2IELICH A& s A &L
?

Micrasoft Certificate Services ChERELE i et =]

After instalbing Cestificate Services, the machine name and domain membership may not be changed due bo the binding of the machine name to G4 |
5 infoemation stored in the Active Divediary, Chanping the maching name ar domain membscship would inalidats the certficates ssued fromtha Ca, |
Please ensure the proper machine name and domain membership ane configured before instaling Cerbficabe Services, Do you want bo conkinue

5. Certificate Authority Type(2!
MEHSI T Next(CHS)E 2=FL




Windows Components Wizard

CA Type
Select the type of Ca pou want b zet up.

" Enterprize subordinate Cé
" Stand-alone root Ca
i Stand-alone subordinate Cé

DES':”I:'“DH I:II: |:|':'|| t_'.-'l:lE-' ............................................................................................
The mozt trusted Ca inan enterprize. Should be installed before any other Ca, |

< Back M et > Cancel Help
6. CAE AlH5t= O|F S LT LICE O] ofo| M= Wireless-CAE AHS ELICH Next(CHZ)E 2



Windows Components Wizard

CA ldentifying Information
Enter infarmation o identify this C,.

Common name for this C:
wireless-Ca)|

Digtinguizhed name suffis;

DC=\wirelezs, D C=com

Presview of diztinguizhed name:

CH=wWirelezz-Ch DC=Wirelezz DC=cam

Walidity pernod:

E wpiration date:
5 fveas ] 12/12/2012 7:01 PM

< Back M et > Cancel Help
. @15 M Cl|o|E{H|o|A& AE 2|X|0]l CHEH "Cert Log" CIRE 2|7t A ELICH Next(CHS)
ghlct

=2 3zl
= =



Windows Components Wizard

Certificate Database Settings
Enter lozations for the certificate databaze, database log, and configuration
inforrnation.

LCertificate database:

; CvwMN DO S epstem32hCertlog Browse. .

Certificate databasze log:

iE:"»WIN DOwWShepztem32\Certlog Browse. .

I Store configuration information in a shared falder
Shared folder:

< Back M et > Cancel

8. IS7t & d3tE F2 Al&str| ol EXIsHor LICH ISE FXISHOk BtCheE B HIAIXIZF L

EtLIH OK (2 Q)& =g LICH CA7I RI|Z|H RIS 2= CHA| A|ZELICH
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Windows Components Wizard - i

Completing the Windows
Components Wizard

You have successfully completed the \Windows
Components \Wizard.

Ta cloze thiz wizard, click Finizh.

.................................
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Computer Name Changes

ou can change the name and the membership of thiz
computer. Changes may affect access bo network, resources.

Computer name:
Clignt1 I

Full computer name:
ChentT.

More.. .

hember of

{(#) Domair:
Wireless

3 wWorkgroup:

e
(U e et o
s A s L L e

| ok || Cancel J

9. 2CtO|HET} 7tstE ZHIQlof sHE St= AFE Xl O|& Administrator & HIZHHS
LICE (ME{ 2] Active Directory0ll = ZE|RF A™E L|CH

olzd
=

mjn
o

Computer Name Changes

5 o

Enter the name and password of an account with permission
to join the dormain,

User narme: ﬁ adminiskrakaor e

Passwiord: TTITIIIL

K, J | Cancel




Computer Name Changes

[ .3
“%‘} Welcome ko the Wireless domain.

|. Ok |
10. OK(&f )& S &Lct

11. HAFEIE CHA| A|ZH6tEdH Yes(o)E 2 =2IgFLCH.

12. ZAFE{7} CHA| AIZEE|H A2 X} O|E = Bl HIYHS =< H QI HIWHES T HQl =
M HEE Ar835to{ 2EaeIgLict.

13. | ZFEE 0IRA LEZF HFEE 2251 £S48 =g

14. HFE O|F EHES 225104 Wireless.com = HQlofl U=X| &olgtL|ct

System Properties

System H estn:ure Automatic | pdates Hemote

General Camputer Mame | Hardware Advanced

e Windows uses the following information to identify pour computer
%ﬁ an the nebwork.

...................................................................................................................

Computer description:

For example: "Kitchen Computer’ or "M an's

Comnputer'',
Full computer name: Clentl wWireless. com
Dromair: Wirelesz.com
T o uze the Metwork, [dentification \Wizard to join a Nehwork [0
domain and create a local uzer account, click MNetwoark: £

L.

T o rename thiz computer or join a domain, click Change. Change

&, Changes will take effect after pou restart this computer.

| ] | | Cancel |
15. CtS EtAHl= ECHO0IHE T M0 CA QIS M(trust) & &Y EX| & Qlst= ZdLCt.
16. Al 2 25t A" s Z2FLICH mmcE st D &Ql & Z=2I&LCt
17. otU 2 S2|5t1 A FINNMHE 227 LICH



Ilze thiz page to add or rerove a standalone Snapein from the console.

anap-ng added to: |y Cansole Raoot v
Drescriphion
i I i
| 0k | | Cancel

18. Add(#ﬂ)% ZEIgct.
19. Certificate(Q1BM)E MEHSt 1 Add(F7HE F=IEHCH




Add Standalone Snap-in

Axallable Standalone Snap-ins:

S hap-in - Vendaor ~
% MET Framewark 1.1 Configuration ticrozoft Corporation
Bctives Contral ticrozoft Carporation
i . Certificates Microzoft Corporation
@ Component Services ticrozaft Corparation e
Computer bManagement ticrosoft Corporation
Device Manager ticrozoft Corporation
E Dizk, Drefragmenter icrozoft Corp, Executi...
% Dizk Managernent Microzoft and VERITAS. .
Ewvent Viewer Microzoft Corporation
Folder ticrozaft Corparation ¥
D ezcrption

The Certificates snap-in allows you to browse the contents of the
certificate stores for pourzelf, a service, or a computer,

|_ Add | | Cloze

20. 4FE Al™¥e MEistn g 2 2=2gLct



Certificates snap-in

This gnap-in will always manage certificates for:

£ My uzer account
) Service account

{#) Computer account

sHank [ et = J[ Cancel J

21. Finish(O}&) & 28/5tod 7|2 22 HFEE MY LT

Select Computer

Select the computer you want thiz snap-in to manage.
Thiz znap-in will always manage:

(%) Local computer: [the computer this conzale iz running on)

) Another computer: Bromieze:

[ ] Allow the selected computer ta be changed when launching from the command line.  This
only appliez if you zave the conzole.

[ < Back J[ Finizh J [ Cancel ]

22. Close(271)& 225t OK(&Q)E Z2/FfLct.
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1. Mo{Zo| M 2238 FEIYMHE Z2I8HLCt.

2. Windows 8 24 FIHXN7{E E=/&LICtH

3. Networking Services(H|E9|Z MH|A)E ME4SI T Details(MFAE)E 2 2/8LICH
4. Internet Authentication Service(2IE{4! 21& MH|A)E MEHS T OK(EQHE 228t &

Next(CHF)E S LICt



Networking Services i i : %]

To add or remove a component, click the check box. & thaded box means that anly part
af the component will be installed. To see what's included in a component, click Details.

Sul:u:u:umpn:nnents of Hetwnrklng Services:
vl | Domain Mame System [DMS] 17ME =

V] o Divnamic Host Ennflguratlnn Fratocol [DHCF) 0.0 MB
ﬁ Q Internet Authentication Servic 0.0 MEB

[ ™ Remate Access Quaranting Serwc:e 0.1 MB

B BPC cver HTTP Prasy 0.0 ME

.....

| [ Sinnle TOPAP Services LOME

.....

] .;":Z Windows Internet Mame Service MwINS) 0.9 kB ______j

Dezcrnption:  Enablez authentication, authonzation and accounting of dial-up and WP
uzerz. |45 supports the RADIUS protocal,

Total dizk zpace required: 3.4 B
Space avallable on dizk: F208.2 MEB

T
=

2hals.,

ak i Cancel

5. F|n|sh(El|-.’5-_l)§ 2l5t09 IAS A %|= 23 |C}




Windows Components Wizard : : : =]

Completing the Windows
Components Wizard

You have succeszsfully completed the Windowes
Components \Wizard.

To cloge this wizard, click Finish.

6. CtS EFAIE IAS(RIEH! = 2
7. Mg 85t ™S ZEIFLICE mmcE Y=Ist &l 2 S 2IgfLict
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9. ALHOIZ F7I6l2{H AddE F2/EHUCH

Add /Remove Snap-in

Standalone |E:-:I:en5i|:|n5 |

Use this page to add o remove a stand-alone snap-in From the console,

Snap-ins added to: I-

i_onsole Rook

|

— Descripkion

add. .. Hemove ahEit

2K

Zancel

AHQI FHOI| M Certificates(21E M) E MEHS

Fo A

dd(F7h& ==Fuct




Add Standalone Snap-in : - 2 =i

Available skandalone snap-ins:

Snap-in | vendor | -
“E MET Framework, 1.1 Configuration  Microsoft Corporation
""m.ﬁ.cl:we Direckory Domains and Trusks  Microsoft Corporation
ﬁﬁ'.ﬁ.ctwe Direckory Sites and Services  Microsoft Corporation
rr_é.ﬁ.ctwe Direckory Users and Compu...  Microsoft Corporation

,_ii.ﬂ.ctwe:-i Conktrol Microsoft Corparation
@ADSI Edit Microsoft Corporation
ﬁg.ﬁ.uthnrlzatmn Manager Microsoft Corporation
@Certlﬁcate Templates Microsoft Corporation

5 iCertificates Micrasoft Carparation

B3 Certification Autharity Microsoft Corporation
Lt

i... DE!SI:I"II:I':II:II-I .................................................................................................................................................
. The Certificates snap-in allows vou to browse the contents of the
certificate stores for wourself, a service, or a computer,

.................................................................................................................................................................................




Certificates snap-in

Thiz znap-in will always manage certificates for;

™ My user account
i

ervice account

}
(+ Computer accounk

Mest =

Cancel i

12. Local computer(2Z Z#FE)E MBS T Finish(Ot2)E S=gfLct

Select Computer

Select the computer you want thiz snap-in ta manage.

= Thiz znap-in will alwayz manage:

i Local computer: [the computer this console is nning on

" Another computer: |

anly applies if you save the console.

CHwEE

™ Allow the selected computer to be changed when launching from the command line. Thiz

< Back

Firizh

Cancel

n

13. Close(

n

7)) & 225t OK(EQ)E E2IF LI



14. Certificates(IEM)(RE HFE)E =5l Personal EC{E OtRA QLEZR EHEE 2[5
Ct2 All tasks(ZE 2Q])E MEHSH C}2 Request New Certificate(M QIZAM &)E
LIC}

I=o

78 Corsndal - |Consaln Reok | ST =1 =]

Eag e & e oa tless B e b

o Mg e & v v .| @b s [ T u|? WORAT o
. PIEA .Eéﬂ’ L'I,Lg'/,(f AlEo| M CtE& 223t}

Welcome to the Certificate
Request Wizard

This wizard helps wou request a new certificate From a
certification authority (CA) in wour domain,

& certificate, which is issued by a certification authority,
is a confirmation of wour identity and contains
infarmation used ko proteck daka or to establish secure
niebwork, connections,

& private key is the secret half of a public and private
key pair associated with a certificate, It is used o
digitally sign or decrypt data encrypted with the
corresponding public key.

To conkinue, click Mext,

.................................

< Bact Eec et i_ancel
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16. Ml HEBE 2IEM BEZ(DC ollel Meol M HFE ASME
QIZM HES! )2 M=H5T Next(CHR)E S2ELICH

Certificate Request Wizard

Certificate Types

& certificate bype contains preset properties for certificates,

Select a cerkificate bype For wour request, You can access only certificate bypes that
woll have permissions for and that are available from a krusted Ca,

Certificakbe tyvpes:

Directary Email Replication
Damain Controller
Darmain Contraller suthentication

To select a cryptographic service provider and a CA, select Advanced,

[ advanced

< Back Mext = Cancel




Certificate Request Wizard

PEAP-Wireless

1485 Server Certificate - 802, 1x Authentication

18. Finish(OF&) & £2!5t0{ 218 & ntHAIE 22 & LICtH



Certificate Request Wizard : L j_j

Completing the Certificate
Request Wizard

You have successfully completed the Certificate
Request wizard,

You have specified the Following settings:

Friendly Mame PEAP-Wireless
Computer Mame TSWEB-LAPT
Certificate Template  Domain Controller

< Back Finish i_ancel

Certificate REQUE:E_E x|

y The certificate request was successful,
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3. Register Internet Authentication Service in Active Directory(Active Directory0il 2IE{!! Q15 A
HIA &%) CHst & X7t LEEFLE T OK(BFR)E E=IELICH O|& S35 IASE Active DirectoryOf
M A8XE 1588 £+ &Lt

Register Internet Authentication Server in Active Directory:

Toenable [45 o authenbicate users in the Active Directory, the computers ronning (RS must be authorized to read users diakin properties from the domain.

Cao ol wish b author e this compiatet ko read users' dialin propesties from the Wireless.com domain?

4. CtZ CH3t R0 M OK(EF QN E

Server registered:

': This computar |5 now authioned to read Users’ dal-in properises From domain Wirskss,com,

T authoriza this computer to read users' diskHin propecties From other domaing, o0 musk registes this compater bo b= a member of the RAS|IAS
Servers Groupn that domain.

5. MS IAS AMH{0i| A Wireless LAN ControllerE AAA Z20|¢1E R F7}&HL|Ct.
6. RADIUS Clients(RADIUS 22}0|¢E)E 09 A QBZ HECS=Z 22517 New RADIUS
Client(M RADIUS E}0|HE)E MENEFL|CH
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New RADIUS Client

Mame and &ddrezs

Type a fnendly name and either an IP Addresz or DMS name for the client.

Enendly narne: WLl
Client address [IP ar DHS):
10.77.244. 2100 Werify. .
« Hack M et Cancel
. Ct= 0| X|2] Client-Vendor(£2t0|1E HIH)0{ M RADIUS Standard(RADIUS E&)E ME4
5tn 3R YEE Y2E O3 Finish(0tE)E SE(EFLICH
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Mew Remote Access Policy Wizard

Policy Conhiguration Method
The wizard can create a tppical policy, or you can create a custom policy.

How do wau want to zet up this policy?

{* |Uze the wizard to et up a typical policy for a common scenario

" Setup a custom policy

Tvpe a name that deszcribes thiz palicy.

Palicy name:  [PE AP wirelesd

Example: Authenticate all PN connections.

< Back M et

Cancel

13. 27 AFEO| [t % S48 MEBHLICH Of ofollAE WirelessE A=4BHLICH




Mew Remote Access Policy Wizard

Access Method
Policy conditions are bazed on the method uzed to gain access to the netwark.

Select the method of accesz for which pou want to create a policy.

i WPN
Uze for allYPM connectionz. Ta create a policy for a specific WPMN type, go back ta the
previous page, and select Set up a custom policy.

" Dialup

ze for dial-up connections that uze a traditional phone line ar an Integrated Services
Drigital Hetwark, [I1SDOM] line.

% iafireless

TR S
ze for wirelezz LAMN connectionsz anly.

" Ethernet
=& for Ethernet connections, such az connections that use a switch.

< Back M et Cancel
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Mew Remote Access Policy Wizard

Uszer or Group Access
You can grant access to individual ugers, ar you can grant access o selected

Qraups.

Grant accesz bazed on the following:

[lzer accesz permizzions are specified in the uzer account.

" Group
[ndividual uzer permizzions override group permissions.

f T s
A BERR LR AR

.......
mmmmmmmm

< Back M et Cancel

15. Authentication Methods(2!5 & )0l A PEAP(Protected EAP)& 41E435} 11 Configure(7+A

)E 223t



Authentication Methods

Mew Remote Access Policy Wizard

EAP uzes different types of security devices to authenticate uzers.

Select the EAP type far thiz palicy.

Tvpe:

Frotected EAF [FEAF]

Configure ...

< Back M et

16. Protected EAP Properties(2. 2 &l EAP £4) I| 0| X| 2| Certificate Issued(2/E5AM L =E) =

02 diwolM M 25

ME t=istn OK(HeNE 222tict




Protected EAP Properties : . 2 xi

This server identifies itself to callers before the connection is completed.
Select the certificate that wou want it bo use as proof of identity.,

Cettificate issued tomeb-lapt, Wireless, com
Friendly name: PE&AP-Wireless

IssLEr: Wireless-CA

Expiration date: 12/16)2005 5:53:02 PM

[ Enable Fast Reconnect

Eap Tvpes

Secured password (EAP-MSCHAPR v2) oy el

add Edik Remove ik iZancel

A AN A Yo MF HEE FQlstD Finish(OHE)E # =&




Mew Remote Access Policy Wizard : L j_j

Completing the New Remote
Access Policy Wizard

Y'ou have successfully completed the Mew Remote Access
Folicy “Wizard. 'ou created the following policy:

FEAP-Wireless

Coaonditions:

MaS-Part-Type matches "wireless - Other OR ‘Wireless -
[EEE 802.11"

Authentication: EAP[Protected EAP [PEAF))

Encryption: Bazic, Strong, Strongest, Mo encipphion

Tao close this wizard, click Finizh.

< Back C T Firish Cancel
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PEAP Properties

Settingz

Specify the conditionz that connection requests muzst match.

Folicy conditions:

2 x|

MA&S-Port-Type matches "Wireless - Other OF Wirelezs - [EEE 80211

Add. | Edt. Remove |

[

If connection requests match the conditions specified in thiz policy, the

azzociated profile will be applied to the connection.

Unlezs indradual access permizsions are specified in the user profile, this

policy controlz access to the netwark.

If a connection request matches the zpecified conditions:
" Deny remaote access permission

¥ Grant remote access permission

Ok Cancel

Active Directory0ll AFE X} F7}

O] ™ol AHS A} OIO|E{HIO|A 7} Active Directory0ll M & x| 2H2[E LICt.

jn

Active Directory Cl| O|E{H|O| A 01| At &}

1. Active Directory AtEAt 2! HFE 2& EC[0|MH AFEAIE O
2 BHEJ|E &8 O3 AHEXE FEIELIC

F7tetedH ChS HHE RS AIR.
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Mew Object - User

Create in:  Wwireless com/Uzers

|ritialz: I

First name: Chent 1
Last narme:
Full namme:; Clignt 1

Uzer logon name:

IEIienHl | (@wireless. com |
Uzer logon name [pre-windows 2000];
IWIHELESSR IEIienH
< Back I Meut » Cancel

3. New Object - User(Mf 7HA| - At&X}) CHEt &f Xt 2| Password(H| 2 Z) L Confirm
password(H| 23S =f0l) ZEo| M5t= HIUHS E
F A5t Chg
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Mew Object - User %]

g Create . wireless comdUzers

Pasgzword: TTIIIT

Confirm pazswaord: TIITIT)

I User cannot change pazsword
[ Password never expires

7 Account iz dizabled

Mew Object - User

g Create . wireless comdUzers

When pou click Finizh, the following object will be created:

Full rame: Client 1 |

Uzer logon name: Client] @wireless. com
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1. Active Directory APQ-XP UHFEH EZE E E|01IH Users(AtE X &EE 226t

WirelessUserE Ot A @EZ BFE ZF2/8 OIS Properties(£4)& 225t
4d7]) 22 o|sgfLch
2. Allow access(HAM|A §{8)E MEHS D K(EI'OI)E 2/stL|ct

2 x|

Client 1 Propetties

Remate control i Terminal Services Prafile ; COk+ ;
General ; Address i Aocount i Prafile i Telephonesz i Organization ;

kember Of Chal-iry i E revironiment i Seszions ;
_. HElTIl:ltE-' .":".CCE-'EE FlE-'rrI-IiEEil:lrl [Dial_in ar l"."IFlN] ....................................................................... -..

_. Eallba':k\. DptiDnS ..................................................................................................................................... .\,
| % Mo Callback |

™ Set by Caller [Routing and Femate Accesz: Service anly)

™ Alwaps Callback to:

s
I hseign a Stat

_.;“'" __,:.:_;.:‘ 1 Gt [ e
Define routes to enable for this Dial-in o o 1
connectian.

FHUIANHEEH S FFAP TS
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T MS IASE 21& MHZE A5t == WLCE FEELICH 2|5 RADIUS Aol ALE X Xt 5
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°|o+ FM ZEl0o|UE CHE HHMAE MBELICEH 0|E 25 Security(2 2 > RADIUS

Authentication(RADIUS Q&) u1|o|x|01|H MS IAS A& RADIUS AHHZ F7}+8hL|ct.
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CHS BHE 225t AR,

1. ZAE E 21 GUIM| A Security and RADIUS Authentication(®2.2F 2! RADIUS ?1&)2 MEi5t04
RADIUS Authentication Servers(RADIUS 215 Mt) HO|X|E EAIgLICH 27 CHS New(M
2 0t=7])8 /501 RADIUS MHHE HolgLCt
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Security RADIUS Avthentication Servers = MNew < Davche " ] Apply
u:i. Sarver Tndax (Priorty) 1 =
Caneral
RAruUs Kuthertication —
RACALE Arosonting Server [PAddress porPr24di08 2~ 00 00 |
Local ¥at Users
MAL Fifte e ghared Becret Format ASCIL (v
Ciaabled Chents - =
Usar Login Palicies . :
AP Polcias Shared acrat s M

Access Contral Lists Confinmg Sharad
.IIII'I'IH

[PSec Certificates Sacrat
8 Cartificata
10 Certificats Eay Wrap B
Wb Auth Certilicale
Wirelpss Profection Paort Numiber 1B12
Policies
s o Sarver Status Enabled %

Ragus Palicies
Franderd Signatures .
Cufinm Sanabures Support for RFC 3576 Enabled =
Clisrd Excugion Pobces
AP AUESETECHTIoN

Ratransmit Timeout H seconds
Metwork Lisar El enatie
Management [E] enabie
IPEec [0 Enabla

2. RADIUS Authentication Servers(RADIUS 215 A{H{) > New(M) H|0|X|olA RADIUS A Of
JH=& HolgtLict. o248t o7l = RADIUS MH IP =4, 3¢ %*o, ZER#HS 2 M
H AEf7F ZEELICH Network User and Management(LIE I3 AF R} & & 2|) EQIEH2
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Security RADIUS Authenticalion Serwers appiy 1 rew,

nin

’ Call Btation ID Type |IP Addeess -
Canaral

RaDIUS Authentication

RADIUE Arcoanting Credentials Caching [

Local Mat Users

Eisabind hants Use AES Key Wrap ]

Usar Login Policies

AP Poboas

HEtwerk Lo e neent SCTVEF

e Inides Server Address  Port IFSec Admim Status

Access Contral Lists
IPEse Certificates =l =] i 10.77.244.198 iBiz Diks abibad Ensblad Edit Esmave Fing
A Cartificata
10 Cartificaks

Wiel Rull Certilicate

Wireless Protection

Pilicins
Trushed AP Falickes
Rogus Polices
Ftandard Signstures
CuFD Sadnabures
Clisrd Exclusion Pohces
AP AU Eton

3. ApplyE 2 =|8FLct.
4. MS IAS M7} WLCO| Radius MHHE F7}IE|oH M Z2I0|HEE QISsH= O AI2E

= A&LIcH

=CO|¢HE ol CHEF WLAN 74

F4M 22t0|ET 1AK|= SSID(WLAN)E FMFLICEH O] oo A= SSIDE M35t OlF
PEAPE X|&gfLCt.

mjo

ﬂEPOIOdEﬂ EAP 7|H+ 015 (0] B PEAP-MSCHAPV2)E %Hah—'_ %éif H7AHLESE AESE
MNESEE HE 2 Q1S5S WPA2E HolgfLCt CHE 2E U2 7|2 e 2 SLUct

&3 0 2MollHE WLANS 22| QIE{H 0| A2t b QITIELICH UIE ST 0] 0421 VLANO| Q= &
? HEO| VLANS M50 SSIDO| HIRIEE == U&LICH WLCO| VLANE T8 5t= &edodl CHEt
RHAIH LIS 2 24 LAN 712 S 741|381 0l41 0] ol VIANE A Z ot AlAlS.

WLCO|AM WLANS 7 M5te{H OIS BHHE 2F25HMAIL.

1. WLANs H|O|X|E E Al|5l2dH ZHEEP{2| GUIOIM WLANsE Z2/gfL|ct. o] H|o|X|ol&
EE8H0] 9= WLANO| LI ElLC}.

2. Nl WLANZ Md3t2{™ New(MZ BHEZ)E MEIEFLICH WLANO CHEF WLAN ID 2! WLAN
SSIDE &35t ApplyE = EfLICH


//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml

EloEn SPETINE

WLANS W
o b LA 1D [2 -/

&P Groups WLAY

3. M WLANS 44435+ A WLANO| CHEH WLAN > Edit B Ol XI7H LFEHEFLICE. O] THOIR|of A=
Ut Z42H RADIUS AMH, 2o 2424 3l 802.1x Oi7Hgd4~ & HIR 504 Ol WLANOY S35t Chet
gt o7~ & Holg & laLct

Einde Frimewy Save Configurabon” ~ Fing | Logout ' Refre
MONITOR  WLAKNS COMNTROLLER WIRELESS SECURITY Ma £ T RANDES
WAL AR WLAMNS = Edit | < pack _ apply |
WLAMNS WLAN ID 1
WLER
AP -:'.r:up-. WLAN Profile Hame FEAP
WLAN 5510 FEAP
General Policies Security Policies
Racdha Palicy | Al -I EPv& Enable O
adrrin Status [ enptiad
WiFA L= WA -
Session Timeaek (sees) ||:I— Laver 2 Security I by 2 =l
-
Guakity of Sarvice (oS} [Siver (bast st =] CIMAZ Fieriag

WHHM Policy Disabled = Lepar 3 Securky Hgme j‘

TOZ0 Phane Suppart [T Chent CAC Limit [~ &P CAC Limit

[ 'Web Palicy ®
Broadcast $510 [F Enaklad
aironet 18 ¥ Erablad
dillew Adk Oreerride I Ematdad * ¥Web Poboy cannot be wsed in combinghon wih
IPsge.
Cligng Exclugson ¥ Enplblad =+ |60

=¥ When client exthasion is enabled; 4 bineout
Tesneout Value (3ot valus of 2ero s infinityt will reguire
DHCP S#rver [ owvesride SMHRIStraEAE Dwvere e fo nesel excheded cligns]

. . & CKIP i vt supported by 10xx APs
DHCE adde, Assignmert [ Bequired
Interface Name MANEJEment =
MFP ersiam Pagial red i

MFP Dignabure

Gah BaREN ¥ (Glokal pafp Dizsbled)
H-REAP Loced Switching [

* H-BEAP Lacyl Swatching Rl juggerted mith 1PSEC, CRAKITE snd PORTRESS
wuthentcetamens



4. WLANE & d8l35t2{™ General Policies(2 g Z2)0{| A Admin Status(Z 2| 2 EH)E MEdEFL
Ct. AP7} S HIZ Z3|2ollAM SSIDE EECEI|AESIEE 524 Broadcast SSIDE AMEH
grLct.

5. Layer 2 Security(2110]0{ 2 £ 2) of2{o| A WPA1+WPA2E MEHEFLICE O|= Al 3t WLANO|
M WPA7} & &3HElLICH HO|X|E olg2 A3 E 50 WPA S MEHEHL|CE o] ool ME
WPA2 2! AES &t 3318 AFEFLICH RADIUS Servers(RADIUS AH) ot2ie| ZCIH2 MH|Fofl
M A8t RADIUS MEHHE ME4BILICE O] (lof A= 10.77.244.198(MS IAS MH2| IP F4)S
ArEEFLICH CHE of7HE 4= WLAN WE|3 ol 2 F Atg et +H8E = A&LICtH

Save Confguration | Py Logout  Refresh

MONITCR  WLaNs CONTRCLLER  ‘WIRELESS SECURITY MAMNOGOEMENT COMMANDE  HELP

S WRAL+WPAZ 7]
Parameters
WLAMNS WPAL Foicy O
WLAHS WPAZ Policy F
&F Groups VLAN WPAZ Encryplion Fags  [Tmar
Akl Kay Mgt Im.'.- ]“'

6. ApplyE Z=IgLct

MOMITORE WLANS CONTROLLER  WIRELESS  SECURITY MANSGEMENT  COMMAMLYS  HELF
WLANS WILAMS |
WLANS
WLAME Profile mame H.L"k WLAM 51D :I:Jur:-ll!l': Secwrity Policres
AF Groups VLAN
PEAP ] FEAF Enaklad [“rﬁ!][ﬂﬂh:ﬂﬂl.lﬂ}] Edit Eim

*WLAN 1D F-06 vl not B parhed 1 LLIG.LI00 snvd L340 AP modelt

24 F2H0|YE 7
PEAP-MS CHAPv2 QI & |8t £M SFEI0|E 4

O] ofofl M= Cisco Aironet Desktop UtilityE At&35t0{ 44 EEt0|MHEE Fdst= Ldof CiEt &
HE NI ELICH 2cto|AE o{HEE 795t 7| Tof x4 HTo| Hello L REZIEI7F AEEl=
x| & QI3 & A|2. Cisco.comf| Wireless downloads(FM CHR2 ZE) I 0| X|of| A | &l {1 o] EH<
o & REIZ|IEIE F&LCH.

ADUE AF&35104 Cisco Aironet 802.11 a/b/g Wireless 22I0|91E O{RHE{E Fd5te{™ CHS EHA|
E 225t AAR.

1. Aironet Desktop UtilityS iLI|LC}.
2. Z2Z #E|lE 225D ME BHET|IE 28l6tod ZEEE HolghL ot
3. General(th) EHoA =20t O|E 1 SSIDE =dEFL|Ct. O] odlof M= WLC(PEAP)OI A F

et SSIDE ArS &L



Profile Management

General | Secuiity | Advanced|

Frofile Setiings
Prafile Name: | PEAP-MSCHAP+2

LR D.IEHT‘E e e e s e LA A A C e A S
Metwork Mamss

55I01: . | PEAR

55102

SSID3; i o o Nl e

L oK “ Caricel l

4. Security(£9}H) B2 ME{5t 1 WPA/WPA2/CCKME MEYEILICE. WPA/WPA2/CCKM EAP Of
ciofl A PEAP [EAP-MSCHAPV2]& M=45t 1 Configure(7 )& 2= &fLICH



Profile Management

Gensral EEEU"'!r' . Advanced |

Set Secusity Options
(&) WPAAYPAZACCKM
i wWPAAPAZ Passphrase
(@] 1A 8021 EAP Type: [EAPFAST
() Pre-Shared Key (Static WEF]
) Mone
|4l s sociation ba Moisd Lells
[ Confgwe. ] | Proile Lockid
[C] Limst Time for Finding Domain Controlles To: [ = = = 1sec
Group Policy Delaw |60 £ se0

Lok ] | cascel 1]

5. Validate Server Certificate(AH 215 M HE)E =45t 1 Trusted Root Certificate

st A ol= =
AN —

Authorities(& 2/ &

FE 215 7|#) EECHE HF0olAM Wireless-CAE MEAEHLICEH



Configure PEAP {(EAP-MSCHAP ¥ 2)

| [Hss Mackine intomnation for Do Eogon
Walidate Server |dentity

Trusted Root Certification Authorities

Wwhen connecting, use;
) Certificate
#) User Mame and Password

Llze Windows User Name and Fassword
Lizer Information for PEAF [EAP-M5CHAR Y2 Authenbication

Sadvanced.: | K, || Cancel |

6. OK(fehE E=lotT T 2m U S &5t efLIchEI: Microsoft XP SP20{ M Protected EAP-
Microsoft Challenge Handshake Authentication Protocol Version 2(PEAP-MSCHAPV2)E A}

85t F4M FLE 7} Microsoft WZC(Wireless Zero Configuration)0i| A 22| Tl= A<

= oT
Microsoft 3F ZlA KB8854532 X &3l|oF & LICt. O|Z | 5t PEAP & R A|Zrot #H24El Ol
S0iM 0424 7HX| E M7} L M5HK| F&LICH

&ol 3l 2 siE

ZAu|ago|Mo| HAMo 2 HE5=X| &0lsteiH £ 2CH0|21E Client10l M Z 21} PEAP-
MSCHAPV2E & M3slgfL|Ct.



fckion  Opkions  Help

Current: Status | Profile: Management || Diagnostics |

Cisco SYSTEMS

Frafile Hame:: FEAP-MSCHAR 2

Link: Status: Authenticated Metwark: Tippe: Infrastiuctine
Wireless Maode; "5 GHZ 54 Mbps Curent-Channel: 64
Server Bazed Authenticahon: PEAR [EAF-MSCHAR [rata Encription: = 4E S

IF&ddress; - 1077244218

Signal Strength: - Excellent

| Advanced

ADUO|AM =21} PEAP-MSCHAPV27} i“\*ﬂ T ZEI0|¢E = 802.11 7 QIBE S £&ist C}
2 PEAP-MSCHAPV2 Q152 &8st |C}. C2 S A Z %0l PEAP-MSCHAPV2 Q15 9| of lL|C}.

tod Zrst= O|HIES| =ME OlsHE + U&LICH

ol

debug BEE ALS

OIT(Output Interpreter Tool)(SSE DDt sHE)= S show BHES X|HELICH OITE AH25H
0 show E& £3 M2 = = U&LICH

Wireless LAN Controller2| 0|24t C|B{1 HHE2S KE&LICH.

- debug dot1x events enable - 802.1x O|HIEO| C|HZ S F45l24H
- debug aaa events enable - AAA O|HIE 9| |-'-||:|-|7|2 M5t7| el ArSELct
- debug mac addr <mac address> - MAC C|HHZ & F/d5t24HH debug mac BHEE ALSEfLICH
- debug dhcp message enable - DHCP 27 [HIAIIIQI CIHOE F45te{H
CH2 2 debug dot1x events enable B & debug client <mac address> @& Q| £24Q]L|C}.

debug dot1x events enable:

Tue Dec 18 06:58:45 2007: 00: 40: 96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Sending EAP-Request/Identity to
mobile 00:40:96:ac:e6:57 (EAP Id 2)

Tue Dec 18 06:58:45 2007: 00:40: 96: ac: e6: 57 Received Identity Response (count=2) from
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Processing Access-Challenge for
mobile 00:40:96:ac:e6:57

Tue Dec 18 06:58:51 2007: 00:40: 96: ac: e6: 57 Sending EAP Request from AAA to
mobile 00:40:96:ac:e6:57 (EAP Id 3)

Tue Dec 18 06:58:51 2007: 00:40:96: ac: e6: 57 Received EAP Response from
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mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:51 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: e6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
nmobi | e 00: 40: 96: ac: €6
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
Entry for station 00:40:96:ac:e6:57 (RSN
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:
mobile 00:40:96:ac:eb6:
Tue Dec 18 06:58:52 2007:

57 (EAP Id 3, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal | enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 4)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 4, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 5)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 5, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 6)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 6, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 7)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP |Id 7, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 8)

00: 40: 96: ac: e€6: 57 Recei ved EAP Response from

57 (EAP |Id 8, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57 Sendi ng EAP Request from AAA to
57 (EAP Id 9)

00: 40: 96: ac: e6: 57 Recei ved EAP Response from

57 (EAP Id 9, EAP Type 25)

00: 40: 96: ac: e6: 57 Processi ng Access- Chal |l enge for
57

00: 40: 96: ac: e6: 57
57 (EAP Id 10)

00: 40: 96: ac: e6: 57
57 (EAP Id 10, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 11)

00: 40: 96: ac: e6: 57
57 (EAP Id 11, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57
57 (EAP Id 12)

00: 40: 96: ac: e6: 57
57 (EAP Id 12, EAP
00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processi ng Access- Chal | enge for

Sendi ng EAP Request from AAA to

Recei ved EAP Response from
Type 25)
Processing Access-Accept for

Creating a new PMK Cache
0)

00: 40: 96: ac: €6: 57 Sending EAP-Success to
57 (EAP Id 13)

00: 40: 96: ac: e6: 57
57

00: 40: 96: ac: e6: 57

Sending default RC4 key to

Sending Key-Mapping RC4 key to



mobile 00:40:96:ac:e6:57
Tue Dec 18 06:58:52 2007: 00:40: 96: ac: e6: 57 Received Auth Success while in
Authenticating state for mobile 00:40:96:ac:e6:57

C|H mac £4& <MAC F4>:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Association received from
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 STA: 00: 40: 96: ac: €6: 57 -
rates (8): 12 18 24 36 48 72 96 108 00 000 00O
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 RUN (20)
Change state to START (0)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Initializing policy
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 START (0)
Change state to AUTHCHECK (2)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 AUTHCHECK (2)
Change state to 8021X REQD (3)
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 10.77.244.218 8021X REQD (3)
Pl unbed nobil e LWAPP rul e on AP 00: Ob: 85: 51: 5a: e0
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57 Changing state for
mobile 00:40:96:ac:e6:57 on AP 00:0b:85:51:5a:e0 from Associated to Associated
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Stopping del etion of
Mobi l e Station: 00:40:96: ac: e6:57 (callerld: 48)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Sendi ng Assoc Response to
station 00:40:96: ac: e6: 57 on BSSI D 00: Ob: 85: 51: 5a: e0 (status 0)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 Changing state for
nmobi | e 00: 40: 96: ac: €6: 57 on AP 00: Ob: 85:51:5a:e0 from Associ ated to Associ at ed
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 10.77.244.218 Renmoved NPU entry.
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57 dot 1x - novi ng
nmobi | e 00: 40: 96: ac: e6: 57 into Connecting state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €e6: 57 Sending EAP-
Request/Identity to mobile 00:40:96:ac:e6:57 (EAP Id 1)
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: €6: 57 Received EAPOL START from
mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6:57 EAP State update from
Connecting to Authenticating for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:49 2007: 00:40:96:ac:e6:57 dotlx -
moving mobile 00:40:96:ac:e6:57 into Authenticating state
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=3) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57 (EAP Id 3)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP Id 3, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Ent eri ng Backend Auth Req state (id=4) for nobile 00:40:96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40:96: ac: e6: 57
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57 (EAP Id 4)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Recei ved EAP Response from nobil e 00:40: 96: ac: e6: 57 (EAP Id 4, EAP Type 25)
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57
Ent eri ng Backend Auth Response state for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00:40: 96: ac: e6: 57



Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=5) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

(EAP 1d 5)
Id 5, EAP Type 25)

ac: e6: 57

Ent eri ng Backend Auth Req state (id=6) for nobile 00:40:96: ac: e6: 57

Wed Dec 19 02: 31:49 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=10) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Recei ved EAP Response from nobil e 00: 40: 96: ac: e6: 57 ( EAP
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57
Processi ng Access- Chal | enge for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57

Ent eri ng Backend Auth Req state (id=11) for nobile 00: 40:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Sending EAP Request from AAA to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Received EAP Response from mobile 00:40:96:ac:e6:57 (EAP
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

Ent eri ng Backend Auth Response state for nobile 00:40: 96:

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Processing Access-Accept for mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57

(EAP 1d 6)
Id 9, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP I d 10)
Id 10, EAP Type 25)

ac: e6: 57

96: ac: e6: 57
(EAP Id 11)
Id 11, EAP Type 25)

ac: e6: 57

Creating a new PMK Cache Entry for station 00:40:96:ac:e6:57 (RSN 0)

Wed Dec 19 02:31:56 2007: 00:40:96: ac: e6: 57

Sending EAP-Success to mobile 00:40:96:ac:e6:57 (EAP Id 12)

Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending default RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40: 96: ac: e6: 57
Sending Key-Mapping RC4 key to mobile 00:40:96:ac:e6:57
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218
8021X_REQD (3) Change state to L2AUTHCOMPLETE (4)
Wed Dec 19 02: 31:56 2007: 00:40:96: ac: e6:57 10.77.244. 218

L2AUTHCOVPLETE (4) Pl unbed nobile LWAPP rule on AP 00: Ob:

Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: e6: 57 10. 77. 244. 218
L2AUTHCOVPLETE (4) Change state to RUN (20)

85:51: 5a: e0

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Reached PLUMBFASTPATH: from line 4041

Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN

(20) Replacing Fast Path rule
type = Airespace AP Cient
on AP 00: Ob: 85:51:5a:e0, slot 0, interface = 2

ACL Id = 255, Junbo Franes = NO, 802.1P = 0, DSCP = 0, Tokenl D = 5006
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN (20)

Card = 0 (slot 0), InHandl e = 0x00000000,



CQut Handl e = 0x00000000, npuCrypt oFl ag = 0x0000
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6: 57 10.77.244.218 RUN
(20) Successfully plunbed nobile rule (ACL | D 255)
Wed Dec 19 02:31:56 2007: 00: 40:96: ac: e6:57 10.77.244.218 RUN
(20) Reached RETURN: fromline 4041
Wed Dec 19 02: 31:56 2007: 00: 40: 96: ac: e6: 57 Entering Backend
Aut h Success state (id=12) for nobile 00:40: 96: ac: e6: 57
Wed Dec 19 02:31:56 2007: 00: 40: 96: ac: €6: 57 Received Auth Success
while in Authenticating state for nobile 00: 40: 96: ac: e6: 57
Wed Dec 19 02: 31:56 2007: 00: 40:96: ac: e6: 57 dot 1x -
novi ng nobil e 00:40:96:ac:e6:57 into Authenticated state

2 HE
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. 7| x| & £ M - Cisco Systems
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