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version 12.2
!
host nane Router A
!
!
user nane RouterB password xxX
i p subnet-zero
multilink virtual-tenplate 1
!
i nterface | oopback 0
i p address 192.168.1.1 255.255.255.0
!
interface Virtual - Tenpl atel
i p unnunbered | oopbackO
ppp aut hentication chap
ppp multilink
!
interface SerialO
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink
pul se-tinme 3

nterface Seriall
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink
pul se-tinme 3

nterface Serial 2
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink
pul se-tinme 3

nterface Serial 3

no i p address

encapsul ati on ppp

no fair-queue

ppp multilink

pul se-tinme 3

!

interface FastEthernetO
ip address 10.17. 1. 254 255.255.255.0
!

router rip

network 10.0.0.0

network 192.168.1.0

!

end

2t EIB

version 12.2

!

host nane RouterB

|

user nane Router A password xxx
i p subnet-zero

multilink virtual -tenplate 1




i nterface | oopback 0

i p address 192.168. 1.2 255.255.255.0
|
!

interface Virtual - Tenpl atel
i p unnunbered | oopbackO
ppp aut hentication chap
ppp multilink

nterface SerialO
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink
pul se-tinme 3

nterface Seriall
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink
pul se-tinme 3

nterface Serial 2
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink
pul se-tinme 3

nterface Serial3
no i p address
encapsul ati on ppp
no fair-queue
ppp multilink

pul se-tinme 3
|

interface EthernetO
ip address 172.16.1.1 255.255.0.0
!
router rip
network 172.16.0.0
network 192.168.1.0
!
end
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. IP AR EA|

- show ip rip CllO|E{H|O| A

- ppp CHE &3 EA|

- show interface virtual access 1

Rout er A#show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS1S L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR

P - periodi c downl oaded static route

Gateway of last resort is not set

R 172.16.0.0/16 [120/1] via 192.168.1.2, 00:00:19, Virtual-Accessl
10.0.0.0/24 is subnetted, 1 subnets

C 10.17.1.0 is directly connected, FastEthernetO
192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.1.0/24 is directly connected, LoopbackO

C 192.168.1.2/32 is directly connected, Virtual-Accessl

Rout er A#show ip route connected
10.0.0.0/24 is subnetted, 1 subnets

C 10.17.1.0 is directly connected, FastEthernet0
192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.1.0/24 is directly connected, LoopbackO

C 192.168.1.2/32 is directly connected, Virtual-Accessl

Rout er B#show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is not set

C 172.16.0.0/16 is directly connected, EthernetO

R 10.0.0.0/8 [120/1] via 192.168.1.1, 00:00: 18, Virtual-Accessl
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.1.1/32 is directly connected, Virtual-Accessl

C 192.168.1.0/24 is directly connected, LoopbackO

Rout er B#show ip route connected

C 172.16.0.0/16 is directly connected, EthernetO
192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.1.1/32 is directly connected, Virtual-Accessl
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C 192. 168.
Rout er A#show ip
10.0.0.0/8
10.17.1.0/ 24
172.16. 0.0/ 16
172.16.0.0/16

[1] via 192.

192.168. 1.0/ 24
192.168. 1.0/ 24
192.168.1.2/32

Rout er B#show ip
10.0.0.0/8
10.0.0.0/8

[1] via 192.

1172.16.0.0/ 16
172.16.0.0/ 16

192.168. 1.0/ 24
192.168. 1.0/ 24
192.168.1.1/32

1.0/24 is directly connected, LoopbackO

rip database

aut o- sunmary

directly connected, FastEthernetO
aut o- sunmmary

168.1.2, 00:00:34, Virtual-Accessl
aut o- summary
directly connected, LoopbackO
directly connected, Virtual-Accessl

rip database

aut o- sunmary

168.1.1, 00:00:13, Virtual-Access
aut o- sunmmary

directly connected,
aut o- sunmmary
directly connected, LoopbackO

directly connected, Virtual-Accessl

Et hernet O

Rout er A#show ppp multilink

Vi rtual - Accessl,
Bundl e up for

0 discarded, O

0xD3C recei ved sequence,

Member links:
Serialo,
Seriall,
Serial2,
Serial3,

Rout er B#show

Vi rtual - Accessl,
Bundl e up for

0 lost fragments,
0 discarded, O | ost
0x1186 recei ved sequence

Member links:
Serialo,
Seriall,
Serial2,
Serial3,

since
since
since
since

since
since
since
since

bundl e nane is RouterB

17: 01: 59
0 lost fragments,

0 reordered, 0 unassigned
recei ved, 1/255 | oad
0x1180 sent sequence
4 (max not set,
17:01:59, last
17:01:50, last
17:01:46, last
17:01:41, last

ost

min not set)

rcvd seq 000D38
rcvd seq 000D39
rcvd seq 000D3A
rcvd seq 000D3B

ppp multilink

bundl e nane is RouterA
12:47: 33

0 reordered, 0 unassigned
recei ved, 1/255 | oad
OxD40 sent sequence
4 (max not set,
12:47:33, last
12:47:27, last
12:47:23, last
12:47:20, last

min not set)

rcvd seq 001184
rcvd seq 001185
rcvd seq 001182
rcvd seq 001183

Rout er A#show interface virtual-access 1

Virtual-Accessl
Hardware is Vi

Interface i s unnunbered.
MIU 1500 byt es,
reliability 255/255

Encapsul ati on
Keepal i ve set

line protocol is up
Access interface

is up,
rtual

BW 6176 Kbit, DLY 100000 usec

t xl oad 1/ 255, rxload 1/255
PPP, | oopback not set

(10 sec)

DTR is pul sed for 5 seconds on reset
LCP Open, multilink Open

Open: IPCP

Last input 00:
Last clearing
Queuei ng strat

Qut put queue 0/40, O drops;

5 m nute input

00: 00, output never, output hang never
of "show interface" counters 17:05:41
egy: fifo

i nput queue 0/ 75, 0 drops

rate O bits/sec, 0 packets/sec

Usi ng address of LoopbackO (192.168.1.1)



5 mnute output rate 0 bits/sec, 0 packets/sec

1711 packets input, 163898 bytes, 0 no buffer

Received 0 broadcasts, O runts, O giants, O throttles

O input errors, 0 CRC, O frame, 0 overrun, O ignored, O abort
2256 packets output, 211897 bytes, 0 underruns

0 output errors, 0 collisions, O interface resets

0 output buffer failures, 0 output buffers swapped out

O carrier transitions

Rout er B#show interface virtual-access 1
Virtual-Accessl is up,
Hardware is Virtual Access interface
Interface is unnunbered. Using address of LoopbackO (192.168.1.2)
MIU 1500 bytes, BW 6176 Kbit, DLY 100000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set
Keepal i ve set (10 sec)
DTR is pul sed for 5 seconds on reset
LCP Open, multilink Open
Open: IPCP
Last input 00:00: 20, output never, output hang never
Last clearing of "show interface" counters 12:54:17
I nput queue: 0/75/0/0 (sizel/ max/drops/flushes); Total
Queueing strategy: fifo
Qut put queue :0/40 (sizel/ max)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
2256 packets input, 216460 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
O input errors, 0 CRC, O frame, 0 overrun, O ignored, O abort
1714 packets output, 160624 bytes, 0 underruns
0 output errors, 0 collisions, O interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions

=X =

o] MMME Hu|agolM EXE

line protocol is up

out put drops:

siZdst=

2Ax sild HY

o

show BHL 521 OIE{Z BlE| & oM XIHE|=C(SSE

0

£ EM ZNE & T A&LUCH

T

o m
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o SHeteX]

- debug ppp negotiation - Z2I0|HE 7} PPP
&g #elst= ol AL ELU Tt
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o X
Bye =

e

- debug ppp authentication - 22+0|1E 7} 2152 S1tst=X| &QlghL|ct. 11.2 o™ HT Q]
Cisco 10S Software ReleaseE A2 3= Q< debug ppp chap & CHAL AFS B L,
. debug ppp error - PPP 1 ¥4 L Znt ptHEl T2 EZ 1 Q7 SHE EAIELICH

- debug vtemplate - 7t &f HA|A CIE{H|O|AE F457| flal 7t4 HES! SXME EAIFLICH
. debug ppp multilink events - PPP HE|23 O|HE C|HZ S &ZSMAIL. OHE &3 a0

PYg¥S F= O/HEDN Ot HEE EA[ELICE
- show ppp multilink - HE|& 3 HE S| HIHE E AIELICEH
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ELch.

Rout er A#debug vtemplate
Virtual Template debugging is on

*Dec 17
*Dec 17
*Dec 17
*Dec 17
now it has
*Dec 1 17:
*Dec 1 17:

1 24:16.5109:
1 24:16.5109:
1 24:16.539:
1 24:16. 543:

vtenpl ate

24:16. 543:
24:16. 543:

Vil
Vil
Vil
Vil

Vil
vil

interface Virtual-Accessl
default ip address
no ip address

encap ppp
ip unnumbered loopbackO

end

*Dec 1 17:24:16.595:
Interface Virtual-Accessl, changed state to up

%1 NEPROTO- 5- UPDOAN:

protocol on Interface Serial0, changed state to up

%1 NEPROTO- 5- UPDOAN:

protocol on Interface Virtual-Accessl, changed state to up

*Dec
Line
*Dec
Line

1 17:24:17.515:

1 17:24:17.595:

VTEMPLATE:
VTEMPLATE:
VTEMPLATE:
VTEMPLATE:

Reuse Vi l, recycle queue size 0O

Set default settings with ip unnunbered
Har dwar e addr ess 00dO. bbfa. f579

Has a new cl onebl k vtenpl ate,

VTEMPLATE:
VTEMPLATE :

EE R R o I O (:LO\IE VACCESSl EE IR I S I O
Clone from Virtual-Templatel

%1 NK- 3- UPDOVN:

Rout er A#debug ppp negotiation
PPP protocol negotiation debugging is on

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
11

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

14.
14.
14.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

523:
523:
627:
523:
523:
523:
523:
523:
523:
523:
535:
535:
535:
539:
539:
539:
539:
539:
539:
539:
539:
543:
543:
543:
555:
587:
587:
587:
587:
587:
587:
587:
587:

%I NK- 5- CHANGED:

Se0

%SYS- 5- CONFI G | :
%1 NK- 3- UPDOMK:

Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Se0
Vil

Interface SerialO,
LCP: State is O osed
Configured from consol e by consol e
Interface Serial 0, changed state to up
PPP: Treating connection as a dedicated |ine
PPP: Phase is ESTABLI SHING Active Open [0 sess,
LCP: O CONFREQ [Closed] id 25 len 24

changed state to reset

1 | oad]

LCP: Magi cNunber 0xD4CBA693 (0x0506D4CBAG93)

LCP: MRRU 1524 (0x110405F4)

LCP: Endpoi nt Disc 1 RouterA (0x130A01506F6D65726F6C)
LCP: I CONFREQ [REQsent] id 33 len 25

LCP: Magi cNunber 0x03200E36 (0x050603200E36)

LCP: MRRU 1524 (0x110405F4)

LCP: Endpoi nt Disc 1 RouterB (0x130B0150756C6C69676E79)
LCP: O CONFACK [REQsent] id 33 len 25

LCP: Magi cNunber 0x03200E36 (0x050603200E36)

LCP: MRRU 1524 (0x110405F4)

LCP: Endpoi nt Disc 1 RouterB (0x130B0150756C6C69676E79)
LCP: I CONFACK [ACKsent] id 25 len 24

LCP: Magi cNunber 0xD4CBA693 (0x0506D4CBAG93)

LCP: MRRU 1524 (0x110405F4)

LCP: Endpoi nt Disc 1 RouterA (0x130A01506F6D65726F6C)
LCP: State is Open

PPP: Phase is VIRTUALIZED [0 sess, 1 loadl]

PPP: Phase is DOM, Setup [0 sess, 1 |oad]

%LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up

Vil
vil
Vil
Vil
Vil
Vil
Vil

PPP: Treating connection as a dedicated |ine
PPP: Phase is ESTABLISHING, Active Open [0 sess,
LCP: O CONFREQ [Closed] id 1 len 29

1 load]

LCP: Aut hProt o CHAP (0x0305C22305)

LCP: Magi cNunmber 0xD4CBA6D4 (0x0506D4CBAGD4)

LCP: MRRU 1524 (0x110405F4)

LCP: Endpoi nt Disc 1 RouterA (0x130A01506F6D65726F6C)



Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:
39:

16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
17.

587:
591:
591:
591:
623:
623:
623:
623:
623:
627:
627:
627:
543:

changed state to up

Dec 11 19:39:17.587:

Vil PPP: Phase is UP [0 sess, 1 load]

Vil IPCP: O CONFREQ [Closed] id 1 len 10

Vil | PCP: Address 192.168.1.1 (0x0306C0A80101)
Vil MLP: Added first link Se0 to bundle RouterB
Vil IPCP: | CONFREQ [REQsent] id 1 len 10

Vil | PCP: Address 192.168. 1.2 (0x0306C0A80102)
Vil IPCP: O CONFACK [REQsent] id 1 len 10
Vil | PCP: Address 192.168. 1.2 (0x0306C0A80102)
Vil IPCP: | CONFACK [ACKsent] id 1 len 10
Vil | PCP: Address 192.168.1.1 (0x0306C0A80101)

Vil IPCP: State is Open
Vil IPCP: Install route to 192.168.1.2
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serialo,

%LINEPROTO-5-UPDOWN:

Line protocol on Interface Virtual-Accessl, changed state to up

Rout er B#debug ppp negotiation

PPP protocol negotiation debugging is on

Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11
Dec 11

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:
38:

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.
09.

975:
975:
975:
975:
975:
975:
979:
979:
979:
979:
979:
979:
979:
979:
979:
979:
987:
987:
987:
987:
987:
987:
999:
039:
043:
043:
043:
043:
043:
043:
043:
043:
043:
043:
043:
047:
047:
047:
047:
047:
047:
047:
051:
051:

Se0 LCP: I CONFREQ [Closed] id 25 len 24

Se0 LCP: Magi cNurmber OxD4CBA693 ( 0x0506D4CBA693)
Se0 LCP: MRRU 1524 (0x110405F4)
SeQ LCP: Endpoi nt Di sc 1 RouterA (0x130A01506F6D65726F6C)

Se0 LCP: Lower |ayer not up, Fast Starting

Se0 PPP: Treating connection as a dedicated |line

Se0 PPP: Phase is ESTABLISHING, Active Open [0 sess, 1 loadl]
Se0 LCP: O CONFREQ [Closed] id 33 len 25

Se0 LCP: Magi cNunber 0x03200E36 (0x050603200E36)

Se0 LCP: MRRU 1524 (0x110405F4)

SeQ LCP: Endpoi nt Di sc 1 RouterB (0x130B0150756C6C69676E79)
Se0 LCP: O CONFACK [REQsent] id 25 len 24

Se0 LCP: Magi cNunber O0xD4CBA693 (0x0506D4CBAG93)

Se0 LCP: MRRU 1524 (0x110405F4)

SeQ LCP: Endpoi nt Di sc 1 RouterA (0x130A01506F6D65726F6C)

%LINK-3-UPDOWN: Interface Serial0, changed state to up
Se0 LCP: I CONFACK [ACKsent] id 33 len 25

Se0 LCP: Magi cNurmber 0x03200E36 (0x050603200E36)
Se0 LCP: MRRU 1524 (0x110405F4)
SeQ LCP: Endpoi nt Di sc 1 RouterB (0x130B0150756C6C69676E79)

Se0 LCP: State is Open

Se0 PPP: Phase is VIRTUALI ZED [0 sess, 1 |oad]

Vil PPP: Phase is DOM, Setup [0 sess, 1 |oad]

Se0 | PCP: Packet buffered while building M.P bundle interface
%LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
Vil PPP: Treating connection as a dedicated |ine

Vil PPP: Phase is ESTABLI SHING Active Open [0 sess, 1 |oad]
Vil LCP: O CONFREQ [Closed] id 1 len 30

Vil LCP: Aut hProt o CHAP (0x0305C22305)

Vil LCP: Magi cNurmber 0x03200E78 (0x050603200E78)

Vil LCP: MRRU 1524 (0x110405F4)

Vil LCP: Endpoi nt Di sc 1 RouterB (0x130B0150756C6C69676E79)

Vil PPP: Phase is UP [0 sess, 1 loadl]

Vil IPCP: O CONFREQ [Closed] id 1 len 10

Vil |PCP: Address 192.168. 1.2 (0x0306C0A80102)
Vil MLP: Added first link Se0 to bundle RouterA
Vil PPP: Pending ncpQsize is 1

Se0 | PCP: Redirect packet to Vil

Vil IPCP: | CONFREQ [REQsent] id 1 len 10

Vil |PCP: Address 192.168.1.1 (0x0306C0A80101)
Vil IPCP: O CONFACK [REQsent] id 1 len 10
Vil |PCP: Address 192.168.1.1 (0x0306C0A80101)

Vil IPCP: | CONFACK [ACKsent] id 1 len 10
Vil | PCP: Address 192.168. 1.2 (0x0306C0A80102)



Dec 11 19:38:09. 051:
Dec 11 19:38:09. 051:
Dec 11 19:38:09.987:
changed state to up
Dec 11 19:38:10.043:

Vil IPCP: State is Open
Vil IPCP: Install route to 192.168.1.1
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serialo,

%LINEPROTO-5-UPDOWN:

Line protocol on Interface Virtual-Accessl, changed state to up

Rout er B#debug ppp multilink events

Mul tilink

11
11
11
11
11
11
11

19:
19:
19:
19:
19:
19:
19:

events debugging is on

41:
41:
41:
41:
41:
41:
41:

30.
30.
30.
30.
30.
30.
31.

239:
243:
243:
255:
299:
299:
243:

changed state to up

Dec 11 19:41:31. 243:
Dec 11 19:41:31.299:

%LINK-3-UPDOWN: Interface Serial0, changed state to up

Se0 MLP: Request add link to bundle

Se0 MLP: Adding link to bundle

Vil MLP: VP: Clone from Vtemplate 1 block=1

%LINK-3-UPDOWN: Interface Virtual-Accessl, changed state to up
Vil MLP: Added first link Se0 to bundle RouterA

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface SerialO,

Se0 MLP: cdp packet forwarded to wong interface
%.1 NEPROTO- 5- UPDOVN:

Line protocol on Interface Virtual-Accessl, changed state to up

#Ed e

U AMR SH EA

Multilink PPP RFC 1717
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