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Cisco NX-OS Release 5.201 CoPP BPP(Best Practices Policy)7t = & =& LIC}. show running-
config & E£20fl= CoPP BPP2| LI 0| EAIZ|X| 2t & LICkshow run all HE2 CoPP BPP2| LY
2 EAELC.

SITE1-AGGl# show run copp

1! Command: show running-config copp
1l Time: Mon Nov 5 22:21:04 2012

version 5.2(7)
copp profile strict
SITE1-AGGl# show run copp all

1l Command: show running-config copp all
'l Time: Mon Nov 5 22:21:15 2012

version 5.2(7)

control-plane
service-policy input copp-system-p-policy-strict



copp profile strict
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SITE1-AGGl# conf t

Enter configuration commands, one per line. End with CNTL/Z.
SITE1-AGG1 (config)# copp profile ?

dense The Dense Profile

lenient The Lenient Profile

moderate The Moderate Profile

strict The Strict Profile

SITE1-AGGl (config)# copp profile strict

SITE1-AGG1 (config) # exit

show copp profile <profile-type> HZ S A& 504 7|& CoPP BPP ZiI|1ai|0|4S & QlghL|ct
.show copp status BHE2 AI&35t0{ CoPP HA0| S2HIE2H| M EIR=X| =l L|Ct.

SITE1-AGGl# show copp status

Last Config Operation: copp profile strict

Last Config Operation Timestamp: 20:40:27 PST Nov 5 2012

Last Config Operation Status: Success

Policy-map attached to the control-plane: copp-system-p-policy-strict

5 CoPP BPP 7t9| X} 0|& = 24 show copp diff profile <profile-type 1> profile <profile-type 2> &
HE AFSE LI

SITE1-AGGl# show copp diff profile strict profile moderate

A '+' represents a line that has been added and

a '-' represents a line that has been removed.

-policy-map type control-plane copp-system-p-policy-strict

- class copp-system-p-class-critical

- set cos 7

- police cir 39600 kbps bc 250 ms conform transmit violate drop
- class copp-system-p-class-important

- set cos 6

- police cir 1060 kbps bc 1000 ms conform transmit violate drop

+policy-map type control-plane copp-system-p-policy-moderate
class copp-system-p-class-critical

set cos 7

police cir 39600 kbps bc 310 ms conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1060 kbps bc 1250 ms conform transmit violate drop

CoPP dXg AL8X} x| dste Uy
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SITE2-AGG1 (config) # policy-map type control-plane copp-system-p-policy-strict
% String is invalid, 'copp-system-p-policy-strict' is not an allowed string at
'~ marker.

copp copy profile <profile-type> <prefix> [suffix] BE2 CoPP BPPL| 2E2 dMFLICt.7|& L]
aglolMe £85t= o AFQE'I—IEF copp copy profile 22 exec mode BHLICEHAIE A=
access-list, class-maps %! policy-map O|§ 2| MFAI E£= HOIAIE MEIE &= QI&LICEHOE S04
copp-system-p-policy-stricti= [prefix]copp-policy-strictsuffix] 2 HZELICL =X E 742 AL}
TH4o 2 ®X{2|%|0d show run E2301 Z &HE[LICE

SITE1-AGGl# copp copy profile ?
dense The Dense Profile
lenient The Lenient Profile
moderate The Moderate Profile
strict The Strict Profile
SITE1-AGGl# copp copy profile strict ?
prefix Prefix for the copied policy
suffix Suffix for the copied policy
SITE1-AGGl# copp copy profile strict suffix ?
WORD Enter prefix/suffix for the copied policy (Max Size 20)
SITE1-AGGl# copp copy profile strict suffix CUSTOMIZED-COPP
SITE1-AGGl# show run copp | grep policy-map
policy-map type control-plane copp-policy-strict-CUSTOMIZED-COPP
SITE1-AGG1l#
P
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SITE1-AGGl (config) # policy-map type

control-plane copp-policy-strict-CUSTOMIZED-COPP

SITE1-AGGl (config-pmap) # class copp-class-critical-CUSTOMIZED-COPP
SITE1-AGGl (config-pmap-c)# police cir 59600 kbps bc 250 ms ?

<CR>

conform Specify a conform action

pir Specify peak information rate

SITE1-AGG1 (config-pmap-c)# police cir 59600 kbps bc 250 ms pir ?
<1-80000000000> Peak Information Rate in bps/kbps/mbps/gbps

SITE1-AGGl (config-pmap-c)# police cir 59600 kbps bc 250 ms pir 100 mbps ?
<CR>

<1-512000000> Peak Burst Size in bytes/kbytes/mbytes/packets/ms/us

be Specify extended burst

conform Specify a conform action

SITE1-AGGl (config-pmap-c)# police cir 59600 kbps bc 250 ms pir 100 mbps conform ?
drop Drop the packet

set-cos-transmit Set conform action cos wval

set-dscp-transmit Set conform action dscp val

set-prec-transmit Set conform action precedence val

transmit Transmit the packet

SITE1-AGG1 (config-pmap-c)# police cir 59600 kbps bc 250 ms pir 100 mbps conform
set-dscp-transmit ef exceed set dscpl dscp2 table cir-markdown-map violate
setl dscp3 dscp4d tablel pir-markdown-map



SITE1-AGG1 (config-pmap-c) #
& CoPP HHE M QIEm0|A HEE =al|elo HE8fLCtCoPP HA 0| SHIEH M8 K|
%ﬂEXI ol oPE4‘.:'_=| show copp status BE2 AL & LICE.

SITE1-AGGl# conf t

Enter configuration commands, one per line. End with CNTL/Z.
SITE1-AGGl (config) # control-plane

SITE1-AGG1 (config-cp)# service-policy input ?
copp-policy-strict-CUSTOMIZED-COPP

SITE1-AGG1 (config-cp)# service-policy input copp-policy-strict-CUSTOMIZED-COPP
SITE1-AGG1 (config-cp) # exit

SITE1-AGGl# sh copp status

Last Config Operation: service-policy input copp-policy-strict-CUSTOMIZED-COPP
Last Config Operation Timestamp: 18:04:03 UTC May 15 2012

Last Config Operation Status: Success

Policy-map attached to the control-plane: copp-policy-strict-CUSTOMIZED-COPP
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F340.13.19-Nexus7000-1#

F340.13.19-Nexus7000-1#

F340.13.19-Nexus7000-1# conf t

Enter configuration commands, one per line. End with CNTL/Z.
F340.13.19-Nexus7000-1(config)# copp copy profile strict prefix TAC_CHANGE
F340.13.19-Nexus7000-1 (config) #
F340.13.19-Nexus7000-1 (config) #
F340.13.19-Nexus7000-1(config)# ip access-list TAC_CHANGE-copp-acl-specific-icmp
F340.13.19-Nexus7000-1
F340.13.19-Nexus7000-1(config-acl)# permit icmp host 1.1.1.1 host 2.2.2.2 echo
F340.13.19-Nexus7000-1(config-acl)# permit icmp host 1.1.1.1 host 2.2.2.2 echo-reply
F340.13.19-Nexus7000-1 (config-acl)#

F340.13.19-Nexus7000-1(config-acl)# exit

F340.13.19-Nexus7000-1(config)# sho ip access-lists TAC_CHANGE-copp-acl-specific-
icmp IP access list TAC_CHANGE-copp-acl-specific-icmp

10 permit icmp 1.1.1.1/32 2.2.2.2/32 echo

20 permit icmp 1.1.1.1/32 2.2.2.2/32 echo-reply

F340.13.19-Nexus7000-1 (config) #

F340.13.19-Nexus7000-1 (config) #

F340.13.19-Nexus7000-1(config)# class-map type control-plane match-any
TAC_CHANGE-copp-class-specific-icmp

(
(
(
(config-acl) #
(
(
(
(

F340.13.19-Nexus7000-1 (config-cmap)# match access-group name TAC_CHANGE-copp
-acl-specific-icmp
F340.13.19-Nexus7000-1 (config-cmap) #exit



F340.13.19-Nexus7000-1 (config)#

F340.13.19-Nexus7000-1(config) #policy-map type control-plane TAC_CHANGE-copp-
policy-strict

F340.13.19-Nexus7000-1 (config-pmap)# class TAC_CHANGE-copp-class-specific-icmp
insert-before

TAC_CHANGE-copp-class-monitoring

F340.13.19-Nexus7000-1 (config-pmap-c)# set cos 7

F340.13.19-Nexus7000-1 (config-pmap-c)# police cir 5000 kbps bc 250 ms conform transmit
violate drop

F340.13.19-Nexus7000-1 (config-pmap-c)# exit

F340.13.19-Nexus7000-1 (config-pmap) #
F340.13.19-Nexus7000-1 (config-pmap) #
F340.13.19-Nexus7000-1 (config-pmap) #
F340.13.19-Nexus7000-1 (config-pmap) #
F340.13.19-Nexus7000-1(config-pmap)# exit

F340.13.19-Nexus7000-1 (config)#

F340.13.19-Nexus7000-1 (config)#

F340.13.19-Nexus7000-1(config)# control-plane
F340.13.19-Nexus7000-1(config-cp)# service-policy input TAC_CHANGE-copp-policy-strict
F340.13.19-Nexus7000-1(config-cp)# end

F340.13.19-Nexus7000-1#

F340.13.19-Nexus7000-1# sho policy-map interface control-plane

Control Plane

service-policy input TAC_CHANGE-copp-policy-strict

<abbreviated output>

class-map TAC_CHANGE-copp-class-specific-icmp (match-any)

match access-group name TAC_CHANGE-copp-acl-specific-icmp

set cos 7

police cir 5000 kbps bc 250 ms

conform action: transmit

violate action: drop

module 4:

conformed 0 bytes,

5-min offered rate 0 bytes/sec

peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec

module 7:

conformed 0 bytes,

5-min offered rate 0 bytes/sec

peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/secclass-map TAC_CHANGE-copp-class-monitoring (match-any)
match access-group name TAC_CHANGE-copp-acl-icmp

match access-group name TAC_CHANGE-copp-acl-icmpé

match access-group name TAC_CHANGE-copp-acl-mpls-oam

match access-group name TAC_CHANGE-copp-acl-traceroute

match access-group name TAC_CHANGE-copp-acl-http-response

match access-group name TAC_CHANGE-copp-acl-smtp-response

match access-group name TAC_CHANGE-copp-acl-httpé6-response

match access-group name TAC_CHANGE-copp-acl-smtpb6-response

set cos 1

police cir 130 kbps bc 1000 ms

conform action: transmit

violate action: drop

module 4:

conformed 0 bytes,

5-min offered rate 0 bytes/sec

peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec



module 7:

conformed 0 bytes,

5-min offered rate 0 bytes/sec
peak rate 0 bytes/sec
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec
<abbreviated output>

CoPP HlO|Ef £ =

CoPP BPP ClO|E #1 == L5z Z o &Lt
. ACL #+4:IP ACL 2! MAC ACLQIL]LC}.
. BES X FAIP ACL == MAC ACLT 2 x|5t= EeiA .

. ZE|IM 7E:.CIR, BC MH, &%
A& (conform & violations) 2

mac access-1list copp-system-p-acl-mac-fabricpath-isis
permit any 0180.c200.0015 0000.0000.0000
permit any 0180.c200.0014 0000.0000.0000

ip access-1list copp-system-p-acl-bgp
permit tcp any gt 1024 any eq bgp
permit tcp any eq bgp any gt 1024

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-bgp

match access-group name copp-system-p-acl-pim

<snip>

match access-group name copp-system-p-acl-mac-fabricpath-isis
policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-critical

set cos 7

police cir 5000 kbps bc 250 ms conform transmit violate drop
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scale factor option configured within control-plane interface:
Scale-factor <scale factor value> module <module number>

<scale factor value>: from 0.10 to 2.00

Scale factor is recommended when a chassis is loaded with both F2 and M
Series modules.

SITE1-AGGl# conf t

Enter configuration commands, one per line. End with CNTL/Z.

SITE1-AGGl (config) # control-plane

SITE1-AGGl (config-cp)# scale-factor ?

Sd 2ol 7t=
P EM2 HEZ|X| ef&LICHHE A2

2l BC)Q} &

| Scale Factor Configuration2 £’ 2@l 7t =0 CHall 2=
o E

7} K|



<whole>.<decimal> Specify scale factor value from 0.10 to 2.00

SITE1-AGG1 (config-cp)# scale-factor 1.0 ?
module Module

SITE1-AGG1 (config-cp)# scale-factor 1.0 module ?
<1-10> Specify module number

SITE1-AGGl (config-cp)# scale-factor 1.0 module 4
SITE1-AGGl# show system internal copp info
<snip>

Linecard Configuration:

Scale Factors

Module 1: 1.00

Module 2: 1.00
Module 3: 1.00
Module 4: 1.00
Module 5: 1.00
Module 6: 1.00
Module 7: 1.00
Module 8: 1.00
Module 9: 1.00
Module 10: 1.00

CoPP ZLIEZ W &

Cisco NX-OS Release 5.10| M= °'74|7):0| Z 2 3% Syslog HIAIX|E EE|7H{5t= CoPP &
Ol HZE X HZIE & = U&LICHO| B2 drop threshold <dropped bytes count> level
<logging level>& 2235t AU&LICH

SITE1-AGG1 (config)# policy-map type control-plane
copp-policy-strict-CUSTOMIZED-COPP

SITE1-AGGl (config-pmap) # class copp-class-critical-CUSTOMIZED-COPP
SITE1-AGGl (config-pmap-c)# logging ?

drop Logging for dropped packets

SITE1-AGG1 (config-pmap-c)# logging drop ?
threshold Threshold value for dropped packets

SITE1-AGG1 (config-pmap-c)# logging drop threshold ?
<CR>
<1-80000000000> Dropped byte count

SITE1-AGG1 (config-pmap-c)# logging drop threshold 100 ?
<CR>
level Syslog level

SITE1-AGG1 (config-pmap-c)# logging drop threshold 100 level ?
<1-7> Specify the logging level between 1-7

SITE1-AGG1 (config-pmap-c)# logging drop threshold 100 level 7
CI= 2 Syslog HIA|X|2] of| ILIC}.

%$COPP-5-COPP_DROPS5: CoPP drops exceed threshold in class:
copp-system-class-critical,
check show policy-map interface control-plane for more info.



CoPP 7} 2FEf

CoPP= CHE QIE{H|0[A 2t EOEEF QoS §74IE K| g LICH.CoPPE X|st= ZE I/0 ZE0i| Cf
Bt MH|A HMZ F45t= EeA 9| SHE EAIRLICH.CoPPO| CHE &2 &£ 24™ show policy-
map interface control- plane HHES ASEL EF

o2 E ZelAs 28 20 zredsto ZLE{>S ok 'Lict

SITE1-AGGl# show policy-map interface control-plane
Control Plane

service-policy input: copp-policy-strict-CUSTOMIZED-COPP

class-map copp-class-critical-CUSTOMIZED-COPP (match-any)
match access-group name copp-acl-bgp-CUSTOMIZED-COPP

match access-group name copp-acl-bgp6-CUSTOMIZED-COPP
match access-group name copp-acl-eigrp-CUSTOMIZED-COPP
match access-group name copp-acl-igmp-CUSTOMIZED-COPP
match access-group name copp-acl-msdp-CUSTOMIZED-COPP
match access-group name copp-acl-ospf-CUSTOMIZED-COPP
match access-group name copp-acl-ospf6-CUSTOMIZED-COPP
match access-group name copp-acl-pim-CUSTOMIZED-COPP

match access-group name copp-acl-pim6-CUSTOMIZED-COPP
match access-group name copp-acl-rip-CUSTOMIZED-COPP

match access-group name copp-acl-rip6-CUSTOMIZED-COPP
match access-group name copp-acl-vpc-CUSTOMIZED-COPP

match access-group name copp-acl-eigrp6-CUSTOMIZED-COPP
match access-group name copp-acl-mac-12pt-CUSTOMIZED-COPP
match access-group name copp-acl-mpls-1dp-CUSTOMIZED-COPP
match access-group name copp-acl-mpls-oam-CUSTOMIZED-COPP
match access-group name copp-acl-mpls-rsvp-CUSTOMIZED-COPP
match access-group name copp-acl-otv-as-CUSTOMIZED-COPP
match access-group name copp-acl-mac-otv-isis-CUSTOMIZED-COPP
match access-group name copp-acl-mac-fabricpath-isis-CUSTOMIZED-COPP
match protocol mpls router-alert

match protocol mpls exp 6

set cos 7

threshold: 100, level: 7

police cir 39600 kbps , bc 250 ms

module 1

conformed 22454 bytes; action: transmit

violated 0 bytes; action: drop

module 2
conformed 0 bytes; action: transmit
violated 0 bytes; action: drop

module 3
conformed 19319 bytes; action: transmit
violated 0 bytes; action: drop

module 4
conformed 0 bytes; action: transmit
violated 0 bytes; action: drop

ZE Zelia Y 2 iyo ZEof cigt ZHu|adiolM & f[vtEl FtR2EQ| EAH 27|18 Yo E{™ show
policy-map interface control-plane® At& g LICt. | i "class|conform|violated" &=



SITEL-AGGl# show policy-map interface control-plane | i "class|conform|violated"
class-map copp-class-critical-CUSTOMIZED-COPP (match-any)
conformed 123126534 bytes; action: transmit

violated 0 bytes; action: drop

conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

conformed 107272597 bytes; action: transmit

violated 0 bytes; action: drop

conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

class-map copp-class-important-CUSTOMIZED-COPP (match-any)
conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

conformed 0 bytes; action: transmit

violated 0 bytes; action: drop

oA copp-class -12-default & class-default= 74 E! FHR2E0IME £2 S7H20| LAlsHR| A
g ZL|E{Z5HoF gfLICto| & EeiA = TP FH2E{of CHEF 2L0| ook st ?|EHEl 72 E{ 7t
o7PoPXI fotof gLt

ACL 7} 2H

CoPP 224 YoM AFB El= IP ACL EE= MAC ACLOI| CH3H statistics per-entry &2 K| E|X|
2t CoPP IP ACL EE= MAC ACLOY M8 e &S FX| t&LICH (CLI T A =28t
CLI AAL= gi&Lict) 110 2E0|M CoPP MAC ACL & IP ACL &2 224™ show system
internal access-list input detail &2 A+S&LICH.

o€ EH CtSot Z&Lh

11 0180.c200.0041 is the destination MAC used for FabricPath IS-IS

SITE1-AGGl# show system internal access-list input entries det | grep 0180.c200.0041
[00fc:00f7:00f7] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.f£f£f£f [0]

[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [30042]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [29975]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.£f£fff [8965]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.f£fff [8935]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.£ffff [58233]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.ffff [27689]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[00fc:00£7:00£7] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]



[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.££f£ff [O]
[0148:00fe:00fe] gos 0000.0000.0000 0000.0000.0000 0180.c200.0041 ffff.ffff.£££ff [O]
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. CoPPO|M MEL|= AIXE ZLIERSH7| 2|5 CoPP(Cisco NX-OS Release 5.1)01 CH&F
syslog HA|X| (A2t S F&=LICH

| 2 oA Lol A A X ElE FAIZEOl AR 74 AL S =0t B2 Syslog HIAIX[7¢
- logging drop threshold <packet-count> level <level> B2 AlE3l04 2t EEf=| a1 LHOIM
2Z Az L 2lEE ASK XIHE = A&t

. CoPP MAC ACL EE£= IP ACLO| CH$t "Statistics per-entry" S4412 X|HE|X| &t 22 Z show
system internal access-list input entries det W& 2 A& 3+04 ACE(Access Control Entries)
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- class copp-class-I2-default & class-default B2 T EE FIREMIME 2 57120 &M
X A& ZLIE{>ASHOF §LC.
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. o|aBA odle E2|A.

. QinQ(dot1q E{'d ZE)0{ M 2= BPDUO]| CHEF CoPP X|¢d:CDP(Cisco Discovery Protocol),
DOT1x, STP(Spanning Tree Protocol) & VTP(VLAN Trunk Protocol).
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