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1. Enable QoS—show mis qos B2 & A5t == HIE M
QoS H#EHE EAIFfLICH
Swi t ch#show mls gos
QoS is enabled globally
QoS ip packet dscp rewrite enabled globally
I nput nmode for GRE Tunnel is Pipe node
I nput nmode for MPLS is Pipe node
VI an or Portchannel (Multi-Earl)policies supported: Yes
Egress policies supported: Yes
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----- Module [5] -----
QoS gl obal counters:
Total packets: 244
I P shortcut packets: O
Packets dropped by policing: 0
IP packets with TOS changed by policing: 5
IP packets with COS changed by policing: 4
Non- 1 P packets with COS changed by policing: 0
MPLS packets with EXP changed by policing: 0O

2. Classification of inbound traffic using trust port(412| ZE& Al835t= QHIRE ECfE #7) -
O| ERE QlHI2E EBH=E 77}K| CoS(Class of Service) 2t & SHLIZ EF/ELICHQHIRE
EofE2 AA0AM olO| &8 CoS 2t2 7HE += U&LCt ol A2 Q2 E EB{=E 9| CoS
e MESIEE TEE Tl o BLICETrustE AF&3tH A %[0l = AIE Z|l2] CoS
EE= ToS(Type of Service) 2t 2 FXIE = UAELICHO| BHE2 ZE AME| HEHE Hlst= &

Swi t ch#show queueing int fa 3/40
Port QoS is enabl ed

Trust state: trust CoSs
Extend trust state: not trusted [CoS = 0]
Default CoSis O

!I'--— Output suppressed.
CoS Zf2 ISL(Inter-Switch Link) 2! dot1q Z 2| 20| AHEBF AFSEILICHER 7} XIHEIX| f2 =
S CoS #t2 MESHX| A&LICHE T Qi ZRYUS IP M = £
DSCP(Differentiated Services Code Point)0l| A I+l El ToS 2/ 2 IP T2 SHo|MH HME &L
Ch.ToS Zt2 tlZ[6t2{™M IP M =2 == DSCPE MEGHE S L EE F/datof g LCt
DSCP= IP 241 &=2[2t S HELICLE S0{ 22X ZEE 0|03 ZEE Tt B2
dot1q EEE ISL Z 8| TESHR| & LICHO| ZR DSCP £ IP M =212 AMEGEIEE
O| ZEE F/datiof & LIC}.
Swi t ch#show queueing interface gigabitEthernet 1/1
Interface G gabitEthernetl/1 queueing strategy: Weighted Round- Robin

Port QoS is enabl ed

Trust state: trust DSCP

Extend trust state: not trusted [COS = 0]
Default CoSis O

ol

I --- Output suppressed.
3.ACL % ACEE AI835l04 QlHIRE EClT £/ - ECHLIE2 BRI EAISIESE AR[XKIE #
M £ UELICLER & EAIE #d5tE Hit= ChS1t Z&L|Chaccess-lists, class-map
2 policy-map2 A5t QIE{H 0| A0 policy-map2 & 3t2{ service-policy input B2
A™deLICHCrS o Zo| WA B SHE &ele = &Lt
Swi t ch#show policy-map interface fa 3/13
Fast Et her net 3/ 13

Service-policy input: pgos2

class-nmap: qosl (match-all)
Mat ch: access-group 101
set precedence 5:
Earl in slot 5 :
590 bytes
5 minute offered rate 32 bps
aggregate-forwarded 590 bytes

G ass-map: class-default (natch-any)
36 packets, 2394 bytes
5 mnute offered rate O bps, drop rate 0 bps



Mat ch: any

Swi t ch#show mls gos ip ingress
QS Summary [ Pv4]: (* - shared aggregates, Mdd - switch nodul e)

Int Mod Dir C ass-map DSCP Agg Trust Fl AgFor war d- By AgPol i ced- By

Id Id
Fa3/13 5 1In gosl 40 1 No 10 590 0
Al | 5 - Def aul t 0 0* No O 365487 0

class-map qos10{ ali'e 6t= AgForward-By 7t 2E{7} S7t&fLICH T SeiA 2ol CHEr SH|
7t EAEIX| pto™ A Mo MR E HAHA FSF2 = elghLct

. Input Scheduling(/23 04 2F) - PFC= &3 of2f2 #+M5t= Ol 235t X| t&L|chEY
10/100 ZE0{ M rev-queue IAH|IZtS T35t 7Lt qos drop-threshold FHE2 A8 = Q&
LICt Q34 AHEZS 10/100 ZE 127HE Z&stE U ASIC ZE0|A X2[Z7| IHE L
Ch.I02FA 1-12, 13-24, 25-36, 37-481F Z2 127 ZE ZE oA =] of| &S L Ad&HoF & LICH
Y ot 7[ElR{= ASICO| LHE E|of {o MFHE 4= ei&LICh.show queueing interface
fathernet slot/port® A& ELICH | type BE2 X FSI0{ LAN ZEO| 7 X & & QIFLICH
Swi t ch#show queueing interface fastEthernet 3/40

Queuei ng Mbde In Rx direction: nbde-cos

Receive queues [type = 1lg4t]: S 1 Queue 4 Threshold
Queue Id Schedul ing Num of threshol ds

>

1 50[1] 60[2] 80[3] 100[4] <------ Threshol d | evel s 50% 60% 80% and 100%

Packets dropped on Receive:
BPDU packets: 0

queue thresh dropped [cos-mapl

I --- Output suppressed.

7IBMO 2 471 A2 ZF 100% L LICH LA ZL =& 2 T35l24™ rev-queue RIA|IZL
<Queue Id> <Threshold 1> <Threshold 2> <Threshold 3> <Threshold 14> HY&& AIdE &
Q& LICH O 5+ & Al CoS # CIOIEIE &% 7| Mol of £2 CoS 2t HlOIE{7H AN
x| et &Lt

Swi t ch(confi g) #interface range fa 3/37 - 48

Swi t ch(config-if-range)#rcv-queue threshold 1 50 60 80 100

. Mapping(OH&) - ZE 7} CoSE AIZE[t=F 7 E B CoS-DSCP Y El|0|E 2 AtE35lo] =
21El CoS 22 LIS DSCP Ztodl o & &L ct.
Swi t ch#show mls gos maps cos-dscp
Cos-dscp nap:
Ccos: 0 1 2 3 4 5 6 7

dscp: 0
M2 1P 2 =& MEISIES XETH FHE B ip-prec-dscp & E|0|E 2 AFE 50 =4



P M &2 242 LS DSCP gtofl oi& gLt
Swi t ch#show mls gos maps ip-prec-dscp
| pPrecedence- dscp map:
ipprec: 0 1 2 3 4 5 6 7

dscp: 0O 8 16 24 32 40 48 56
ZE7J} DSCPE QMEISIEE +ME B2 s=4IEI DSCP 20| LI DSCP 2t 2 Ar8ELICt
.O| El0|E2 HERF S| BEE AL|X|0|M SLatof & LICt ALR[X| & StLtol MHE CHE OHE
o] A= E|O|=0| Y= AR ot AUE s4I6HX| RELICLCHS O 20| EIO|E g2 HE
& 4 e
Swi tch(confi g)#mls gos map cos-dscp 0 8 16 24 40 48 48 56
Swi tch(confi g)#mls gos map ip-prec-dscp 0 8 16 24 40 48 48 56

. #2|&—Catalyst 6500 £ 2|x|oll= F 7X| &2l E2[4 0| U&LICHAggregate policing(S
3 £214)- B8 E2/40] 29/x|0lM E2 20| CHAE 2 Moi#LICkshow mis qos
aggregate-policer 3HE 2 AR|x|of| L HE 2E EH EEIME EAMFLICILOIZS ECIM &
At
Swi t ch#show mls gos ip fastEthernet 3/13

[In] Policy map i s pgos2 [Qut] Default.
QoS Summary [|Pv4]: (* - shared aggregates, Mdd - swi tch nodul e)

Int Mod Dir C ass-map DSCP Agg Trust Fl AgFor war d- By AgPol i ced- By

Id I d
Fa3/13 5 1In gosl 0 1* dscp O 10626 118860
Fa3/13 5 1In class-defa 40 2 No O 3338 0

Swi t ch#show mls gos
QS is enabled globally
QS ip packet dscp rewite enabled globally
I nput node for GRE Tunnel is Pipe node
I nput node for MPLS is Pipe node
VI an or Portchannel (Multi-Earl) policies supported: Yes
Egress policies supported: Yes

----- Module [5] -----
QoS gl obal counters:
Total packets: 163
I P shortcut packets: O
Packets dropped by policing: 120
I P packets with TOS changed by policing: 24
| P packets with COS changed by policing: 20
Non- | P packets with COS changed by policing: 3
MPLS packets with EXP changed by policing: O

2 Z2R9| HYEZEZ Mo LCH7IEMoZE OI0|3 2 EE R EC|ME Bt E Ecf=oigt
Ast2 ZLIC}bridged ERNEOf Cial OlO| 22 E 2 E2|Al2 E4A4515l2{H VLAN QIE{H|

LICH

Swi t ch#show mls ip detail

Di spl aying Netfl ow entries in Supervisor Earl

Dstl P SrclP Prot: SrcPort:DstPort Src i/f CAdj Ptr

Pkt s Byt es Age Last Seen Attributes

Mask Pi R CR Xt Prio Dsc | P_EN OP_EN Pattern Rpf FIN_RDT FI N RST
A fommm - oo - oo oo -



lg/acli lg/aclo Ig/qgosi |1g/goso Fpkt Gemini MC-hit Dirty Diags

------- e L L L LTS Sy e e ST LT
QS Pol i ce Count Threshol d Leak Drop Bucket Use-Tbl Use-Enable
----------- T R LT LR ST T eu R ——
10. 175. 50. 2 10. 175.51. 2 icnp: 8 :0 -- : 0x0
43 64500 84 21:37:16 L3 - Dynanic
1 1 0 0 1 0O 0 1 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0x0 0 0 0 NO 1518 NO NO
10. 175. 50. 2 10. 175.51. 2 icnp: 0 :0 -- : 0x0
43 64500 84 21:37:16 L3 - Dynanic
1 1 0 0 1 0O 0 1 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0x0 664832 0 0 NO 1491 NO NO
0.0.0.0 0.0.0.0 0 :0 :0 -- : 0x0
1980 155689 1092 21:37:16 L3 - Dynanic
0 1 0 0 1 0O 0 1 1 0 0 0 0
0 0 0 0 0 0 0 0 0
0x0 0 0 0 NO O NO NO

Swi t ch#show mls gos
QS is enabled globally
QS ip packet dscp rewite enabled globally
I nput nmode for GRE Tunnel is Pipe node
I nput nmode for MPLS is Pipe node
VI an or Portchannel (Multi-Earl) policies supported: Yes
Egress policies supported: Yes

----- Module [5] -----
QoS gl obal counters:
Total packets: 551
I P shortcut packets: O
Packets dropped by policing: 473
| P packets with TOS changed by policing: 70
| P packets with COS changed by policing: 44
Non- 1 P packets wi th COS changed by policing: 11
MPLS packets with EXP changed by policing: 0O

& 1: show mls qos ip type mod/number BB OIO|A 2 EER EE[4 SHE EAISHK] &
ELCHEA Eeld SHB ZEAIRLICH et E22|4 SHZE EAIZIX| pfe®™ E24 HIO
glo|ME =elghL|ctZdx|22|0|M 0i = Catalyst 6500/6000 Series 2 2|%[2] QoS EE|AE
2 ESHA AR B O] A 2] Catalyst 6500 A2]%|2] QoS K|E| L A8t Ate Mg 2 X5}
AMAI2.

7.0S KT 2IE|A HE E &0I5t1 QoS Zim|azio|Mat #RE a7t =X &

8. 29 X| +1H}O|X 2E, PFC 22, MSFC 2 & 2! Cisco I0S/CatOS & = QIEHLICH ALY
of CHEt & Z= 2t 37 Catalyst 6500 A 2| %|2| QoS X|&! S A&t AL S & EFHMAIL.TH0|
MEL|l=X| =FHIELICH.

Catalyst 6500 22| %|2] QoS X|&| S A8k ALE

Catalyst 6500 22| X|0 A QoSE F&st7| T1oi| & otok & QoS AMeto| U&LICE.

. 28t X|E

. PFC3 X|Z&

. PFC2 X|&

. oA B HHE AFt
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o4 o429 x| 5t

2 SoiA B K

. ol MK AIZE OHE XIE 2 AIE ALE

- ACL &= MEt Ar&hodl CHEt trust-cos

- WS-X6248-xx, WS-X6224-xx L WS-X6348-xx 2t2l Ft= 0| AM|Et ALE

. PFC EE= PFC2= WAN E2i=Eof CHEt QoSE ME35HX| et&LICHPFC EE & PFC20IME
PFC QoS7} WAN E2HZ!/0{ M ToS HIO|EE Y45t K| ot &LCt

. glojo] 3 AQ|x|= AEHS| RQIZBA LAN EBEI2 MSFC EEE= MSFC28 7{x|X| &t 1 2flo]od

Q& A FEIo| M &8 CoS Z2tE FRIELICH.

1o X
N g2 g2
m]

. QoSE LIZ|& £ i, trust-ipprec EE£ trust-dscp 7| EZ T ME ZEO QlOfA ZE &
& HX|E K| A ELICLEE TS AQ{E AFISE A O|SFLICH.
AR\ %= CH7|dol| 2t DHEEl CoS Zt2 MYt EcH= ol CHaH tail-drop 2iAIZLS AFE ELICH

ARAR|= CH7|E & AAHZkol oHEEl CoS k2 ME st EiTof CisH WRED-drop 2IAHIZLS
A+ ELct.
. glojo] 3 AQE TS AIEE EFME B0]012,3 24 22 AISE L—|EF Bl0]03 AE
ATISZ EAISHH 20|04 2 CoS Zt1t Bil0]04 3 IP M &=9| EE= DSCP 20| AFSElLICt.
. trust-cos ACL2 AlZ|E -’F RE ZEO|M U2 CoSE SE + glaLct. *|E|°* T Qi XE
o| EEH"_"lo %I-AI- ITEC 7't° 7I-A|__||:|._
#1: PFC QoSE M % PIE{H|O|A 0] AAE K| XIHEIX| b= BHEL| AAE 2 B X|5HK|
ei& Lt

QoS TCAM A&t

TCAM(Ternary CAM)2 PFC, PFC2 & PFC32| ACL ¢IZI0| AQ[X|E S1tstes IS 7|He =
= EO|E =3|E 25 dAE &= IHlEElo'I—lEP ACL2 TCAMO|E+1 3= Cisco Catalyst
6500 Series 22| %|9| StE2f 00| XEIELICHACLE T+ E ] ACLE QoSO OHE 5t 11 QIE{m|

O|AMIM QoS HHME MBstH A X0 TCAME T2 U LICH AR X0 QoSH AHS &
= AE 2E TCAM S7H2 0|0| AA88t AR CHF 2F HIAIX[7F LtEFS LI

Swi t ch(confi g)#interface vlan 52

Swi tch(config-if)#service-policy input test
Switch(config-if)#

3w0d: %QM-4-TCAM_ENTRY: Hardware TCAM entry capacity exceeded

O| show tcam count BE £Z0| M= TCAM &5 DtA T 7 95% 2 AFS EIRS 2 Eo{FLICH.IHEL
M QIE{H 0|A 0] QoS HAME ME3FHH %QM- 4- Tcam ENTRYZF . 2 F HIA|X.

Swi t ch#show tcam count

Used Free Percent Used Reserved
Label s: (in) 43 4053 1
Label s: (eg) 2 4094 0
ACL_TCAM
Masks: 19 4077 0 72
Entries: 95 32673 0 576
QCS_TCAM

Masks: 3902 194 95 18
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Entries: 23101 9667 70 144

Lou 0 128 0
ANDOR 0 16 0
ORAND: 0 16 0

ADJ: 3 2045 0

TCAM &= 2/ ACL gilo|&2 HMstEl 2|4

AQlL|Ch 2t M ACL ZAx|ago|Mod| ik 2F AFE 7} s 8t
2| AATH ATIE[X] E’IE% =0 olafof & £ QU&LICHESH CH 2 QoS ACL & VACL(VLAN Access
Control List) Z1I|28|0|ME &3l NVRAM(Non-Volatile Random Access Memory) &7t2 12435l
OF & = U&LICHAE 7IS58t StER0] 2|2 A= Supervisor 1a with PFC, Supervisor 2 with
PFC2 %! Supervisor 720 with PFC31} CHE L|C}.

TIH

HO| -

2 QoS TCAM ACL tllo|&

B

'J':E-I ol al

HHo| 2K OtA3 4l RAQL(ROUter RACL, VACL =

X 1a Access Control List), VACL | QoS ACL 7+0ill 3¢

5 o |2 QoS ACL Ztoll 2R ElE | El= 512 ACL o]

= 1H E: =

PEC 16K -U-H = =

=14 al

Ho| RACL, VACL &
28t 4K OFA  ||QoS ACL ZH0ll B %

x| 2 QoS ACLZ 4K

M2 13 o sk e £l 512 ACL #[0]

= =

PFC2 =

a‘;gfr _ RACL, VACL &

720 QoS ACLS ?Ist4K O}A ||QoS ACL 7Ho 2&

<0 13 9 32K £l 512 ACL #[0]

= =

PFC3 =

#1: 512 ACL ti|o|& A&tat 4 zteiol 7|2 (0l%l) Hr|adolM REE Ar&5te B Cisco
CatOS2| A|AHE M#|oi 250 QoS ACLO| £7I AZ E Qo] AM[gto| Ql&LICt ol HMS HAE Z41|
agolM ZEM MAHELICHAT| oM 2EE HAE DEZ H732{M set config mode
text HE S AAELICLEHAE RE= UM o 2 Hi 0|2 Zdx|Tzio|lM 2E0M AF835t= RE
Ct 22 NVRAM = Z2A| HE2E[ S+ AFSELICENVRAMO]| Z4I| T3[0S A& ste{H &
AE BEO0|M ZU5t= St write memory HE S A5HoF & LICHNVRAMOY| EIAE ZAT[ 2|0
ME 522 XME35HE{H set config mode text auto-save WS A& EL|CH

TCAM EA[of CHEH s Y2 ChSoF 24 4L Ct

StLES| VLANOY| &3t= 0424 2i|0]04 2 QIE{m| 0| A 0 service-policy BE S +%4
ZE 7|8 CHA VLAN 7|8 E2|AE TF3HE = J&LICho:
Swi tch(confi g)#interface range fastethernet x/y - Z
Switch(config-if)#mls gos vlan-based
Swi tch(config-if)#exit
Swi tch(confi g)#interface vlan 100
Switch(config-if)#service-policy input Test_Policy

2

82 £21A

£ HI|g g3t e LIC.no mis qos marking statistics & =2 z|CH 1020712| AgIDE
L = Y E dscp EC|Mol| 7|2 EEIME E%ﬁwl &= L|ct oled &t B
Fot2E §H E2|Mol CHE SHI7H eicts JALIch



Swi t ch(confi g) #no mls qgos marking statistics
. 7t 538 o] QUE{m0|A0|AM SYEt ACLE ALE 50 TCAM 2|44 FEg ElLCH

NBAR A&t

siCte 5t
= o

NBAR(Network -Based Application Recognition)E S TCP/UDP X
Sl J|Et 277} oEiR Z2EES Z§ St ChY s ofZ270|ME

o1 S B2 AL o
2/701440] NBARO] O/3f QIAIE|T BRI UEIE ST S of& 2/ olidol Chet MulA
& % QB LICkNBARE TiZ/8 ERE 012 UEYD CjiZ0| 28NOR AREES B
2HZofl QoSE M BHLICHNBARE ALSE I QoSE T#3He W0l T 7hR| M3t AME
Lict.

- PFC3= NBARE X|#3stX| 2f&LCt,

- Supervisor Engine 2, PFC2 & MSFC2& A&3510{ LIS & ELICHPFC QoS CH 4l 21|0]o
3 QIE{H 0| A0|AM NBARE T & + &LICHPFC2E NBARE FdstE ZE0|M 2™
ACLO| CHBt tESo] X242 MIBELICHPFC QoS7t 443t £|H NBARE FA8tE ZEE
Sitst= EeiEo| a4 2 o|adA tir|¥E Satstn AHIZEE ARIELICHPFC
QoS7t &3l El A2 MSFC2E NBAR EZHE/0fAM O|2BA CoSE o|aBA IP M =2{¢
SUSHA MHEELICLZ2E Ecf=o| ladA ch7|¥E S5t NBARE #A5H= IE{H 0]
A 0| MSFC29| A Z EQflo{0i| M ®{Z|E/LICt

Supervisor 20| A cos-map E&0| 5+

Native I0S Software Releases 12.1(8a)EX-12. 1(8b)EX5 21 12.1(11b)E O|4 0l M Supervisor20
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