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“TE 1/4/2 TE 1/2
S 172.16.0.1 SW2
IXIA-1 6500 with 6500 with IXIA-2
IP; 10.10.10.10 IP:10.10.20.10
CTS-Incapable CTS-Capable
Line card Line Card

1Al sw1mk sw2 zte| o|ad|A QIE{H 0]A0|M CTS Layer3 ™

SW1 (config)#int t1/4/2

SW1 (config-if)#ip address 172.16.0.1 255.255.255.0
SW1l (config-if)# cts layer3 ipv4 trustsec forwarding
SW1 (config-if)
SW1 (config-if) #no shutdown
SW1 (config-if) #exit

# cts layer3 ipv4 policy

SW2 (config) #int tl1/2

SW2 (config-if)#ip address 172.16.0.2 255.255.255.0
SW2 (config-if)# cts layer3 ipv4 trustsec forwarding
SW2 (config-if)
SW2 (config-if) #no shutdown
SW2 (config-if) #exit

2EA. CTs elas|A El&HEE UM 2 #-s gL C

# cts layer3 ipv4 policy

SW1 (config) #platform cts ingress
SWl#sh platform cts
CTS Ingress mode enabled



NON CTS K| 22! 7t=0f| A IXIA0| QIE{HO|AE 4738 L|Ct.

SWl#sh run int gi2/4/1
Building configuration...

Current configuration : 90 bytes

|

interface GigabitEthernet2/4/1

no switchport

ip address 10.10.10.1 255.255.255.0
end

SW10d| A El IXIA 104 M =418 ZHZlof| CHEH S
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SW1 (config) #cts role-based sgt-map 10.10.10.10 sgt 15
Swl
Swl
SW1 (config)#cts policy layer3 ipv4d traffic traffic_list

CtES &l

config)#ip access-list extended traffic_list

(
(
(config-ext-nacl) #permit ip 10.10.10.0 0.0.0.255 any
(
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SWl#sh cts int summary

Global Dotlx feature is Enabled
CTS Layer2 Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache Critical Authentication
Tel/4/1 DOT1X OPEN Supplic SW2 invalid Invalid
Tel/4/4 MANUAL OPEN unknown unknown invalid Invalid
Tel/4/5 DOT1X OPEN Authent SW2 invalid Invalid
Tel/4/6 DOT1X OPEN Supplic SW2 invalid Invalid
Te2/3/9 DOT1X OPEN Supplic SW2 invalid Invalid

CTS Layer3 Interfaces
Interface IPv4d encap IPv6 encap IPv4 policy IPv6 policy
Tel/4/2 OPEN ——mm—————- OPEN —mmmmmm—

SW2#sh cts int summary
Global Dotlx feature is Enabled
CTS Layer2 Interfaces

Interface Mode IFC-state dotlx-role peer-id IFC-cache Critical-Authentication
Tel/1l DOT1X OPEN Authent Swil invalid Invalid
Tel/4 MANUAL OPEN unknown unknown invalid Invalid
Tel/5 DOT1X OPEN Supplic Swl invalid Invalid
Tel/6 DOT1X OPEN Authent Swl invalid Invalid

Ted /5 DOT1X OPEN Authent Swl invalid Invalid



CTS Layer3 Interfaces

IPv6 encap

IPv4d policy

IPv6 policy

SW2 (config)#flow record rec2

SW2 (config-flow-record) #match ipv4 protocol

SW2 (config-flow-record) #match ipv4 source address

SW2 (config-flow-record) #match ipv4 destination address

SW2 (config-flow-record) #match transport source-port

SW2 (config-flow-record) #match transport destination-port

SW2 (config-flow-record) #match flow direction

SW2 (config-flow-record) #match flow cts source group-tag

SW2 (config-flow-record) #match flow cts destination group-tag
SW2 (config-flow-record) #collect routing forwarding-status
SW2 (config-flow-record) #collect counter bytes

SW2 (config-flow-record) #collect counter packets

SW2 (config-flow-record) #exit

SW2 (config) #flow monitor mon2

SW2 (config-flow-monitor) #record rec2

SW2 (config-flow-monitor) #exit

CtS 1 20| SW2 A Qx| CIE{m|0|A Q| QIR A ZEO netflowE XE

SW2# sh run int tl1/2
Building configuration...

Current configuration
|

166 bytes

interface TenGigabitEthernetl/2
ip address 172.16.0.2 255.255.255.0
ip flow monitor mon2 input

cts layer3 ipv4 trustsec forwarding
cts layer3 ipv4d policy

end

Alatiof &

IXIA 10| M IXIA 22 THZ!E HSELICH Eci=
Ch.oiZ!0| SGT E} 1 &

Zlg SHI2H =

SW2#sh flow monitor mon2 cache format table
Cache type:
Cache size:
Current entries:
High Watermark:
Flows added:
Flows aged:
- Active timeout ( 1800 secs)
- Inactive timeout ( 15 secs)
- Event aged
- Watermark aged
- Emergency aged

Normal
4096

O O O O O O o o o
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There are no cache entries to display.

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0

There are no cache entries to display.

Module 4:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0

There are no cache entries to display.

Module 2:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0

There are no cache entries to display.

Module 1:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 4
IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOW DIRN FLOW CTS SRC GROUP

TAG FLOW CTS DST GROUP TAG IPPROT ip fwd status bytes pkts

0 0 Input
255 Unknown 148121702 3220037

10.10.10.10 10.10.20.10 0 0 Input
15 0 255 Unknown 23726754 515799
10.10.10.1 224.0.0.5 0 0 Input
2 0 89 Unknown 9536 119
172.16.0.1 224.0.0.5 0 0 Input
0 0 89 Unknown 400 5

O|A| Authenticator AL %x[C| EH IP TAZE MMEZ|= Ij
£ M™ELICH

»N

lof| CH3H CTS L3S AL EE 02 H=H

SW1 (config) #ip access-list extended exception_list
SW1 (config-ext-nacl) #permit ip 10.10.10.0 0.0.0.255 any
SW1 (config) #cts policy layer3 ipv4d exception exception_list

SW2#sh flow monitor mon2 cache format table

Cache type: Normal
Cache size: 4096
Current entries: 0
High Watermark: 0

Flows added:

Flows aged:
- Active timeout ( 1800 secs)
- Inactive timeout ( 15 secs)
- Event aged
- Watermark aged
- Emergency aged

O O O O O O o



There are no cache entries to display.

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0

There are no cache entries to display.

Module 4:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0

There are no cache entries to display.

Module 2:
Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 0

There are no cache entries to display.

Module 1:

Cache type: Normal (Platform cache)

Cache size: Unknown

Current entries: 3
IPV4 SRC ADDR IPV4 DST ADDR TRNS SRC PORT TRNS DST PORT FLOW DIRN FLOW CTS SRC GROUP
TAG FLOW CTS DST GROUP TAG IP PROT ip fwd status bytes pkts
1.1.1.10 2.2.2.10 0 0 Input
10 0 255 Unknown 1807478 39293
10.10.10.10 10.10.20.10 0 0 Input
0 0 255 Unknown 1807478 39293
10.10.10.1 224.0.0.5 0 0 Input
2 0 89 Unknown 164 2

IXIA 10| M IXIA 22 THZ! S TS ELICH of| Q| HAHod| 2l Sw2 A 2| %[0 @A AE! IXIA 20{| A THZ!
£ SHE2 A £ AlsloF ghL|Ct.

#1:04 2| ZHZH0| FLOW CTS SRC GROUP TAG=0ZC} M5t=2 2 mfZ!2 SGT B9} X
HEx| ekaLC

X &

24&l o] AIE|Tgoldol A8 E +~ U §HE X iE 27 ei&Lict



	인그레스 리플렉터로 레이어 3 CTS 구성
	목차
	소개
	사전 요구 사항
	요구 사항
	사용되는 구성 요소

	배경 정보
	구성
	네트워크 다이어그램
	1단계. SW1과 SW2 간의 이그레스 인터페이스에서 CTS Layer3 설정
	2단계. CTS 인그레스 리플렉터를 전역적으로 활성화합니다.

	다음을 확인합니다.
	문제 해결


