Catalyst 6500/6000 Series 22| %|2| QoS =24

=it

vl

AT 2T ALE
ST ME
AN8EEFMHE A

QoS E 2|4 of7l#H =

OR 74~ A A

HE s

Catalyst 6500/600001 1 X HEl= E2[A 7S
Supervisor Engine 7208 Z2|4 7|s HOI0|E
CatOS AZEQo{oM EE|& 7 L ILIEHZ

Cisco 10S Softwaredl M E2|4& 74 8 ZLIE{2
ad My

HE93 0| Qos EalAle UET EaiZlo| XIME Z2 iMool 45X of2E AL
c}. ol2 ols) == 9| Ealzlo| CHE A8l E AMH|lA I EQIE(DSCP) 2o 2 AXE L B
AIE|X| oot Aot Mi|A £78 H88 £ ASLICH(DSCPE Zalgol Qos BlEe FHats

4

4ot ES5HA| Ot A|2.E of EciEo] Z2H(AH ) Lol J/=X| =

24 o uZlg H-Ili-l I5tX| et &LChm2t M HE X|edofle &
A HLE H Z2 QoS 2l (DSCP markdown)2 2 “A|°*L—| Ct.
Z2EolM Holtt EHTS HHYS D EHT HAES HEs

_

E
At
A %28 + ALict.ols
2T MolTg Mg e 4
gLt

X194 U x|94 Bxpof 282 FLICHOIREFR S 2IE{H 0| A0] Bt £
QLICHOlHHR E 3 o2t 2E QIEHOlA 250 BEAE M8 £

Catalyst 6500/6000 PFC(Policy Feature Card) 2! PFC2= 2lad|A Z2|APF X|HELICHPFC3E
oA U o|adA ECldE B5F X|HELICHERIE MO|EE2 OSM(Optical Services Module)
=l FIexWAN ZE1 Z'2 Catalyst 6500/7600 AlZ|=2| £ WAN ZE 01| MEF X|RE L|CH XFA|EH
LH 2 Cisco 7600 Series Router Module ZAL|I&0|M L EE & X FHAAI2.

NS T AHE

2T M

Ol EAMof CiEr &7 2710| ei&Lch


//www.cisco.com/en/US/products/hw/routers/ps368/products_installation_and_configuration_guides_list.html#anchor9

Ol EMe &4 Az EQ|o] X st=H o] HEI2 2 SHEE[X| ef&LICH

r<>|-

2 TEIofl ChEt XEMIBF LIS 2 Cisco 71 Bl RIS HESHAAIR.

QoS &Z|& Oi7HH =

Zc|d2 dHsttiH E2CIME Helst 0|& ZE(ZE 7|8 QoS) == VLAN(VLAN 7|8t
ICt ZF EElMe Z=2 2 | & =22 9| EzjEo lZH°P OlF, 78, &, HAE

EURS IR, FLICt.Supervisor Engine II°| ZEME =0t £ 0f7iHTE X[HELICH T 7HK]
fdo| EE2IM7t A&LICLOIO|ZEEER U BF
- Microflow(0I0|2A 2 Z2 Q) - M E ZF ZTE/VLANO| Cist ECHEIE S EHE /fEXMoZ Z
AlSHL|C}.

- Aggregate(Z!H)) - MSE ZE ZE/VLANOA EGjEE
2t E2IME ofe] ZE EE
it

E2|dgfo
VLANOI| M8 + &LICLEZ 2= Ch3 OI7fH+E AFEstod el

CAAPFEA
- CHe IP =4
i|0]o] 4 = 2 E 2 (0d: UDP(User Datagram Protocol))

Z
@
L
Qo

=

k
_l
2
x
Pal
oo
o
rr
»
=l

oﬂ% £04, VLAN1 & VLAN 30 M TFTP EBHZS 1MbpsE XMEH6tEE 00| 2R EZE2 R HAE

M5HH VLAN 12| 2t E2 201 Cidl 1Mbps7t 348 |1 VLAN 32| 4 2 ; Z 2201 CHaH 1|v|bps7+ &
EELcH & VLAN 101I 37H°I ZEZ22 VLAN 30| 472l E2 27} = AR OIO|3REZR E
ElME 74 EE £ 1MbpsZE S ELICL A EE|IME T8 E< VLAN 13 VLAN 30| M 2%
Ene 20| EH%J TFTP E2{= 0| 1MbpsZ A|EtE LICH.

EA B2IMS oiol22 B2 SOIME 2T MBE A2 Qost T SEIMI XHH 7t A
243t Z&I8 FBLICHLOIE S0, 8 EalMyt IS AT S X[t KIE CHE EaIM7}
2 of2iZ EAIST S x|ZsHH 20| ALMIELICE

712XMoz nlo|22E2 9 EClME B E(Elolo] 3 [L3]) EH=
/g = 2|X|5t2{H(L2[Layer 2]) bridged microflow & 2| A& & 43} 5t of E*I—IEP Superwsor Englne
II01IA-I L3 0to|Z 2 E2 2 E2|4olx bridged microflow & 2|2 &d3tafioF g LICH

EojN2 ZEZESS QMBLICLDE ERTS OfS Al 7HR| SR TRELL,

o°"

- IPX(Internetwork Packet Exchange)
- 7|Et
"Leaky bucket" 7H'E0]| [I}2} Catalyst 6500/60000{ A Z 2|40 T ELICH QHIR E Eei= iZ o


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

st EZ0| HAof Hfx | LICH(Zt EE2 HIEE LIEILEE 2 iZl2 22 iU EC H B
2 EZo=2 EAIFELICL) Y™t ZHHo 2 HolE o EE0| HAoM X1|7-|E|0'| ols §0ﬂ S
ELch.eluteE WZle 4‘-%& | I8t H{Zlof| 37t0| gie B A2 out-of-profileS 2 7HFE
LIct 2 EE E2|A 2o 2t EEE|7HLE CI2E Jdo 2 E AIFLICE

ok of profile
tokens

%//J/ Incoming tokens |
% } Burst size

In profile tokens
leaking at Fixed
rate

#: EgfE2 29 o|O|X[of LIEtL ‘BAQEE HZlol| HHZ E|X| f&LChH AN EEjE2 ™
3 HZIE E06tK| 2 LICHHZI2 13! 0] in-profile 2 £ out-of-profile @ X| ZA5HE ClIPH AFS E

CtS1 242 o] o7 H=7F EE 21| 2 d S A|o{ghL|ct.

CEHE -4 ZHENM MR EE 8 Yo ELICho|EA st E2/A HIZ20| oMoz MY
ELICLSE Olsle| RE ECfEI2 el 2ot U= ZHFEL|CE

g - HEM EE20| MAHElE I E Ho|gLICHZEZER2 0.00025X 2 T HE|B 2
4,0002| HZlo|M EE0| M7HEL|CHZtAE BdAEE £ & LICt.

= O & T HA

. HAE - BZ00] 8 Holl HRE 4 s A0f £2 £8 MOIBLICHAIME 21T 458
|2

St2dt HAE T SHE 20| S5 ZHECt fofof §fLICHE CHE T A2 =l 27
Zlo| HZ!lof| Hotof etohE AAULCH
HAE D78 2 Rlst{w Ch S YHE A2 AASELCH
. HAE = (Rate [bps]) * 0.00025 [sec/interval]) Z£=(Z|CH THZ! 2 7([bits]) & H 2 Zt.
ol& E04, O|HH HIERIT M 1Mbps £ & R XI5t Ol L3t 2|4 HAE 72 AbstEds
FA

ZL £ 7t IMbpsE HO|E| 1 2|CH O|H THZ! 3 7]= 1518HIO|EALICHEHAIR ChE0t 2 &

o T /|

LICH.

E =(1,000,000bps * 0.0025) Z= (1518HIO|E * 8H|E/HIO|E) = 250 £ = 12144,

- HA
Z A= 121440|0H, 13kbps/t K| 2| gt LICH.

ini

& 1: Cisco I0S® Software A £ 2|4A & = Catalyst OS(CatOS)2| kbps2t & 2l bps(HIE/X)E
XO|ElL|C}. EBF Cisco I0S SoftwarelE HAE £ £ 7} CatOSe| ZEH|E £ 9 HICHE H}O|



m

EH| 2 Ho|EL|Ct.

o StERo] EC|A MESIE Qlal Hetst ST ot HAEE X[El=E 7HE 712 o2 g
ZELICHHAE Zfo| 2/cH 27| THZ! 2t & X| etotof B LICHOIEX| o™ HAE 37I'=’EP =
El: _U_HE’I0| Al-x.||EI|_||:|._

0 & £0{ Cisco I0S Software0| A HAEE 15182 AXd5t2{1 5t 10002 2 EH22I=|L|Ct.0|
Z QI3 1000HIO|EELCI 2 2 & Z 0| AN ELICHHZEM S HAEE 20002 2 7d5t= WA
L|C}.

HAE %E% A =

B3HCHE A2 T2{5HAIAI2. 02 S0, TCPE £ A 2t

Lict.m 2k S ™

7M|94 %*%E% = .OIE-I°F EffEo] E2 A2 HAE 7|8 HHE EI“ 2
7} 13kbps0il A 26kbps§ S7tgct) aH Eh‘:’ Hs2 EI—IHE'

e 0|82 M X|&F EfEIZ AFR5I0d ZE2|M &tde Hix|oFZ5HR| o= 7d0| E&LICH ol
Etsoz EaIM7t 5185t HEr X2 M58 EoiELn
S EE

ntroduction(27H)0IlAH HZ= 0|, E2|MeE z2 0t o|2] TiZlof CtS F 7HK| &Y & §ILIE

o 5

et =~ A&Lich

0

AA|(ZAI| 22014 2] arop OH7HE )

2 H ¥ 2 DSCPE EA(ZAL|Z2H0|M policed-dscp Of7HEd

.U.H Zlg EA52{H E2|AEI DSCP 2 £=Maof &L|CIEZ2|AE DSCPE 7|EXo 2 St
DSCP01| mZlg HAGHEE HdHE|of &LICt (Ot=3 CF2 918

A
Z1
A~

§l’ "out-of-profile" Z{Z! 0| ¥z DSCP2t CHE £31 7 (Yol O EEl= DSCPE CI2E 3¢ 47
E FEOM TMEE = UAGLICHIEIM HHZe| = M7 5RF A2 ZE2ELo| A I S
Ut £24 Cf7|oi ofEE DSCPoi| Z 21t 9| mZl2 i_tAI St= 7"0| Z&LICH

EdTo| WA 4T E XTste B2
Eo{EOo| =0t £ & T 0tsle B2
ZI} S50 M8 AE| 5 stLbs MR 458 ZThets IS EAIST X0 458 Z145
= EHE’IQ Ab -||3|.: 7—|OI|__|E_|.
— A= T - A Hd

Catalyst 6500/600001| A X|E|= EE|& 7|S

A7Hofl MHE CHZ Supervisor Engine 1a2| PFC1 & Supervisor Engine 22| PFC2E 2118|A(2!
Ht2E QIE{m|0|A) Z2|&2t X| & LICH Supervisor Engine 7202| PFC32 Q12| A(ingress) &
O|2B|A(CFRHIRE QIE{H|0|A) EE|AE 25 X|RELICH

Catalyst 6500/60002 %|CH 637H2| OtO|Z 2 &2 22 ECIAMQL Z[CH 1,023712]
gLk

OH

g Z2IM

N

e

Supervisor Engine 1a= CatOS 7 5.3(1) & Cisco 10S Software 2 2|A 12.0(7)XEFE 122



>
Mt

2| &S K| HE L
# 10: Supervisor Engine 1a& At&&t Z2[40|l= PFC EE= PFC2 2% 7t =7t e gLt

Supervisor Engine 2= CatOS H{% 6.1(1) &! Cisco 10S Software & Z2|A 12.1(5

=L C)EXFE Q8|4
Z 2|48 XY LIt Supervisor Engine e 21t £ E2|4 DH7HH4-’?—% x| L

L|Ct.

S

DFC(Distributed Forwarding Card)& At&5t= ZAI|ad|0|M2 2 E 7|gt E2| 4 X[HELICHE
g A EelMeE AlAEHEE HAsHX| oD Z Y RIEE Epf=pt 7=IIA_§. LIC} DFCQ PFCE
2F Zlg AFIQLICH 2 E (R 7HE)0l DFC7} @™ PFCE Z Y AT Z A ELCH.

Supervisor Engine 7208 &4 7|s C[0|E

£ 11 Catalyst 6500/6000 QoS Z 2| Aol /=35
A X|°4o+“ QoS EZ2|Al of7HEd4 2 Zg|Al 7

FX| 2t 2 A< O] 22| Catalyst 6500/6000 4440
52 ¢l

Supervisor Engine 7202 Ct&1t Z2 MER2 QoS E2|4 7|52 ZTi&LICt.

. o|ad|& Z2|4 . Supervisor 7202 EZE = VLAN QIE{HO|AMM QlagA ZE|AE XH
ELICLEZE E= L3 2 E QIE{H 0] A0 A 0|2E1|ﬁ(egress) Z2|d2 X|HELICHCisco
|OS System Software2| Z4<). VLANS| 2 E ZEE ZE QoS ZE(ZE 7|8 QoS EFE
VLAN 7|8t QoS)oil £t7A|210| OIZLEIA(egress)OilA-I ZZ|MEILICH o]adlA(egress)HIME
Microflow Z2|&/0| X|HEIX| f&LICHME I8 0[M2 CatOS £ X E2{049| Configure
and Monitor Policing A4 2! Cisco |0S Software 444 9| Configure and Monitor Policing Al
ol XS ELICt.

. 2K olo|2 2 &F 2P & 2|4 .Supervisor 7202 AFEAIE 0lo|Z 2 EZ Q@ E2|Ao|2tn &t
= OO REE R E2|alo 7HME X|HE LIt 0] 7|& 2 Cisco I0S System Software 0| A2t

K HELICHXIEE QEH0o|A F ol /e ZH AL EHIP %‘—.’t‘%‘)oﬂ CHall EE A= N3 E
= U&LICH Ol= MH|A EH Lol 58§ 0tA3E X|Hsto] S ELICHEER OtA3 = &
*E F&5t= O Anglt HEE HOIFLICLOE E0{ AA M E2Q 0ATE X|H5HH
SOl IP =AM 2= 2E ESfER2 stLte| S §o 2 ZHFELICHO| 7|22 AH&35to] Y&
°|E-|111|0|’\(0H':F A‘IHl* HAMZ AHE FR)0Mq AAERYE EBfEE %F'—l’c%'%F = A&Lct.ot

£ QEHOo|AMM 7|2 EER 02T E HlE ASELICHEXIEE AlZHol| AJA-EAM Z|CH 274
Ol ME CHE QoS EE2R O0IAIE EE5HE &= UELICHSILIe| 22 0tA T 2} stLtol Eal
ADHAAY = UELICHEAM2 2|0 F 7He| MECIE E22 0tA3E 7HE = /JU&LICh
Supervisor Engine 7200{| M E2|42| EE CIE SReH HE AFE2 Zof|o| L2 Zo|= EEfEE A
Argh £ QlchE ZdQILICH ol L3 ZOo|Z IP 2 IPX Z B2 AHlLtste Superwsor Engine 2 &
Supervisor Engine 11+ CHEL|CH L& OHEE|71|0|*=|° A% L2 Y L3 Zo|7t Yx[etx| k=2 4‘- UN&
LICh 3t 7tX ol 2 L2 =B LH01| AE EH2 L3 A %.L—lEF.OI A< Supervisor Englne 7202

Supervisor Engine 1 & Supervisor Engine 201l HI3}| 2kzt CHE %El*'ﬂ ECHE £ E EAE £

A& LIt

CatOS AZEffo{oM EE|& 7 S ZLIEE

CatOSof CHE E2| & AT o|M2 ChE M 74K =2 THAHE T8 ELICH
1. EC|M(EY EBlE £, =0 S (AT 5= E9R), I:HéE U Z2[4 2)E HolgLct.
2. A%to] cHEt ERfZIE MEdSt T O ACLO| ZE2IME HE 57| 28] QoS ACLE AAdgtLCt.
3. 2%t LE F &= VLANOG| QoS ACLE ME§LCh.



O| ool ME ZE 2/80 M ZE ERfZIE UDP ZE 1112 EZ2|AstE WHE Ho{F L},

Catalyst 6500/6000

set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nmbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. set qos acl ip
udp_gos_port dscp O aggregate udp_lnbps udp any any eq

111 !--- This creates QoS ACL to select traffic and
attaches !--- the policer to the QoS ACL. commit qos acl
all !--- This compiles the QoS ACL. set qos acl nmap
udp_gos_port 2/8 !--- This maps the QoS ACL to the

switch port.
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nmbps rate 1000 burst 13 drop !--- This defines a
policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. Set qos acl ip
udp_gos_vl an dscp 0 aggregate udp_lnbps udp any any eq
111 !--- This creates the QoS ACL to select traffic and
attaches !--- the policer to QoS ACL. commt qos acl al
!--- This compiles the QoS ACL. set port qos 2/8 vl an-
based !/--- This configures the port for VLAN-based QoS.
set gos acl map udp_qos_vlan 20 !--- This maps QoS ACL
to VLAN 20.

C22 =2, DSCP 322 Z 20t Q| il E AfA|5t= CH&l DSCP7} 02 W2 E AR LICHEME).
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set qos enabl e

!--- This enables QoS. set qos policer aggregate
udp_1nbps rate 1000 burst 13 policed-dscp /--- This
defines a policer. For the calculation of rate and

burst, !--- refer to Calculate Parameters. Set (oS acl
ip udp_qgos_nd trust-ipprec aggregate udp_lnbps udp any
any eq 111 dscp-field 32 /--- Note: The above conmand
should be on one line. !--- This creates the QS ACL to
select traffic and attaches !--- the policer to the QS
ACL

comit qos acl al

!I-—-- This compiles the QoS ACL. set qos policed-dscp-nmap
32:0 !--- This modifies the policed DSCP map to mark
down DSCP 32 to DSCP 0. set port qos 2/8 vlan-based /---
This configures the port for VLAN-based QoS. set qos acl
map udp_qos_nd 20 !--- This maps the QoS ACL to VLAN 20.
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set gos enabl e

!--- This enables QoS. set qos policer aggregate
egress_10nbps rate 10000 burst 20 drop !--- This defines
a policer. For the calculation of rate and burst, !---
refer to Calculate Parameters. set qos acl ip egress_pol
trust-ipprec aggregate egress_10nbps ip any any !/---
This creates the QoS ACL to select traffic and attaches
!--- the policer to the QoS ACL. conmt qgos acl all !/---
This compiles the QoS ACL. set qos acl map egress_pol 3
output !--- This maps the QoS ACL to VLAN 3 in the
output direction.

show qos maps runtime policed-dscp-map& At&3504 Al £2|AE DSCP M2 & QIghL|Ct.

show qos policer runtime {policer_name Af& | all} - Z2|M 2| O§7iEd~E &QIEL|CH Z 2| M7t A
ZAE QoS ACLE 2 =+ /&Lt
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Cat 6k> (enabl e) show qgos statistics 13stats
Packets dropped due to policing: 1222086

| P packets with ToS changed: 27424

| P packets with CoS changed: 3220

Non- 1 P packets with CoS changed: 0

OO|2 2222 E2|d SHE #elsiedd Chs BB S ASELICH

Cat 6k> (enabl €) show mls entry gos short
Destination-1P Source-1P Port DstPrt SrcPrt Uptine Age

I P bridged entries:

239.77.77.77 192.168. 10. 200UDP 63 6300: 22: 02 00: 00: 00
Stat-Pkts : 165360

Stat-Bytes : 7606560

Excd- Pkts : 492240

Stat-Bkts : 1660

239.3.3.3192. 168. 11. 200UDP 888 77700: 05: 38 00: 00: 00
Stat-Pkts : 42372

Stat-Bytes : 1949112

Excd-Pkts : 126128

Stat-Bkts : 1628

Only out of the profile M.S entries are di splayed

Cat 6k> (enabl e)

Supervisor Engine 11 AF23FH show qos statistics aggregate-policer B2 AF235t0{ Z2|M B
2 &HA EClY SHE 2 = UAsLICH
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Cat 6k> (enabl e) show gos statistics aggregate-policer udp_1lmbps

QoS aggregate-policer statistics:

Aggregate policerAll owed packet Packets exceed Packets exceed
count nornal rate excess rate

udp_1nbps58243997321089732108

Cat 6k> (enabl e) show gos statistics aggregate-policer udp_lmbps

QoS aggregate-policer statistics:

Aggregate policerAll owed packet Packets exceed Packets exceed
count nornal rate excess rate

udp_1nbps58250497331989733198
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Catalyst 6500/6000
m s gos
!--- This enables QoS. mM s qos aggregate-policer
udp_1nmbps 1000000 2000 conformaction transnmt exceed-
action drop !--- Note: The above command shoul d be on
one line. !'--- This defines a policer. For the
calculation of rate and burst, !--- refer to Calcul ate
Paraneters. !--- Note: The burst is 2000 instead of
1518, due to hardware granul arity.
access-list 111 permt udp any any eq 111
!--- This defines the ACL to select traffic. class-map
mat ch-al | udp_qos match access-group 111 !--- This
defines the traffic class to police. policy-mp
udp_policy class udp_qos police aggregate udp_lnmbps !---
This defines the QoS policy that attaches the policer to
the traffic class. interface G gabitEthernet2/8
swi tchport service-policy input udp_policy !--- This
applies the QoS policy to an interface.
Cisco |0S Softwaredl= F 7tX| 89| &A E2|IM7} gl_ll:} O|2 1} CIE{H|0|AH HHEE S
ZCME T Mol MEL|= ZE 2E{m 0|20l A E ECiEE FAELICH S| oixof AL
= °°='°'I—IEP Qe o|AE ZE|MHE ECfZ0| MEB &= Z 2HI2E QE{H o|A0M ECiES
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Catalyst 6500/6000

m s gos

!--- This enables QoS. access-list 111 pernmit udp any
any eq 111 !--- This defines the ACL to select traffic.

cl ass-map match-all udp_gos match access-group 111 /---
This defines the traffic class to police. policy-map
udp_policy class udp_qos !--- This defines the QoS
policy that attaches the policer to the traffic class.
pol i ce 1000000 2000 2000 conformaction transnmt exceed-
action drop !--- This creates a per-interface aggregate
!--- policer and applies it to the traffic class.
interface G gabitEthernet2/8 switchport service-policy

i nput udp_policy !--- This applies the QoS policy to an
interface.

Microsoft Flow Policer= QIE{H O|A R ElA| £2|M2t OrEH7HX|2 & o 41| 3 8|0|M LHo|lAMd &
O|ElL|ct.ofeH ol M= VLAN 22 E0{2= SAE 192.168.2.29| 2 & %E%ﬂ 100kbps 2 EE|
AELICH192.168.2.20| 2 E EpiE2 Z2|AE|0] & 500kbpsE &S ELICHVLAN 201 = Q&
O|A fa4/11 & fa4/127F ZEHELICEH

Catalyst 6500/6000

m s gos

!--- This enables QoS. access-list 1 permt 192.168.2.2
!--- This defines the access list to select traffic from
host 192.168.2.2. class-map match-all host_2_2 natch

access-group 1 !/--- This defines the traffic class to
police. policy-map host class host_2_2 !/--- This defines
the QoS policy. police flow 100000 2000 confornmaction
transmt exceed-action drop !--- This defines a

microflow policer. For the calculation of rate and !---
burst, refer to Calculate Parameters. police 500000 2000
2000 conformaction transmt exceed-action drop /---
This defines the aggregate policer to limit !--- traffic
from the host to 500 kbps aggregate. interface fa4/ll

m s qos vl an-based interface fa4/12 ms qos vl an-based
!--- This configures interfaces in VLAN 2 for VLAN-based
QosS. interface vlan 2 service-policy input host !---
This applies the QoS policy to VLAN 2.

ot2H ofl= Supervisor Engine 72001 CH3t o[ ad|A ZE2|&E f|gt Zdx|2clo|MME EoiELCt.
Gigabit Ethernet 8/6~100kbps Q/E{H|O|AMAM 2ZE OP% 2= EiEol ZE2|4E M-EELCt
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m s qos

!I--- This enables QoS. access-list 111 permt ip any any
!-——- This defines the ACL to select traffic. All IP
traffic is subject to policing. cl ass-map match- al

cl _out match access-group 111 !--- This defines the
traffic class to police. policy-map pol_out class cl_out
pol i ce 100000 3000 3000 conformaction transmt exceed-
action drop !--- This creates a policer and attaches it
to the traffic class. interface G gabitEthernet8/6 ip
address 3.3.3.3 255.255.255.0 service-policy output




"pol_out !--- This attaches the policy to an interface. ”

Of2H 0= Supervisor Engine 72001 CHeF AFSAHE Z2|4of CHet Zdx(ago|MHME Eo{FLICH
E 1/1 7ol U= AEXI7t QIEHHA SR E0{2= ECfER2 AI&XIE 1MbpsE E 2|4 E LICH QIE{H
oM AL XA EH= EEfE2 AHE XY 5MbpsE E 2| A E L CH
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m s qos

!I--- This enables QoS. access-list 111 permt ip any any
!--- This defines the ACL to select user traffic. cl ass-
map match-all cl_out match access-group 111 !--- This
defines the traffic class for policing. policy-map

pol _out class cl_out police flow mask src-only 1000000
32000 conformact transmt exceed-act drop

!-—— Only the source IP address 1is considered for flow
creation !--- on Iinterfaces with this policy attached.
interface gigabit 1/1 /--- 1/1 is the uplink toward the
users. service-policy input pol _out !--- Traffic comes
in from users, so the policy is attached !--- in the
input direction. class-map match-all cl_in match access-
group 111 policy-map pol _in class cl_in police flow mask
dest-only 5000000 32000 conformact transnmt exceed-act
drop

!-—— Only the destination IP address 1s considered for
flow creation !--- on interfaces with this policy
attached. interface gigabit 1/2 /--- 1/2 is the uplink
to the Internet. service-policy input pol_in

E2ldE ZLIHZStE{H Chs BB E A8E + &Lt

br at an# show mls gos

QS is enabled globally

M crofl ow policing is enabled globally

QoS gl obal counters:

Total packets: 10779

I P shortcut packets: O

Packets dropped by policing: 2110223

I P packets with TOS changed by policing: 0

I P packets with COS changed by policing: 0
Non- 1 P packets with COS changed by policing: 0

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.
QS Sunmary [IP]: (* - shared aggregates, Mdd - swi tch nodul e)

I nt Mod Dir C ass-map DSCP Agld Trust Fl1d AgForward-Pk AgPoliced- Pk

G2/81 In udp_qos 0 1* NoO 127451 2129602

br at an# show mls gos ip gigabitethernet 2/8
[In] Policy map is udp_policy [CQut] Default.
QS Sunmary [IP]: (* - shared aggregates, Mdd - swi tch nodul e)

I nt Mod Dir C ass-map DSCP Agld Trust Fl1d AgForward-Pk AgPol i ced- Pk

G2/81 In udp_gos O 1* NoO 127755 2134670
1 HEE W2 30470 7S ot T2 5068 A K| BIIELICHLE, EE|AM7L



50687H2| HZIE AfK[st 1 304702 WZ!E S S &7 S S 2|0l Lich &
17Mbps2! B2 E2|M7t EEfZol 1/178 ShtsHofF B LICHAMAM|E mHZlnt HEE 1j
e 22 75'% I Q AL||:|' 304 / (304 + 5068) = 0.057 &= o 1/17LICh SHES
B3tz Qla Y7 AbAsh ™ol 7hsgLic

O0lO|ZZEZ R E2|4A SH 2| B show mls ip detail HHES AMSEFLICH

Orion# show mls ip detail

I P Destination | P Source Protocol L4 Ports VI an Xtag L3-protocol
-------------- e e e e B B ...

192. 168. 3. 33192. 168. 2. 2udp555 / 5550 1lip

192. 168. 3. 3192. 168. 2. 2udp63 / 630 lip

[NV QUT] Ports Encapsul ati on RW VI an RW MACSour ceRW MACDest i nat i onByt es
-------------- R T R R e e e e
Fa4/ 11 - ----ARPA3 0030. 7137. 1000 0000. 3333. 3333314548

Fa4/ 11 - ----ARPA3 0030. 7137. 1000 0000. 2222. 2222314824

Packet s Age Last SeenQoS Pol i ce Count Threshol dLeak

------------ R o e e e N e e .

6838 36 18: 50: 090x80 34619762*2"5 3*2"0

6844 36 18: 50: 090x80 34669562*2"5 3*2/0

Drop Bucket Use-Tbl Use-Enabl e
T S S +

YES 1968 NONO
YES 1937 NONO

&t 1: Police count ZHEO|E= E22Y Z2|AE T 71 EAIELICH

ol e

- QoS 74
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