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X.509 RFCOIM 7} X2 of|l= CtS 1t Z&LCh

Version ::= [INTEGER { v1(0), v2(1), v3(2) }
CertificateSerial Nunmber ::= | NTEGER
Validity ::= SEQUENCE {

not Bef ore Ti ne,

not After Tinme }

Tinme ::= CHO CE {

ut cTi me UTCTi ne,

general Time GeneralizedTine }

ITU-T(International Telecommunication Union) £& AO|EQ| L} BME HZE5HAAIL.

. X.680 ASN.1: 7|2 E7|8H At
- X.681 ASN.1:HE ZHX| AFQF
. X.682 ASN.1:X|F =74 AFQF
. X.683 ASN.1:ASN.1 AFQF OH7H 435}
ITU-T TE AEF M - RecO|AM X.5098 HMEILICILE= E&E(2H0{7F ASN.12 2 AH).

BER/CER/DER 2!

ITU-T= ASN.10{| dEE C|O|E{ =& O|ZI H|0|HE elF Yt EFE YHE HolM&sLct
.X.6902 BER(Basic Encoding Rules) & 5 7H2| 5t¢| && 2l CER(Canonical Encoding Rules) %!
DER(Distinguished Encoding Rules)& "_0_|°H,||:} Ol M 7IX| BEF ASHM IIXZE2E THE RE Z
O| ¢t Cllo|E| ZHEE 7|8t 2 $fL|Ct. 0| Z== SEQUENCE, SET %! CHOICEO| A = ’SEIEH o
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JH7<1| DER 2|3 % 0x030404ABCcDED
M o4|_ °|=":c3'5._| Zro| ObX|8f 4H|E (oAt 2|t 2 2)7t HIO|E BAH0M BLEX| too 2 AMX| |
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Cisco 10S, ASA(Adaptive Security Appliance) ! 7|E} I:IH}OI/\OHA-IE DER ZEI=XE show
running-config BB E At&35t0{ 167l HILE EAIFLICH CHS L
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crypto pki certificate chain root

certificate ca 01

30820213 3082017C A0030201 02020101 300D0609 2A864886 F70D0101 04050030
1D310C30 0A060355 040B1303 54414331 0D300B06 03550403 1304726F 6F74301E
170D3039 30373235 31313436 33325A17 0D313230 37323431 31343633 325A301D

st weio 2 DERZ CHA| Bgte £ QlaLicholE E0{ AH 0

$ cat ca.hex | tr -d ' ' | xxd -r -p -c 32 | openssl x509 -informder -text -noout
Ol Perl AT ZIEE &M AFRE 4 Ql= & CFE g QL|C).

#!/ usr/ bi n/ perl

foreach (<>) {
s/[a-fA-F0-9]//g

print join("", pack("H", $));
}

$ perl hex2der.pl < hex-file.txt > der-file.der
et QIS M HEE Het5t= 7tEre o 2 ) Zhzh = &KL .hex @] THofl of2Het 20 bash &

oM =522 SARIELICH

for hex in *.hex; do

b="${hex% hex}"

hex2der.pl < "$hex" > "$b". der

openssl x509 -informder -in "$b".der > "$b". pem
openssl x509 -in "$b".pem -text -noout > "$b".txt
done
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oo
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http://en.wikipedia.org/wiki/Canonical_Encoding_Rules
http://en.wikipedia.org/wiki/Distinguished_Encoding_Rules
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PEM QI3 E!

PEM(Privacy Enhanced Mail)2 20t HIA|X|& L gtst7| @8 &8t IETF(Internet Engineering
Task Force) PKI EZQILICH ] o|4 2| AFS &/ K| St X|Bt Base64Z QAT E PKI 34 C|O|EIE
ZoistD weksty| fle est + 20| d2l CHoix|A& Lt

PEM REC 1421, MM 4 4:Encapsulation Mechanism2 RFC 934 7|8t2 2 sl&=
EB(Encapsulation Boundaries)2 T2 & PEM HIA|X|E C}S @A 2 HolghLct.

----- BEG N PRI VACY- ENHANCED MESSAGE-- - - -
Header: val ue
Header: val ue

Base64- encoded dat a

.-~ END PRI VACY- ENHANCED MESSAGE- - - - -
ANz =Y PEM E4Alo| Clo|E7t HiZE i O] ZH FA0| At ELICH

----- BEG N type-----

----- END type-----

SRE2CIS Z2 CHE 7| E= S A} & A8 E =+ JU&LC.
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http://en.wikipedia.org/wiki/Base64#Example
http://tools.ietf.org/rfc/rfc4648
http://tools.ietf.org/rfc/rfc4648
http://tools.ietf.org/rfc/rfc4648
http://tools.ietf.org/html/rfc1421
http://tools.ietf.org/html/rfc934
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X.509 215 A % CRL

X.509E X.5002] 5t¢| Elgt2 2, Open Systems Interconnection0dl CH8H Z & El ITU AFFQILICH
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X.509 PKIO|A CA= S74 7|& HIQIE st QIS ME YZELICH o E EH OIS Z&LICLE™
DN(Distinguished Name)0i| CH8t RSA(Rivest-Shamir-Adleman) &£ = DSA(Digital Signature
Algorithm) 7| EE £ OI[HIOI F = FQDN(Fully Qualified Domain Name)J—l- &2 CiA| O|F DN2
X.500 E&Eo| #FXE [MELICH0E EH CtS0t Z &Lt

CN=common-name, OU=organizational-
unit, O=organization,L=location,C=country
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http://tools.ietf.org/html/rfc1421
http://tools.ietf.org/html/rfc1422
http://tools.ietf.org/html/rfc1423
http://tools.ietf.org/html/rfc1424
http://www.itu.int/rec/T-REC-X.509/en
http://www.itu.int/rec/T-REC-X.509/en
http://www.itu.int/rec/T-REC-X.509/en
http://www.ietf.org/rfc/rfc5280.txt
http://www.ietf.org/rfc/rfc5280.txt
http://tools.ietf.org/html/rfc3447
http://tools.ietf.org/html/rfc2898
http://tools.ietf.org/html/rfc2315
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http://tools.ietf.org/html/rfc2985
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http://en.wikipedia.org/wiki/PKCS
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