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https://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/amp-threat-grid-appliance-migration-note-v2-1-5.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/amp_threatgrid/amp-threat-grid-appliance-migration-note-v2-1-5.pdf
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/threat_grid/version-lookup-table/b_version-lookup-table.html
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# wget https://dl.google.com/go/gol.12.2.1inux-amd64.tar.gz
# tar -xzf gol.12.2.1inux-amd64.tar.gz
# mv go /usr/Tocal
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https://tecadmin.net/install-go-on-centos/
https://dl.google.com/go/go1.12.2.linux-amd64.tar.gz

# export GOROOT=/usr/local/go
# export GOPATH=$HOME/Projects/Projl
# export PATH=$GOPATH/bin:$GOROOT/bin:$PATH

# go version

Desync HE2 AF85t04 ISO CIREE
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# desync extract -k -s s3+https://s3.amazonaws.com/threatgrid-appliance-airgap-update airgap-update-2.1
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# desync extract -k -s s3+https://s3.amazonaws.com/threatgrid-appliance-airgap-update airgap-update-2.4
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# desync extract -k -s s3+https://s3.amazonaws.com/threatgrid-appliance-airgap-update airgap-update-2.5
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Featured Version2 MEHEILICI. CMDE CHA| A[%f5tD


https://golang.org/dl/

Case File Uploader @ Quicker Backlog e PBTopic Fow l{ems @) Topology FWHeDR @ ECATSRIP Intemal D...

Downloads

After downloading a binary release suitable for your system, please follow the installation instructions.
If you are building from source, follow the source installaticn instructions.

See the release history for more information about Go releases

As of Go 1.13, the go command by default downloads .jnd authentica tes modules using the Go module mirrer
and Go checksum database run by Google. See hiif y for privacy information about
these services and the go comr | documentation f()r con ﬁ[ uration (|—"|d| s including how to disable the use of
these servers or use different ones

Featured downloads

Microsoft Windows Apple mac0s Linus Source
Windows 7 or later, Intel 64-bif processor macOs 10.12 or lates, intel 64-bit processor Linux 2.6.23 or later; intel 63-bit processor g D1 A blﬁlsrc .ta'-gi [20”31
gol.16.6.windows-amded.msi (119MB) gol.16.6.darwin-amd64.pkg (125M8) go1.16.6.linux-amd64.tar.gz (123Me)

CMD run BEE EACHI CHA| Hof Ch5& It

go version

Desync S AFE504 ISO TIREE

#2: DESYNC =7 & Ax|ELICt BHES AHst £ o CI2EE ZFZEE &EQIFE = &Lt
CHEF 2-38 Fo0f CHREC 7} 2tE2 E|ofof &L

]

go 1install github.com/folbricht/desync/cmd/desync@latest

In case desync is not working using above command then change directory to C drive and run this command

git clone https://github.com/folbricht/desync.git



https://github.com/folbricht/desync.git
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cd desync/cmd/desync

go install


https://git-scm.com/download/win
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bin
« 4 »[This PC > Windows (C) » Users » malents > go » bin |
s Cuick access
sirgap-update-2.12.3-2.1 32 caikx 444 P 1 1,266 K Index File
Documents = - =
sirgap-updste-2.123-2.13 Lisa 15 PM . K
& Downloads o
¥ desync.tse V pphcat K
= Pictures
Al Update
i After load
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TEA Airgap Update 2.12.3-2.13.
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desync extract -k -s s3+https://s3.amazonaws.com/threatgrid-appliance-airgap-update airgap-update-2.12.
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Device ¥
KING16 (D:) [16GE] v
Partition scheme and target system type

MBR partition scheme for BIOS or UEFI

File system

FAT32 (Default)

Cluster size

8192 bytes (Default)

New volume label

KING16

Format Options

[[] check device for bad blocks | 1 Pass v

Quick format

Create a bootable disk using || DD Image v 2

Create extended label and icon files

READY
About... Log Start Close

1 device found

USBO{A ofZeto|dA £ E
USB Z2t0|=2 8 42/5t T 0{EEH0IIAE HHLE HELBILICH Cisco £ BHHH0l M "F6'S M=t
5104 Boot Menu(£-E! Tl7)E LA LICH 221 0] 22 Mg 4 9l Alzhe ¥ 2L
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CISCO

IMC IPv4 Address : [
Cisco IMC MAC Addr CC:46:D6:FC:B5:1C

Entering boot selection menu...
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ct boot device:

UEFI: EILJllt—ll"l EFI Shell
UEFI: IP4 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection

UEFI: KingstonDataTraveler 3.0PMAP, Partition 1
Enter Setup

T and 4 to move selection
ENTER to select buclt device
ESC to boot using defaults
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HE & Soil YO|0IETL XIS 2 MEE|X| 2f2 B2 OpAdmin RIE{H|O|AZ 0|& 3504 YH(0|E

grLICt OpAdmin > Operations > Update Appliance & 11: (HI0|E ZZ M A= YUH0|E
£ USB O|C|0{£ O|Fo{Zl =7 MEE 0| Z&EELICH o & £0{, YOHIO|EE MXI|Et + A
| 0| X|0{ M Reboot(MF &) HE S AtE35HoF g LCt.
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|
|
USB2| Zt B{7of CHsH Z o 2t gt=&tect.
2HIE /dev C|HIO|AE &&= HHE

USB7t AIEZQIE O 047T18| HAALIX| i 2 SEHOIM "Isblk" BHEZS MAELICE. | grep -IE
'disk|part'.



xsilenc3x@Alienl5:~/testarea/usb$ 1sblk | grep -iE 'disk]|part'

sda 8:0 0 931.5G 0 disk
F-sda1 8:1 @ 128M © part

Lsda2 8:2 @ 931.4G © part /media/DATA
nvmeonl 259:0 0@ 238.5G 0 disk
}—nvmeenlpl 259:1 0 650M 0@ part
}—nvmeenlpz 259:2 0 128M 0@ part
}—nvmeenlpB 259:3 0 114.1G © part
}—nvme6n1p4 259:4 (%] 525M © part /boot
}—nvmeenlpS 259:5 @0 7.6G 0 part [SWAP]
}—nvmeenlpG 259:6 @ 38.2G 0 part /
}—nvme6n1p7 259:7 @ 62.7G © part /home
}—nvmeenlpS 259:8 © 13.1G © part

L—nvme6n1p9 259:9 0 1.1G 0 part
xsilenc3x@Alienl5:~/testarea/usb$

USB AEI0| HAAE &

xsilenc3x@Alienl5:~/testarea/usb$ 1sblk | grep -iE 'disk]|part'

.sda 8:0 0 931.5G 0 disk

F-sda1 8:1 @ 128M @ part

Lsda2 8:2 0 931.4G 0 part /media/DATA
sdb 8:16 1 3.7G 0O disk

Lsdb1 8:17 1 3.7G 0 part /media/xsilenc3x/ARCH_201902 <---------
nvme@nl 259:0 0 238.5G © disk

f—nvme@nlpl 259:1 0 650M 0 part

F-nvmeenip2 259:2 @ 128M © part

f—nvme6n1p3 259:3 0 114.1G 0 part

f—nvme6n1p4 259:4 0 525M 0 part /boot
f—nvme@nlpS 259:5 0 7.6G 0 part [SWAP]
F-nvmeenip6 259:6 @ 38.2G 0 part /
f—nvme6n1p7 259:7 ©@ 62.7G 0 part /home
f—nvme@nlpS 259:8 0 13.1G 0 part

L—nvme0n1p9 259:9 0 1.1G 0 part
xsilenc3x@Alienl5:~/testarea/usb$
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dmesgE
'usb|attached'.

xsilenc3x@Alienl5:~/testarea/usb$ dmesg | grep -iE 'usb|attached'

not observed when the USB was not

Al>ELICH| grep -iE

[842717.663757] usb 1-1.1: new high-speed USB device number 13 using xhci_hcd

[842717.864505] usb 1-

[842717.864510] usb 1-

[842717.864514] usb 1- Product: Cruzer Blade
1- : Manufacturer: SanDisk
1_

: SerialNumber: 4C530202420924105393

[842717.864517] usb
[842717.864519] usb

I N = =y
R R R R

: New USB device found, idVendor=0781, idProduct=5567
: New USB device strings: Mfr=1, Product=2, SerialNumber=3



[842717.865608] usb-storage 1-1.1:1.0: USB Mass Storage device detected
[842717.866074] scsi hostl: usb-storage 1-1.1:1.0

[842718.898700] sd 1:0:0:0: Attached scsi generic sgl type 0
[842718.922265] sd 1:0:0:0: [sdb] Attached SCSI removable disk <-------
xsilenc3x@ATienl5:~/testarea/usb$

fidsk @@ 37|0f CHEt HEE M S35tH, o|E & Qlst= o A8 E &= U &LICH sudo fdisk -
/dev/sdb.

xsilenc3x@Alienl5:~/testarea/usb$ sudo fdisk -1 /dev/sdb

Disk /dev/sdb: 3.7 GiB, 4004511744 bytes, 7821312 sectors <-------
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x63374e06

Device Boot Start End Sectors Size Id Type
/dev/sdbl * 0 675839 675840 330M 0 Empty
/dev/sdb2 116 8307 8192 4M ef EFI (FAT-12/16/32)

xsilenc3x@Alienl5:~/testarea/ush$

N & T g maiS Alsal 7| ®Mof USBE 02 E s oF g Lic)

ofxel USB Z X7} A E|R=X| = lErLIch

xsilenc3x@Alienl5:~/testarea/usb$ sudo mount -1 | grep -i sdb
/dev/sdbl on /media/xsilenc3x/ARCH_201902 type vfat (rw,nosuid,nodev,relatime,uid=1000,gid=1000, fmask=0

USB C|H}O|AE O E sA|5t242 sudo umount /dev/sdb12 AFE&FL|CH.

xsilenc3x@ATienl5:~/testarea/usb$ sudo umount /dev/sdbl

ClHRo[A7E "Or2EE" W2 QIAE|X| St=X| CHA| #elstAMA|2.

xsilenc3x@Alienl5:~/testarea/usb$ sudo mount -1 | grep -i sdb

status=progress =41



dd B2 9] oflag=sync & status=progress =M

o2 OolE 252 £ [ "status= progress" SM2 A MT| o] HEE MSgLICt o]
H2 "dd" BEO| #XH mO| X[ FHA|o| 7| RIX| &Qlst= o REFLICE O]l BHEE ALE35t0{ &2
E M7 2ol TIMED MA| AlZtE = |E EAE = JsLict

AB BRI S F e T Mol Che YRS MB35 oM, M7| SHeiol Rt dd'7t
Hketz[7| Mo A= ELc.

[rootuser@centos8-01 tga-airgapl$ dd if=/dev/zero of=testfile.txt bs=1M count=8192
8192+0 records in

8192+0 records out

8589934592 bytes (8.6 GB, 8.0 GiB) copied, 5.03493 s, 1.7 GB/s
[rootuser@centos8-01 tga-airgap]l$

AMEElE B9 AT 2ol Cigh AAlZ WE 7} oiZ=0tCh ool EE LICtH

[rootuser@centos8-01 tga-airgapl]$ dd if=/dev/zero of=testfile.txt bs=1M count=8192 status=progress
8575254528 bytes (8.6 GB, 8.0 GiB) copied, 8 s, 1.1 GB/s <-----————-—-————-

8192+0 records in

8192+0 records out

8589934592 bytes (8.6 GB, 8.0 GiB) copied, 8.03387 s, 1.1 GB/s

[rootuser@centos8-01 tga-airgap]

N @1 TeA 2zatel Yazols TR A ChE ZA EA0IM MEEE BHe e 2
&LICt. dd |f—a|rgap update.iso of=/dev/<MY_USB> bs=64M

9 7} K| E|AE £ CF2 of| 7} &= L|C}.
/dev/zero C|HFO|AE AFE3H04 "dd"2 10MBL| I} O| A AI x|

1M x 10 = 10M(10240kB + C{E| It T O|X| 7HA|2] O] AlAR) C|O|Ef = 10304kB —> "dd"7} 2
Lt HE| HO|X| FHA[0| M Q1A Z|= TOIE{ L)

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && dd if=/dev/zero of=testfile.txt
count=10 status=progress && cat /proc/meminfo | grep -iE 'dirty' && date +%s

Dirty: 92 kB

10+0 records 1in

10+0 records out

10485760 bytes (10 MB, 10 MiB) copied, 0.0138655 s, 756 MB/s

Dirty: 10304 kB <----- dirty page cache after "dd" returned | data still to be written to t
1633260775 <---- epoch time

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s

Dirty: 10372 kB

1633260778



[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s

Dirty: 10380 kB

1633260779

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s
Dirty: 10404 kB

1633260781

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s
Dirty: 10412 kB

1633260782

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s
Dirty: 10424 kB

1633260783

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s
Dirty: 10436 kB

1633260785

[rootuser@centos8-2 testareal$ cat /proc/meminfo | grep -iE 'dirty' && date +%s
Dirty: 0 kB <--- data in the dirty page cache flushed = written to the block device
1633260786 <---- epoch time

[rootuser@centos8-2 testareal]$

1633260786 - 1633260775 = 11 seconds
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[rootuser@centos8-2 testareal]$ cat /proc/meminfo | grep -iE 'dirty' && dd if=/dev/zero of=testfile.txt
count=10 oflag=sync status=progress && cat /proc/meminfo | grep -iE 'dirty' && date +%s

Dirty: 60 kB

10+0 records 1in

10+0 records out

10485760 bytes (10 MB, 10 MiB) copied, 0.0841956 s, 125 MB/s

Dirty: 68 kB <---- No data remaining in the dirty page cache after "dd" returned
1633260819

[rootuser@centos8-2 testareal]$ cat /proc/meminfo | grep -iE 'dirty' && date +%s

Dirty: 36 kB

1633260821

[rootuser@centos8-2 testareal$

CIE| HO|X| FHAI2] 47| ZrQdofi A ot QU= ClO|E 7t gl LICt.
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NINr
CISCO

Cisco IMC IPvw4 Address : 192.168.1.22
Cisco IMC MAC Address : 70:0F:6A:EB:16:50

ClHRO[ATF i3S Q14

NIy
CISCO

Cisco IMC IPv4 Address : 192.168.1.22
Cisco IMC MAC Address : 70:0F:6A:EB:16:50

|

Entering boot selection menu,..

O|R’2 ME CIE TGA 2 Ztof CHE = O| M|+ AtAl|o A 5




E Dicjoj(med Al 235t0 2EISHE SM0| EAIEX|PH EAE|X| of 2™ "EFI
Aloi| 22151 oF

ect boot device

Appliance

Recovery

UEFI: Built-in EFI Shell

UEFI: IP4 0100 Intel(R) I350 Gigabit Network Connection
UEFI: IP4 0101 Intel(R) I350 Gigabit Network Connection
Enter Setup

T and { to move selection
ENTER to select boot device
ESC to boot using defaults

"startup.sh" A3 Z/E7} EFI &2 0|&3t7| Mol "ESC"E =c1of gLICh YT EFI Moi| 23915+ H
O Zoll EX|E mtE|M2 37Ho| Tt A|ARQILICE fs0;, fs1:, fs2.

UEFI Interactive Shell v2.0. UEFI v2.40 (American Megatrends, Ox000S000B). Revision 1.02
HMapping table
fs0: Alias(s):HD21a0boc:;hlk?2
FCciRoot (0x0)/PCci(0x1D,0x0)/USB(0x0,0x0)/USB(0x1,0x0)/HD(2,MBR,0x00000000,0xC6EZ244 ,0x3800)
1: Alias(s):HD29a0b:;blk4:
PciRoot (0x0) /Pci(0x2,0x2) /Pci(0x0,0x0) /Ctr1{0x0)/Scsi(0x0,0x0)/ 144F -AOF3-EATBTO35FALE , 0xB00, x4

: Alias(s):HD29bOb: ;blkB:
PciRoot (0x0) /Pci(0x2,0x2) /Pci(0x0,0%0) /Ctrl{0x0)/Scsi{0x1,0x0)/HD(1,GPT,D4C95D76-ACES-421E-9BFI-487B6A2025ED, Ox800, Oxd

D: Alias(s):
PciRoot (0x0)/Pci(0x1D,0x0)/USB(0X0,0x0)/USB(0x1,0x0)
1: Alias(s):
PciRoot (0x0)/Pci(0x1D,0x0) /USB(0x0,0x0) /USB{0x1,0x0) /HD(1,MBR , 0x00000000,0xd40,0xC6E204)
i: Allas(s):
PciRoot (0x0) /PCi(0x2,0x2) /PCL(0x0,0%0) /Ctr1(0x0)/Scsi(0x0,0x0)
7: Alias
PCiROOt {Ox0) /PCi(0x2,0x2) APCI(0x0,0%0) /CLtrl(0x0)/Scsi{0xl,0x0)
i Alias(s):
PciRoot (0x0) /Pci(0x2,0x2) /Pci(0x0,0x0) /Ctr1{0x0)Scsi(0x0,0x0)/HD(2,GPT, 7T20F 22A3-0885-432E-ABD3-C1B00AB22ABE , 0x400800,
Qe Q0000 )
blke: Alias(s):
PciRoot (0x0)/Pci(0x2,0x2) /PCci(0x0,0x0) /Ctr1({0x0)/Scsi(0x0,0x0)/HD(3,GPT,F298B3CE-074C-4038-A346-T4BEFBIDTFE1L, 0xBO0OBO0
0xDSAGFDF)
blk9: Alias(s):
PciRoot (0x0)/Pci(0x2,0x2) /PCi(0x0,0%0) /Ctr1(0x0)/Scsi(0xl,0x0)/HD(2,GPT,0D6976B4-T0RE-4B36-BEBA-CTFBD322EFDE , 0400800,
0x2BSABCFOF)
Press ESC in 3 seconds to skip startup.nsh or any other key to continue.
Shell
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Shell> fs0:
fsO:\> dir
Directory of: fsO:\
0170171980 00:00 <DIR>
0 File(s)
1 Dir(s)
fs0:\> cd efi

fs0:\efi\> cd boot
fsO:\efivboot\> dir
Directory of: fs0:\ \boot\
01/01/71980 00:00
0170171980 00:00
01/01/71980 00:00

1 File(s)

2 Dir(s)

& 0lclof(¥aslol= ot AIAE)0|M ClHIO|AE S 6t "bootx64.efi" THAUS A=lSH OF
gLt

fs0:\efi\boot\bootx64.efi



Directory of: fsi:
01/01/1980 00:00
0170171980 00:00
01/01/1980 00:00
0170171980 00:00
01701719680 00:00
0170171980 :00
01/01/1980 00:00
0170171980 00:00

7 File(s)

1 Dir(s)
fs1:% cd efl
fsi:nefivy> dir
Directory of: f

sl
05/23/2018 17:52
[ =
.

oo Qo
-] D

r 00 Y Qo
o On O
-

096

149

6,199,680
55,676,805 bytes

:hefiy
<DIR> 4,096
05/23/2018 17:52 <DIR> 0
01/01/1980 00:00 <DIR> 4,096
0 File(s) 0 bytes
3 Dir(s)
fsi:\efi\> cd Appliance
fsi:\efivAppliance\s> dir
Directory of: fsi:\efi\Appliance\
05/23/2018 17:52 <DIR> 4,096
05/23/2018 1 <DIR> 4,096
01/01/1980 00:00 r 18,131,752
01/01/1980 00:00 287
File(s) 18,132,039 bytes
Dir(s)

s O
o Jo

3 ET

initramfs-appliance. img
initramfs-appliance. img.sig
vmlinuz-appliance
vmlinuz-appliance.sig
.gitignore

vmlinuz-1linux

boot.efi.sig




fs2:n
Directory of:
09/21/202"
09/17/202:
10/2

05/2:
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meta_contents.tar.xz
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fs2:\efi\> cd Recovery
fs2:\efi\Recovery\> dir
Directory of: fs2:

0572372018 17:52 <DIR>
05/23/2018 17:52 <DIR>

09/10/202"
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