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Cwerview Analysis  Policies Devices Objects Integration  Deploy Q. &9 it @ admin
Deploymeants Upgrades & Health Tasks - ‘ : Show Notifications
m 0 warmings 2 critical 0 arors Filter
Firewall Management Canter
.'--- -HH-
FMCv-a
@ Smart License Monitor Smart Agent is not registered with Smart Licensing Cloud
\ Smart License usage is out of compliance

Smart Account ZEd Al

System(A|AE]) >> Licenses(2t0| Ml A) >> Smart Licenses(A0HE. 2HO|MA)0i| A Smart License
Status(A0HE 2tO|MA AENE O|SELICH. FMC7t &5 &l Virtual Account(7H4 O{7I2E) ME &=
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T AAHE
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—

Smart Licenses AMoi| 7 HE EdtX| et= & 2to|MAT} 047]0od| EA[ELICE. O] ool M=
Cisco Secure Firewall 1120 7|s 2+0|4A "Malware Defense"0d| CH3H "Out of Compliance" & EN7}
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Smart License Status mart Software Manager @ C
['.'SJ!il‘ Authorization: Out of CompEance (Last Synchronized On Oct 30 2023) ] Re-Auth
i
Product Registration: Regis 1 (Last Renewed On Aug 16 2023)
SEC TAC
Jooo

Smart Licenses

¥ Firewall Management Center Virtial (5)
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[ * Malware Defense ()
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Ciseco Software Central > Smart Software Licensing

Smart Software Licensing SL Product Details Support Help
Alerts Inventory Convert to Smart Licensing Raports Preferences On-Prem Accounts Activity
- R @ Major 745 Minor 0 Infermational Hide Alarts
General Licenses Product Instances Event Log

By Name By Tag
x Manage License Tags License Reservation... (o ] Show License Transactions a,

Advanced Search v

O vLicense Billing Available to Use  In Use Substitution Balance Alerts Actions
[@ FPR1120 Malware Protection Prepaid 0 7 - -7 @ Insufficient Licenses J Actions
@ FPR1120 Threat Defense Threat Protection Prepaid 0 rf - -7 © Insufficient Licenses Actions -
@ FPR1120 URL Filtering Prapaid [v] 7 - -7 Acions =

€ Insufficient Licenses

Showing All 3 Records

EE 8t Smart Account >> AlertsOil M 2212 =HQlg
Virtual AccountE ZE{&gLICt.

UA&LICtH EFt B2 "Source(AA)"0l M

1
z

Cisco Software Central > Smart Software Licensing I Lufl] - I
Smart Account ——»

Smart Software Licensing SL Product Details Supporl Help
Alerts Inventory Convert to Smart Licensing Reports Preferences Cn-Prem Accounts Activity

Alerts €D Major (@808 Minor  ({B8) Informational

- (B3
[ Sev Alert Type Alert Date Message Source Action Due Actions
Virtual Account —P:]

O ] Insufficient Licenses 2023-0ct-22 The Virtual Account "SEC TAC™ has a shortage of FPR1120 URL Filtering license... SEC TAC Mow Actions =
| O [x] Insufficient Licenses 2023-0ct-22 The Virtual Account "SEC TAC™ has a shortage of FPR1120 Malware Protection li...  SEC TAC Mow Actions -

0O ] Insufficient Licenses 2023-0Oct-22 The Virtual Account "SEC TAC® has a shortage of FPR1120 Threat Defense Thre... SEC TAC MNow Actions «

FMC CLI(Command Line Interface) A&
1Et7Al. FMC CLIoi| 2218 L ct,

2EHAH|. o] WS AFE 35109 Linux Aol M| AEHLICH
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Tess /var/log/sam.log

QlstedH of2f 2 A3 E5tof mh ol x| 4
Smart Licensing Tech Support info

smart Licensing Status

Smart Licensing 1s ENABLED

Registration:
Status: REGISTERED
Smart Account:
Virtual Account:
Export=Controlled Functionality: ALLOWED
Initial Registration: SUCCEEDED on Aug 16 2823 12:84:50 UTC
Last Renewal Attempt: MNone
Next Renewal Attempt: Feb 12 28624 12:84:49 UTC
Registration Expires: Aug 15 2024 11:59:51 UTC

License Authorization:
Status: OUT OF COMPLIANCE on Sep 22 2823 15:43:12 UTC
Last Communication Attempt: SUCCEEDED on Oct 29 2023 19:37:27 UTC
Next Communication Attempt: Oct 30 2023 87:37:27 UTC
Communication Deadline: Jan 27 2024 19:32:26 UTC

Export Authorization Key:
Features Authorized:
=none:=

S5t 210 MAJF AUTHORIZED(QIS E)2 E AlEILICH.

License: FTDv Malware 5 Gbps

Entitlement lag: regid, 6¥-18.com,cisco.FTDv=AMP-5G,1.8_ab58febB-caca-45d5-badd-41cB28bddcds
Description: Cisco Firepower Threat Defense Wirtual Malware License, 5 Gbps

Count: 2

Version: 1.8

Status: AUTHORIZED(3)

Status time: Oct 2B 2823 @7:37:23 UTC

Request Time: Oct 24 2823 19:14:13 UTC

Export status: WOT RESTRICTED

Soft Enforced: True

CHO|MAE A 2 OUT OF COMPLIANCEZ E A[E|LCE,




Handle: 9
License: FPR1128 Malware Protection
Entitlement Tag: regid.Z2815-02.com.cisco.FPR1128TD-AMP,1.08_375e2617-5d67-4892-961b-fdaav7af31d8d
Description: FPR1128 Malware Protection
Count: 2
Version: 1.8
Status: OUT OF COMPLIAMCE(4)
Status time: Oct 82 2023 18:808:17 UTC
Request Time: Oct 82 2823 17:59:45 UTC

Export status: NOT RESTRICTED
soft Enforced: True
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Dear Valued Customer,
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Cisco Software Ceniral > Smart Software Licensing

Smart SOftWE]re Licensing SL Pru.c-..lzl Details Support Help

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: @ Major 483 Minor @ 'nformational Hide Alerts
Genera Licenses Product Instances Event Log

By Name By Tag

Manage License Tags License Reservation... C-) Show License Transactions FPR4110 Q,

Advanced Search w

License Billing Available to Use In Use Substitution Balance Alerts Actions
@® FPR4110 Threat Defense Malware Protection
Prepaid 25 0 - +25 Actions «
Transfer..
@ FPR4110 Threat Defense Threat Protection Prepaid 25 0 - +25 o
@ FPR4110 Threat Defense URL Filtering Prepaid 25 0 - +25 Actions -

Showing All 3 Records

ATHA| BFO|MIA 7 =R EF CHA Virtual AccountE MEHSI T M&EF 048] 2HO|MIAE N B EFLICH

5EHA|. Show Preview(O|2| 27| EANE 22I5t0{ R 54 &It C}3 Transfer(0IX)E 22/
LIct,

Licamsas

Transfer Licenses Between Virtual Accounts

Transfer To Wirlual Accourl
Licerss Balryy Furchased in L Ealarze Trarsser
FPR4AT1T0 Thread Dedense Mahwane Profection Prapakd e 1] 25 0
Marual Eniry L-FFRA110T-TMC 25 10
NA Fire Powes S5P

= naver -

FMC7t S&E 714 07IRE0|AM ZE 2tO|MAE AFE = UM £/H FMCL| Re-Authorize(RH !
&) HEE 225104 Out of Compliance(ZZ2H0|91A |Eh) AEHE K|S LICH.

AILEE|2 3 - Firepower MCv C|HFO[A BFO|MIA F2F
Jhat Bl REo| He Weto = = x| BAE0| EHELIC

FMCv C|d}O|A 2FO|MIA = Firepower MCv C|HFO|A 2HO|MIAZ E A|E[0{ FMCv300 C|HFO|A 2}
O| Ml A = Firepower MCv300 C|HFO|A EHO|MIA QILICEH,
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"u"iﬂ.ual A‘NOU“I' - m Major ) Mo - I Ly ial Hide Alerts
Ganagral Licenses Product Instancos Evard Log
By Mame By Tag
- Manage License Tags Licenss Feservalion... (] Show Licenss Transactions Device =%
Advanced Search «
O ucensa Billing Avallable o Use  In Use Substiution Balance Alenls Actions
@  Firepower MCv Divice Licensa Prepaid % 27 ] © Insufficient Licenses Actions =
@  Firepower MCyv-300 Device Licensae Frepaid 5 Z +23 Actions =

2HolMA KBS B2sHH ST EHolMAE AL B¢
o

M FMCv-a= 5719] 2to|MAE

Firepower MCv Device License in US TAC

Croarvew Product Instances Event Log

Transaction History

Shawing All 2 Recondy

FMCE Al#H3l= o ==0| ELIct. of odofl
AE3tH, O|= FMC Smart License T 0| X|2F Y x|gL|C}.

Product Insiance Froduct Type Licenses used
FP 1
FP 3
FP 2
FP 1
FP 3
FMCv-8 FP 5 ]
FFP 5
FP 1
FP 1
FP 1
T Shewing Page 1 of 2 {12 Recoeds) | 3 |
Actions = m
Smart License Status w o
Usage Audharization: @  Oui ol Complance (Last Synchronized On Hov 01 2023 L
Product Registration: Registered (Last Renewed On Aug 16 2023}
Assignad Virtual Account: Us Tac
Expon-Controlied Features: Enabled
Smart Licenses FMC Consuming 5 Device count License Pkt Daices. | | it Pestor it Lice
Licere Type/Thrdce Hame License Status Bevice Type Baman Tarorop
lnw.uwwmm.ml’; @ O of Compliance
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Base CtO|MAE AISC 2 QHEE|H HES X &b & I—lEP 7.x O|™ FTDv SKU(Stock Keeping
Unit)oll CHEt L& 2 Cisco Network Security £& 7t0|E2| E 60 2 612 HEASHMAIL.

C2 2 Smart Account2| Pre 7.x FTDv 2t0|AlA O|& QlL|Ct.

LY gof 7t g3 E RHE

Threat Defense 7F4 URL ZE{ 2
Firepower MCv C|HFO[A 2}O[MIA
Firepower Threat Defense 7|& 7|S
Loy /M ESE

Cisco AnyConnect Plus 2H0|AlA
Cisco AnyConnect Apex 20|AllA
Cisco AnyConnect VPN & Zl0o|AMlA

O| ool M= 7tHe of7t2E 0| SE 8 ctoldlAaTt glof o dA e U 2[H eto|dlAaTt #HE E45f
x| t&Lict

EO|MIAE F46t2{H AL A= Smart Licensing 71 0472 E0f| AL 758t 2lo|dA T &
gt x| & elsok g Lct 7.x O|F FTDv SKU= Cisco UER|T Hot 7 MHME EASHAMAIL.
jor @C

npliance Last Synchronized On Dec 07 2023 | Re-Authoriz ‘
s Om Dy 0;
Exg nabed
o o
i ]
Smart Licenses Filter Devices.

» Firepower Management Center Virtual (1) L]
» Base(1)
~ Malware (1) o

t;ﬂ-:;;lf;'iz Cisco Firepower Threat Defense for VMWare - v6.6.7 ° Cisco Firepower Threat Defense for VMWare Global NIA
~ Threat (1) M

:TD"-:;-';&) Cisco Firepowar Thraat Defonze for VMWare - vB.6.7 L Cisca F Threat M,



/content/en/us/products/collateral/security/secure-firewall/guide-c07-737902.html#SKUsandorderingguidanceforCiscoSecureFirewallManagementCenter
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Cisco Software Central > Smart Software Licensing 1] -

Smart Software Licensing SL Product Detaits Support Holp

Aerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: @ Major HBE Minor @ Informational Hide Alerts
Genera Licenses Product Instances Event Log

By Name By Tag

Manage License Tags License Reservation... G—P Show License Transactions tual Malware Protection Q,
Advanced Search w

O License Billing Available to Use In Use Substitution Balance Alerts Actions

@® Threat Defense Virtual Malware Protection

Prepaid 0 = . 15 © Insufficient Licenses Actions -

ALIE2|2 5-FTDE 7.0 HT Oo| &2 A™St=E 714 ESHEQLICE

7|2 etoldias MEAFEIM 7[8to|H AlEoi ofEELICH 7ty of7t2Eoi= FTDv & 91, <
Hd3E, URL EE{Zof CHEt Base 2tO|dlA X}Z0| {010k &fLICt

FTDVE X 7.0 0|22 18 0|=E5HH C|HFO|A 7} AFS 2 2 FTDv - Variable Tier2 0|S 5HH
H|-7H|& AEIO|ETHEE ALEELICH O] ool = FTD7F 6.6.70A 7.2.52 4180|=EE| T Smart
License &FE}7} Authorized(& @1El) & In-Compliance(td & &) EAIELICH

Smart License Status Cisco Smart Software Manager @
Usage Authorization: Authorized (Last Synchronized On Nov 17 2023)
Product Registration: Registered (Last Renewed On Nov 08 2023)

Assigned Virtual Account:

Export-Controlled Features: Enabled
Smart Licenses Filter Devices... % | [ Edit Performance Tier Edk: Licenss
License Type/Device Name License Status Device Type Domain Group
~ Base (1) In-Compliance
FTDv-Lic P —
192.168.16.39 - Cisce Firepower Threat Defense for Viware - v7.2.5 e Cisco Firepower Threat Defense for VMware Global N/A
~ Malware (1) In-Compliance
FTDw=Lic
In-Compliance < § §
192.168.16.39 - Cisco Firepower Threat Defense for ViMware - v7.2.5 S Ompes Cisco Firapower Threat Defense for Vidware Global NiA
~ Threat (1) In-Cempliance
FiDy-Llc In=Compliance i F farse § P
192.168.16.39 - Cisco Firepower Threat Defense for ViMware - v7.2.5 i Cisca Firspower Thraat Dafanss for Vidware Giobal NiA
~ URL Filtering (1) In-Cempliance

Lt AIE SRR f 2 AEO|EHEE AlS ASELICH



fmev-Lic
Overview Event Log

Description

Firepower Threat Defense

General
Name: fmev-Lic
Product Firepower Threat Defense

Host Identifier:

MAC Address:

PID: FS-VMW-SW-K9
Serial Number: 3

UuID:

Virtual Account:
Registration Date: 2023-Nov-08 18:55:32

Last Contact: 2023-Nov-1T 22:17:11

License Usage

License Billing

Threat Defense Virtual Malware Protection Prepaid
Threat Defense Virtual URL Filtering Prepaid
Firepower MCv Device License Prepaid
Firepower Threat Defense Base Features Prepaid
Threat Defense Virtual Threat Protection Prepaid
Cisco AnyConnect Plus License Prepaid
Cisco AnyConnect Apex License Prepaid

A-ER7F AEFO|EHETL gl dIt AS S

Expires Required

MEstiL (S0 BEE AL ASSR VIRt

MYstH dEf7 77 £4E flttste Aoz EAIELICH

O| ool M= AFERIZI SEEV
Performance Tier FTDv502 MEHSL|C},

irtual Account0l| Base Malware 2! Threat 2}O|AMA T} Qi



Smart License Status Cisco Smart Software Manager o =
Usage Authorization: @  Out of Compliance (Last Synchronized On Nov 22 2023) Re=Authorize
Product Registration: Registered (Last Renewed On Nov 22 2023)
Assigned Virtual Account:

Export-Contralled Features: Enabled

Smart Licenses Filter Devices... X Edit Performance Tier Edit Licenses
License Type/Device Name License Status Device Type Domain Group
» Firepower Management Center Virtual (1) In-Compliance
~ Base (1) @ Cutof Compliance
SEDwe " ) @ Out of Compliance Cisco Firepower Threat Defense for VMware  Global N/A
192.168.16.32 - Cisco Firepower Threat Defense for VMware - v7.2.5
~ Malware (1) @ Out of Compliance
FTDve @ Outof Compliance Cisco Firepower Threat Defense for VMware  Global NiA
192.168.16.22 - Cisco Firepower Threat Defense for VMware - v7.2.5
= Threat (1) o Out of Compliance
FTDve Out of C liance .
@ Uutol Lompliance Cisco Firepower Threat Defense for VMware  Global NiA

192.168.16.32 - Cisco Firepower Threat Defense for VMware - v7.2.5

Virtual Account= REE &5 H &0 CHet F7t 2tO|MA/XHAE E AlsHOF ErL|Ct

Cisco Software Central > Smart Software Licensing

Smart Software Licensing SL Product Detalls Support Help

Alers Inventory Convert to Smart Licensing Repons Preferences On-Prem Accounts Activity

Virtual Account: @D Maor 188 Minor @ Informational  Hide Alerts
Genera Ligenses Product Instances Event Log

By Name Ey Tag

Manage License Tags License Reservation, C* Show License Transactions FTDv Base 10 Gbps o,

Advanced Search «

License Billing Available to Use  In Use Substitution Balance Alerts Actions

® FTDvBase 10 Gbps Prepaid /] v - -3 © Insufficient Licenses Actions -

Showing 1 Record

O|& &435t24 AF& XF= Virtual Smart Licensing 017H2 E 0| A Performance Tier X242 MEH Y
OfF gfLICt X El M5 AES MEE 3 A& A= FMC = FDM2| H|0|X| 2 0|S35t0f s A

&£ Virtual Accounttl| Y= =E2Z2 ZHE £ U&LICH

A
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Edit Performance Tier

Target Performance Tier :

| FTDVS - Tiered (Core 4 / 8 GB)

FTDv10 - Tiered (Core 4 / 8 GB)
FTDv20 - Tiered (Core 4 / 8 GB)
FTDv30 - Tiered (Core 8 / 16 GB)
FTDv50 - Tiered (Core 12 / 24 GB)
FTDv100 - Tiered (Core 16 [ 32 GB)

FTDv - Variable

v

2

Selected Devices (0)

Ol £ M5 ABT Bl A, Btolda U MEHS ZHerats
1
L |[HRI ALY = |RAVPN Al 2to|MlA  |RA VPN 2HO|MIA
ME 7 e c |&E Mt i 2toldlA ol
d= AS (ZO01/RAM) = My et Fol | PID 2 PID
FTD-V-  |Cisco AnyConnect
FTDv 7|&
-BSE- 2hol Ml A
100Mbps iz BSE- |Apex C£}O|
Cisco AnyConnect
Plus 2tO|MIA
FTDv &3
100Mbps Cisco AnyConnect
VPN T& zfo|4l
S
FTDV5 FTDv URL EEZ
’ 5_0 \/-
100Mbps | +-=°1/8GB |100Mbps |50 100Mbps FTD-V- oA VPN 2tojdia
58-TMC LA
PID= Cisco
Secure Client &
FTDv Threat Jlol=E= Atz 54l
Protection AlS.
100Mbps
Firepower FTDv |[FTDV A}
FiZlo{ 2to|MA  |SAt
FTDv10, |430{/8GB [1Gbps |250 FTD-V-
1Gbps FTDv 7|2 1Gbps [10S-BSE-
K9
FTDv &43 = |FTD-V-
1Gbps



/content/en/us/products/collateral/security/anyconnect-secure-mobility-client/secure-client-og.html
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FTDv URL ZEE
1Gbps

FTDv Threat
Protection 1Gbps

10S-TMC

Firepower FTDv
7li2loq 2to| A

FTDV Xt
Skt

FTDv20,
3Gbps

4304/8GB

3Gbps

250

FTDv 7|2 3Gbps

FTD-V-
20S-BSE-
K9

FTDv 483
3Gbps

FTDv URL ZE{Z
3Gbps

FTDv Threat
Protection 3Gbps

FTD-V-
20S-TMC

Firepower FTDv
7H2lo{ 2to|MA

FTDV At
St

FTDv30,
5Gbps

8301
/16GB

5Gbps

250

FTDv 7|2 5Gbps

FTD-V-
30S-BSE-
K9

FTDv &3 E
5Gbps

FTDv URL ZE{Z
5Gbps

FTDv Threat
Protection 5Gbps

FTD-V-
30S-TMC




Firepower FTDv
72|01 2to|MA

FTDV Xt
Skt

FTD-V-
=
:ggg 78 = 50S-BSE-
P K9
FTDv & M&M3E
10Gbps
FTDv50 1230 FTDv URL ZE{Z
’ 10Gbps |750 FTD-V-
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3CHH. LB % M EFCHR0|M XA E Smart AccountE ME4SET Inventory(RIHIE 2]) > [Virtual
Account Name] > Product Instances(M|Z QIAEIA) > Actions(E )2 0[St CHZ Transfer(0|T)
> Transfer product Instance(MZ QUAEA O|H)E Z=/gLICtH
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Cisco Software Central > Smart Software Licensing -
Smart Soﬂware Licensing SL Product Detalls Support Help
1
Alerts  [Inventory | Convert to Smart Licensing Reports = Preferences | On-Prem Accounts | Activity
.Viﬂua| Account: @ Major 84 Minor @ (nformational Hide Alerts
i 2
seneral Licenses Product Instances Event Log
Authorize License-Enforced Features... 3 FMCvb c,
MName Product Type Last Contact Alerts Actions
FMCvb FP 2023-Nov-22 15:36:10 Actions «
g =
Transfer Product Instance P—
Name: FMCvb (FP)
Transfer v |5
Although its usage will count against the new Virtual Account, the product instance will
not update its configuration until it contacts the Smart Software Manager
6 Cancel
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Smart License Status Cisco Smart So de & ster X (j
De-register Firepower Management Center
R . i R = from Cisco Smart Software Manager

Usage Authorization: [-] Out of Compliance (Last Synchronized On Nov 22 2023) Re-Authorize

Product Registration: Registered (Last Renewed On Nov 22 2023)

Assigned Virtual Account: Us TAC

Export-Controlled Features: Enabled
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Narne Product Type Last Contact Alets Actions

firepower FP 2023F-MNow-21 03-28:46 I Failed 1o Connpct I I Artiong - |

Confirm Remove Product Instance

If you continue, the product instance "firepower” will no
longer appear in the Smart Software Manager and will no
longer be consuming any licenses. In order to bring it back,
you will need to re-register the product instance.

Remove Product Instance Cancel
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