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Add New Certificate (7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:

‘ FTD-A-7.4.1 v ‘

Cert Enrollment®*:

| " [£]

Q15 A 7t
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=
=
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2EHA|. o M CA Information Enroliment Type(S 8 f8)2 Manua ME45t1 CSR M0l AL &l CA(Certificate Authority) IS A E 2
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Add Cert Enroliment 9

Name* -
ssl_certificate
Description
CA Information Certificate Parameters Key Revocation
Enroliment Type: | Manual v

| | CAOnly
Check this option if you do not require an identity certificate to be
created from this CA

CA Certificate: AUTUVUUUERZIETWRY TVWIUS -
UQgU2VydmVylENBIEExMIIBI]

ANBgkghkiGO9wOBAQEF
AAOCAQBAMIIBCgKCAQEASB
huZbDVWMG)7XbFZQWI+uhh
05leWhOE&rl79MV4+775)2
LxosbeBzaOH1JVVzZTNPaup2G
0438C5zeaqaGtyUshVEBDOxw
UiWyamspTao/PjjuC
h81+tp9z76rplirjNMh5o/zeJO
h3Kag5zQG9sfl7J7ihLnTFbArj

N i ¥}

Validation Usage: IPsec Client SSL Client [ | SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

CA™ME F7}

1

37|, Validation Usage(ZAS AFE)0d| A and(2)E ME4EFLICHPsec Client, SSL ClientSkip Check for CA flag in basic constraints of the CA
Certificate.

AEtA|. ot2Hof| Certificate ParametersT4|| O|& M5 HEE =FLICH



Add Cert Enrollment

MName*

ssl_certificate

Description

Include FODMN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

RIS M OH7HHE F7t

5EHA|. oA 7| Ol 27|2| 7| REE RSAR KeyMEIFLICH & Save 2 2IFLICH

CA Information Certificate Parameters Key Revocation

Don't use FODN in certificate

h

certauth.cisco.com

TAC

Cisco

Bangalore

KA

IN

Include Device's Serial Number [ |
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Add Cert Enroliment Q

MName*

‘ ssl_certificate |

Description
CA Information Certificate Parameters Key Revocation
I
Key Type:
(@ RSA () ECDSA () EdDSA

Key Name:*

‘ rsakey |

IKey Size: I

‘_ 2048 v |

v Advanced Settings

:I lgnore IPsec Key Usage

o | (IR

RA 7| F7}

6=t of2HCert Enrollment, &= A48 EECIR0M A2 X|HE MEiSt D 2 E=IFLICIA.



Add New Certificate [ 7]

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| FTD-A-7 .41 v \

Cert Enrollment*:

ssl_certificate v | +

Cert Enrollment Details:

MName: ssl_certificate
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

7EHA. IDE BB S £t ZELES 325t0iYesCSRE AABHLICH
- § _
Thits operation will generate Certificale
fx“rﬁezeqwldowuwml
CRYY
8Et7il. CSRE SAtet L Q15 7|0l M MBS B&LICH ID 1B M7t CAol| o8 &= =T & 22I5t04 7HX{2 CHS 2 Browse

Identity Certificate 2 2/ L|CHmport.



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

-——--BEGIN CERTIFICATE REQUEST-----
MIEYTCCAECAQAWVTEMMACGATUECWWDVEFDMO4wDAYDVOQKDAVDaXNjbzEbBMEKG

ATUEAWWSY 2Vyd GF 1dGguy 212y 28uY 2 StMOswCOYDVOOIDAJLOTELMAKGATUEERMC

SU4wggliMAOGCSgGSIbIDOEBAQUAALICDWAWDOIKACICAQDMNZ rd3 1miY G+ 1 bLFK
WYSZddwTafgs8 7 FtAWT +ndUuxLDws54R/txedte X /65uSyY 8/ bxkKidsghMgbrawO
JdogCVigjtatel+95np 1 /myzFOZZRWTeBdi/H 1 pILEdR4AX6ZINMSINA /GLVIMNPoP

Step 2
Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | l Browse Identity Certificate |
e |

ID QIBM 71X 27]
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p  Certificate

General pDetails Certification Path

. ﬂ Certificate Information

This certificate is intended for the following purpose(s):
» All issuance polices
« All apphcation policies

Issued to: auth-risaggar-ca

Issued by: auth-risaggar-ca

Valid from 04-03-2023 to 04-03-2033

Issuer Statement

auth-risaggar-ca

2EA|. AE| X|™ o|E2 &5t ofge] S8 K22 MEIFLICIManualCA information.

32| PEM EHAICA Onlye 2 AZ|E £ QlE/L
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4EH7|. 2 Q1 Skip Check for CA flag in basic constraints of the CA Certificatedt 2 22| Save fLIC}.

Add Cert Enroliment Q
| Internal_CA |
Description

CA Information Certificate Parameters Key Revocation

Enrollment Type: Manual -

CA Only

eck this option if you do not require an identity certificate to be
created from this CA

CA Certificate: | —---- BEGIN CERTIFICATE--- =

MIIG1jCCBLE6gAwIBAgIQQAFu
+wogXPrrdY9x1zq/eDANBgk
ghkiGO9wOBAQsFADBK
MQOswCQYDVQQGEwWJVUZES
MBAGATUEChMJSWRIbIRydX
NOMScwJQYDVQADEX5JZGV

u

VHJ1e3QgQ29tbWVyY2IhbCB
Sb290IENBIDEwHhcNMT kx M -

Validation Usage: IPsec Client SSL Client [ | SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate
=3

M2l X|H =7t

5EHA|. of2HCert Enrollment, &= A48 EECIR0M A2 X|HS M5t 2 E=IFLICIA.



Add New Certificate
Add a new certificate to the device using cert enrollment object which is used to

generate CA and identify certificate.

Device*:
v

| FTD-A-7.4.1
Cert Enrollment*:
Internal_CA 1 +

Cert Enrollment Details:
Internal _CA

Name:
Enrollment Type: Manual (CA Only)
N/A
=N

Enrollment URL:

1 Zo| EAIELICH

LHE cA F 7}
K=
[=]

6THAl. O|Fofl F7HE Q1B ME O

ereal_GA [
FItE QIB M
c. VPN ALEXLE #l8t F& & 1
1EH7|. 2 Objects > Object Management > Address Pools > |Pv4 Pools 0|5 & L|C}.
T4 HRAE LI



Edit IPv4 Pool Q

MName*

vpn_pool

Description

IPv4 Address Range*

Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask*
| 255.255.255.0

Allow Overrides

OConﬁgu re device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

Cancel Save

IPv4 E =7}

d &

re

ECI0|AUE o|O|X| YRE

1EHA|. Cisco & E )01 AO|E0d| M OSoil [+ webdeploy 29+ 22I0|HE O|0|X|E CI2Z =& L|CH

2EH7A|. 2 Objects > Object Management > VPN > Secure Client File > Add Secure Client File 0| S & L|CH.

3EtA|. ol 2 ™St T C|AT oM Secure Client Tt S MEHFHLICH

4. It Y RS (2)F Secure Client Image MEdst 1 & Z 218t L|CtSave.


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

Edit Secure Client File 9]

Name:*

I SecureClientWin-5.0.05040 ‘

File Name:*

| cisco-secure-client-win-5.0.05040-wek | ‘ Browse..

File Type:*

Secure Client Image v

Description:

Cancel ‘ Save

H ok Z2t0|4E o|O|x| FT}

127, Cisco Software AFO|E.01| A Secure ClientProfile EditorS CH2 2= 6t 10 A %|&LCt.

2B M Z2 g MMt Client Certificate Selection(22H0|1E QIB M MEH) EF 20| M MEISHLICIAIL T2 Secure Client7}
[e]
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[m Cisco Secure Client Profile Editor - VPN

File Help

kv ! Preferences (Part 1)
Profile: C:\Users\dolljain\Downloads\client_profile.xml
TeTerences [ Fa
Backup 5
E:Mﬂﬁﬁt:ﬁﬁng B use start Before Logon B user Controllable
Certificate Matching

Certificate Enrollment || Show Pre-Connect Message

8 Mobile Policy Client Certificate ...
af Server Lis Windows Linwe | Al ”
macls  All "
|| Auto Connect On Start B user Controllable
B Minimize On Connect B user Controllable
[ | Local Lan Access @) user Controllable
(| Disable Captive Portal Detection 8 user Controllable
@ ~uto Reconnect (] user Controllable
Auto Reconnect Behavior (] user Controliable

ReconnectAfterResume
(] Suspend AnyConnect during Connected Standby

B Auto update [ user Controllable

R5A Secure ID Inteqration |:| User Controllable
Automatic i

Windows Logon Enforcement Windows VPN Establishment
SingleLocalLogon i AllowRemoteUsers

Linux Logon Enforcement Linux WPN Establishment
SingleLocalLogon i LocalUsersOnky i

B Clear SmartCard FIN [ ] user Controllable

IF Protocol Supported
IPvd, IPv6 ot

M

B MW F7H(1R)

tX| efoo 2 of A&y

0||

3EHA. (ME4 AFE) AFZRE7L Disable Automatic Certificate Selection 915 QIS ME MEISIEIE ZEZEE EA|
g F|Agich



Em Cisce Secure Client Profile Editor - VPN
File Help

& VPN | Preferences (Part 2)
o — Profile: C:\Users\dolljain\Downloads\client_profile xmil

& Certifeats Pinning [ isable Automatic Certificate Selection (] user Controllable

| 7 Certificate Matching Proxy Setti
= Certificate Enrollment ngs  Native o User Controllable

4 Mobile Policy
i Server List

Public Proxv Server Address:

Hote: Enter oublic Proxv Server address and Port here. Examole:10.86.125.33:8080

B Allow Local Proxy Connections

[_] Enable Optimal Gateway Selection (] user Controllable
Suspension Time Threshold (hours) 4
Performance Improvement Threshold (%) 70

(] Automatic VPN Policy '
Trusted Network Policy Disconnect
Untrusted Network Policy Connect

Bypass connect upon VPN session timeout

Trusted DNS Domains

Trusted DNS Servers
Mote: adding all DNS servers in use is recommended with Trusted Network Detection

Trusted Servers @ hitps://<server=[:<port>]

https:/f Add
Delete
Certificate Hash: Set

Disable interfaces without trusted server connectivity while in truste...

Abwrays On (More Information)
Allow VPN Disconnect

Allow acoess to the following hosts with VPN disconn...

Connect Failure Policy Closad
Allow Captive Portal Remediation

Remediation Timeouwt {min.) 5
Apply Last VPN Local Resource Rules '

[ ] captive Portal Remediation Browser Failover
8 Allow Manual Host Tnput

FPP Exclusion Disable w  [_]user Controllable
PPP Exclusion Server IP (] user Controllable
(] Enable Scripting ("] user Controllable
Terminate Script On Next Event Enable Post SBL On Connect Script
[ ] Retain VPN on Logoff
User Enforcement Same User Only
Authentication Timeout (seconds) 30

SL7d AdTd <=l /A



A1 0| ACLE SecureClientoll M LIS 2lA A 2ot B2 E FUlstE Ol AFRELICEH

20HA|. 2 0|55t Devices> VPN > Remote Access & 2 2!8fL|CHAdd.

A, Z= 0t 0|2 AUEt C+HS FTD ClHO|AE =S Next(CHS)E S =IgfLICH

Remote Access VPN Policy Wizard

o Policy Assignment 2 | Connection Profile i Secure Client 4 | Access & Certificate % | Summary

Targeted Devices and Protocols
Before You Start

This wizard will guide you through the required minimal steps to configure the Remote

: Before you start, ensure the following configuration
Access VPN policy with a new user-defined connection profile

elements to be in place to complete Remote Access
. VPN Policy.
Mame

RAVEN |

Authentication Server

Description Configure LOCAL or Realm or RADIUS Ser

of S50 to authenticate VPN clienls.

Secure Client Package
VPN Protocols:

Make sure you have Secure Client package for VPN
asL Client downloaded or you have the relevant Cisco

credentials to download it during the wizard,
IPsec-IKEV2

Device Interface
Targeted Devices:

Interfaces should be already configured on targeted
ces 30 that they can be used a8 & secunty zone
or interface group to enable VPN access,

©, Search FTD-A-T.4.1

FTD-A-7.4.1

FTD-B-7.4.0

-

FTO-ZTNA-7.4.1

13

2dg o
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P

7t

4%H7|. & Connection Profile Name®{235t 1 AAA(Authentication, Authorization and AccountingClient Certificate Only) OF2H 01| A
Authentication Method(218 2H)E MEdgL|ct



Connection Profile:

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the
tunnel itself, how AAA is accomplished and how addresses are assigned. They also include user attributes, which
are defined in group policies.

Connection Profile Name:* | RAVPN-CertAuth

@) This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: § Client Certificate Only v

Usemname From () Map specific field (@) Use entire DN (Distinguished Name) as username

Certificate:
Primary Field:
Secondary Field
Authorization Server: ‘ v ‘ +
(Realm or RADIUS)
Accounting Server: ‘ - ‘ -
(RADIUS)
QI Y M

5E+7|. Client Address Assignment(Z220|HE F A &Eh ol2iUse IP Address Pools & 2 26t 11 0|70l MAd8H Ipv4 A ES MEds

Lo,

Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (Realm or RADIUS only) @
[ ] Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools:l vpn_pool | 7

IPv6 Address Pools: | | 4




Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* | DfltGrpPalicy

I Edit Group Policy I

x|

R4 &H
=

o

rH

a

I

7EHA. Split Tunnel Network List Type(AZ 3! E{d HEQIT S

Standard Access List O| S 5t0{ MEHGt T ME4BHLICE

O|%of| M8t ACLS MEHEELICY.

£ 2%)2 2 General > Split TunnelingTunnel networks specified below



Edit Group Policy Q

Name:*
DfitGrpPolicy

Description:

Secure Client Advanced

VPN Protocols IPv4 Split Tunneling:

IP Address Pools | Tunnel networks specified below |

Banner IPv6 Split Tunneling:

DNS/WINS | Allow all traffic over tunnel v |

Split Tunneling Split Tunnel Network List Type:
(@) Standard Access List () Extended Access List
Standard Access List:
| Split_ACL v+

DNS Request Split Tunneling
DNS Requests:

| Send DNS requests as per splittv |

Domain List:

Azl E_|LdEI

A =2 o

Mkl

7t

i

87|, 2 Secure Client > Profile O|S3+04 & ME43L 1 Client Profile & £ 2§ LICtSave.



Edit Group Policy Q

MName:*
DfitGrpPolicy

Description:

General Secure Client Advanced

m Secure Client profiles contains settings for the VPN client

Management Profile = functionality and optional features. The Firewall Threat

Defense deploys the profiles during Secure Client

SSL Settings
Client Profile:

| Anyconnect_Profile-5-0-05040 v | +

Connection Settings

Custom Attributes

Standalone profile editor can be used to create a new or
modify existing Secure Client profile. You can download the
profile editor from Cisco Software Download Center.

T

ot Zpto|oiE =2t F7}

ottH|. 2 Next 22I8t C}

0jo

£ MEHS T ESecure Client Image 2 218 LICHNext.

Secure Client Image

The VPN gateway can automatically download the latest Secure Client package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download Secure Client packages from Cisco Software Download Center.

Show Re-order buttons -

|_| Secure Client File Object Name Secure Client Package Name Operating System

I AnyconnectWin-5.0.05040 cisco-secure-client-win-5.0.05040-webde_.. Windows v | I

Hot 22t0|4E o|O|x| F7t

10EFA. Network Interface for VPN Access(VPN HMAE HER/T QIE{H 0|A)E MBS 1 EDevice Certificates MBS CHS sysopt

permit-vpnS MEHE D & Z2IFLICHNext.



Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* +

Enable DTLS on member interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called |dentity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* ss|_certificate v+

Enroll the selected certificate object on the target devices
Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Paolicy.

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)
This option bypasses the Access Control Policy inspection, but VPN filter ACL and
authorization ACL downloaded from AAA server are still applied to VPN traffic.

VPN E2iZlof CHet M| A Ko =7t

11EA. ox|2f e 2, 2 & An|aeol/Mg ZAESta 2 E=IFLICHFinish,



Remote Access VPN Policy Configuration

Firewall Management Center will configure an RA VPN Policy with the following settings

Name:
Device Targets:
Connection Profile:
Connection Alias:
AAA:
Authentication Method:

Username From Certificate:

Authorization Server:
Accounting Server:
Address Assignment:
Address from AAA:
DHCP Servers:
Address Pools (IPvd):
Address Pools (IPvB):
Group Policy:
Secure Client Images:
Interface Objects:

Device Certificates:

Device Identity Certificate Enrollment

RAVPN
FTD-B-7.4.0

RAVPN-CertAuth

RAVPN-CertAuth

Client Certificate Only

vpn_pool

DfltGrpPolicy
AnyconnectWin-5.0.05040
outside-zone

ssl_certificate

Certificate enroliment object 'ssl_certificate’ is not installed on one or more targeted
devices. Certificate installation will be initiated on the targeted devices on finishing the
wizard. Go to the Certificafes page to check the status of the installation.

A AMA VPN HR T

12EHA|. A HM|A VPNS| £7| HYo| 2herlH YYE i 22 utelg HESt D 2 Aliases O|SELICEH

13EHA|. 45t 7| ot 0|2 (+)& E=!5t0d group-aliasT & & LICt



Edit Alias Name

Alias Name:

| ssl-cert

Enabled

a

e

&

i

L

14EHA|. 38t 7| oto|2(+)E & 25104 group-url A ELICH SEt0|HE T2 HofM O|Fof 788 Wt SUE 2 & URLE AISE
LIch.



Edit URL Alias

URL Alias:
| certauth

Enabled

15|, Access InterfacesZ O|S &HLICH SSL A& Interface Truspoint OF2H0| A{SSL Global Identity Certificate &/ 2 MESHL|CH

RAVPN R -
Enlar Desceipton
Esiicy Assigamerta |1}
Local Readn; cisco-local Dynamic Access Policy; None:

Connection Profle  Access Interfaces  Advanced

Interfaces of the targeted device which belong 1o below specied interface growps will support ncoming Remote Access VPN connections -+
e eftorface Trusipoint oTLE 5L Proc-iivi
outside-zone ssl_cartibcato -] -] -] u

Access Settings

[ Alow Users ta seléct connection prafile while lagging in

551 Settings

Wel Access Port Number ® 443

oS mer
SSL Global Identity Cerndeste: sl_cariheate -
e Crcsure D e

M| A CIE{H|O|A TE



70| SHEAH ESst=X| HQlstt{H o MMS HESHMAIR.

1. 2ot Z2I0|HE pColE AHE A PCO REE ™, MF X EKUZt e 1B M7 ARI=|0f Q{o{ok FfLICH O] ABME AM HHE
Bt Zx™ FTDOl| MX[E 1B M2l CACIM ¢

ZatioF LIt 047|M ID E= AFE A Q1B M= "auth-risaggar-ca'ofl 2|5 &3

=
Zch
& | Cestificate > | Centificate *® a Certificate *
[Eei] cetate cersticatanpan Genesal EanﬁcanonPath ereral [ 555 ] centcanen ram
Show: | <all> ~ Show: | <A
{4 Certificate Information
This certificate is intended for the following purpose(s):
= Encaures the identity of a remote computer
« Brotacts e -mal messages
= Al dsts on disk to be anarynted
*Proves your identity to & remote computer i
e T .
i Erhanced Key Usage Server Autherticaion {1.3.6.... By
e [n e Usage Dgtal Sgnature, nerEnmne-
iy | Application Poboes [1Apphcatan Certficate Pob...  Thumbprmt ATTDETOIBOTIAT IO e
{31 upect ey Ientifer 1fdScotns7 14 Ra 1250516, . Y ~ Frisnasy name dobycart .
I 1 T T——— I Fou L ity Koy Tramsfar e e e I LA L LY ] |
[0 = dodjain. cisco. com mamm[:in:ssnu I
Tasued by: suth-rizagger<a D:hmhﬂsm:lx- (Clent Authentication (1.3.6.1.5.5.7.3.2]
[ = California
| vatid from 13-06-2024 to 13-06-202¢ | AL
T ou have o private key that comesponds to this certificate,
Iemper Statement Eclit Properties... Copy to Fle... Ed Properes... Copy o e
= =] (o ]

215 X stol2tolE



Xt

1: 2etol

AHE

2. 5ot Zplo|HETL o4

RIE Mof= "22t0o|21E Q15" EKU(Enhanced Key Usage)7F Ql0{ok gfL|Ct



5 Cisco Secure Client

asco  Secure Client

Status Overview Virtual Private Network (VPN)

Preferences Statisties Route Detals Frewal Message History
AnyConnect VPN

Network:

Connected (10.106.63.12) 27-02-2024

01:59:11  Contacting S5L-VPN.
Network 01:59:16  Establshing VPN session...
01:59:19 The Csco Secure Chent - Downloader is performing update chedks...

R,

wired
01:59:19 Checking for profis updates...

ISE Posture 01:58:19 Checking for product updates...

01:59:19  Checking for customization updates...

01:59:19 Performing any required updates...

Umbrella 01:59:19  The Cisco Secure Chent - Downlcader update checks have been completed.
01:59:19 Establshing VPN - Initiating connection...

01:59:19 Establshing VPN session...

01:59:19 Establishing VPN - Examining system...

01:5%:19 Establshing VPN - Activating VPN adapter...

01:59:20 Establching VPN - Configuring system...

01:59:20 Establehing VPN...

01:59:20 Connected to SSLVPN.

Hot Z2to|ME HE

OH

3. show vpn-sessiondb anyconnect A 8S M&5t0] A E EI'E O & otciel 4 ArSAtel 44 Mg HEE &elgct.

firepower# show vpn-sessiondb anyconnect Session Type: AnyConnect Username : dolljain.cisco.com Index

=X sz

debug crypto ca 14
debug webvpn anyconnect 255
debug crypto ike-common 255

2. LEtHQl 2X|E O Zt0|EE B ESHMAIL.


https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-firewalls/212972-anyconnect-vpn-client-troubleshooting-gu.html
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