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* K * K

**x **% WARNING *** WARNING *** WARNING *** WARNING *** WARNING *** **

* % * %
*x ----> Current image running from RAM only! <---- **
* % * %

** When the PIX was upgraded in Monitor mode the boot image was not **
** written to Flash. Please issue "copy tftp: flash:" to load and **
** gave a bootable image to Flash. Failure to do so will result in **

** a boot loop the next time the PIX is reloaded. **
* % * %

11. 22 E F enable ZEE A&t ST O|O|X[|E PIXOI| CEA| S AR LICH O|HO= copy
titp flash BHES ALSELICHO|Z A 5t Z 2 Al ot A|ARIof o|0O(X|7F AHZElL|Ct.of &
HE +dstx| Z5tH CtEo| PIX7t CHA| EE2 [ 8 S Z 71 S4FL|CH
pixfirewall>enable
pixfirewall#copy tftp flash

& 1: copy titp flash BHE2 ALE 5104 O|O|X|E SAtsHE &edod| CHEr REMIEF X[EI2 copy
tftp flash BHS AL& 5104 PIX 2Ot 0{ZZI0[HA T2 0|E MME HAFAAIL.
12. copy tftp flash BHES ALE 3504 O|0|X|E FAStH A8 0|=E T2 MATE =2 ELICH
magolM of - ZLIE 2Eo|M PIX 29 o{&2}0|21A ado|l=

monitor>interface 1

0: i8255X @ PCI(bus:0 dev:13 irg:10)
1: i8255X @ PCI(bus:0 dev:14 irqg:7 )
2: 18255X @ PCI(bus:1 dev:0 irg:11)
3: 18255X @ PCI(bus:1 dev:1 1irqg:11)
4: i18255X @ PCI(bus:1 dev:2 1irqg:11)
5: i8255X @ PCI(bus:1 dev:3 1irg:11)

Using 1: 182559 @ PCI(bus:0 dev:14 irqg:7 ), MAC: 0050.54ff.4d81
monitor>address 10.1.1.2

address 10.1.1.2

monitor>server 172.18.173.123

server 172.18.173.123

monitor>gateway 10.1.1.1

gateway 10.1.1.1

monitor>file pix701.bin

file pix701.bin

monitor>ping 172.18.173.123

Sending 5, 100-byte 0xa0l4 ICMP Echoes to 172.18.173.123, timeout is 4 seconds:
Success rate is 100 percent (5/5)

monitor>tftp

tftp pix701l.bin@172.18. 0173 . 0123 @ @ i e e e e e e
Received 5124096 bytes

Cisco PIX Security Appliance admin loader (3.0) #0: Mon Mar 7 17:39:03 PST 2005
HHHHHHSH AR H AR H AR AR R A AR R  HA  H  H H
128MB RAM

Total NICs found: 6

mcwa 182559 Ethernet at irg 10 MAC: 0050.54ff.4d80
mcwa 182559 Ethernet at irg 7 MAC: 0050.54ff.4ds1l
mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2014



mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2015

mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2016

mcwa 182558 Ethernet at irg 11 MAC: 00e0.b600.2017

BIOS Flash=AT29C257 @ 0xff£fd8000

01d file system detected. Attempting to save data in flash

!--- This output indicates that the Flash file !--- system 1is formatted. The messages are
normal. Initializing flashfs... flashfs[7]: Checking block 0...block number was (-10627)
flashfs[7]: erasing block 0...done. flashfs[7]: Checking block 1...block number was (-14252)
flashfs[7]: erasing block 1...done. flashfs[7]: Checking block 2...block number was (-15586)
flashfs[7]: erasing block 2...done. flashfs[7]: Checking block 3...block number was (5589)
flashfs[7]: erasing block 3...done. flashfs[7]: Checking block 4...block number was (4680)
flashfs[7]: erasing block 4...done. flashfs[7]: Checking block 5...block number was (-21657)
flashfs[7]: erasing block 5...done. flashfs[7]: Checking block 6...block number was (-28397)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block number was (2198)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block number was (-26577)
flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block number was (30139)
flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...block number was (-17027)
flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...block number was (-2608)
flashfs[7]: erasing block 11...done. flashfs[7]: Checking block 12...block number was (18180)
flashfs[7]: erasing block 12...done. flashfs[7]: Checking block 13...block number was (0)
flashfs[7]: erasing block 13...done. flashfs[7]: Checking block 14...block number was (29271)
flashfs[7]: erasing block 14...done. flashfs[7]: Checking block 15...block number was (0)
flashfs[7]: erasing block 15...done. flashfs[7]: Checking block 61...block number was (0)

1

flashfs[7]: erasing block 61...done. flashfs[7
parent_fileid 0 flashfs[7]: inconsistent sector list, fileid 10, parent_fileid 0 flashfs[7]: 9

inconsistent sector list, fileid 9,

files, 3 directories flashfs[7]: 0 orphaned files, 0 orphaned directories flashfs[7]: Total
bytes: 15998976 flashfs[7]: Bytes used: 10240 flashfs[7]: Bytes available: 15988736 flashfs[7]:
flashfs fsck took 58 seconds. flashfs[7]: Initialization complete. Saving the datafile ! Saving
a copy of o0ld datafile for downgrade ! Saving the configuration ! Saving a copy of old
configuration as downgrade.cfg ! Saved the activation key from the flash image Saved the default
firewall mode (single) to flash The version of image file in flash is not bootable in the
current version of software. Use the downgrade command first to boot older version of software.
The file is being saved as image_old.bin anyway.
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrprrrrrrrrrrrrrrtl ypgrade process complete

Need to burn loader....

Erasing sector 0...[OK]

Burning sector 0...[OK]

Erasing sector 64...[0K]

Burning sector 64...[0K]

Licensed features for this platform:
Maximum Physical Interfaces : 6

Maximum VLANS : 25

Inside Hosts : Unlimited
Failover : Active/Active
VPN-DES : Enabled
VPN-3DES-AES : Enabled
Cut-through Proxy : Enabled
Guards : Enabled
URL Filtering : Enabled
Security Contexts : 2
GTP/GPRS : Disabled
VPN Peers : Unlimited

This platform has an Unrestricted (UR) license.

Encryption hardware device : VAC+ (Crypto5823 revision 0x1)



Cisco PIX Security Appliance Software Version 7.0(1)
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This product contains cryptographic features and is
subject to United States and local country laws
governing, import, export, transfer, and use.
Delivery of Cisco cryptographic products does not
imply third-party authority to import, export,
distribute, or use encryption. Importers, exporters,
distributors and users are responsible for compliance
with U.S. and local country laws. By using this
product you agree to comply with applicable laws and
regulations. If you are unable to comply with U.S.
and local laws, return the enclosed items immediately.

A summary of U.S. laws governing Cisco cryptographic
products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by

sending email to export@cisco.com.
AR R R SR SRR R R R R R R R R R Warning AR R R R R R R R R R R R R R

Copyright (c) 1996-2005 by Cisco Systems, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

! --- These messages are printed for any deprecated commands. .ERROR: This command is no longer
needed. The LOCAL user database is always enabled. *** OQutput from config line 71, "aaa-server

LOCAL protoco..." ERROR: This command is no longer needed. The 'floodguard' feature is always
enabled. *** Output from config line 76, "floodguard enable" Cryptochecksum(unchanged): 8c224e32
cl7352ad 6£f2586¢c4 6ed92303 !--- All current fixups are converted to the !--- new Modular Policy

Framework. INFO: converting 'fixup protocol dns maximum-length 512' to MPF commands INFO:
converting 'fixup protocol ftp 21' to MPF commands INFO: converting 'fixup protocol h323_h225
1720' to MPF commands INFO: converting 'fixup protocol h323_ras 1718-1719' to MPF commands INFO:
converting 'fixup protocol http 80' to MPF commands INFO: converting 'fixup protocol ils 389' to
MPF commands INFO: converting 'fixup protocol netbios 137-138' to MPF commands INFO: converting
'fixup protocol rsh 514' to MPF commands INFO: converting 'fixup protocol rtsp 554' to MPF
commands INFO: converting 'fixup protocol sip 5060' to MPF commands INFO: converting 'fixup
protocol skinny 2000' to MPF commands INFO: converting 'fixup protocol smtp 25' to MPF commands
INFO: converting 'fixup protocol sglnet 1521' to MPF commands INFO: converting 'fixup protocol
sunrpc_udp 111' to MPF commands INFO: converting 'fixup protocol tftp 69' to MPF commands INFO:
converting 'fixup protocol sip udp 5060' to MPF commands INFO: converting 'fixup protocol xdmcp
l77| to MPF Corﬂmal’lds R B R E SRS EEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SIS SIS EEE S .
Fkookk Ak ok WARNING *** WARNING *** WARNING *** WARNING *** WARNING *** #** *% x% x% ____> Current
image running from RAM only! <---- ** **% %% %% JWhen the PIX was upgraded in Monitor mode the
boot image was not ** ** written to Flash. Please issue "copy tftp: flash:" to load and ** **
save a bootable image to Flash. Failure to do so will result in ** ** a boot loop the next time
the PIX is reloaded. ** ** *%*

R I I S R R I S S S R I S I R I I S R I I S R I I S I R S S R I I S I Type help or l?l for a



list of available commands. pixfirewall> pixfirewall>enable
Password:

pixfirewall#
pixfirewall#copy tftp flash

Address or name of remote host []? 172.18.173.123
Source filename []? pix701.bin

Destination filename [pix701.bin]?

Accessing tftp://172.18.173.123/pix701.bin. .. .0ttt rrrrrrrrrrrrrrrrrrrrrrrnnt
SRR RN RN R R N RN RN RN R RN

Writing file flash:/pix701.bin...
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrre

5124096 bytes copied in 139.790 secs (36864 bytes/sec)
pixfirewall#

copy tftp flash HEE A& 3504 PIX Security Appliance €312 O]
-

copy tftp flash HHE AL 3504 PIXE Y 2i0|=35t24™ CHS EHAHE 22 &hLich

1. PIX Appliance O|Z! 0|O|X|(0d: pix701.bin)& TFTP MtH2| R E C|HAEE|of| SAMg LI
2. enable T & X E0iAM copy tftp flash BHE= A &rLICt.

pixfirewall>enable
Password:

pixfirewall#copy tftp flash

3. TFTP Mo IP TAE QladstL|Ct.

Address or name of remote host [0.0.0.0]7

4. 2EEE TFTP Miofl Q= melo| o|§ £ ={&Lct.PIX O|F! o|0|x| T 0| & &LICt,

Source file name [cdisk]?

5. TFTP SALE Al&fstEte HIAIX|7F E A yesE =T LICE.
copying tftp://172.18.173.123/pix701.bin to flash:image
[ves|no|again] ?yes

6. OIA| O|O|X|7F TFTP MEHo M EcHAIZ SAHELICE O] HIAIX|Z} LIEHLIH & 0| d3stn
Flash2| 0|1 O[Tl o|O|X|7} X[ X|H M olO|x|7} ZHd | DX[ES LIEFELICE

Received 5124096 bytes
Erasing current image

Writing 5066808 bytes of image
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrre

Image installed
pixfirewall#



7. M O|O|X|E F&5t2{™ PIX 0{Z2t0|HAE CHA| EEFLCEH
pixfirewall#reload
Proceed with reload? [confirm]

Rebooting.
8. O|A| P|x7+7o O|0|X|E BElStD dado|E T2 MATF &2 =L|C}
x| a2o]4d o - copy tftp flash HEE A&310{ PIX o{ZEH0|1A ado|l=

pixfirewall#copy tftp flash

Address or name of remote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701l.bin

copying tftp://172.18.173.123/pix701.bin to flash:image
[yes|nolagain]? yes
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr Ll

Received 5124096 bytes
Erasing current image
Writing 5066808 bytes of image

Image installed

pixfirewall#
pixfirewall#reload

Proceed with reload? [confirm]

Rebooting. .y

CISCO SYSTEMS PIX FIREWALL

Embedded BIOS Version 4.3.207 01/02/02 16:12:22.73
Compiled by morlee

128 MB RAM

PCI Device Table.

Bus Dev Func VendID DevID Class Irg
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 ISA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCI Bridge

00 0D 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mon Dec 31 08:34:35 PST 2001
Platform PIX-515E
System Flash=E28F128J3 @ 0xfff00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot immediately.

Reading 5063168 bytes of image from flash.

s s R RS R SRR SRR R R ik ki ki
s RS SRR RS R RS SRR R R ik ki ki
128MB RAM

Total NICs found: 2
mcwa 182559 Ethernet at irg 11 MAC: 0009.4360.ed44



mcwa 182559 Ethernet at irg 10 MAC: 0009.4360.ed43
BIOS Flash=am29f400b @ 0xd8000
01d file system detected. Attempting to save data in flash

!--- This output indicates that the Flash file !--- system is formatted. The messages are
normal. Initializing flashfs... flashfs[7]: Checking block 0...block number was (-27642)
flashfs[7]: erasing block 0...done. flashfs[7]: Checking block 1...block number was (-30053)
flashfs[7]: erasing block 1...done. flashfs[7]: Checking block 2...block number was (-1220)
flashfs[7]: erasing block 2...done. flashfs[7]: Checking block 3...block number was (-22934)
flashfs[7]: erasing block 3...done. flashfs[7]: Checking block 4...block number was (2502)
flashfs[7]: erasing block 4...done. flashfs[7]: Checking block 5...block number was (29877)
flashfs[7]: erasing block 5...done. flashfs[7]: Checking block 6...block number was (-13768)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block number was (9350)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block number was (-18268)
flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block number was (7921)
flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...block number was (22821)
flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11...block number was (7787)
flashfs[7]: erasing block 11...done. flashfs[7]: Checking block 12...block number was (15515)
flashfs[7]: erasing block 12...done. flashfs[7]: Checking block 13...block number was (20019)
flashfs[7]: erasing block 13...done. flashfs[7]: Checking block 14...block number was (-25094)
flashfs[7]: erasing block 14...done. flashfs[7]: Checking block 15...block number was (-7515)
flashfs[7]: erasing block 15...done. flashfs[7]: Checking block 16...block number was (-10699)
flashfs[7]: erasing block 16...done. flashfs[7]: Checking block 17...block number was (6652)
flashfs[7]: erasing block 17...done. flashfs[7]: Checking block 18...block number was (-23640)
flashfs[7]: erasing block 18...done. flashfs[7]: Checking block 19...block number was (23698)
flashfs[7]: erasing block 19...done. flashfs[7]: Checking block 20...block number was (-28882)
flashfs[7]: erasing block 20...done. flashfs[7]: Checking block 21...block number was (2533)
flashfs[7]: erasing block 21...done. flashfs[7]: Checking block 22...block number was (-966)
flashfs[7]: erasing block 22...done. flashfs[7]: Checking block 23...block number was (-22888)
flashfs[7]: erasing block 23...done. flashfs[7]: Checking block 24...block number was (-9762)
flashfs[7]: erasing block 24...done. flashfs[7]: Checking block 25...block number was (9747)
flashfs[7]: erasing block 25...done. flashfs[7]: Checking block 26...block number was (-22855)
flashfs[7]: erasing block 26...done. flashfs[7]: Checking block 27...block number was (-32551)
flashfs[7]: erasing block 27...done. flashfs[7]: Checking block 28...block number was (-13355)
flashfs[7]: erasing block 28...done. flashfs[7]: Checking block 29...block number was (-29894)
flashfs[7]: erasing block 29...done. flashfs[7]: Checking block 30...block number was (-18595)
flashfs[7]: erasing block 30...done. flashfs[7]: Checking block 31...block number was (22095)
flashfs[7]: erasing block 31...done. flashfs[7]: Checking block 32...block number was (1486)
flashfs[7]: erasing block 32...done. flashfs[7]: Checking block 33...block number was (13559)
flashfs[7]: erasing block 33...done. flashfs[7]: Checking block 34...block number was (24215)
flashfs[7]: erasing block 34...done. flashfs[7]: Checking block 35...block number was (21670)
flashfs[7]: erasing block 35...done. flashfs[7]: Checking block 36...block number was (-24316)
flashfs[7]: erasing block 36...done. flashfs[7]: Checking block 37...block number was (29271)
flashfs[7]: erasing block 37...done. flashfs[7]: Checking block 125...block number was (0)

flashfs[7]: erasing block 125...done. flashfs[7]: inconsistent sector list, fileid 7,
parent_fileid 0 flashfs[7]: inconsistent sector list, fileid 12, parent_fileid 0 flashfs[7]: 5
files, 3 directories flashfs[7]: 0 orphaned files, 0 orphaned directories flashfs[7]: Total
bytes: 16128000 flashfs[7]: Bytes used: 5128192 flashfs[7]: Bytes available: 10999808
flashfs[7]: flashfs fsck took 59 seconds. flashfs[7]: Initialization complete. Saving the
configuration ! Saving a copy of old configuration as downgrade.cfg ! Saved the activation key

from the flash image Saved the default firewall mode (single) to flash Saving image file as
lmagebln | A O I O |

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrtttl Upgrade process complete Need
to burn loader.... Erasing sector 0...[OK] Burning sector 0...[OK] Licensed features for this
platform: Maximum Physical Interfaces : 6 Maximum VLANs : 25 Inside Hosts : Unlimited
Failover : Active/Active VPN-DES : Enabled VPN-3DES-AES : Enabled Cut-through Proxy : Enabled
Guards : Enabled URL Filtering : Enabled Security Contexts : 2 GTP/GPRS : Disabled VPN

Peers : Unlimited This platform has an Unrestricted (UR) license. Encryption hardware device
VAC (IRE2141 with 2048KB, HW:1.0, CGXROM:1.9, FW:6.5) ———-mmmmmm e
———————————————————————————————— T O e L B E O B B M
C 1 8 C 0 S VY S £ @ M 8  ——mmmm -
--- Cisco PIX Security Appliance Software Version 7.0 (1) *****xkkkkskxrxrkkkkkkkkxrxxrr*** Jarning
KEREXK KKk kkkkkkkkxxkkkkkkkkk*kxx*x Thig product contains cryptographic features and is subject to
United States and local country laws governing, import, export, transfer, and use. Delivery of



Cisco cryptographic products does not imply third-party authority to import, export, distribute,
or use encryption. Importers, exporters, distributors and users are responsible for compliance
with U.S. and local country laws. By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.S. and local laws, return the enclosed items
immediately. A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html If you require further assistance please
contact us by sending email to export@cisco.com. ***xkkkkkkkkxkxxrkrkrkkkkkkkkxxx** Warning

KEREXK KKk kkkkkk Ak xkkkkkkkkkkkxx Copyright (c) 1996-2005 by Cisco Systems, Inc. Restricted Rights
Legend Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at FAR sec.
52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer Software
clause at DFARS sec. 252.227-7013. Cisco Systems, Inc. 170 West Tasman Drive San Jose,
California 95134-1706 !--- These messages are printed for any deprecated commands. ERROR: This
command is no longer needed. The LOCAL user database is always enabled. *** OQutput from config
line 50, "aaa-server LOCAL protoco..." ERROR: This command is no longer needed. The 'floodguard'
feature is always enabled. *** OQutput from config line 55, "floodguard enable"

Cryptochecksum (unchanged) : 9fa48219 950977b6 dbf6bea9 4dc97255 !--- All current fixups are
converted to the new Modular Policy Framework. INFO: converting 'fixup protocol dns maximum-
length 512' to MPF commands INFO: converting 'fixup protocol ftp 21' to MPF commands INFO:
converting 'fixup protocol h323_h225 1720' to MPF commands INFO: converting 'fixup protocol
h323_ras 1718-1719' to MPF commands INFO: converting 'fixup protocol http 80' to MPF commands
INFO: converting 'fixup protocol netbios 137-138' to MPF commands INFO: converting 'fixup
protocol rsh 514' to MPF commands INFO: converting 'fixup protocol rtsp 554' to MPF commands
INFO: converting 'fixup protocol sip 5060' to MPF commands INFO: converting 'fixup protocol
skinny 2000' to MPF commands INFO: converting 'fixup protocol smtp 25' to MPF commands INFO:
converting 'fixup protocol sglnet 1521' to MPF commands INFO: converting 'fixup protocol
sunrpc_udp 111' to MPF commands INFO: converting 'fixup protocol tftp 69' to MPF commands INFO:
converting 'fixup protocol sip udp 5060' to MPF commands INFO: converting 'fixup protocol xdmcp
177" to MPF commands Type help or '?' for a list of available commands. pixfirewall>

2t0: 2Xst EIO|MAE AI2E B PIX515 EE %|CH 8712] VLANS 7HE £ Q2 PIX 535
%|CH 25702 VLANS 7+E £ l&LCh,

PIX 7.xMIA 6.x2 Cl2ad|0|E

PIX Security Appliances H{Z 7.0 O|&0{ M= O™ PIX HT D CHE EcHA| THd A8 AFSE L
Ch.Ik2F A copy tftp flash & & AFE5t0o{ 7.0 O[O X|oll M 6.x O|O|X|2 Ct2adol=8 == eig L
Ch.oHal ch2ado|l= BE S AHE5HoF gLt o[E A 5t x| b PIX7t 8 F o THELIC.
PIX7} ¢2f Latio|=EE|RE h 6.x Al Z41|28Y|0[440] Flasholl A downgrade.cfg2 XME A&
L|Ct.o| Ct2a2o|lE MAIE &5t o] ZixL|aao|Mo| ct2ad0|=E m ClHio|Ao] S E
L|Ct.Ol +42 enable> =& Z E 0 A more flash:downgrade.cfg @& 7.001AM A&E i CtR
HO|ESH7| ol HEE &= U&Lct Eft PIX7H ZLIE 2EEE Sall YO 0|=EE A< 0| 6.x
O|Z! o|O|X|E= 047135| Flasholl A image_old.bin@ 2 X{%& ELICt.show flashE A&t i of o|O|X|
7t EMsteX| HlE = JU&LICLBB S A ELICFlashol O|0[X|7t = B2 TFTP ME{0AM
O|0|X|E& ZE=5tE CHAI o] ™Mxto| 1EHAH oA O] O|O|X|E AFEE 4= QU&LICH.

PIX Security Appliance& Ct210[0|=5t2{H CHF HHE R ESIMAIL,

1. ChRaglol= Hye =5t ct2ado|=g o|0|X|e| Ix|E X|HELICt.
pixfirewall#downgrade tftp://

o ZLE ZE0M PIXE ¥elo|=8F E< o|™ o|Fl o|O|X|E 0{743] Flasholl M E



LICt.3iE O|O|X|2 CtA| Ct2ad0|=5t2d™ Ctg FE 2 Adguct.
pixfirewall#downgrade flash:/image old.bin

2. Flash7t ZEBHE o 2 22|z 1 HA|XI7F LHEFH LICH A& 5t21P EnterE +&LICtH
This command will reformat the flash and automatically reboot the system.
Do you wish to continue? [confirm]

3. O|A| o|0|X|7t RAMOY| SALE|T A%} 241|280 = RAMOY| SAHELICH

Buffering image
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrd

Buffering startup config

All items have been buffered successfully

. Flash7P OIX| E g AJSEE LIEHL= T Wia) Warning IAIXI7} Lk Lict 0 22 M~ 8
ErotX| DHAIAIS. T3IX| Sfo B BalAIT £4E + 2laLiC EnterE S5 HAIE ASE
ek

If the flash reformat is interrupted or fails,
data in flash will be lost

and the system might drop to monitor mode.

Do you wish to continue? [confirm]

5. O|X| ZEHA|7F 2B E|T O™ o|O|X|7F M%|=[T PIX7t AE&E LICH
Acquiring exclusive access to flash

Installing the correct file system for the image and

saving the buffered data
| A I O |

Flash downgrade succeeded

Rebooting. ...
6. O|M PIX7} Rt ZET EZ ERIFELICIO|ZEA 3t CtR 0|2 Z2MATF &t =2 FLICH
Hu|agyo|lM of - PIX 7.x0| A 6.xE2 C}2ad0|=

pixfirewall#downgrade tftp://172.18.108.26/pix634.bin
This command will reformat the flash and automatically reboot the system.
Do you wish to continue? [confirm]

Buffering image
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Buffering startup config

All items have been buffered successfully.

If the flash reformat is interrupted or fails, data in flash will be lost
and the system might drop to monitor mode.

Do you wish to continue? [confirm]

Acquiring exclusive access to flash

Installing the correct file system for the image and saving the buffered data
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrEd

Flash downgrade succeeded



Rebooting. ...

CISCO SYSTEMS PIX FIREWALL

Embedded BIOS Version 4.3.207 01/02/02 16:12:22.73
Compiled by morlee

128 MB RAM

PCI Device Table.

Bus Dev Func VendID DevID Class Irg
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 ISA Bridge

00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCI Bridge

00 0D 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Ethernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mon Dec 31 08:34:35 PST 2001
Platform PIX-515E
System Flash=E28F128J3 @ 0xfff00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot immediately.

Reading 1962496 bytes of image from flash.
FHHFSHAH AR A R R
HHHH S HAE AR

128MB RAM

mcwa 182559 Ethernet at irg 11 MAC: 0009.4360.ed44
mcwa 182559 Ethernet at irg 10 MAC: 0009.4360.ed43
System Flash=E28F128J3 @ O0xff£f£00000

BIOS Flash=am29f400b @ 0xd8000

IRE2141 with 2048KB

[T

R R N
ciscoSystems
Private Internet eXchange

Cisco PIX Firewall

Cisco PIX Firewall Version 6.3 (4)
Licensed Features:

Failover: Enabled

VPN-DES: Enabled

VPN-3DES-AES: Enabled

Maximum Physical Interfaces: 6
Maximum Interfaces: 10
Cut-through Proxy: Enabled
Guards: Enabled

URL-filtering: Enabled

Inside Hosts: Unlimited
Throughput: Unlimited

IKE peers: Unlimited

This PIX has an Unrestricted (UR) license.



EE R I I S R I S I I S I S S S Warning R S S I R S I b I R I I S I

Compliance with U.S. Export Laws and Regulations - Encryption.

This product performs encryption and is regulated for export
by the U.S. Government.

This product is not authorized for use by persons located
outside the United States and Canada that do not have prior
approval from Cisco Systems, Inc. or the U.S. Government.

This product may not be exported outside the U.S. and Canada
either by physical or electronic means without PRIOR approval
of Cisco Systems, Inc. or the U.S. Government.

Persons outside the U.S. and Canada may not re-export, resell
or transfer this product by either physical or electronic means
without prior approval of Cisco Systems, Inc. or the U.S.

Government.
AR R R R R S R R R R R R R R R R R R Warning AR R R R R R R R R R R R R R I

Copyright (c) 1996-2003 by Cisco Systems, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cryptochecksum (unchanged) : 9fa48219 950977b6 dbf6bea9 4dc97255
Type help or '?' for a list of available commands.
pixfirewall>

ztol =x| MEOM PIX 0{&E2l0|HA edado|E

PIX Appliance 6.x0IM 7.x22| dagolE= = Yado|l=L|ct & of =x| ME Q| PIXo| CH3H
ME CHR2EHY glo| &g = Qi&LICHIHE 2 2] failover B2 ¢ag|o|=et &7 BHEE LICH Y
adole HE A2 #of x| ME UE PIX & stLS| MHe neE AULchaH S N
0| ATl PIXE ¥Ydi0o|=5tE{™ o]l EMe| X|E S [MEAA|. YO 0|=E7t 2 E|M ER{E/ 0|
Sst=X| &lstn, PIXE $F H AHE RS0 EA|7F & l5HR| of 2 HEZE SFE|=X| &QlErL|
CL2E Zd0o| N2 2rsetcln BHESHEH AHZ Ha8|0|=E PIXS| MHE 111 CHE PIXS| M3
£ HAMA|R.OH CIS O] EAMQ| X|&lo [F2F PIXE YadO|EELICLYOs0|E7 2 E|H E
ciZlo| Sotst=X| EHRIFLICHPIXE 8 H AMFE 2504 X 910| CHA| LIEIL=X| = QIgFL|CHE
E 20| McHZ 2t Sstct o pHESHH CHE PIX0| MHE SZELICEHOIN F PIX7I 25 7x2 ¥
HlO|Ex|1 M@0| ZAEILICE.show failover HHEE AF&35t0{ &0 x| S4I12 SHIEZH MH5HE

x| &QlgrLct.

& 1: o[ PIXE Cllo|H EiEE MEst= ZE EHO|AE LAN o ZX| QIEHO|A E=
Eff 7|2 ol =X| QIE{m|o|AZ A ACtE Met2 MEELICH M PIX Zm|z2ei oMo
Ut O|O|E| ECH=|Tt LAN &of =X| H £ el MY YEE HEst= O A8 ElE S/ 2HT|
O|A7 UE E2, Yaelol=8 F< tlolE Eci=o| o 0|y o] QIE{H 0[AE STtetx| &L
ChoilE QEjH oAt HAAE B E BEE AlofghL|ct



ASDM(Adaptive Security Device Manager) 4 x|

ASDME Mx|st7| Mol MRlsteds HMe| EEl= LEE ele W0l F&LICHLEEA HEo|= X|
HElE 2[4 HEtRKX & Java HEY, X|HElE ME22 7|5 & gE! Fo| AAgo| ZE o] U&LIC

& 7.001 A ASDME M|l ZZMAE O™ X1} ek Zt CHEL|CH 8 ASDM O|O|X|7F ZeH
Alof EALE|H PIX7t 0|2 AF2SIE 2 st2{H Z11|a2l|o|Moll A 0|2 X|ZdsHoF &fL|Ct.ASDM o|0O|
X|E ZcHAlof Mx|5tEdH CFS BHE 228 Lct

1. Cisco.comO0{|A{ ASDM O|O[X|(
2ol & gLct

2. PIX7F TFTP Mol CHEt IP @32 & 7HXK|1 QU= X| & elgfLIch o|Z Al ste4H PIXO|A TFTP
MHEE ping&fLICt.

3. enable Z& T E0{| A copy tftp flash B AMErLICH.

pixfirewall>enable

SE DA i) E CHR2ES 510 TFTP Mo RE CIEE

o[

Password:

pixfirewall#copy tftp flash

4. TFTP MOl IP A E =dghLct.

Address or name of remote host [0.0.0.0]7?

5. 2% TFTP A0 /= ASDM It o| O0|E S =dstL|Ct.

Source file name [cdisk]?

6. SEfAl0l| XY 5t2{= ASDM ol O|§E LU LICHEnterE S SLE Tt O]
K|grLct.

Destination filename [asdm-501.bin]?

i
fjo
Fo

7. O[A| o|O|X|7t TFTP MEH| M EE{AIZ SAHELICH Ol2{8t HIAIX|7} LIEIL T T& 0| H3
WSS LIEHHLICE
Accessing tftp://172.18.173.123/asdm-501.bin. ..

Writing file flash:/asdm-501.bin...
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrd

5880016 bytes copied in 140.710 secs (42000 bytes/sec)

8. ASDM O|O|X|7} S ALE|T asdm O|O|X| FEHAIE AHBFLICHHES ALE5t0] AL8E ASDM


//www.cisco.com/cgi-bin/tablebuild.pl/pix
//tools.cisco.com/RPF/register/register.do

O|OIXIE XIFgfLICt.

pixfirewall (config) #asdm image flash:asdm-501.bin

9. write memory BHE A& 35104 ZAI| 0[S S Alofl HE

pixfirewall (config) #write memory

10. O|= 7| 5124 ASDM %

£X &

Mx| T2 MAVF 22 FLI|CH

s

i<

57| 28l copy titp EEH Al &
M2 ALEE F O| MREE F
ZoiAM HELICH

Cisco Secure PIX Firewall
BIOS (4.0) #0:

Thu Mar 2 22:59:20 PST 2000
Platform PIX-515
Flash=i28F640J5 @ 0x300

Use BREAK or ESC to interrupt
flash boot.

Use SPACE to begin flash boot
immediately.

Reading 5063168 bytes of
image from flash.

PIXE ¢dlo[=5tT XH$%‘

copy tftp flash B2 At
235104 4.2 0| HHT 9|
BIOS 01ZZI0[HAE
agjol=g £ gisuct
SELE ZE ddo 2 ¢
Jg|o|=3H ok 'Lc.

PIX7t 7.02 &3t T AHEE
StHCHE MEE FLoMH

&L,

Rebooting....

Cisco Secure PIX Firewall
BIOS (4.0) #0: Thu Mar 2
22:59:20 PST 2000
Platform PIX-515
Flash=128F640J5 @ 0x300

Use BREAK or ESC to interrupt
flash boot.

Use SPACE to begin flash boot
immediately.

Reading 115200 bytes of image
from flash.

PIX Flash Load Helper

Initializing flashfs...

flashfs[0]: 10 files, 4
directories
flashfs[0]: 0 orphaned files,

0 orphaned directories

flashfs[0]: Total bytes:
15998976

flashfs[0]: Bytes used:
1975808

flashfs[0]: Bytes available:

PIX7} 2L|IE{ ZE=0{ A

7.022 a8 0|E L9

2k 7.0 O|OIX|7} XE
7.022 REIE = ZEiAl
off ChAl SAEIX| ef2 F
2 PIX7} CHA| 2EE/Ed
MER Fxol I02 |
XlEUchol ia s 2

o L

LIE{ 2= 0| M O|O|X|E

CHAl 2E5HE Ut

EEIE £ copy tftp &
Al HHE A& 5toq 0[O
NES °._F H" Cf S AbsHof &
L|CF.

FerLICt



14023168
flashfs[0]:
complete.

Initialization

Unable to locate boot image
configuration

Booting first image in flash

No bootable image in flash.
Please download

an image from a network
server in the monitor mode

Failed to find an image to
boot

E o-I
mlAI

copy titp EEHA| B
JolEg mChE
X|7} EAIE!L.IEI-.
pixfirewall#copy tftp flash
Address or name of remote
host [0.0.0.017
172.18.173.123

Source file name [cdisk]?
pix701.bin

copying
tftp://172.18.173.123/pix701.
bin to flash:image
[yes|no|again]? y
rtrrrrrrrrrrrrrrrrrrrrrrrrrrnd

Received 5124096 bytes
Erasing current image
Insufficient flash space
available for this request:
Size info: request:5066808
current:1966136 delta:3100672
free:2752512

Image not installed
pixfirewall#

O| HIAIR|= YEtMo 2
PIX-535 EE &= PIX-515(H]
E)7} copy tftp & i Al & &
S| dado|EE|
PDMO| aliE PIX2|
Flashol EEE [ EAIE
LIchol s Wde 2L
E| ZC die{o = g
O|Est= WALICEH

PIXE 6.x01A 7.022 42|
O|Eet & L& x| Tgjo[d
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PIXl#configure terminal
PIX1 (config) #class-map inspection_default
PIX1 (config-cmap) #match default-inspection-traffic
PIX1 (config-cmap) #exit
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PIX1 (config) #policy-map global_policy

PIX1 (config-pmap) #class inspection_default

PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
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PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
PIX1 (config-pmap-c) #inspect
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PIX1 (config-pmap-c) #inspect

global_policy® Tixo 2

dns preset_dns_map
ftp

h323 h225
h323 ras
rsh

rtsp
esmtp
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skinny
sunrpc
xdmcp

sip
netbios
tftp
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PIX1 (config) #service-policy global_policy global

ol HAM HME Wt FTPE # J&RiLict

PIXl#configure terminal

PIX1(config) #class-map ftp-traffic

!--- Matches the FTP data traffic. PIX1(config-cmap)#match port tcp eq ftp

PIX1 (config-cmap) #exit

PIX1 (config) #policy-map ftp

-policy
PIX1 (config-pmap) #class ftp-

traffic

!--- Inspection for the FTP traffic is enabled. PIX1 (config-pmap-c)#inspect £ftp

PIX1 (config-pmap) #exit
PIX1 (config) #exit

!--—- Applies the FTP inspection globally. PIX1(config) #service-policy ftp-policy global
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