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CISCO Hotspot Portal

! Warning !

i Agentless Flow Failure !

Dear User,

We regret to inform you that your recent attempt to
complete the Agentless flow has failed. This process
is crucial for your seamless interaction with our
system, and its failure may affect the functionality and
services you can access.

Thank you for your attention to this matter. We
apologize for any inconvenience this may have
caused.
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@ Home Your info

| Find a setting

(6= i)

= Email & accounts

| Agentless@cisco.com |

@, Sign-in options
Local Account

B Access work or school Administrator
.

R, Family & other users

Windows is better when your settings and files automatically sync. Use a

3 Windows backup Microsoft account to easily get all your stuff on all your devices.

Sign in with a Microsoft account instead

Create your picture
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A1 Windows & x[0l| M & Q151 MEatoF & X 7tX| HE AFELICH aBiLt AFS AL HEt, PowerShell AMA S92 B
M7t g 22 Microsoft EHME & Z 5L Microsoft X[ 940 £ 2|8 oF & LIt

o= oT
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M QT ArE &l 9l 2 siZA
ZE 50850] CHEt TCPHZA EAE

Windows 22t0|HE 9| Z< Z2+0|AE 0l A powershellof AM|A 37| Q|EF ZE 59858 0{ok FLICH 0] BHE M50 ZE

598501 L8 TCP A4S & QI8tL|C}. Test-NetConnection -Computer Name localhost -Port 5985

o] A3 Bl4kol EAIE £242 localhostoll M Z E 59850 CHEr TCP 0| AT S S LIEFRLICH &, ZE 50858 A28t
.|
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ComputerName
RemoteAddress
RemotePort
InterfaceAlias
SourceAddres
PingSucceeded
PingReplyDetails (RTT)
ucceeded

Connection failed to WinRM

HEE 59850{|A] Powershellg 51835}7| fI%t QIHI2E A% THE7|

1EH4l- Windows GUIOIA ZHM EAE 2 0] 5310 Windows Firewall with Advanced SecurityS
administrator (B2 X2 4%) > Inbound Rules(2/HI2E 72A]) > New Rule(Al #+2l) > Rule Type(+3H &

Next(CH2)E ME{ L Ct.

]
File Action View Help
| a@ = HE

@ Windows Defender Firewall with Advanced Security on Local Computer Inbound Rules
3 Inbound Rules

localhost

rface

-~

1'6'|.

Actions

MName Group Profile Enabled Ove » || Inbound Rules
&3 Outbound Rules
B Connection Security Rules & @FirewallAPI.dIL,-80201 @FirewallAPl.dll,-80200 All Yes Ne &3 NewRule...
"u Monitoring  @FirewallAPLAIl -80206 @FirewallAPL.dIL-80200 All Yes Nol |l e o y Profile
@ New Inbound Rule Wizard >
y State
Rule Type y Group
Select the type of firewal rule to create
Steps:
» (Rule Type What type of nule would you like to create? List...
Prot and P
@ Action ) Program
@ Profie Rule that controls connections for a program.
@ Name ® Port
Rule that controls connections for a TCP or UDP port.
O Predefined:
@Firewall AP dll.-80200
Rule that controls connections for a Windows experience.
() Custom
Custom rule.
Cancel
L
M elbtes 75 -ZE
iz =2 pE = o — -
2CHA|- Protocolsand Ports(Z2EE U ZE)0M TCPE MEHSI D Specify local ports(2Z ZE X|H)E [} ZE HS



5985(PowerShell #Z49| 7|2 ZE)E Q2457 Next(CHS)E S=IgLICL
& Windo ender Firewall with Advanced Securit
File Action View Help
L ARa)clNEY
E Ig:t::;:\:':ilaﬁ Name Group - Profile Enabled Action Ove ™ IHM Rules
A
% Connection Security Rules @ @FirewallAP1.dIL-80201 @FirewallAPL.dlI,-80200 Al Yes Allow  No  ||& NewRule..
» %, Monitoring ¥ @FirewallAPLdIL-80206 @FirewallAPLdIl-80200 All Yes Allow No y Prof
P New Inbound Rule Wizard X
fy Stat
Protocol and Ports iy Grot
Specify the protocols and ports to which this nle applies.
Steps:
@ Rue Type Does this rule apply to TCP or UDP? List...
(& Protocol and Pors ) (® Tcp)
@ Action O ubP
@ Profile
Al Does this rue apply to al local ports or specic local pors?
O All local ports
fis ~
@ Specific local ports: [50ed | |
\. Example: 80, 443, 5000-5010 J
<Back [ Net> || Cancel
L | |
ZZEEZ U EE
3CHA| - Action(ZHE) > Allow the connection(HZ 8]8) > Next(Ct2)E MEf L C}.
: E::'::;g"::“ Name Group . Profile  Enabled  Action  Ove™ nd
B Connection Security Rules @ ©FirewallAPLdIl-80201 @FirewallAPI.dll,-80200 All Ves Allow  No (&3 NewRule..
» B, Monitoring . BFirewallAPLdIL-20206 @FirewallAPLdIL-20200 All Yes Allow No. Profil
& New Inbound Rule Wizard X
fy State
Action ly Grou
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps: n
@ Rule Type What action should be taken when a matches the specified condtions? List...
@ Protocol and Pods P -
—_— |@ Alow the connection
) (=) | This inciudes connections that are protected with [Psec as well as those are nt|
@ Profle ) '
() Alow the connection if it is secure
@ Name

Customize..

() Block the connection

This includes only connections that have been authenticated by using IPsec. Connections
m&wmwmhlmmwmhh&m&m

<Bock |[(he> || canc |
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4THA|- Profilg(Z=2E) of2§0ll M Domain, Private, Public(=H|Ql, Z2}0|

. Inbound Rules

Profile  Enabled  Action  Owe®

£33 Inbound Rules
&Y Outbound Rules MName Group
B Connection Security Rules @FirewallAP.dl| 80201 @FirewallAPL.l-20200 All Ves Allow  No || @i NewRule
> ™, Monitoring ) AFicewallAPLAN-80206  @FirewallAPLdIl -80200 All Yes. Allow No y Pro
ﬂ Mew Inbound Rule Wizard >
ly Stat
Profile ly Gro
Specify the profiles for which this nle applies.
Steps:
@ Rule Type When does this rule apply? List...
@ Protocol and Potts
I
@ Action [ Domain
& Profle) Applies when a computer is connected to s corporate domain.
@ Name Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Public

Applies when a computer is connected to a public network location._

[H
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THA|- Name(0] )01l M Allow PowerShell on Port 5985(Z E 598501 A Powershell 51&)%t 22 7= 0|E& 245l Finish(OHE)E

5
Z2igLich
It Name Group - Profile  Enabled  Action  Owve ” || Inbound R
&Y Outbound Rules i ] Pttt |
By Connection Security Rules @ @FirewallAPL.dl,-80201 @FirewallAP1.dl,-80200 Al Yes Allow  No |43 NewfF
> ML Monitoring {0 @FirewallAPLdIl -80206 @FirewallA ——
‘ MNew Inbound Rule Wizard X
Name
Specify the name and description of this nule.
Steps:
@ Rule Type
@ Protocol and Ports
@ Action )
@ FProfie ("Name: )

o .[Now PowerShell Port 5388
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M 23018 28t 2Cl0|YME A2 Sl 2Z #2|xt Mol Qlofof g Lct 2|kt HEto| e x| &#Qlste{H ChE BHHE Zel
Windows GUI 0| A Settings(42 &) > Computer Management(Z4F E{ Z 2l) > Local Users and Groups(2Z2 AF& A} & &) > Users(AHE A}

> Select the User Account(AHZ AF | & A1EH) (0] ofofl = Agentless Account(OfO|FE @i AZ)7F MEHE) > Member of(F ),
Account must have Administrators Group(0{7+2 E0f| #2|Xt 1 &0] 0{of ghe 2 o|S Lt

- | |
File Action View Help
e | 2@ XE | HE
A C‘PmpmerManagement(Loca\' MName Full Name Description Actions
(4
v i %St‘lt'emk?(:sd I ¥ Administrator Built-in account for administering... Users -
as| Cheduler v ™
Event Viewer g“ge“"e“, Agentless Properties ? X More Actions b
. ¥, DefaultAccount
] Shared Folders < ;
« @ Local Users and Groups|| & 0uest General (Member Of) Profie Soerties =
- P NotAdminAgentless More Actions
| Users ; Member of :
| Groups g:':posture - [rrm—
®) Pe | WDAGUtilityAccount &8 Administrators
(%) Performance 2 ty Users

:,'.: Device Manager
v 53 Storage
=" Disk Management
T4 Services and Applications

Changes to a user's group membership

Bemove | are not effective until the next time the

user logs on.

0K Cancel Apply Help

2Z pz|At Het
WIinRM £=A17| @54 A

WinRM £= 4177 2 E 59850{ A HTTPOI| CHaH M E[Q=X| &l gtL|Ct,

C: \Windows\system32> winrm enumer ate winr m/config/listener Listener Address=* Transport = HTTP Port = 5985 Hostname Enabled
= true URL Prefix = wsman CertificateThumbprint C: \Windows\system32>

PowerShell 473 WinRM AFS
MHIATE A S0|1 RSS2 AREES FEEIQEX| ZOI6E{H O BHHE &5 A 2.

# Enable the WinRM service Enable-PSRemoting -For ce # Start the WinRM service Start-Service WinRM  # Set the WinRM service to start



automatically Set-Service-Name WinRM -StartupType Automatic
ofl & =3:

C: \Windows\system32> Enable-PSRemoting -Force WinRM is already set up to receive requests on this computer. WinRM has been updated
for remote management. WinRM firewall exception enabled. -Configured Local AccountTokenFilterPolicy to grant administrative rights

remotely to local users.
C: \Windows\system32> Start-Service WinRM

C: \Windows\system32> Set-Service -Name WinRM -StartupType Automatic
Powershell 2 v7.1 0|4 O|o{ok EFLICt Z2t0|HE 0= cURL v7.34 0|4 0| Rlo{0F B LICH.

WindowsMlM PowerShell ¥ cURL HHH S Eolst= HhH

A8t O] Powershell 2 AFE 38t UEK| #QIEHLICH cURL O0|TE Qi AENE {ldH HHEA| HgfLch
Power Shell {7 2ol

Windows®| 42

1. 7H2H™ Power Shell:

-Win+ XE& 21 Windows Power Shell £ Windows Power Shell(Admin)S ME§EtL|C}.

2.CHS HYE AYELICH$PSVersionTable.PSVersion

2. W AM™ELICE curl --version

C: \Windows\system32> $PSVersionTable.PSVersion Major Minor Build Revision ----- ----- ===~ —--—- 7119041 4291
C: \Windows\system32>

C: \Windows\system32>

C: \Windows \system32>cur| --version curl 8.4.0 (Windows) libcurl/8.4.0 Schannel WinIDN Release-Date: 2023-10-11 Protocols: dict file



ftp ftps http https imap imaps pop3 pop3s smtp smtps telnet tftp ftps http https Features: AsynchNS HSTS HTTPS-proxy IDN IPv6 Kerberos
Largefile NTLM SPNEGO SSL SSPI threadsafe Unicode UnixSockets c: \Windows\system32>

F7t Hdm|agolM

O| HH2 WinRM HZEE I8t 8 ¢l SAEE MESIES AAHEE T HFLICE Set-ltem WSMan:\localhost\Client\TrustedHosts -

Value <Client-1P>

C: \Windows\system32> Set-Item W SMan:\localhost\Client\TrustedHosts -Value x.x.x.x WinRM Security Configuration. This command
modifies the TrustedHosts list for the WinRM client. The computers in the TrustedHosts list cannot be authenticated. The client can send
credential information to these computers. Are you sure that you want to modify thislist? [Y] Yes[N] No [S] Suspend [?] Help (default is"y"):
Y PS C: \Windows \system32> -

F

ok

-Authentication Negotiate 2! -Credential O 7 244=2} & 7H| test-wsman cmdlet 23 ZHFE{0 M WinRM MH|A 0| 7184 S M E
o]

[

et

= Qe 2248t = QILICH. test-wsman <Client-IP> -Authentication Negotiate -Credential <Accountname>

MacOS

Power shell 2 v7.1 0| &0]0{OF tL|C}. 2 2}0|AE0|i= cURL v7.34 0] 0] 210{OF BL|C}.

mac0S9| AL
1. i E o)l

- Applications(O§ = 2| #|0] M) > Utilities(RE 2IE|)ofAM E{OILS &S 5 U&LICH

I

2. B™g AlalshLIC} pwsh -Command '$PSVersionTable.PSVersion'



&1 3 - PowerShell Core(pwsh) 7t x| E|04 Q= X| RISt MAIR. DX

LICHHimebrew A x| 045 & Ql). brew install --cask powershell

macOSe| AL

1.70gE o)

- Applications(Of E2[#H|0] M) > Utilities(FE2IE[)oIM E{OIEE &2 &= U&LICH

2. HHES MELICE. curl --version
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MacOS 2210|21E Q| AL ZCI0|HE o HMASE{T SSHO BMASH 7| Bt ZE 2271 2d8q QJo{of ghL|Ct

tHAIE 7tol =

- Apple M40l A System PreferencesZ O|S &fL|C}.

2917 219 By
.ZR2 0SB
27 2791 go| 47+ MUBLICH

- Allow accessfor (A& & 8) 40| e ARt & Eo 2 MHEE|o| Y X| FHAFLICH All users(RE AF8XhHE MBS}
o

M MacHlM R &8 A™S 7T 2E AF8XH7F SSHE

EHOlFfLICH S50 s B2 F7F HE(+)E &8st FIHeLICH

- Applications(OH Z 2|71 0|M) > Utilities(R- & 2IE)oll M E{O|'E O E2|AH 0|4 S HL|LCL.

folstn ZE 227 Yid U= K| = QIFFLICH. sudo pfetl -sr | grep 22

— AR -

o
Lok

g

tol

-pfctl BHES ALE5t0{ M &

ol

SSH:echo "any0l|A any ZE 222 prototcp TE"S 5185t HEIS 822 FIIE = UsLCH |

to 74

CEE 2271 e UK| et HR SSH

sudo pfctl -ef -
5.SSH WM A HAE
.CH2 C|HFO|AMIM B0l EE= SSH 22I0|HEE 4Lt

A4S Al gLICH ssh username@<macOS-client-1P>

AP FAE A8 350 macOS E2H0|1E 0|

AR X} O|E S XM AH2K AMOE HF T <macOS-client-IP>E macOS 22I0|AUE Q| IP FAE HIELICH

MacOSe| 3% UEZQIENAM AFM LX| HIE YX|5I2H sudoers UM 0] EF0| HH|0| EX|0{0F SL|LC},

AP 27 M

-macOS A| &R0l A 2[R} A M| A



- Terminal Hol| CHEr 7|2 R[4
Sudoers IHY AHEL[O|E THA|
1. 7H4End
- Applications(O E2|#|0] M) > Utilities(RE2IE[)ollM E{O|EE &2 £ &L
2. Sudoers It S HETLICE
- sudoers It A S FZ5HAH| T EISHEAH visudo BE S AFSELICH O|F A ot H WU S K& 57| To| + & 27 7 L dghuct

-HER 43 E A™stets HAIKIZF ZAIELICH

-Visudo HEZ || M MAEXE F2I0| Ho|El Moz o|SELICH YetHo =z nhelo| ot & ghLict.

4.

e
ogt

+ ¥32 F7teLC,

Het

r|r
ok

XIHE AR A HIZHE 20| security 2! osascript HRIS AlgHE &~ )

. <macadminusername> ALL = (ALL) NOPASSWD: /usr/bin/security, /usr/bin/osascript
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- <macadminuser name>2 macOS # 2Kt 2| AX| ALE X} O|§ 22 HbELICH
5. 4% 8 B8

7|8 HE7|(nano) & MEdtE B Cirl + XE =t SRE CIS YE =2 HE MEE ot 1 OFX|H 2= EnterE =2 THLS
XMEELICH
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2424 no|EEl sudo FEto| R WS AME & et ofE W OB ZaLic
sudo /usr/bin/security find-certificate -a sudo /usr/bin/osascript -e 'tell application " Finder" to display dialog " Test"'
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