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Dashboard(CH A2 E) > Applications(0H & 2|71 0| M) > Application(0H Z 2|71|0|M)2 2 o|S&fLCt.
Admin APIE ME4SILICEH

Grant Read Resource(817]| 2|44 5{&) & Grant Write Resource Permissions(2A7| 2[A&A FHE
£04)E MEIEILICt Save Changes(#13 AHE XEH)E ZEIgLIC.



Groups hd API hostname api-bBeff8c5.duosecurity.com Copy
Endpoints e
2FA Devices ~ Settings
Administrators ~ Type Admin AP
Trusted Endpoints
Trust Monitor ~ MName Adrmin API
Reports o Duo Push users will see this when approving transactions.
Settings
Permissions Grant administrators
Biliing » Parmit this Admin AP application to add, modify, and delete administrators and administrative units.

- infi i
You're using the new Grant read information

Admin Panel menu and
left-side navigation.

Fermit this Admin AF| application to read information and statistics generally used for reporting purposes.

Grant applications
Provide feedback Permit this Admin AP application to add, modify, and delete applications.

Grant settings
Permit this Admin API application to read and update global account settings.

Grant read log
Permit this Admin AP| application to read logs.

Grant read resource

Permit this Admin AP| application to read resources such as users, phones, and hardware tokens.

Grant write resource
Permit this Admin AF| application to add, modify, and delete resources such as users, phones, and hardware tokens.
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Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

No Yes

Active Directory 2
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=

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory

Domain.

* AD User Name (i) Administrator

* Password

| Ispecify Organizational Unit ()

==
=

| Jstore Credentials (7)
Cancel
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4. AD X5 & EH

Connection Allowed Domains PassivelD Groups Attributes Advanced Settings

* Join Point Name example

* Active Directory
example.com

Domain
3 Refresh Table
[ ISE Node ~  ISE Node R... | Status Domain Controller Site
O ise331.example.com PRIMARY @ Operational WIN2022.example.com Default-First-Site-Name
O ise332.example.com SECONDARY | @ Operational WIN2022.example.com Default-First-Site-Name
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain example.com

Name ,
Filter

sID ,
Filter

Type
Filter

‘ Retrieve Groups... | 50 Groups Retrieved.

6. AME AD 252 MEotcdH MY

Active Directory 5

- Name -~  Group SID Group Type

E] example.com/Users/Cert Publishers 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[:] example.com/Users/Cloneable Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

example.com/Users/DUO Group 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Denied RODC Password Re... S5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[ example.com/Users/DnsAdmins 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

E] example.com/Users/DnsUpdateProxy 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Admins 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

O example.com/Users/Domain Computers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

[ example.com/Users/Domain Guests 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Users 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

(I examople.com/Users/Enterprise Admins 5-1-5-21-4068818894-3653102275-25587130... UNIVERSAL
Cancel




Conneclion Allowed Domains PassivelD Groups Aftributes Advanced Settings

—
== Add - Update SID Values

O Name ~ SID

O example.com/Users/DUQ Group 5=1-5-21-4068818894-3653102275-2558713077~-...

Save Reset

Active Directory 6

Administration(2 2[) > System(A|AH]) > Settings(A’H) > API Settings(API &%) > API Service
Settings(API MH|A M%)2 0|S & LICt Open APIE &35t 1 SaveE =!8 LIC

W ldentity Services Engine Administration / System

(] Deploymant Licensing Cartificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—

Clienr Provisiening

" 195 Niode API Settings

Security Samiags

4y , Dvmrdew APY Sarvice Setlings API Gateway Settings

Alarm Setings ==
l General MOM § UEM Settings

~ AP| Service Settings for Primary Administration Node
1 Paiture ]
) EAS (Read/Write)

] Frofing ) Open AP (Read/Write)

Protocals H

Endpaint Scripts H] “ APl Service Setting for All Other Nodes

ooy @) ERS (Read)

BUITP Sanae @ Open AP (fead)

SUS Gaeway

Sysem Time

I P! Betingy ~ CSRF Chack ( anly for ERS Settings )
Data Gaonnect

Enable CSRF Chaeck for Enhanced Security (Not compatibie with pre ISE 2.3 Clents)
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tity Services Engine Administration / Identity Management

J'  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

B%  Dashboard

' External Identity Sources Settings

Authénticath i
Ic'! Context Visibility User Authéntication Settings

S REST ID Store

\ Opsrations Endpolnt Custom Attributes

To allow integration of REST identity stores with Cisco ISE, click the radio button below. It takes a few minutes to
( Policy Extemal Wenthy|Sourses Senings enable the REST ID Store settings. After the settings are enabled, you can add REST ID stores to Cisco ISE in the
External Identity Source page.
4 Administration _ - ) _
NOTE: ISE integration with Azure AD is released as a Controlled Introduction feature and should be thoroughly
tested before being used in preduction environment.
ol Work Centers

@) RESTID Store

BETA

Multi-Factor Authentication

To allow the integration of Multi-Factor Authentication providers with Cisco ISE, click the MFA button.

% Interactive Features

- v

ISE MFA 1

MFA Q|5 ID AA T4

Administration(2f 2|) > Identity Management(ID £ 2l) > External Identity Sources(2[5F ID &A)2

dentity Services Engine Add External Connector

J|  Bookmarks owmcame 2 | Connector Definition 3 | Account Configurations 4 | wdentity Sync AD Groups 6 | Summary

5% Dashboard

1! Gontext Visibility |
Welcome
A, Oparations
Thiis wizard 1akns you through sotting up a connection batwoen your Duo
0 Pos Account and Cisco I5E to enable seamiess Mulli-Factor Authentication
o workfiaws.

do Administration Before you begin, the following prerequisites apply: ﬂ

Al Work Conters

- Cisco ISE Advantage licenses are required.
The Cisco Duo license that enables MFA usage is required
- In your Duo porial, create a protected application that is
enabled for Admin APl and Authentication AP1 usage
- Grant readfwrite access to Admin AP1.
Ensura your ISE has a stable connaction to Duo (Either
thigugh direct inernmet of proxy).
For this application, note the integration keys (ikey), secret
keys (skey) and API hostname values for the Admin and
Authantication APls, These values are required in the next
steps of this setup wizand,

oA

Interactive Features
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[
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Exlt Wizard
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dentity Services Engine Add External Connector

)1 Bookmarks ' o i 3 | Agcount Configurations 4 | Ideatity Sync Al Groups B | Suminany

5% Dashboard

12 Comtext Visibility

Define the Connection =
4. Operations H

Entor a name and description for your connection
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DUO-MFA
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i Identity Services Engina Add External Connector

§' Bookmarks | Welcome | Connector Definition o Account Configurations 4 | ldentity Syne AD Groups 6 | Summary

B3 Daatarw Define Account Configurations

i) Context Visibility
The values for the following fiekds are available in the Application window of your Due ports
Enter the required details bo create a connection. For more information regarding iKey, sKey

EEop et a0 Hostrema, vesit Mpa:/dus comidons uthapitlivst-steps

I Policy
APl Hostname

api-bEafBeS duosecurity.com
4. Administration

|
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-

Admin APl
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Interactive Features
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ey
DINKDSEVTRATZUF 60003

Wiy

Taat Connsetion
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Test Connecilon ) MFA Auth and Admin AP| Integration and Secret Keys
are valid

ISE DUO OFEAL 4
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Identity Sync

4. Operations
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/content/en/us/td/docs/security/ise/2-3/ise_active_directory_integration/b_ISE_AD_integration_2x.html

i Identity Services Engine Add External Connector

) Bockmarks | Weleome ¢ | Connector Definition | Account Configurations | ldentity Syne enDerps 6 | Summary

B2 Dashboard

Iz} Context Visibility . .
Select Groups from Active Directory
A operations
Select the groups that you need to sync between Cisco ISE and Duo. Edit an sxisting AD
group from the following list, or add a new AD group in the Active Directory window and then

'
Y rofrash this windaw.

4. Administration

Al Work Centers

[ Name Saurce
example ComiUsersIDUS Grove exampie
Interactive Features
(T ——— P
€] Exit wWizard Back Next

ISE DUO Ot Al 6

Identity Services Engine Add External Connector
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BT  Dashboard

o Context Visibility
Summary
A Oparations
~  Connector Definition Edit

U Policy Connection
Name DHADE-MFA
4. Administration voN
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Interactive Features ~  Define Account Configurations  Edit
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Authentication AP1
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https://duo.com/docs/enrolling-users

Dushtoaed > Users

Dashboard
Devico naight Users
Policies W
Need to activate a replacement phone? Learn more about Reactivating Duwo Moblle £,
Applications hd
Single Sign-0n v 2 1 1 0
Total Users Mot Enrolled Inactive Users Trash

Users ~

Add User Select ()~ e

Pending Enroliments

Usamame = Sasa Emad [,

Bulk Enroll Users

Impart Users e alice Rlico@wongeriand.com

Directory Sync

¥y bob bob

Bypa Codes
Groups - 2 ratsl
Endpoints £
ZFA Devices -
Administrators o

Trusted Endpaints
Trust Monitor o

Reports w

DUO S5 1

o2 A3 E6to{ X3l7|2 O|S & LICt Add Phone(TEt7| £7he

Phones
You may rearrange the phones by dragging and dropping In the table. Leam more about activating a replacement phone C2.

This user has no phones. Add one.
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0 0
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Export s}
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Dashboard » Users > bob » Add Phone

Dashboard
Device Insight v Add Phone
Polices 7 Learn more about Activating Duo Mobile 4.
Applications v
Single Sign-0n v Type ® Prone
Users ~ Tablet
Add User

Phone number =- Show extension field

Pending Enrollments
Optional. Example: "+1 201-555-5555"

Bulk Enroll Users

Import Users
Add Phone

Directory Sync
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Policy / Policy Sets

= iyl Identity Services Engine

J|  Bockmarks Policy Sets— Default

Allgwed Protocols | Server Sequence  Hits

BE  Dashboard
Status  Policy Set Name Description Gonditions

Jd Context Visibillty

. Oparations
S st Dt pod
1 Psliey :
Ao Administraticn Authartication Poliey(3)
Al Work Genters MFA Palicy(1)
(3 Staus  Rule Name Gonditions u Hits  Actions
Interactive Features
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o
Options

ization Policy - Local Excoptions

n Folicy - Global Exceptions

Authorization Policy(15)
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ISE H#H
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Authorizaticn Policy(16)
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1 (%) Stetus  Rubs Name Condlilons Profitos Security Groups Hits  Actlons
a
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https://www.cisco.com/c/ko_kr/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html

3. CH3 CHEHA| Q15 & Atal|2h x| ELCh

« VPN AI2ZX} 01
« TACACS+ ZE|XI MM A O

Cisco Secure ClientE €11 Connect(®1Z)E Z=IELICH ArSXt 0|2t HIPHSE U=t
OKE Z&&Lct.

€9 Cisco Secure Client | BSNS-ASA5516-8

Please enter your username and password.

Group: | RA

Username: | bab

Password: [ s

AnyConnect VPN:
Please enter your username and password.

BSNS-ASAS5516-8 Connect

VPN 22} 0|E

AERH ZHIY FR|= DUO FA| &S #rotof ZLIch &2l VPN 40| B EI{&LICH



Are you logging in to Auth API?

@ Cisco
® 1:52PM
A bob



MFA Zt#d 2

DuoMfaAuthApiUtils -::::- Duo Client Manager0i|

- A ol E ise-psc.log |[H2 ME&LCH
DuoMfaAuthApiUtils —> Duo S5

XM gl 29|z EN| prrt- RadiustaPoIi.cyRequestProcessor

management.lagacacsMfaPolicyRequestProcessor

MfaAuthenticator::onAuthenticateEvent

Q15 gted 23 |HEFRI AAA  |prrt-server.log [MfaAuthenticator::sendAuthenticateEvent
MfaAuthenticator::onResponseEvaluatePolicyEvent

DUO 2I&, ID dUO-SVNC-

sulsaE R servic); log
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