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General | Java | Security | Advanced

—|-Debugging
2l Enable tracing

- [¥f] Enable logging
-] Show applet lifecyde exceptions

~Java console
- (@) Show console

m

-7 Hide console

() Do not start console
~Default Java for browsers
~Java Plug-n

~5Shortcut Creation

~JMLP File/MIME Association
-~ Application Installation
~JRE Auto-Download I

[ oK ]| Cancel || Apply
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® 00 Java Control Panel

' General Update Java  Security

Debugging
™ Enable tracing
™ Enable logging
Show applet lifecycle exceptions
Java console
(=) Show console

' Hide console

- ' Do not start console
Shortcut Creation

() Always allow

- ' Always allow if hinted

- ' Prompt user

(=) Prompt user if hinted

() Never allow
JNLP File/MIME Association
() Always allow

[ OK ] | Cancel | Apply
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Cisco H{1 ID CSCuc55720, "ASAMIM 3.1.1 THZ|X|7} EHSEIRS ] IEVF Java 70 SEF"S
A24Z EXR2MH, WebLaunch7t & E|1 S| = =04 A AnyConnect 3.10] &5 E[ S ]
Internet Explorer7t SEHEIRIELICEO| HO= =™ E[U}&LICH

U2 HZ 9| AnyConnect & Java 72 Java {1t Bf7H AFSE [ 27 Ll = U&LICEHAEAIE
LH & Cisco {1 ID CSCue48916, "Java App(s) Break when using AnyConnect 3.1.00495 or
3.1.02026 & Java v7"2 EHZSIAAIL.
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j ava. net. Socket Excepti on: Perm ssi on deni ed: connect
at java. net. Dual St ackPl ai nSocket | npl . wai t For Connect (Nati ve Met hod)
at java. net. Dual St ackPl ai nSocket | npl . socket Connect (Unknown Sour ce)
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1 Cisco AnyConnect VPN Client Connection Properties 23

Metworking | Sharing

Connect using:

li" Cisco AnyConnect VPN Virtual Miniport Adapter for Windo

Corfigure. ..

This connection uses the following tems:

"% Client for Microsoft Networks

EGDS Facket Scheduler

E File and Printer Sharing for Microsoft Networks

[] - Intemet Protocol Version & (TCP/1PvE)

& |ntemet Protocol Version 4 (TCP/IPv4)

& |inlc-Layer Topology Discovery Mapper /0 Driver
<. |ink-Layer Topology Discovery Responder

Install ... | | Uninstall Properties

Description

Allows your computer to access resources on a Microsoft

netwaork.
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https://blogs.oracle.com/kto/entry/jdk7_pending_java_vendor_property
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CSD/Hostscan
CSD/Hostscan #&1 22| B DART 212} Java 2& 238 £ &§rLIct
DART 21 & 2224t ASAMAM CIHZ 22 CSD 2Z Bl g M-stoF guict.
1. ASDM > Configuration > Remote Access VPN > Secure Desktop Manager > Global
Settings£ O|S&tL]c}.

2. Cisco ASDM(Adaptive Security Device Manager)HIA CIHZ St =S CSD 242 AHEELICY.
3. DARTE A+83t04 CSD/Hostscan 218 & gfLct.
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Java Plug-in 10.10.2.12

Using JRE version 1.7.0_10-ea-bl2 Java Hot Spot (TM 64-Bit Server VM
User hone directory = /Users/rtpvpn

c: clear consol e w ndow

f: finalize objects on finalization queue

g: garbage coll ect

h: display this hel p nessage

I: dunp cl assl oader |i st

m print nmenory usage

o: trigger |ogging

g: hide console

r: reload policy configuration

s: dunp system and depl oynent properties
t: dunp thread |ist

v: dunp thread stack

x: clear classl oader cache

0-5: set trace level to <n>

JRE 62 2 CI28)0|E5H7HLI CSDE 3.6.6020 O|& 22 LM 0|ESHE AR Java 2£& 210
CtS1 242 EX7F EAlEL|CH

Java Plug-in 10.10.2.12

Using JRE version 1.7.0_10-ea-bl2 Java Hot Spot (TM 64-Bit Server VM
User hone directory = /Users/rtpvpn

c: clear consol e w ndow

f: finalize objects on finalization queue

g: garbage coll ect

h: display this hel p nessage

I: dunp cl assl oader |i st

m print nenory usage

o: trigger |ogging

g: hide consol e
r: reload policy configuration

s: dunp system and depl oynment properties

t: dunp thread list

v: dunp thread stack

x: clear classloader cache

0-5: set trace level to <n>

CacheEntry[ https://rtpvpnout bound6. ci sco. coml CACHE/ sdeskt op/i nstal |l /binaries/
instjava.jar ]: updateAvail abl e=fal se, | ast Modi fi ed=W\ed Dec 31 19: 00: 00 EST
1969, | engt h=105313

Fri Oct 19 18:12:20 EDT 2012 Downl oaded


https://tools.cisco.com/bugsearch/bug/CSCuc55720
https://tools.cisco.com/bugsearch/bug/CSCuc48299

https://rtpvpnout bound6. ci sco. coml CACHE/ sdeskt op/ host scan/ darw n_i 386/ cst ub
to /var/fol ders/zqg/ w7l 9gxks7512f sl 4vk07v9nc0000gn/ T/ 848638312. t np/ cst ub

Fri Oct 19 18:12:20 EDT 2012 file signature verification

PASS: /var/fol ders/zq/ w7l 9gxks7512f sl 4vk07v9nc0000gn/ T/ 848638312. t np/ cst ub
Fri Oct 19 18:12:20 EDT 2012 spawned CSD stub.
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. Safariol M Java 72 A5t &HL|Ct.

Java 70| MacOi| Ax|Z|0{ ! MacO| RA|ZHE|R}= K| & QIEFL|C} Firefox® @1 Java
Verifier2 0|S&tL|Ct.SafariE 21 Java VerifierE CtA| O|S & LI|Ct.O|A| Ct

LICE.

A Verifying Installation

It you want to download )

Java for another computer Detecting Java on your computer C:Iicl{ing this should
or Operating System, click allow you to enable
the ik buslow,

Al Java Downl the Java plug-in

Help Resources

= What is Java?
= Mac FAG

A security prompt msy appaear, Click Run 10 allow the verification process to continue.
Depanding on your systam sattings, you may néad 10 respond to prompts 10 allow the vesilication 1o
confinua,

It you hane installed Janva and thens is an amor with the verification, there could be a configuration issus (eg.
browser, Java control panald, Security settings).
the troubleshooting F
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http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://support.apple.com/kb/HT5559?viewlocale=en_US

El:JavaZl Ax|Z|X| et 7L} O|F HHT 2| JavaZtl Qe B java.comOilM 'Java blocked for
this web site' 27 HIA|X|7} ZAIE = & LICHJava KOOI E A [0l CHEF REM|EH LIS 2
2013 8 & 28°E' Apple K| ZH0{MH OS X0i| A& 7tS 8t Java HHIO|EE FZSHAAIL.

Mac 10.90{| A WebLaunch& A&t Safari 24

Mac 10.901 11 Java Z2{12!0| 0|O| 2E“HSPEIO-I = 42 (Mac 10.82| Chrome 2! Safari with
WeblLaunch MAMoj| A& & ) WebLaunch7}t 7|& AloiE —’F— 9/\.=. LICt 2 E Java H%iol SRS
X2t et MeE AL 3™ ch e 22X H7=| MMol| MBEICHE Java 218 EA4516HH Cf
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at java.lang. Thread. run(Thread. java: 744)
Mon Dec 16 16:00:17 EST 2013 Failed to downl oad cstub

network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
EIAREUMCHE R =2 F&LIC

Mon Dec 16 16:00: 17 EST 2013 Downl oaded https://rave. na. sage. com CACHE/
sdeskt op/ host scan/ darw n_i 386/ mani f est java.i o. Fi | eNot FoundExcepti on

/ User s/ userl/.ciscol/ hostscan/ bin/cstub (Operation not permitted) at
java.io. FilelnputStream open(Native Mt hod)

O|= Cisco {1 ID CSCuj02425, "Java unsafe 2 =7} H|E&3tE Z<2 0SX 10.904 A
WebLaunch & I{"E o|0|&fL|ct. O] 2X|E s Z5tEdH Java B4 MXE 455104 Safarioll M
JavagE oHHSIX| ot REE A-E = UESF gL
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http://java.com/
http://support.apple.com/kb/HT5648
http://support.apple.com/kb/HT5648
http://support.apple.com/kb/HT5648
http://support.apple.com/kb/HT5648
http://support.apple.com/kb/HT5648
https://tools.cisco.com/bugsearch/bug/CSCuj02425

About Safari
Safari Extensions...

Preferences. .. 3,

Private Browsing...
Reset Safari...

Services >
Hide Safari ¥ H
Hide Others ¥H
Show All

Quit Safari ¥0

2. Manage Website Settings® & 2/ &FLIC}.

8ano Security

e 71 S B A i

General Tabs AutoFill Passwor Privacy Motifications Extensions Advanced

Fraudulent sites: E Warn when visiting a fraudulent website

Web content: (M Enable JavaScript
™ Block pop-up windows

Internet plug-ins: ™ Allow Plug-ind

3. HoF EHof A JavaE MEHSI D 7|EXo 2 §{&0| MEHE|o] & LICt.
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Security
42 B
— ] | :
i General Tabs AwutcFill Passwords | Security| Privacy Motifications Extensions Advanced
Adobe Flash Player
' Java
Allow websites to use this plug-in with the settings below:
Adobe Reader Bl ¢
Configured Websites
le Talk Plugin
Fnﬁg 7 iz [ £ www.java.com Allow =
Google Talk Plugin Vide... & asal.cisco.com Allow :I
; iy i connect.secure-financial.com Allow =
Coogle Talk Plugin Vide...
iPhotoPhotocast
Microsoft Office Live Plu...
QuickTime =

Silverlight When visiting other websites: | Ask

4. Allow to Run(2+™3tX| o2 EEOAM AE 58)2 HAELICE

Ask
Block
v Allow
Allow Always

Run in Unsafe Mode

4l VPN
Java®l #t#E WebVPN 2X|2 B2 24| S22 28l o] LIo|E{E =& &Lt

- show tech-support @& 2| E242/L|C}.

- General Troubleshooting( gt EA| 1 Z2) 440l HBE CHE Java Z£ 0| ASA(Adaptive
Security Appliance)2t & 71 EE= ASA 80| 2 ZElL|Ct.

- WebVPN ZHX.

- HTTP ZHA|= ASAE AME35H7{LtL ALS6tX| i 2 A|ARI0|M A EFLCt

- EF& T2 ASA X 2 A[AHEIo|M YA ELICH 2 A[AE 0| M WiresharkE AF&5104 O]
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/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/65096-webvpn-capture-tool.html
http://www.httpwatch.com/
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Readi ng Signers from 8412
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//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/c1.html#wp2129312
https://blogs.oracle.com/java-platform-group/entry/new_security_requirements_for_rias
https://blogs.oracle.com/java-platform-group/entry/new_security_requirements_for_rias
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