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ipv6 unicast-routing
ipv6e cef

ip local pool FlexSpokes 10.1.1.176 10.1.1.254
ipv6e local pool FlexSpokesvé6 2001:DB8:0:FFFE::/112 128

crypto ikev2 authorization policy default
ipv6é pool FlexSpokesv6

pool FlexSpokes

route set interface

crypto ikev2 keyring Flex_key

peer ALL

address ::/0

pre-shared-key local cisco

pre-shared-key remote cisco

!

crypto ikev2 profile Flex IKEv2

match identity remote address ::/0
authentication remote pre-share
authentication local pre-share

keyring local Flex_key

aaa authorization group psk list default default

virtual-template 1

crypto ikev2 dpd 30 5 on-demand

interface Virtual-Templatel type tunnel
ip unnumbered Loopbackl00

ip mtu 1400

ip nhrp network-id 2

ip nhrp redirect

ip tcp adjust-mss 1360

ipv6 mtu 1400

ipv6 tcp adjust-mss 1358
ipv6é unnumbered Loopbackl00
ipv6 enable

ipv6 eigrp 65001
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ipv6é nhrp network-id 2

ipv6é nhrp redirect

tunnel mode gre ipvé

tunnel protection ipsec profile default

interface Ethernetl/0

description LAN subnet

ip address 192.168.0.1 255.255.255.0
ipv6e address 2001:DB8:1111:2000::1/64
ipv6 enable

ipv6e eigrp 65001

interface Loopback0

ip address 172.25.1.1 255.255.255.255
ipv6e address 2001:DB8::1/128

ipv6 enable

ip route 192.168.0.0 255.255.0.0 NulloO
ipv6 route 2001:DB8:1111::/48 NullO

ip prefix-list EIGRP_SUMMARY_ONLY seq 5 permit 192.168.0.0/16
ipv6e prefix-list EIGRP_SUMMARY _v6 seq 5 permit 2001:DB8:1111::/48

router eigrp 65001

distribute-list prefix EIGRP_SUMMARY_ONLY out Virtual-Templatel
network 10.1.1.0 0.0.0.255

network 192.168.0.0 0.0.255.255

redistribute static metric 1500 10 10 1 1500

ipv6 router eigrp 65001
distribute-list prefix-list EIGRP_SUMMARY v6 out Virtual-Templatel
redistribute static metric 1500 10 10 1 1500
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ipv6 unicast-routing
ipvée cef

crypto logging session

crypto ikev2 authorization policy default
route set interface

crypto ikev2 keyring Flex key

peer ALL

address ::/0

pre-shared-key local cisco
pre-shared-key remote cisco

!

crypto ikev2 profile Flex IKEv2

match identity remote address ::/0



authentication remote pre-share

authentication local pre-share

keyring local Flex_key

aaa authorization group psk list default default
virtual-template 1

crypto ikev2 dpd 30 5 on-demand

interface Tunnell

description FlexVPN tunnel

ip address negotiated

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1

ip nhrp redirect

ip tcp adjust-mss 1360

delay 1000

ipv6e mtu 1400

ipv6 tcp adjust-mss 1358

ipv6 address negotiated

ipvé enable

ipv6é nhrp network-id 2

ipv6é nhrp shortcut virtual-template 1
ipv6é nhrp redirect

tunnel source Ethernet0/0

tunnel mode gre ipvé

tunnel destination 2001:DB8::1

tunnel protection ipsec profile default

interface Virtual-Templatel type tunnel
ip unnumbered Ethernetl/0

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1

ip nhrp redirect

ip tcp adjust-mss 1360

delay 1000

ipvée mtu 1400

ipv6 tcp adjust-mss 1358

ipv6é unnumbered Ethernetl/0

ipv6 enable

ipv6é nhrp network-id 2

ipv6é nhrp shortcut virtual-template 1
ipv6é nhrp redirect

tunnel mode gre ipvé6

tunnel protection ipsec profile default

AXF0|RY ZZEZE ESS 4HE W Os HE MY

fjo

MEAAL

1. 2IRE Z2ZEZ0| 520 Cist HAZ (0| B Tunnell QE{HO|A)S S5l #HE MY ES
SHBEYLICHOHRE RS A2 S M0 IH 7522 UitMo 2 Ax 3 7t 2t *E IMdEE

2. 2Z LAN AMEUIEE 22|31 s{=0lA g3t P
HMEdg Az & AR S0 &S 2
O| oiloi A= Spoke12| EIGRPO| CHEF F 7HX| HE A E 25 grIeLch.

router eigrp 65001
network 10.1.1.0 0.0.0.255
network 192.168.101.0 0.0.0.255



passive-interface default
no passive-interface Tunnell

ipv6 router eigrp 65001
passive-interface default
no passive-interface Tunnell
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- crypto ikev2 sa EA|
- show ipv6 eigrp 65001 neighbor
- show ip eigrp 65001 neighbor

Spokel#fshow crypto ikev2 sa
IPv4 Crypto IKEv2 SA

IPv6 Crypto IKEv2 SA

Tunnel-id fvrf/ivrf Status
1 none/none READY
Local 2001:DB8:0:100::2/500
Remote 2001:DB8::1/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK
Life/Active Time: 86400/1945 sec

Spokel#fsh ipv6 eigrp 65001 neighbor
EIGRP-IPv6 Neighbors for AS(65001)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num
0 Link-local address: Tul 14 00:32:29 72 1470 0 10

FE80: :A8BB:CCFF:FE00:6600

Spokel#fshow ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(65001)

H Address Interface Hold Uptime SRTT RTO Q Seqg
(sec) (ms) Cnt Num
0 10.1.1.1 Tul 11 00:21:05 11 1398 0 26
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Spokel#ping FE80::A8BB:CCFF:FE00:6600

Output Interface: tunnell

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to FE80::A8BB:CCFF:FE00:6600, timeout is

2 seconds:
Packet sent with a source address of FE80::A8BB:CCFF:FE00:6400%Tunnell

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/5/5 ms

ARSI FEAZI MM
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Spokel#ping 2001:DB8:1111:2200::100 source el/0
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:DB8:1111:2200::100, timeout is 2 seconds:

Packet sent with a source address of 2001:DB8:1111:2100::1

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/8/10 ms
Y Ax3 7t HAZEE EFolsioi™ HEIR L CHEE s-isHok =LCt

.BMAXTI E AT MMO| A 7 HMA CIEHTH|O|AE EB|HG =X =

SLINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed
state to up

$CRYPTO-5-IKEV2_SESSION_STATUS: Crypto tunnel v2 is UP.

Peer 2001:DB8:0:200::2:500 Id: 2001:DB8:0:200::2

- IKEv2 MM JEHE = QlgfLCt

Spokel#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

IPv6 Crypto IKEv2 SA

Tunnel-id fvrf/ivrt Status
1 none/none READY
Local 2001:DB8:0:100::2/500
Remote 2001:DB8::1/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK,
Auth verify: PSK
Life/Active Time: 86400/3275 sec

Tunnel-id fvrf/ivrt Status
2 none/none READY
Local 2001:DB8:0:100::2/500
Remote 2001:DB8:0:200::2/500
Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK,
Auth verify: PSK
Life/Active Time: 86400/665 sec

S ol MME AIEE = UESLICATZT EHEH} AZTI EAZT

rob

74

- NHRP &9

QIghLCH.



Spokel#show ipvé nhrp

2001:DB8:0:FFFE::/128 via 2001:DB8:0:FFFE: :

Virtual-Accessl created 00:00:10, expire 01:59:49

Type: dynamic, Flags: router nhop rib nho

NBMA address: 2001:DB8:0:200::

2001:DB8:1111:2200::/64 via 2001:DB8:0:FFFE::

Virtual-Accessl created 00:00:10, expire 01:59:49

Type: dynamic, Flags: router rib nho

NBMA address: 2001:DB8:0:200::

£240f [} =™ 2001:DB8:1111:2200::/64(Spoke2& LAN)7} Spoke22| Tunnell IE{H| 0| A0
M 4 E IPv6 421 2001:DB8:0:FFFE:::::::::: Tunnel1 @IE{H| O|A & Non-broadcast
multiaccess(NBMA) =24 20002 Sl AAS " = A& LICH 1:db8:0:200::2 - Spoke20i Ao
2 Y E IPv6 FAQLICH

E24=o| s QIEHOIAS S8 M =X 2QlstLict,
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Spokel#sh crypto ipsec sa peer 2001:DB8:0:200::2

interface: Virtual-Accessl
Crypto map tag: Virtual-Accessl-head-0, local addr 2001:DB8:0:100::2

protected vrf: (none)
local ident (addr/mask/prot/port): (2001:DB8:0:100::2/128/47/0)
remote ident (addr/mask/prot/port): (2001:DB8:0:200::2/128/47/0)
current_peer 2001:DB8:0:200::2 port 500
PERMIT, flags={origin_is_acl,}
#ipkts encaps: 196, #pkts encrypt: 196, #pkts digest: 196
#pkts decaps: 195, #pkts decrypt: 195, #pkts verify: 195
(...)

. 298 Z2 U CEF MES HolgtLi

Spokel#show ipv6 route

(...)

D 2001:DB8:1111:2200::/64 [90/27161600]
via 2001:DB8:0:FFFE::, Virtual-Accessl [Shortcut]
via FE80::A8BB:CCFF:FE00:6600, Tunnell

(...)

Spokel#fshow ipv6 cef 2001:DB8:1111:2200::

2001:DB8:1111:2200::/64

nexthop 2001:DB8:0:FFFE:: Virtual-Access

= e e
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- FlexVPN/IKEv2 Z! IPsec: C|EH 223} ipsecdebug crypto ikev2 [packet|internal]
. NHRP(AZ T & AZ ).
- C|H nhrp
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. C|H2 nhrp &%
- C|H2 nhrp FHA]
. C|H2 nhrp B2
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