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. Cisco G2 Series ISR(Integrated Service Router)
. Cisco 10S® T 15.2M
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interface Tunnell

ip address negotiated

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1
ip nhrp redirect

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.1.1
tunnel path-mtu-discovery

tunnel protection ipsec profile default



interface Tunnel?2

ip address negotiated

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1
ip nhrp redirect

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.2.1
tunnel path-mtu-discovery

tunnel protection ipsec profile default
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interface Virtual-Templatel type tunnel
ip unnumbered ethernetl/0

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel path-mtu-discovery

tunnel protection ipsec profile default
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BGP(Spoke Border Gateway Protocol) 7+
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router bgp 65001

bgp log-neighbor-changes

network 192.168.101.0

neighbor 10.1.1.1 remote-as 65001
neighbor 10.1.1.1 fall-over
neighbor 10.2.2.1 remote-as 65001
neighbor 10.2.2.1 fall-over
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Spokel#show ip route nhrp
(...)

192.168.102.0/24 is variably subnetted, 2 subnets, 2 masks
H 192.168.102.0/24 [250/1] via 10.2.2.105, 00:00:21, Virtual-Accessl

Olz{gt Z== BGP 20| Btz E M Btz E|X| ef&LICHO A 7| EXH 2 = 2A[ZFRI NHRP
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1E1

ip local pool FlexSpokes 10.1.1.100 10.1.1.254
S I=W

ip local pool FlexSpokes 10.2.2.100 10.2.2.254
&= BGP Zx|1dio|M
&= BGP ZAI|13|0|M2 O|T odlet RALEH & EHE & XIELICH

0| £2842 LAN IP 47} 192.168.0.12! §1& 104 M 7Fx{SLIC}.

router bgp 65001

bgp log-neighbor-changes

bgp listen range 10.1.1.0/24 peer-group Spokes
network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
neighbor Spokes peer-group

neighbor Spokes remote-as 65001

neighbor Spokes fall-over

neighbor 192.168.0.2 remote-as 65001

neighbor 192.168.0.2 route-reflector-client
neighbor 192.168.0.2 next-hop-self all
neighbor 192.168.0.2 unsuppress-map ALL

route-map ALL permit 10



match ip address 1

ip access-list standard 1
permit any
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192.168.0.0/24 (Hub LAN)
192.168.101.0/24

192,168.102.0/24 Hub?2
192.168.0.0/16 (summary]

192,168,101.0/2
92.168.0.0/16

92.168.0.0/16

192,168.102.0/24
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IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

3 172.16.1.2/500 172.16.2.2/500 none/none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3147 sec

Tunnel-id Local Remote fvrf/ivrf Status

1 172.16.1.2/500 172.25.2.1/500 none/none READY

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/3256 sec
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show bgp ipv4 unicast

show bgp summary
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Spokel#show bgp ipv4 unicast

BGP table version is 4, local router ID is 192.168.101.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

x best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path

*>i 192.168.0.0/16 10.1.1.1 0 100 0 i

* 1 10.2.2.1 0 100 0 1

*> 192.168.101.0 0.0.0.0 0 32768 i

Spokel#show bgp summa

Spokel#show bgp summary

BGP router identifier 192.168.101.1, local AS number 65001
BGP table version is 4, main routing table version 4

2 network entries using 296 bytes of memory

3 path entries using 192 bytes of memory

3/2 BGP path/bestpath attribute entries using 408 bytes of memory
0 BGP route-map cache entries using 0 bytes of memory

0 BGP filter-1list cache entries using 0 bytes of memory

BGP using 896 total bytes of memory

BGP activity 2/0 prefixes, 3/0 paths, scan interval 60 secs

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
10.1.1.1 4 65001 7 7 4 0 0 00:00:17 1
10.2.2.1 4 65001 75 72 4 0 0 01:02:24 1
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show crypto ipsec sa

show crypto ikev2 sa
2 debug BHE2 ChSt &Lt

debug crypto ikev2 [internal |packet]
debug crypto ipsec

debug vtemplate event
HHEIRE T Z2EZ2 O3S0 Z&Lch

show bgp ipv4 unicast (or show ip bgp)

show bgp summary
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