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URL Cloud

1. Cloud provides two types of
daily updates for local install Cloud tracks over

20 million URLs dataset 400 million URLs
1 million URLs dataset

2. Management Center receives
daily updates from cloud
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3. Depending on the size of RAM, . 8. Cache misses against local

URL dataset is installed locally. % dataset are resolved by
querying the cloud (opt-in conf)
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4. Disseminate Updates
to Managed Device

Y :

. . Managed Device
5. Depending on the size of RAM, g 7. Most URL lookups should

URL dataset is installed locally. resolve category/confidence at
URL data stays on memory cache. the first time they are seen

6. Snort instance monitors
end user traffic and perform
immediate URL lookup on the
managed device's dataset
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Name #| Enabled Insert into Category ¥ | Standard Rules Ve
Action |« Allow v | IPS: no policies Variables: n/a Files: no inspection Logging: no logging
Zones Networks VLAN Tags Users  Applications  Ports URLS | Inspection  Logging Comments
Categories and URLs € 2 Reputations Selected URLs (1)
Search by name or value j Any Bot Nets (Reputations 3-5) ”
“ Any 5 - Well Known

Abortion 4 4 - Benign sites

Abused Drugs |
2 - Suspicious sites

A 1 - High Risk
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Business and Economy
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