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Network Devices

* Name| FireSIGHT-MC
Description |

* IP Address: | 10.1.1.10 /| 32
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Network Device Groups

* Parent | o)l pevice Types | Reset to Top Level

* Name | Sourcefire]

Description

* Type | Device Type
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* Shared Secret | lllllllll - Show

Enable KeyWrap [ ] ¢
* [Key Encryption Kay

* Message Authanticator Code Kay

Key Input Format =0 ASCIT - HEXADECIMAL
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Authentication Policy

Defing the Authemtication Policy oy seledting the prokocols that 15E should use o communicabe with the retvwork devices, and the Kemtity sources that it should use for authentcation.

Folicy Type O Semple (W) Fuke-Based
MAZ If Wired_MaB OR Al Protocols | Default Nefbwork Acoess
Wirsess MAE
Deefault use Internal Endpaints
ﬂ Dot lx S Ir Winsd BO2.1X OR Allow Pratocols @ Default Nebwork Anoess
Winghass B0, 1X
Dzt ume Guest_Portal Sequence

Default Rude (If np match]  : Allow Poiools . Defauk Netwark Access and use @ Internal Users
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Metwork Access Users List = sfadmin

Metwork Access User

* Name | sfadmin

Stahus Enabled =
Email
Password
* Password | ssssssss Need help with password policy ? '

* Re-Enter Password [T T]

User Information

First Name

Last Mame

Account Options

Description

Change password on next login [_|

LUser Groups

Sourcefire Administrator
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* Mame

Sourcefire Administrator

Description

* Access Type

ACCESS_ACCEPT

Service Template |

¥ Common Tasks
| PRALDEC FOICY

|| NEAT

|| Web Authentication (Local Web Auth)

| | Airespace ACL Name

E! ASA VPN InternalUser:IdentityGroup -
¥ Advanced Attributes Settings
-~ | Select an item ® | = o

¥ Attributes Details

Access Type = ACCESS_ACCEPT
Class = InternallUser:IdentityGroup
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™ ASA VPN Administrator

Advanced Attributes Settings

Select an item =
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Attributes Details

Access Type = ACCESS_ACCEPT
Class = Administrator

. Policy(Z#) > Authorization(F gt £ 04)2 2 0|35t Sourcefire Z2| A|Ad0f CHEH Af FHEH 2
of Mag T MErLIC of2H oflod A= DEVICE:Device Type =712 AF&35t0{ 9|9
Configuring Network Devices and Network Device Groups(L|E 2|3 C|HIO|A S HIERA C
HFO|A I8 F4d) MM. o] HA2 2|of M 748 Sourcefire EE|AF HEH Fo{ T2 mpat o
ZAELch XME2 =g

Status Rule Name Conditions (identity groups and other conditions) Permissions
Wireless Black List Defa Blacklist Wireless_Access Blackhole_Wireless_Acoess
ult
Profiled Cisco IP Phones Cisco-IP-Phone Osco_IP_Phones
Profiled Non Cisco IP Ph MNon_Cisco_Profiled_Phones MNon_Cisco IP_Phones
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Sourcefire Administrator DEVICE: Device Type EQUALS All Device Sourcefire Administrator
Types#Sourcefire
COWA-PSN1 MNetwork Access:ISE Host Name EQUALS OWA-PSN1
isel2-psnl
CWA-PSN2 Network Access:ISE Host Name EQUALS OWA-PSN2
isel2-psn2
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Authentication Object

Authentication Method RADIUS =
Mame * ISE
Description

Primary Server

Host Name/IP Address * 10.1.1.254
Port = 1812
RADIUS Secret Key sesssnsens

Backup Server (Optional)
Host Name/IP Address |
Port 1812

RADIUS Secret Key

- RADIUS Specific Parameters 444 of2f0f| A GUI M| A0 CHEH O 2 & Sourcefire 24 18
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RADIUS-Specific Parameters

Timeout {(Seconds) 30
Retries 3
Access Admin

A

Class=User Identity
Groups: Sourcefire Administrato

Administrator

A
Discovery Admin

A
External Database User

A
Intrusion Admin

A
Maintenance User

.
MNetwork Admin

A
Security Analyst

A
Security Analyst (Read
Only) A
Security Approver y

Access Admin
Administrator
Discovery &dmin
External Database User

Default User Role

- Shell Access Filter(d A& TE{)O|AM A/SSH MME NEHE AR SES HEZ 7
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Shell Access Filter

Administrator Shell Access  |userl, user2, user3
U=er List
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Access Control Preferences
Statu Enablad
Ancess Lisk
Audit Log Sett Access Adein
Dashboard Default User Rale l;_:s,-:::l .--:I;.-I.::l..:_ﬂ"n n

Database External Database User
DNS Cache Shell Authentication Disabled 3
Email Motification CAC Authorization Disabled &
* External Authentication
Intrusion Folicy referances Nama ﬂlll:l'ipﬂvul’l Method Server:Port Eﬂ:rﬂﬂhn
e n ISE RADIUS  10.1.1.254:1812 . [
Login Banner
Netwark Analysis Pollcy Prefenences
ENMP

STIG Complanos

Time Synchronization

User Interface

Vulnerabilicy Mapping

Save Policy and Exit Cancel
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Additional Test Parameters

LIs

er Name sfadmin

Password TTIII I

*Required Field

Save Test Cancel
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Test Qutput
Show Details -

chack_auth_rafiss: szllser: sladmin

HADIUS config file: fwar/amp/OPMTHT Igls/radiuschent_O.canf

radiusauth - respanse: |Lser-Name=sfadmin|

radiusauth - response: |Sate=ReauthSession: DacleBcb 0000006530 F4856]

radlusauth - response: |Class=Llser [dentty Grounps: Sourcefire Adminissmator|

radiusauth - response; |Class=CACS: bacSeBeb000I006539FaE06: sl 2-panl/ 191969385/ F|

“sfadmin” RADIUS Authentication D&

eheck_iE_radivs_membser atlhib match feund: [Class=User Identity Groups: Sourcelire Administralos| - [Oless=Leer [dentily Groups: Sourcelire
Administratgr] TreeE e

roke_bee 2et] Beal39- 11 df-a02a-4 2 c66a3h36:

User Test
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@@ Error »

Test Failed: Bind failed. Please verify your
Authentication Method Specific parameters.

- ISE & 2| GUI0| A Operations(Zf ) > Authentications(2/S)2 O|S&L|Ct. w@7tA O[HE =
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Overview

Event 5400 Authentication failed
Username sfadmin

Endpoint Id

Endpoint Profile

Authorization Profile

ISEPolicySetName Default
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-06-16 20:01:17.438

Recelved Timestamp 2014-06-16 20:00:58.439

Policy Server ise12-psni

Event 5400 Authentication failed

Fallure Reason 22040 Wrong password or invalid shared secret

Resolution Che_c:k the Device shared secret in Administration > Network Resources > Network
Davices and user for credentials.

Root cause Wrong password or invalid shared secret

Username sfadmin

User Type User

Endpoint Id

Endpoint Profile

IP Address

Identity Store Intemal Users
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