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sftunnelollA| O{E T2 EF/ZEE AFSELI7I?

sftunnel TCP X E 83058 A grLCt sl =oilAM TLS B L C}.

Na. Soures Destination Prolocol  Length TCP Segment Info

59 19.62.148.75  10.62.148.42 B 47789 » 8305 [ACK] Seq=28608693631 Ack=279535378 Win=29312 Len=@ TSval=1176730658 TSecr=55847291
68 18.62.148.75 18.62.148.42 TLSv1.2 229 1634(lient Hello |

61 18.62.148.42 18.62.148.75 TCP 14 @ 8385 » 47709 [ACK] Seq=279535378 Ack=2868693794 Win=30088 Len=0 TSval=55847291 TSecr=1176730@51
6219.62.148.42  10.62.148.75 TLSv1.Z 1514 1449 Server Hello |

63 18.62.148.75 108.62.148.42 TP 66 B 47709 + 8305 [ACK] Seq-2860693794 Ack=279536826 Win=32128 Len=0 TSval=1176738853 TSecr=55847292
64 18.62.148.42 18.62.148.75 TLSv1. 2 883 ?371(ertificnte, Certificate Request, Server Hello Done |

65 10.62.148.75  18.62.148.42 TCP 66 9 47789 » 8305 [ACK] Seq=2860693794 Ack=279537563 Win=35872 Len=@ TSval=1176730853 TSecr=55847292
66 19.62.148.75 18.62.148.42  TLSvl.2 2581 2515[(ertificate, Client Key Exchange, Certificate Verify, Change Cipher Spec] Encrypted Handshake Message
67 18.62.148.42 18.62.148.75 TCP 66 @ 8385 » 47709 [ACK] Seq=279537563 Ack=2860696389 Win=35072 Len=@ TSval=55847292 TSecr=1176730856
68 18.62.148.42 18.62.148.75 TLSv1.2 1284 ‘12131"21« Session Ticket, Change Cipher Spec, Encrypted Handshake Message |

69 18.62.148.75 18.62.148.42 TLSv1.2 364 298 Application Data

78 18.62.148.42 18.62.148.75 TLSv1.2 364 298 Application Data

7110.62.148.42  19.62.148.75 TLSv1.2 183 37 Application Data

7210.62.148.75  10.62.148.42 TCP 66 847709 » 8305 [ACK] Seq=2860696607 Ack=279539116 Win=40832 Len=@ TSval=1176730050 TSecr=55847292
73 18.62.148.42 18.62.148.75 TLSv1.2 367 381 Application Data

74 10.62.148.75  10.62.148.42 TLSv1.2 183 37 Application Data

7510.62.148.75  19.62.148.42 TLSv1.2 367 301 Application Data

FTDOI| A Sftunnel TCP ZEE HZA5E WH?

> configure network management-port 8306
Managenment port changed to 8306.
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FTD CLI
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> configure manager add 10.62.148.75 Cisco-123

Manager successfully configured.
Pl ease nake note of reg_key as this will be required while addi ng Device in FMC

HiE H&
FTD H&2 2l235l= ZA| FTDE 20 0ICH FMCOf| @422 A|= 5t X|BF FMC7} o} & L M E| x| ot
oo 2 TCP RSTE SHgfLICH

> capture-traffic

Pl ease choose domain to capture traffic from
0 - ethO
1 - doba

Sel ection? 0

Pl ease specify tcpdunp options desired

(or enter '?' for a list of supported options)

Options: -n host 10.62.148.75

HS_PACKET BUFFER SI ZE is set to 4.

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes

18: 53: 33. 365513 | P 10. 62. 148. 42. 46946 > 10. 62. 148. 75. 8305: Fl ags [s], seq 2274592861, wi n 29200,
options [nss 1460, sackOK, TS val 55808298 ecr 0, nop,wscale 7], length O

18: 53: 33. 365698 | P 10.62. 148. 75. 8305 > 10.62. 148. 42. 46946: Flags [R.], seq 0, ack 2274592862,
win 0, length O

18: 53: 53. 365973 | P 10. 62. 148. 42. 57607 > 10. 62. 148. 75. 8305: Fl ags [s], seq 1267517632, win 29200,
options [nss 1460, sackOK, TS val 55810298 ecr 0, nop,wscale 7], length O

18:53:53. 366193 | P 10.62. 148. 75. 8305 > 10.62. 148.42.57607: Flags [R.], seq 0, ack 1267517633,
win 0, length O

18:54: 13. 366383 | P 10. 62. 148. 42. 55484 > 10. 62. 148. 75. 8305: Fl ags [s], seq 4285875151, win 29200,
options [nss 1460, sackOK, TS val 55812298 ecr 0, nop,wscale 7], length O

18:54:13.368805 | P 10.62.148.75.8305 > 10. 62. 148. 42. 55484: Fl ags [R.], seq 0, ack 4285875152,
win 0, length O

ClHIO|A S5 &El:



> show managers

Host : 10.62.148. 75
Regi strati on Key DokrE

Regi stration : pendi ng

RPC St at us :

Type . Manager

Host : 10.62.148. 75
Regi stration : Pendi ng

FTDE ZE TCP 83050 A $=AlgrL|Ct.

adm n@FTD66: ~$ netstat -na | grep 8305

tep 0 0 10.62. 148. 42: 8305 0.0.0.0:* LISTEN
EMC Ul
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FMCE= XZE TCP 83050 =&l CHZ|& A|=FgfLC}.

adm n@MC2000- 2: ~$ netstat -na | grep 8305
tcp 0 0 10.62.148. 75: 8305 0.0.0.0: * LISTEN

IR E0|A FMC= TCP &2 A

IE|
el
C
n

20: 15:55. 437434 | P 10. 62.148. 42. 49396 > 10.62. 148. 75.8305: Flags [S], seq 655146775, wi n 29200,
options [nes 1460, sackOK, TS val 56302505 ecr 0, nop,wscale 7], length 0

20: 15:55. 437685 | P 10. 62.148. 75. 8305 > 10.62. 148.42.49396: Flags [R], seq 0, ack 655146776, w n
0, length O

20: 16: 00. 463637 ARP, Request who-has 10.62.148.42 tell 10.62.148.75, length 46

20: 16: 00. 463655 ARP, Reply 10.62.148.42 is-at 00:50:56:85:7b: 1f, length 28

20: 16: 08. 342057 | P 10.62.148.75. 50693 > 10. 62. 148. 42. 8305: Flags [Ss], seq 2704366385, w n 29200,
options [nes 1460, sackOK, TS val 1181294721 ecr 0, nop,wscale 7], length O

20: 16: 08. 342144 | P 10.62. 148.42.8305 > 10.62. 148. 75. 50693: Flags [s.], seq 1829769842, ack
2704366386, win 28960, options [nes 1460, sackOK, TS val 56303795 ecr 1181294721, nop, wscale 7],
length O

20: 16: 08. 342322 | P 10.62. 148. 75. 50693 > 10.62. 148.42.8305: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 1181294722 ecr 56303795], length O

20: 16: 08. 342919 | P 10.62. 148. 75. 50693 > 10.62. 148. 42.8305: Flags [P.], seq 1:164, ack 1, wn
229, options [nop, nop, TS val 1181294722 ecr 56303795], length 163

20: 16: 08. 342953 | P 10.62. 148. 42. 8305 > 10.62. 148. 75.50693: Flags [.], ack 164, win 235, options
[ nop, nop, TS val 56303795 ecr 1181294722], length O

sftunnel M|0{ R 0| M EILICI.

adm n@MC2000- 2: ~$ netstat -na | grep 8305
tcp 0 0 10.62.148. 75: 8305 0.0.0.0:* LI STEN
tcp 0 0 10.62.148.75:50693 10.62.148.42:8305 ESTABLISHED

> sftunnel-status
SFTUNNEL Start Tinme: Sat Apr 18 20: 14:20 2020

Both | Pv4 and | Pv6 connectivity is supported
Br oadcast count = 4

Reserved SSL connections: 0

Managenment I nterfaces: 1

ethO (control events) 10.62.148.42,

Rk S S S R I S

** RUN STATUS****ksec-fs2k-2-ngnt. Ci SCO. conf****x*x*xxkxx
Ci pher used = AES256- GCM SHA384 (strength: 256 bhits)
ChannelA Connected: Yes, Interface etho
ChannelB Connected: No
Regi stration: Conpl eted
I Pv4 Connection to peer '10.62.148.75" Start Time: Sat Apr 18 20:16: 08 2020

PEER | NFO
sw version 6.6.0
sw_build 90

Managenent | nterfaces: 1
ethO (control events) 10.62.148.75
Peer channel Channel-A is valid type (CONTROL), using 'eth0', connected to



'10.62.148.75"' via '10.62.148.42"
Peer channel Channel-B is not valid

2 &2 Fol o|HE o] DHELICE o[HE M| 7HAIRHE 0{= Z0|E & + UA&LICt o] of
HlME FMCRR&LICH

20: 21: 15. 347587 | P 10. 62. 148. 75. 43957 > 10. 62. 148. 42. 8305: Fl ags [S], seq 3414498581, wi n 29200,
options [nes 1460, sackOK, TS val 1181601702 ecr 0, nop,wscale 7], length O

20: 21: 15. 347660 | P 10.62.148.42.8305 > 10.62.148. 75.43957: Flags [S.], seq 2735864611, ack
3414498582, win 28960, options [mes 1460, sackOK, TS val 56334496 ecr 1181601702, nop, wscal e 7],
length O

20: 21: 15. 347825 | P 10.62.148. 75. 43957 > 10.62.148.42.8305: Flags [.], ack 1, win 229, options

[ nop, nop, TS val 1181601703 ecr 56334496], length O

20: 21: 15. 348415 | P 10.62.148. 75. 43957 > 10.62.148.42.8305: Flags [P.], seq 1:164, ack 1, wn
229, options [nop, nop, TS val 1181601703 ecr 56334496], |length 163

o AA ZE = 4 JHAIKHE LIEFHLICEH

adm n@MC2000- 2: ~$ netstat -na | grep 10.62.148.42
tcp 0 0 10. 62. 148. 75: 50693 10. 62. 148. 42: 8305 ESTABLI SHED
tcp 0 0 10. 62. 148. 75: 43957 10. 62. 148. 42: 8305 ESTABLI SHED

O|HIE z{f'do| FTDOIl 2lah AlXE 2 £32 Ct3n Z4&Lct

adm n@MC2000- 2: ~$ netstat -na | grep 10.62.148.42

tcp 0 0 10. 62. 148. 75: 58409 10. 62. 148. 42: 8305 ESTABLI SHED
tcp 0 0 10. 62. 148. 75: 8305 10. 62. 148. 42: 46167 ESTABLI SHED
FTD S0i A

> sftunnel-status
SFTUNNEL Start Tinme: Sat Apr 18 20: 14: 20 2020

Both | Pv4 and | Pv6 connectivity is supported
Broadcast count = 6

Reserved SSL connections: 0

Managenent Interfaces: 1

ethO (control events) 10.62.148.42,

R I S

**RUN STATUS****Kksec-f S2K-2- mgnt . Ci SCO. CONT * ** *x * ks x
Ci pher used = AES256- GCM SHA384 (strength: 256 bits)
ChannelA Connected: Yes, Interface ethO
Ci pher used = AES256- GCM SHA384 (strength: 256 bits)
ChannelB Connected: Yes, Interface ethO
Regi stration: Conpl eted
| Pv4 Connection to peer '10.62.148.75 Start Tinme: Sat Apr 18 20: 16: 08 2020

PEER | NFO
sw version 6.6.0
sw_build 90

Managenent Interfaces: 1



et hO (control

Peer channel Channel-A is valid
'10.62.148.75' via '10.62.148.42"

Peer channel Channel-B is valid
via '10.62.148.42"

events) 10.62.148. 75,

> show managers

Type Manager
Host 10. 62. 148. 75
Registration : Completed

>

AlLIE|2 2. FTDDHCP IP F£4& -FMC LE IP £4

Ol AlLt2[20i| M FTD & 2| QIE{T| 0|A = DHCP AEHOIA IP

type (CONTROL), using

type (EVENT), using

'eth0', connected to

'ethO0', connected to '10.62.148.75"

FAE gASLICH

- sftunnel (encrypted) —

FMC

=]

10.62.148.0/25

DHCP Address
(10.62.148.45)

FTD CLI
NAT IDE X|%5Hof & LICt.

>HEKHE F£7F 4 <FMC 1.8 IP> <S8 7|> <NAT ID>

T

o€ EW CtSat Z&Lh

> configure manager add 10.62.148.75 Cisco-123 natl23
Manager successfully configured.
Pl ease nake note of reg_key as this will

>

FTD S5 &EH:

> show managers

Host 10. 62. 148. 75
Regi strati on Key Do kEE
Registration : pending

RPC St at us

.75

be required while adding Device in FMC



Type . Manager

Host : 10.62.148. 75
Regi stration : Pendi ng
EMC Ul

0| 32 ttge xIg7uch
- EAOIF
. HAA o] 2
- ZH 2

- Smart Licensing ‘&
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Add Device 9
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Display Madme
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Advanced
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0| A< sftunnel2 Al&tstE AFRE =3 ALIM?

FTDE F A'd A4S ZF AR ELICH

ftdl:/home/ adm n# netstat -an | grep 148.75
tcp 0 0 10. 62. 148. 45: 40273 10. 62. 148. 75: 8305 ESTABLI SHED
tcp 0 0 10. 62. 148. 45: 39673 10. 62. 148. 75: 8305 ESTABLI SHED

AlLtE| 3. FTD ™ IP 4 - FMC DHCP IP 4

FMC

sftunnel (encrypted) —
. . =

10.62.148.42 DHCP Address
10.62.148.0/25

> configure manager add DONTRESOLVE Cisco-123 natl23
Manager successfully configured.
Pl ease nake note of reg _key as this will be required while adding Device in FMC

>

2t1: DONTRESOLVEE A3t Z< NAT ID7} Ee &Lt

AL

ol 32 CtE&S XIE&Lch

.FTDIP &4

- EAOIE

- S5 Z|(FTDO| T+ € 41t L x|t oF &)
. HMA o] A

- Eoel

- Smart Licensing S &

- NAT ID(FTDoll| Tt & & Zt |30k &)



Add Device o

LELeal

100E2. 148 42

Displey Mame
FTD1

Registration Key*

Domain:

Global § mzafeino "
Group

Mome -

Access Comrngl Pohey®
FTD_ACP =

Smart Licensing
Mabware

B Threat

E URL Filtering

Advanced
Unigue NAT D+

Transier Packets

[

==
S =

FTD:

ol

> show managers

Type . Manager
Host . 5aB8454ea-8273- 11lea- a7d3- d07d71db8f 19DONTRESCLVE
Regi strati on : Conpl eted

0| Z% sftunnelg A3t AHR2 ST L7

- FMC7t Mo ;'S AlZfELIcH
- O|HIE D2 FZ0i|M ARHE + AU&LICH

r oot @MC2000- 2: / Vol unme/ hone/ adm n# netstat -an | grep 148.42
tcp 0 0 10.62.148. 75: 50465 10. 62. 148. 42: 8305
tcp 0 0 10. 62.148. 75: 48445 10. 62. 148. 42: 8305

ESTABLI SHED
ESTABLI SHED



AlLI2|2 4. FMC HAO]| CH3t FTD S8

FTDO|ME &4 FMCEH A48k},

> configure manager add 10.62.184.22 ciscol23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

T

10.62,184.22

( -
« v

FMC (Standby)
10.62.148 .42

[ e

#t3: TCP ZE 8305 EZZI0| FTDOIM & FMC 252 #HB&|=X| &QlghL|ct.

HX{ HE|EZ FMCO] CHEt sftunnelO| A& EILIC}.

> show managers

Type . Manager

Host : 10.62.184.22
Registration : Completed

o 2 % FTD7} CH7| FMCOll S5 A& gLt

System gl o0 S Tili1)]

Updates Licenses v Health v Monitoring v Tool

Dismiss

Register

Registration
Started registration




> show managers

Type : Manager

Host : 10.62.184.22

Registration : Completed

Type : Manager

Host : 10.62.148.249

Registration : Completed

FTD Sl =of A A[o{ ZHE 27H(ZF FMCod| StLtAl) 2 o|HIE RHED 27H(ZF FMCO| StLE) 7 HEE
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ftdl:/home/ adm n# netstat -an | grep 8305

tcp 0 0 10.62. 148. 42: 8305 10. 62. 184. 22: 36975 ESTABLI SHED
tcp 0 0 10. 62. 148. 42: 42197 10. 62. 184. 22: 8305 ESTABLI SHED
tcp 0 0 10.62. 148. 42: 8305 10. 62. 148. 249: 45373 ESTABLI SHED
tcp 0 0 10.62. 148. 42: 8305 10. 62. 148. 249: 51893 ESTABLI SHED
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Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is cormrect

= Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Device s In sync
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/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/clustering_for_the_firepower_threat_defense.html#id_78597

> configure manager add 10.62.148.75 key ciscol23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC
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> configure manager add 10.62.148.75 ciscol23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC
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Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect

= Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Device s In sync
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Way 1 - 0| 21 &0l

> system support view-files
Type a sub-dir name to list its contents: s



Type the nane of the file to view ([b] to go back, [CrlI+C] to exit)

> messages

Apr 19 04:02: 05 vFTD66 sysl og-ng[1440]: Configuration reload request received, reloading
configuration;

Apr 19 04:02: 07 vFTD66 SF-1MS[3116]: [3116] pmcontrol [INFQ Control Handl er auditing nessage-
>type 0x9017, from'', cnd '/ngf

w usr/ bin/perl /ngfw usr/local/sf/bin/run_hmpl --persistent', pid 19455 (uid 0, gid 0)
/authenticate

Apr 19 20:17:14 vFTD66 SF-1MS[ 18974]: [19131] sftunneld:sf_ssl [WARN] Accept: Failed to
authenticate peer '10.62.148.75' <- The problem

Way 2 - 2t0|E 21 &0l

> expert

ftdl:~$ sudo su

Passwor d:

ftdl::/hone/ adm n# tail -f /ngfw/var/log/messages

FTDO M /etc/sf/sftunnel.conf Tt 2| LI & & Ql5t0d S5 7|7t SHIE K| & QlgL|Ct.

ftdl: ~$ cat /etc/sf/sftunnel.conf | grep reg key
reg_key cisco-123;

3.FTD Zt &4 EXl - FMC
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Error

Could not establish a connection with device.

Verify the following and retry:

- Device 13 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is correct

- Lse NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice 15 In 3ync
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> capture-traffic

Pl ease choose domain to capture traffic from
0 - ethO
1 - doba

Sel ection? 0

Pl ease specify tcpdunp options desired

(or enter '?' for a list of supported options)

Options: -n host 10.62.148.75

HS_PACKET BUFFER SI ZE is set to 4.

t cpdunp: verbose out put suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes

20: 56: 09. 393655 | P 10.62. 148. 42. 53198 > 10.62. 148. 75. 8305: Flags [S], seq 3349394953, w n 29200,
options [nmes 1460, sackOK, TS val 1033596 ecr 0, nop,wscale 7], length O

20: 56: 09. 393877 | P 10.62. 148. 75. 8305 > 10.62. 148. 42.53198: Flags [R.], seq 0, ack 3349394954,
win 0, length 0

20: 56: 14. 397412 ARP, Request who-has 10.62.148.75 tell 10.62.148.42, length 28

20: 56: 14. 397602 ARP, Reply 10.62.148.75 is-at a4:6c:2a:9e:ea: 10, length 46

Ot 7Rz e SIS EFst7| ls FMCOlA &g LCt.

r oot @MC2000- 2: / var/ common# tcpdump -i ethO0 host 10.62.148.42 -n -w sftunnel.pcap
& pcap BAICE LHELHD IHZ! LIS &Qlste R E&LCH

ftdl:/honme/ adm n# tcpdump -i eth0 host 10.62.148.75 -n -w tunnel.pcap
HS_PACKET_BUFFER SI ZE is set to 4.
tcpdunp: listening on ethO, |ink-type ENIOMB (Ethernet), capture size 262144 bytes
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https://www.cisco.com/c/ko_kr/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html

Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect

- Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice s In sync

Apr 19 22:08: 09 nrzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_connections [INFO Need to
send SWversion and Published Services to 10.62.148. 247

Apr 19 22:08: 09 nzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_channel [INFQ >>

Channel St ate do_datai o_for_heartbeat peer 10.62.148.247 / channel A/ CONTROL [ nmsgSock &

ssl _context ] <<

Apr 19 22:08: 09 nrzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_heartbeat [INFQ Saved SW
VERSI ON from peer 10.62.148.247 (10.10.0. 4)

Apr 19 22:08: 09 nrafeiro_vFTD66 SF-1MS[12730]: [12830] sftunneld:ssl_mac [ WARN] FMC (manager)
10.62.148.247 send unsupported version 10.10.0.4

Apr 19 22:08: 09 nzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d: sf_connections [|INFQ

<L ggs<<<<<<<< Shut DownPeer 10. 62. 148. 247 >>>>>>>>>>>>5555>>>>>>>>>

Apr 19 22:08: 09 nrzafeiro_ vFTD66 SF-1MS[12730]: [12830] sftunneld:streamfile [INFQ Stream CTX
destroyed for 10.62.148.247

Apr 19 22:08: 09 nzafeiro_vFTD66 SF-1MS[12730]: [12830] sftunnel d:sf_channel [INFQ >>

Channel St at e Shut DownPeer peer 10.62.148.247 / channel A/ CONTROL [ msgSock & ssl_context ] <<

Firepower £ 8t IHEZ]AE & QI LICY.
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https://www.cisco.com/c/ko_kr/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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> pmtool status

sftunnel (systen) - Waiting

Command: /ngfw usr/local/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw var/sf/run/sftunnel.pid

Enabl e File: /ngfw etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 06:12:06 2020

Requi red by: sfngr, sfnbservice, sfi pproxy

CG oups: nenory=Syst eni ProcessHi gh

S5 HH:

> show managers
No managers configured.

ZElRHE T eI

> configure manager add 10.62.148.75 ciscol23
Manager successfully configured.
Pl ease nake note of reg_key as this will be required while adding Device in FMC

O|XM| Z2M|A 74 AIZHEILICEH

> pmtool status

sftunnel (Systen) - Running 24386
Conmand: /ngfw usr/|ocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf



PID File: /ngfw var/sf/run/sftunnel.pid
Enabl e File: /ngfw etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 07:12:35 2020

Requi red by: sfngr, sfnbservice, sfi pproxy

CG oups: nenory=Syst en ProcessHi gh(enrol | ed)

EEH T2 MA7} CIR2E| 7L H|EMEHE £+ & LCt.

> pmtool status

sftunnel (Systen) - User Disabled

Conmand: /ngfw usr/|ocal/sf/bin/sftunnel -d -f /etc/sf/sftunnel.conf
PID File: /ngfw var/sf/run/sftunnel.pid

Enabl e File: /ngfw etc/sf/sftunnel.conf

CPU Affinity:

Priority: O

Next start: Mon Apr 20 07:09:46 2020

Requi red by: sfngr, sfnbservice, sfipproxy

CG oups: nenory=Syst enl ProcessHi gh

el dEls Hodo 2 Eeluch

> show managers

Host : 10.62.148.75
Regi stration Key ToREES
Registration : pending

RPC St at us

HhH ClHfol& S 52 AlmfghLict

Error

Could not establish a connection with device.

Verify the following and retry:

- Device 15 configured to be managed by this Firepower Management Center
- Device hostname/IP is accurate; Firepower Management Center and device
have connectivity

- Device Registration Key is comrect

- Use NAT ID if either FMC or Device is behind NAT

- Time on FMC and Dewvice s In sync
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Cisco TACO| A= sftunnel EEHEIO| 2 MTUE 4= @3 E S1}5l0k oF" AlLt2[27F L& LCE
sftunnel I{Z!0l = Don't fragment bit Set7} Q=22 B3I} {8 x| et &LCH

Source Destination Protocol  Length TCP Segment | Don't fragment || Info

59 16.62.148.75 ‘19,62.1-&8 42 TCP 66 a)5et 47789 - 8305 [A[E{] Seq 2853593631 hck 2?95353?8 b.l'1n-

66 16.62.148.75 16.62.148.42 TLSv1.2 229 163)5et Client Hello

61 18.62.148.42 19.62.148.75 TCP 66 Bi5et 8305 » 47789 [ACK] Seq=279535378 Ack=2860693794 MWin=
62 19.62.148.42  10.62.148.75 TLSvli.2 1514 1448)Set Server Hello

63 16.62.148.75 16.62.148.42 TCP 66 B 5et 47789 » 8385 [ACK] Seq=2860693794 Ack=279536826 MWin=
64 18.62.148_42 10.62.148.75 TLSvl.2 883 737)5et Certificate, Certificate Request, Server Hello Done
65 10.62.148.75  10.62.148.42 TCP 66 alSet 47789 + 8305 [ACK] Seq=2860693794 Ack=279537563 Wins
66 16.62.148.75 16.62.148.42 TLSvl.2 2581 2515|5et Certificate, Client Key Exchange, Certificate Verify
67 16.62.148.42 16.62.148.75 TCP 66 B 5et 8385 » 47789 [ACK] Seq=279537563 Ack=2860696389 Win=
68 10.62.148_42 10.62.148.75  TLSwl.2 1284 1218)5et New Session Ticket, Change Cipher Spec, Encrypted Ha
69 10.62.148.75 10.62.148.42 TLSvli.2 364 298/5et Application Data

70 10.62.148.42  10.62.148.75 TLSvl.2 364 2985 Application Data

LE 5t Ingfw/var/log/messages It ol CtS 1t ZH2 HIAIX|7F E AIELICEH

MSGS: 10-09 14:41:11 ftd1 SF-IMS[7428]: [6612] sftunneld:sf_ss| [ERROR] Connect:SSL #HEA|
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> configure network mtu 1300
MIU set successfully to 1300 from 1500 for ethO
Ref reshi ng Network Config...
Interface ethO speed is set to ' 10000baseT/ Ful | '
Et0|
= =
> show network
[ System Information ]
Host name ksec-sfvmkali-3.cisco.com
DNS Servers 192. 168. 200. 100
Managenent port 8305
I Pv4 Default route
Gat eway 10. 62.148. 1
Net mask 0.0.0.0
[ ethO ]
State Enabl ed
Li nk Up
Channel s Management & Events
Mode Non- Aut onegoti ati on
MDI / MDI X Aut o/ MDI X
MTU s 1300
MAC Addr ess : 00:50:56:85: 7B: 1F
---------------------- [ IPV4 Qe
Confi guration : Manual
Addr ess : 10.62.148.42
Net mask : 255. 255. 255. 128
Gat eway : 10.62.148.1
---------------------- [ 1PV J-----mmmmmmme o
FTDOIM B2 MTUE &felstEi™ Chg BEE A8Y & A&LICt
root @i repower:/ honme/ adm n# ping -M do -s 1500 10.62.148.75
do M2 ICMP IZ!0{| A don't fragment HIEE A& &FL|C}
FMCOIME ol 2ol dHE tHZ FMC 22| QIET 0|49l MTU 2tg Z &L

Firepower Management Center 2| QIE{H 0|A 74



/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/c_3.html#wp4065528957
/content/en/us/td/docs/security/firepower/660/configuration/guide/fpmc-config-guide-v66/system_configuration.html#ID-2241-00000370
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| 4 10.100.1.12 FMC IP FALIC}. FTDOlE 22| QIE{H|0]£ 0 FTDOA 4418 ICMP 2|
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ftdl:/ngfw var/comon# ip route get 10.100.1.1
10.100.1.1 via 10.10.1.1 dev brl1 src 10.10.1.23
cache
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https://tools.cisco.com/bugsearch/bug/CSCvn45138

FTD CLIOIAM FTD A& FA|E X|SLILC}.

ftdl:/ngfw var/comon# ip route flush 10.100.1.1
Z|C|RIME|X| fo M ChE3F 20 EA|IE LCY.

ftdl:/ngfw var/comon# ip route get 10.100.1.1
10.100.1.1 via 10.62.148.1 dev eth0O src 10.10.1.23
cache ntu 1500 advnmss 1460 hoplimit 64
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https://www.cisco.com/c/ko_kr/support/docs/ios-nx-os-software/nx-os-software/213841-understanding-icmp-redirect-messages.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm53282
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvm53282
https://www.cisco.com/c/ko_kr/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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