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Onboarding

Select a Device or Service Type

No Secure Device Connector found to communicate with some types of devices. Set up a Secure

Device Connector

ASA Multiple ASAs FTD
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Meraki tegrations AWS VPC
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£ Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud

delivered Firewall Management System, click the FTD button instead. Learn more ('

Firewall Threat Defense .
= == =
Use Credentials (Basic)

Use Serial Number
Onboard a device using its IP address

Use Registration Key
Usa this meathad for low-to
or host name, and a usemame and

Onboard 3 device using a registration

key generated from CDO and applied

on the device using Firepower Device
Manager,

FTD ©

password
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Follow the steps below Cancel

£ Important: This method of onboarding allows for local co-management of the firewall via FDM. To manage your device with cloud-
delivered Firewall Management System, click the FTD button instead. Learn more (£

Firewall Threat Defense

=

Use Registration Key
Onboard & device using a registration
key generated from CDO and applied
&f this device Lling Firepawir Device

Manager.

Device Mame @ Important: If you already have a SecureX or Cisco Threat
Response (CTR) account, you will need to merge your
CDO tenant and SecureX/CTR account in order for your
devices to be registered with SecureX. You can do so
m through the SecureX portal. See Merge Your CDO and
SecureX Accounts (£ for instructions.
Until your accounts are merged, you will not be able to
see your device's events in SecureX or benefit from
other SecureX features.

FDM_Onboarding
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Database Updates Immediately perform security updates, and enable recurring updates.

Databases Geolocation, Intrusion Rule, VDB, Security Intelligence Feeds
Schedule Weekly on Mo at 02:00 AM Set Schedule
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Interfaces Routing Updates Systemn Settings

Management: Unmaergaed Geolocation, Rule, VDB, System Upgrade,
Security Intelligence Feads

View All Interfaces > View Configuration > View Configuration >

Smart License 9 Backup and Restore Troubleshoot
Last Backup: 10 Apr 2024

Tier: FTDV20 - 3 Gbps

View Configuration > View Configuration » REQUEST FILE TO BE CREATED So0 more
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Dewice Summary

Cloud Services

o Mot Registerad

You can reglster the device with the Cisco cloud to use additional cloud-based services. If you want 1o
use Cisco Defense Orchestrator (CDO) for management or want to remain in evaluation mode, then
register with the cloud using your CDO or other security account registration key. You can alternatively
auto—-enroll with CDO or a Secure Firewall Management Center using the device serial number. If you
want to use Secure Firewall device manager for management and are ready to license the device, then
configure Smart Licensing, which automatically registers the device with the Cisco cloud. After you
register with the cloud, you can enable or disable features as needed.

Enrollment Type

Security/CDO Account Smart Licensing

Region
US Region v

Registration Key

85038aebd2b7c06d4540477897 2d16fa

@ Service Enrollment

Cisco Defense Orchestrator

Cisco Defense Orchestrator |s a cloud-based management tool used for managing network
devices. Select this option if you want to register the device in your Cisco Defense Orchestrator
account.

Enable Cisco Defense Orchestrator

Cisco Success Network

Cisco Success Network anablement provides usage information and statistics to Cisco which are
essential for Cisco to provide technical support.This information also allows Cisco to improve the
product and to make you aware of unused available features so that you can maximize the value
of the product in your network.

Check out the Sample Data that will be sent to Cisco. See morg v
; Enroll Cisco Success Network

12t 7|, Enroliment Type(S 5 £&) AlMoi M Security Account(2 2t H|ZH)E MEHEHLICY.
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