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IP address 41722511

Private or public
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1721622
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LAMN
192.168.0.0/24

e
Hub -

Mew FlexWVPM
network
10.1.14.0/24

Existing DMVPN
network
10.0.0.0/24

LAMN
192.168.101.0/24

192168.102.0/24
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o| MMof= DMVPN &{& 2 AZ 30| 7|2 AHu|ago|Ad0] Z&HE|o] Q&L
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IPsecO| MME|MH 6{EH7} SXOZ AZFONBMA TAE SI&E £ UTE AXZFOM SHER
NHRP SE0| =& ElL|Ct.

NHRP7} A% 3 3 550 Chet S5 2 +™stH ct*E Yol n@E Z=2& dYst1 2t
& & Ql&LIct o] ol M EIGRPE 20| HIEQ(F ol 7|2 BIRE Z2EEE AFSELIC
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crypto i sakmp policy 10



encr aes
aut henti cation pre-share
crypto i saknp key cisco address 0.0.0.0
crypto i saknp keepalive 30 5
crypto i saknp profile DWPN_I KEvl
keyring DMWPN_I KEv1
match identity address 0.0.0.0
crypto i psec transformset |KEvl esp-aes esp-sha-hmac
node transport
crypto i psec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl
interface Tunnel O
i p address 10.0.0.101 255. 255.255.0
no ip redirects
ip ntu 1400
ip nhrp map 10.0.0.1 172.25.1.1
ip nhrp map multicast 172.25.1.1
ip nhrp network-id 1
i p nhrp hol dti ne 900
ip nhrp nhs 10.0.0.1
i p nhrp shortcut
ip tcp adjust-nss 1360
tunnel source Ethernet0/0
tunnel node gre multipoint
tunnel protection ipsec profile DWPN_| KEvl
router eigrp 100
network 10.0.0.0 0.0.0. 255
network 192.168.102.0
passi ve-interface default
no passive-interface Tunnel O

5= DMVPN ZHx|ago|M

o

LIHX|= 2t ZEEZE EIGRPE ALE35t= DMVPN &=

crypto i saknp policy 10

encr aes

aut hentication pre-share

crypto i saknp key cisco address 0.0.0.0
crypto ipsec transformset |KEvl esp-aes esp-sha-hnac
node transport

crypto i psec profile DWPN_IKEvl

set transformset |KEvl

interface Tunnel O

i p address 10.0.0.1 255.255.255.0

no ip redirects

ip mu 1400

ip nhrp map nmul ticast dynamic

ip nhrp network-id 1

i p nhrp hol dtine 900

ip nhrp server-only

ip nhrp redirect

i p sumary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-nss 1360

tunnel source LoopbackO

tunnel node gre nultipoint

tunnel protection ipsec profile DWPN_I KEvl
router eigrp 100

network 10.0.0.0 0.0.0. 255

12 HI|ad oMol B2 IP 474 172.25.1.12! loopback00| A &

©

| EZE 75



network 192.168.0.0 0.0.255. 255
passi ve-interface default
no passive-interface Tunnel O

FlexVPN Z41| 72| 0]4Ad

. IPsec: DMVPNZQ| 7|&2Ztat & 2| IKEv1 CHA IKEV2E AL25104 IPsec SAE & atgbL|Ct.
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Spoke FlexVPN 744

FlexVPNe| A% 3 Zim|T2f| 0|1t DMVPNL| & 0|H & stLiE Moz F 7He| QIEm0]A 7}
ACHE LT

AZJ O 51E EXlolls ZOs E{HO| YoM AZ T | AZ T E{dofl= MEIX E{H0| Q M.=. L
Ch A% 3 {20 5% ﬁ;‘tEL7|' REE MEISDT P E 40| 3{E CIHIO|AE SSIES &t
E4D4 74 HIZ2! QIE{H|O|AE M5 E{E QIE{H O|AM|AM NHRP HIZ 717| A& MHE

= A& LI

st 1™ BEd QIEm oA IP FAT HYE VIHICE HAERZ S HE = U&LICE 0|&
Sl 512 = FlexVPN 222 E0M X F4 X[HE 48 Ee glol SHez 2230 EHL 2!

Emol& IPE MEE &+ U&LICH

aaa new node
aaa aut horization network default |oca
aaa session-id comon

crypto i kev2 profile Flex_|I KEv2
match identity renpte fqdn domain cisco.com
authentication renote rsa-sig



aut hentication |local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

Ciscoo| M= AES GCME X|Hst= sHEH 0101 A A

ol
QL
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"
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-
n

crypto i psec transformset | KEv2 esp-gcm
node transport

crypto i psec profile default

set ikev2-profile Flex_I KEv2

I set transformset |KEv2

interface Tunnel 1

i p address negoti at ed

ip mu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

shut down

tunnel source Ethernet0/0

tunnel destination 172.25.1.1

tunnel path-ntu-di scovery

tunnel protection ipsec profile default

nterface Virtual - Tenpl atel type tunnel

i p unnunbered Tunnel 1

ip mu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile defau

|t
PKIZ IKEV2O|M CH# 2 1E 2 =&8st= HE W lL|Ct

JL AP S 7IE MEt Mg e g1 e B AS AEE = /&L

CI2 2 "cisco"E PSKE AF25HE F4490| of| lL|Ct.

crypto i kev2 keyring Fl ex_key

peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco
crypto i kev2 profile Flex_| KEv2

match identity renpte address 0.0.0.0
aut hentication renmote pre-share

aut hentication | ocal pre-share
keyring | ocal Flex_key

aaa aut horization group psk list default default

FlexXVPN &2 34

MoZ s{HE S5 AL £ 5 BBt S C matA 512.0] 24|23 0140l A Th4t
21 QIEIH 0|27} AFS El= T Al FlexVPNOY CHEF 18 Eid QIE{m0|A 2 &8 4 giaLic. 2
o 7 4Z00f CHet 7hak M2 QIE{m 0| A7} AAEILICH
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O| Eo| FAxE ctRY H|O|S0M ZF Ax 30 CHEH /32 ZE2EE LISl F7HELICH

3

aaa new node
aaa aut horization network default |oca
aaa session-id comon
crypto i kev2 authorization policy default
pool Fl exSpokes
crypto i kev2 profile Flex_ | KEv2

match identity renote fqdn domain cisco.com
aut hentication renote rsa-sig

aut hentication local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

Cisco0l| M= O|& X|&5t= st=R0{0|l A AES GCME A& 35t= 0| E&LICH.

crypto i psec transformset | KEv2 esp-gcm
node transport

otz T ol AES GCM E 0| FA] ME| =R & LICH

crypto ipsec profile default

set ikev2-profile Flex_|KEv2

I set transformset |KEv2
interface LoopbackO

description DWPN term nation

ip address 172.25.1.1 255. 255. 255. 255
interface Loopback100

ip address 10.1.1.1 255.255. 255. 255
interface Virtual - Tenpl atel type tunnel

i p unnunber ed Loopback100

ip nhrp network-id 2

ip nhrp redirect

shut down

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
ip | ocal pool FlexSpokes 10.1.1.100 10.1.1.254

IKEV20I M Q15 E A8 ste B 22X 3 0|Met SUE #H= 0| 5120 MSELICH

AT QOIS Q3 QIS ME AR SHAAIL. Lt PSKO| CHEH AZ o AQt S8t 74T
Blo|AMS CHA| AL & i&LICt

2 1: IKEv2E= Q15 SHUAM 8944 NMZ8HLICH 8t B2 PSKE AF235t04 QIBE £ Q1 C}=
st 22 RSA-SIGE AlE35l04 158 24 olaLc}
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Spoke BGP ZHI|ad|o|M

Spoke OtO|Z1Ef0|M2 & FEL =z FHELIC. BGPE SM etz &/d3tefL o

router bgp 65001
bgp | 0og- nei ghbor - changes
network 192.168.101.0
nei ghbor 10.1.1.1 renonte-as 65001

BGP UW|O|t{7} LIEIL} 1 (OFo|2gy|o|Ad9| o] MMoi /= 512 BGP ZAI|1ei 0| % X) BGPE S
3 M HEAF A EM 7|ZE DMVPN 2212 E0|M A FlexVPN 2CHREE ECfEIS AE &
U&Lct

$1H5 BGP #1x|180]4d

S1EOM Z AZFO| QI FMHES HEE RX|SIX| & EE SX 2|lAL{7t FAELICEH

O] A& BGP= M 422 A|ZHSHK| St X|Ot M2 E 1P TA Z0| HAS f2tgtL|C}. 0] B 3
= Z2 M FlexVPN 222592 RE FAQ110.1.1.0/24]L|C}.

router bgp 65001

network 192.168.0.0

bgp | 0og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes
aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renote-as 65001

FlexVPN2 2 Eg{jX| ojo]zgo|M
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1. B E AX F0i|A:
interface tunnel 0
shut

2.5E8:
interface tunnel 0
shut

Ol A0 A3 304 A O] 3{E0] DHEEl IKEv1 MA0| g=X] &l LI Ol= show crypto

isakmp sa BEL| E& &letn .%?_s;al- 2Z Mol M HHE syslog HAIXIE ZLIE{Z st
of #Qlg o~ QU&LICHO| ALAO] #HQIE[TH FlexVPNE AE ALY + U&LICH

3. {E|M H&:

interface Virtual -tenplate 1
no shut

4 AT
interface tunnel 1
no shut
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IPsec PHH&H 2 H
EI—|. 7-|O ||:|.

A3}5+04 syslogE 2 LIE]

crypto | oggi ng session
Mol 28 & SHElE F<2 oto|aslolMdE AlEsto| Hof =Hslok
ol ENE LPEP-E” £ A&Lch.

oll

= IKEv2/FlexVPN i &

BGP M E 7} ¢=iF

IPsecO| “8 Mol A2 BGP EIO|E0| AZ 39| = (5{H)nt s{E2o| LA(AXI)O 2 MUK U

BGP2| B2 CtEE +dstod = = U&LICH

show bgp

I or

show bgp i pv4 uni cast

I or

show i p bgp sumary
&HEQo| SHE HE of:

Hub#show bgp

BGP router identifier 172.25.1.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Cut Q Up/ Down St at e/ Pf xRcd
*10.1.1.101 4 65001 83 82 13 0 0 01:10:46 1

*10.1.1.102 4 65001 7 7 13 0 0 00:00:44 1

SEIZ AZIR FAZIOMI| HMFAVI SHEER) 7|22 EAE)OIRte RE L = UE
L|CF.
AZFO| A HE o

Spokel#show i p bgp sunmary

BGP router identifier 192.168.101.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Thl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRcd
10.1.1.1 4 65001 11 11 6 0 0 00:03:43 1

AXZ 7 SE0M stLt S| HFAE 2 AELICH Ol 82| 32 Ol HF Al ol e 29
O|o{oF &Lt

EIGRPE A83dt0o4 M| E{'& 2 Oto|aef|o|M

EIGRPE= H|m A ZtCHet 1= gl i} 2 AHBHMAER Q5 DMVPN WIEIZ0AM D2 AI2El= 2M
lL|Ct.
J2{Lt BGPE L} 2 & 40| IHO{X|H BGPUIM ZA| AL E £ QUE B2 12 HFHLIES MBSt

k&Lt



CIS MMoME M EIGRP ZZ2AM|AE AF873510{ FlexXVPNR 2 O|S5tE W & 5tLIE MHEEL
CF.

AXF PN YO0|E

O| oIl M= BaE 9| EIGRP ZE2MAE A AS7F F7HEILICE

router eigrp 200

network 10.1.1.0 0.0.0.255
networ k 192.168.101.0

passi ve-interface default

no passive-interface Tunnel 1

&3 AZ3 B0l CHEt 2R Z2EZ Q “é'% MYStR| et =5 sHofF LICH et A=
7} oftcl tunnel1(hub0ll AXZ 3)9| QIE{H| O|A B BtE 4= QU&LICH.

52 7 Ydo|E

OHEH7HR|Z, 5120{ A DMVPNS E2fZiS mEtst
FlexVPN2 0|0] S8t HEALE B 15D 843

router eigrp 200
network 10.1.1.0 0.0.0. 255

F IR EHez Ax ol CHet 2 S CHA| MSE + AU&LICH

- nulloE 7t2l7|le 1E B2 & MEEZELICHZIE dd 24).
ip route 192.168.0.0 255.255.0.0 null O
ip access-list standard El GRP_SUWARY
permt 192.168.0.0 0.0.255. 255
router eigrp 200
distribute-list El GRP_SUMVARY out Virtual - Tenpl atel
redistribute static netric 1500 10 10 1 1500

Ol SME AE35IH 29| VT ZI|as|o|Mol| AZASHK| 1 @9of U ZHHHEE Mo =
A& LICH

= 74 ElZ 210 DMVPN AERY Qo TAE A .
A0f CHal sHE ool LR M2l & SH E o HEEIX| A&LIch X
interface Virtual - Tenpl atel type tunnel

i p summary-address eigrp 200 172.16. 1.0 255. 255. 255.0

ip summary-address eigrp 200 192.168.0.0 255.255.0.0
delay 2000

FlexXVPNe 2 E2{X| olo|ad|o|/

1. 25 AXZJ0{M:
interface tunnel 0
shut

2. 55

interface tunnel 0



oi= K| & QIELICt. o= show crypto
|5t

shut
O] Al AZF0IM O] F{EN M= IKEVT M|A10]

isakmp sa ZZo| £24g =0l m 253 22 MMOA MAEl syslog HAIX|E 2LIE{R
04 &fQlgl & Q& LICH 0| AbAlO| EOIZ|H FlexVPNE A& AHSE 4 Ql&aLch

3. 1M A&
interface Virtual -tenplate 1
no shut
CBE AZIOAM:
interface tunnel
no shut

N

1

R

IPsec 9H&4d
| WotsHoF ELiC 71E £2 W of2 Zu|ag oM

BGPOI 3% IPsecO| 2FEXQIX
A3l5104 syslogE T LIEZstE ZdQLIC.

bt 7| Mo =5l oF 5= IKEV2/FlexVPN & &

crypto | oggi ng session
C>
= |

MIMo| 2t 9l SEHE|= 42 nfo|z23y|o|M

O EME LIEt = JU&LICH

EQIgrLCH.

EEZZX|Eo|E2| EIGRP HE
§EHO| AXZ I LAN =21 AZ 39| 90| MY EIGRP EZZX| H0|E0| U=X| &
SE L AXZF0{A o] BHES HAstod O|F = elg = U&LICH
show i p eigrp topol ogy
Az 30| MMt £ of:
Spokel#sh ip eigrp topol ogy
El GRP- | Pv4 Topol ogy Table for AS(100)/1D(192.168. 101. 1)
Q- Query, R- Reply,

A - Active, U - Update,

Codes: P - Passive,
r - reply Status, s - sia Status
related to DWPN cloud ...)

(...omtted as out put
El GRP- | Pv4 Topol ogy Table for AS(200)/1D(192.168. 101. 1)
Codes: A - Active, U - Update, Q- Query,
r - sia Status
FD is 26112000

P 10.1.1.1/32, 1 successors
via Rstatic (26112000/0)

R - Reply,

P - Passi ve,
reply Status, s -

FD is 281600 via Connected, Ethernetl1l/0 P 192.168.0.0/16, 1

1 successors,

P 192.168.101.0/24,
FD is 26114560
Tunnel 1

successors,
via 10.1.1.1 (26114560/ 1709056),

P 10.1.12.107/32, 1 successors, FDis 26112000

vi a Connected, Tunnel 1l
_<.>_ol'.||) ol
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s{2o| MHsr £=39| of.

Hub#sh ip eigrp topol ogy

El GRP- | Pv4 Topol ogy Table for AS(100)/1D(172.25.1.1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

(...omtted, related to DWPN...)

El GRP- | Pv4 Topol ogy Table for AS(200)/1D(172.25.1.1)

Codes: P - Passive, A - Active, U - Update, Q- Query, R - Reply,
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FD is 128256
via Connected, Loopbackl00

P 192.168.101.0/24, 1 successors, FD is 1561600 via 10.1.1.107 (1561600/281600), Virtual-Accessl
P 192.168.0.0/16, 1 successors, FD is 1709056
via Rstatic (1709056/0)

P 10.1.1.107/32, 1 successors, FDis 1709056
via Rstatic (1709056/0)

P 10.1.1.106/32, 1 successors, FDis 1709056
via Rstatic (1709056/0)

P 0.0.0.0/0, 1 successors, FD is 1709056
via Rstatic (1709056/0)

P 192.168.102.0/24, 1 successors, FD is 1561600 via 10.1.1.106 (1561600/281600), Virtual-Access2
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