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£8P enable WS YIBLICH HILM S 7 MHEIX| 02 B9 Enter 7|18 T2 AL,

ciscoasa> enable
Password:
ciscoasa#

ASAO0] FirePOWER ServicesE Mx|5le{H LIS 7+ A7 2 EhLct

- ASA AZESQJo{ BT 9.2.2 0|4

. ASA 5585-X ZSHE

. FirePOWER 2 & 9| #2| QIE{T 0] A 0] A 4738 £ Q= TFTP A
- FireSIGHT Management Center H{7 5.3.1 0|4}
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ASA SSM2 &4l ASA 5585-X MA[0] Ql= & &% & &tLIE &HK|EFLICH SSP-CX(Context
Aware) EE= AIP-SSM(Advanced Inspection and Prevention Security)Zt Z& FlrePOWER(SFR)
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ciscoasa# hw-module module 1 shutdown

7lolg & &2

. ASA 5585-X2| ASA 242 S5 SFR ZE2| A2|Y ZEof HAAE = Q& L|Ct.
. SFR 2 E0| ZZH|XM'IZ|™ "session 1" HHE ALR5104 E00|=0] MMHE AIZE £+ QU
L|C}.
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ASAO] FirePOWER(SFR) 2 & A%

1. Cisco.comOf| A ASA FirePOWER & 2| QIE{m| 0| A M HMAE = UE TFTP AHB{ZE ASA
FirePOWER SFR 2 & X 7| 2EEAE® 0|0|X|E CtR2EZEFLIC} 0|0|X| O|& 2 "asasfr-boot-
5.3.1-152.img"2} Z+&LC}.



2. Cisco.comO{| A ASA FirePOWER 22| QIE{H 0| A0 A HMAE = = HTTP, HTTPS E£=

FTP ME{Z ASA FirePOWER A|AEl AZEQIO{E CIRECEEH ||:+
3. SFR 2 &2 CtA| A|&FEtLCE
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ciscoasa# hw-module module 1 reload
Reload module 1? [confirm]
Reload issued for module 1

4 2: SFR ZE0i| CiEh HIZHE 7} Qe B2 BFAHM HME AYH MEZE & J&Lich

Sourcefire3D login: admin
Password:

Sourcefire Linux OS v5.3.1 (build 43)
Sourcefire ASA5585-SSP-10 v5.3.1 (build 152)

>system reboot

4. 2 =2 ROMMONO] Hix|5t7| |5H ESCAPE = E{O|d MM AZEQJ0{9] EB0|3 A|FHA
E A25t0{ SFR 2 E0| RE Z 2 MAE FEHErLICH

The system is restarting...
CISCO SYSTEMS
Embedded BIOS Version 2.0(14)1 15:16:31 01/25/14

Cisco Systems ROMMON Version (2.0(14)1) #0: Sat Jan 25 16:44:38 CST 2014
Platform ASA 5585-X FirePOWER SSP-10, 8GE

Use BREAK or ESC to interrupt boot.
Use SPACE to begin boot immediately.
Boot in 8 seconds.

Boot interrupted.

Management0/0
Link is UP
MAC Address: XXXX.XXXX.XXXX

Use ? for help.

rommon #0>

5. 1P %Sg,k_g AE35t0{ SFR 2 E :,5 2| CIE{HO|AE 75t REEAER 0|0|X|Q] TFTP M &
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- ADDRESS = Your_IP_Address
- GATEWAY = Your_Gateway

. MB{ = Your TFTP_Server

. O|0|X| = Your_TFTP_Filepath

- tftp

IALEEIP =4 HEQ| 0f. 842 UO|o|EELICH.

rommon #1> ADDRESS=198.51.100.3

rommon #2> GATEWAY=198.51.100.1

rommon #3> SERVER=198.51.100.100

rommon #4> IMAGE=/tftpboot/asasfr-boot-5.3.1-152.img
rommon #5> sync

Updating NVRAM Parameters...

rommon #6> tftp

ROMMON Variable Settings:
ADDRESS=198.51.100.3
SERVER=198.51.100.100
GATEWAY=198.51.100.1
PORT=Management0/0
VLAN=untagged
IMAGE=/tftpboot/asasfr-boot-5.3.1-152.img
CONFIG=

LINKTIMEOUT=20
PKTTIMEOUT=4

RETRY=20

tftp /tftpboot/asasfr-boot-5.3.1-152.img@198.51.100.100 via 198.51.100.1
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrE

<truncated output>
Received 41235627 bytes
Launching TFTP Image...

Execute image at 0x14000

6. 7| 2El o|O|X|of| 2a2l&tL|C}. admine 2 2215t H|ZEHS Admin123

Cisco ASA SFR Boot Image 5.3.1

asasfr login: admin
Password:

Cisco ASA SFR Boot 5.3.1 (152)
Type ? for list of commands
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-HEQ3 4 1M IPv4 EE= IPv6 FAE ME5H7{LE DHCP(IPv4) EE= IPve F&Ef RS 7
IagolME AEE QAQI—IEP
- DNS HE: 5tLt 0|2 2| DNS MHHE AlHatjof 5t0d =M@l Ol HM THIQIE M¥E =&
A& LT
- NTP HE: A|AH AZHS 37| 51 NTPE 4386t NTP AMHE & = JU&LIc
A E HE | of Bt 32 Yol EF LIt
asasfr-boot>setup
Welcome to SFR Setup
[hit Ctrl-C to abort]
Default values are inside []
Enter a hostname [asasfr]: sfr-module-5585
Do you want to configure IPv4 address on management interface?(y/n) [Y]: Y
Do you want to enable DHCP for IPv4 address on management interface?(y/n) [N]: N
Enter an IPv4 address [192.168.8.8]: 198.51.100.3
Enter the netmask [255.255.255.0]: 255.255.255.0
Enter the gateway [192.168.8.1]: 198.51.100.1
Do you want to configure static IPv6 address on management interface?(y/n) [N]: N

Stateless autoconfiguration will be enabled for
Enter the primary DNS server IP address:
Do to
Do to
Do to
Do to

configure Secondary DNS Server?
(y/
(y/n)
[Y]: N

you want

you want configure Local Domain Name?

you want configure Search domains?

you want enable the NTP service?
Please review the final configuration:
sfr-module-5585

Management Interface Configuration

Hostname:

IPv4 Configuration: static
IP Address: 198.51.100.3
Netmask: 255.255.255.0
Gateway: 198.51.100.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server: 198.51.100.15

[Y]: ¥
Configuration saved successfully!
Applying...

Restarting network services...

Apply the changes?(y,n)

Restarting NTP service...
Done.

04242
[SX=N—]

8. boot O|O|X|E A& 35t0q system install
Mx|stLCH &2l HA|X|of 225K e
Uo| 2|x| 2 "rE Lt

asasfr-boot> system install [noconfirm] url

o & E0

198.51.

24 noconfirm =

IPv6 addresses.
100.15
(y/n) [n]:
n) [n]l: N
[n]: N
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> system install http://Server_ IP_Address/asasfr-sys-5.3.1-152.pkg

Verifying
Downloading
Extracting

Package Detail
Description: Cisco ASA-SFR 5.3.1-152 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: Y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process
Populating new system image

2 3: Mx|7} 20~308 ol &F2 ™ Enter 7|2 21 MMEES2lE HIAIX|[ZF EAIELICEH of
Zz|IFo|M A QAE M5t ASA FirePOWER MH|AE A|ZHer [H77H K| 10€ 0| 4AF 7|C}
ZLICt show module 1 details E230|= L& Z2MATI Up2E EA|ELICH

x| & 2E ME]

ciscoasa# show module 1 details

Getting details from the Service Module, please wait...
Unable to read details from module 1

Card Type: ASA 5585-X FirePOWER SSP-10, 8GE
Model: ASA5585-SSP-SFR10

Hardware version: 1.0

Serial Number: JAD18400028

Firmware version: 2.0(14)1

Software version: 5.3.1-152

MAC Address Range: 58f3.9ca0.1190 to 58f3.9ca0.119b
App. name: ASA FirePOWER

App. Status: Not Applicable

App. Status Desc: Not Applicable

App. version: 5.3.1-152

Data Plane Status: Not Applicable

Console session: Not ready

Status: Unresponsive

x| 43 F ZE JE

ciscoasa# show module 1 details
Getting details from the Service Module, please wait...

Card Type: ASA 5585-X FirePOWER SSP-10, 8GE

Model: ASA5585-SSP-SFR10

Hardware version: 1.0

Serial Number: JAD18400028

Firmware version: 2.0(14)1

Software version: 5.3.1-152

MAC Address Range: 58f3.9ca0.1190 to 58f3.9ca0.119b
App. name: ASA FirePOWER

App. Status: Up



App. Status Desc: Normal Operation
App. version: 5.3.1-152

Data Plane Status: Up

Console session: Ready

Status: Up

DC addr: No DC Configured

Mgmt IP addr: 192.168.45.45

Mgmt Network mask: 255.255.255.0
Mgmt Gateway: 0.0.0.0

Mgmt web ports: 443

Mgmt TLS enabled: true

-
FirePOWER A X E$jlo{ 74
1.2 28 LTE = 5tLIE E35l ASA 5585-X FirePOWER 20 ¢143e = l&LCt.

. ASA FirePOWER & XL E
. SSHE AF83tE= ASA FirePOWER Management 1/0 QIE{H O A

& 1: session sfr WS A2 5104 ASA HED|2IS S35 ASA FirePOWER SIEQ0{ 2 &

CLIO|| HM|AE £~ Qi&LICH.

2. 248 &3l FrePOWER 2 &0 HMASH = ALS X} O|& admin & H|ZE1 = SourcefireZ 21
o

RIgfLICt.

Sourcefire3D login: admin
Password:

Last login: Fri Jan 30 14:00:51 UTC 2015 on ttySO0

Copyright 2001-2013, Sourcefire, Inc. All rights reserved. Sourcefire is a registered
trademark of Sourcefire, Inc. All other trademarks are property of their respective
owners.

Sourcefire Linux OS v5.3.1 (build 43)
Sourcefire ASA5585-SSP-10 v5.3.1 (build 152)

Last login: Wed Feb 18 14:22:19 on ttySO

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [yl: ¥

Do you want to configure IPv6? (y/n) [n]l: n

Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]: dhcp

If your networking information has changed, you will need to reconnect.
[1640209.830367] ADDRCONF (NETDEV_UP): ethO: link is not ready
[1640212.873978] e€l000e: eth0 NIC Link is Up 1000 Mbps Full Duplex, Flow Control: None
[1640212.966250] ADDRCONF (NETDEV_CHANGE) : eth0O: link becomes ready

For HTTP Proxy configuration, run 'configure network http-proxy'

This sensor must be managed by a Defense Center. A unique alphanumeric registration



key is always required. In most cases, to register a sensor to a Defense Center,
you must provide the hostname or the IP address along with the registration key.
'configure manager add [hostname | ip address ] [registration key ]

However, if the sensor and the Defense Center are separated by a NAT device, you
must enter a unique NAT ID, along with the unique registration key. 'configure
manager add DONTRESOLVE [registration key ] [ NAT ID ]°'

Later, using the web interface on the Defense Center, you must use the same
registration key and, if necessary, the same NAT ID when you add this
sensor to the Defense Center.

FireSIGHT Management Center 74
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ciscoasa(config)# access-list sfr_redirect extended permit ip any any

2Bt A|: EelE| x|

CHS o= Sefa WS BFE1 HMA S50 ECfE s oiste d-E EoiELITH

ciscoasa(config)# class-map sfr
ciscoasa(config-cmap)# match access-list sfr redirect
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//www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
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ciscoasa(config)# policy-map global_policy
ciscoasa(config-pmap)# class sfr
ciscoasa(config-pmap-c)# sfr fail-open
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ciscoasa(config-pmap-c)# sfr fail-open monitor-only
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ciscoasa(config)# service-policy global_policy global
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