ASA ZEHE 0] FirePOWER Services Z & A x|

Ol AR
== =

0

AlEHst7| Tof

Install
ASAO| SFR 2 & A%
ASA SFR £ & o|0|X| MH

T8
firepower A ZEQJ0{ T4
EireSIGHT Management Center T4
SFREEZ Eff=! 2lc|aM

sto|sth T .

0
o

[0
Pal
ol

N

e
o

2
Hr

A7

0| 2 M0 AM = Cisco ASAO] Cisco SFR(Firepower) Z &2 A x| & #4435t Cisco FireSIGHT|
SFR ZE& S5st= Yol cHsi dFgLct.

ME T ALY
2F A

Ol EMol BBE HAE Alst7| ™ol A|AHEIO|CHE 2F M E §Ftes X0l E4LICHL

- 2EE Az EQ|0{2] 37| 2|of ZEHA| =EB}0|E (disk0)| 3GB O|&f 2| AL 7ts58F 37t0| /U&=
x| elghct.

- 59 HEEXEC ZE0f HMAE = JeX| FQIFLICH §H HEt EXEC Z=0i| M| A5 HES
™ enable B S A& 5104 CLIOI HMATLICH HIZHES 7 HHEIX| 22 B2 enter:

<#root>
ciscoasa>

enabl e



Password:
ciscoasa#

MEEIEFH A
Cisco ASAO] Firepower MH|AE MAX|5tE{M CtE 74 QA7 HFLCH
« Cisco ASA ~AZEQ|o{ {7 9.2.2 0|4}

« Cisco ASA Z31 & 5512-X~5555-X
« Firepower AZE9J0{ HF 5.3.1 0|4t

N &7 ASA 5585-X 52904 ZE0fl SFR(Firepower) AH|A S %5240 ASA 5585-X 5=
9lo{ ZE0| SFR 2 M%|2 & E5AAID.

Cisco FireSIGHT Management Center0l| = CtS 714 A7t 2R L|CH

* Firepower 2AZE9J0{ {7 5.3.1 0|4
« FireSIGHT Management Center FS2000, FS4000 EE = 7}4 0{ZE}0[21A

0

ol 2Mo| s BX 2 #70| ClHto|AE ECHE AHAEIIALICH of EMoll AFSE 2 E Clbt
olat Z7I5HE(71R) HulaalolMoE ASEIRALICH #A LIEYIZ &S B0l A BE
B0l SAYHQI WS 0|2 SXISHAI7| HHELIC

HiE HE

ASA SFRO|2IT. = &= Cisco ASA Firepower ZE2 CI21} Z2 RHAMICH #aled MH|IAE M3 E
L|C}.

« NGIPS(AAICH E & X[ AAH)

» AVC(Application Visibility and Control)
- ZE{ URL

+ AMP(Advanced Malware Protection)

N AT O e O HHMAE D Bl9EI EE EM DS oA ASASFR 2SS AFRE &
ol&LCt.
AA =

AlEfst7| o

FAAI2.

[e]l]

Ol 2ol dHE HAE AlZst7| ™ol 0| S YEE 18

- EPEZ ASA SFRZ A& IPS(Intrusion Prevention System)/CX(Context Aware) 2
EE 2C|HMet= 8o MH|A HHO| /e B2, ASA SFR MH|A HAME #4517
Hoi o|& A|7{3HoF & LICt.

o X A BRI OE LAZEQof ZES S=dl o &LCt ClHto|A= B gof 5tLto|
L2ZEQ0 ZES A™MEY = UELICH ASA CLIOIM Of dE &3l oF & LICH o &


http://www.cisco.com/c/ko_kr/support/docs/security/asa-firepower-services/118824-configure-firepower-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/asa-firepower-services/118824-configure-firepower-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/asa-firepower-services/118824-configure-firepower-00.html

So{ClS HH2IPSAZEQ 0| ZE
Ct.

<#root>

ciscoasa#

sw-nodul e nodul e i ps shut down

ciscoasa#

sw-nodul e nodul e i ps uninstal

ciscoasa#

rel oad

£ ZE5t1 M7Het CHE ASAE CHA| 2= L

« CXEEE MHET| e A8l BE2 SUYLICH B, e 7IKIET7H CHA AHSEL

Ct. ips:
<#froot>

ciscoasa#

sw nodul e nodul e cxsc shut down

ciscoasa#

sw nodul e nodul e cxsc uni nst al

ciscoasa#

rel oad

- DE2 2lo|0AE M Z2 YWHS ASELICH shutdown 2! uninstall 0|7 SFR O|O|X[E A
Hot= Ol AL &l B-ERILICH 0l E ™ Ct3 1t 2 &L Ct
<#root>
ciscoasa#

sw modul e nodul e sfr uni nstal

« ASA SFR 2 £ 0|

C
Mol dBE HRE +>EfLCH

52 1 ASAGIA 2E 0| AEHE 201524 T show module WIS AISHELIC}H

Install

O| MMo M= ASA0| SFR Z &2 dilst= E'H 2 ASA SFR FE O|0[X|E A

15 HEAE BEOIM ALBEIE AR, AIAE AE QoM o]
A
e

Sste &eod| Cf

OII
rr



ASAO0| SFR 2 & M x|

TS SESAAIL.

i)
M

ASAO|| SFR 2 E& Mx|5t2{™ C}

1. Cisco.comOi| A1 ASA SFR # 2| QIE{H| 0| A0 M HMAE 4= Q= HTTP, HTTPS EE= FTP M
HHE ASA SFR AlAHI AT EQ|0{E CtRECFLICH

2. 2& 0|0|X|& C|Hto|A0]| CHREZEFLICH £ & 0|0|X|& C|HIO|AR CHR 2 E3H2{M Cisco
ASDM(Adaptive Security Device Manager) S5 ASA CLIE A& £ Q&L|CH.

~ B0 AIAR AT S 018 TS EHT| DHIAID. LHE0l SSD(Solid State Drive)2 £F2

ASDMZ S35l £E O|0|X|E CIREE=352{M CHS BHAHE RS AAIL.
a. £ E O|0|X|& 9 AE|0|Mol| L2 2= 38t HLt FTP, TFTP, HTTP, HTTPS,
SMB(Server Message Block) EE= SCP(Secure Copy) AME40i| B x| & L|C}.
b. 21EH4700ls> File Management ASDMO‘||A‘| £=SisHL|C}.

c. 24 PCet EcHA| AtO] EE= A MEHQE ECHAl AtOJoll M MA e ot TME BHEE M
EH%I-|_||:_|.
d. 2E A ZEQJ0{E ASAQS| ZEi{A| EEI0|E(disk0)2 ™&FLIC.
ASA CLIE &3l #E O|0|X|E CIRELESIE{H CFS BHHE 22t MAIR.
a. FTP, TFTP, HTTP =& HTTPS AHolAM £E o|O|X|& Er% Eghct.
b. CtS2 UHELICH copy BHE M0 FE O[O|X|E EBHA| EEIO|EO0| CH22ZEF

LICH.

CHE2 HTTP EEE-Z—% A&stE o Lk
MH IP &4 £ SAE O|§). FTP A2l URL2 Ct21 Z &Lt
.ftp://user name: passwor d@ser ver -ip/asasfr -5500x-boot-5.3.1-152.img .

<#root>
ciscoasa#

copy http://

/ asasfr-5500x- boot -5. 3. 1-152. i ng
di sk0: / asasfr-5500x- boot-5.3.1-152.i ng

3. ASA Z2A| EBH0|=0I M ASA SFR R E 0[0|| #1%I& 451240 Ch3 B2 Yeuict

<tfroot>

ciscoasa#



sw nodul e nodul e sfr recover configure imge disk0:/file_path

of

jn
mn

™ ChSot Z&Lch

<#root>
ciscoasa#

sw nodul e nodul e sfr recover configure i mage di sk0
[ asasfr-5500x-boot-5. 3. 1-152. i ny

.ASA SFR B E 0O|0|X|E ECE5le{H Ct2 @2 ladgh|c}.

<tfroot>

ciscoasa#

sw nodul e nodul e sfr recover boot

O| A|7|_|' %OI_I- debug module-boot asa01|k| O|E‘|%|_|' E—|H‘|7o|8 E"%J_'—f 7EI-O| o|_|¢H|E=! L—||:|'.

Mod-sfr 788> *** EVENT: Creating the Disk Image...
Mod-sfr 789> *** TIME: 05:50:26 UTC Jul 1 2014

Mod-sfr 790> *%**
Mod-sfr 791> ***
Mod-sfr 792> ***
Mod-sfr 793> #***
Mod-sfr 794> ***

EVENT: The module is being recovered.
TIME: 05:50:26 UTC Jul 1 2014

EC T T T

Mod-sfr 795> *¥*
Mod-sfr 796> *** EVENT: Disk Image created successfully.
Mod-sfr 797> **%* TIME: 05:53:06 UTC Jul 1 2014

Mod-sfr 798> **%*

*
*
*
*

Mod-sfr 799> *%%*

Mod-sfr 800> *** EVENT: Start Parameters: Image: /mnt/disk0/vm/vm_3.img,
ISO: -cdrom /mnt/diskO

Mod-sfr 801> /asasfr-5500x-boot-5.3.1-152.img, Num CPUs: 6, RAM: 7659MB,
Mgmt MAC: A4:4C:11:29:

Mod-sfr 802> CC:FB, CP MAC: 00:00:00:04:00:01, HDD: -drive file=/dev/mdO,
cache=none,if=virtio,

Mod-sfr 803> Dev

Mod-sfr 804> *%*%*

Mod-sfr 805> *** EVENT: Start Parameters Continued: RegEx Shared Mem:
32MB, Cmd Op: r, Shared M

Mod-sfr 806> em Key: 8061, Shared Mem Size: 64, Log Pipe: /dev/ttySO_vm3,
Sock: /dev/ttyS1_vm3,

Mod-sfr 807> Mem-Path: -mem-path /hugepages

Mod-sfr 808> *** TIME: 05:53:06 UTC Jul 1 2014

Mod-sfr 809> *%*%*



5.

Mod-sfr 810> IVSHMEM: optarg is key=8061,64,unix:/tmp/nahanni, name is,
key is 8061, size is 6

Mod-sfr 239> Starting Advanced Configuration and Power Interface daemon:
acpid.

Mod-sfr 240> acpid: starting up with proc fs

Mod-sfr 241> acpid: opendir(/etc/acpi/events): No such file or directory
Mod-sfr 242> starting Busybox inetd: inetd... done.

Mod-sfr 243> Starting ntpd: done

Mod-sfr 244> Starting syslogd/klogd: done

Mod-sfr 245>

Cisco ASA SFR Boot Image 5.3.1

ASA SFR ZE0| £ 2/ M7Hx| of 5~158 M 7|chel oh 25 52l ASA SFR £8! 0|0
Xlof et 2& MMdES HLCh.

ASA SFR EE! o|0|X| M

M2 A

1
rh
>
w
>
wn
M
X
I
om
o
o
Ral
i
0
9.'—'
I
ra
inl
mjo
[l
N
M
ro
HU
9.'—'
>
Rl
to

_'I—_
N AT 7|2 AR 0|2 agmin, HILHE = Az EQ 0] 2E|A0 et CHELICH
X

0

Admin123 7.0.12| BLX(SE M A & x|BF M E), Admin123 6.0 O| & | AHE sourcefire 6.0 O]
™.

<#root>
ciscoasa#

session sfr consol e

Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-AX'.

Cisco ASA SFR Boot Image 5.3.1
asasfr login: admin
Password: Adminl23

59 Bl ASASFR 28 £20| 22 EIX| 02 B session BHO| ATt AIARO|
TTYS12 8ol AAE £ gi82 LIEHHE HIAIXK|ZL LB LICH o B2 28 R &0
22 E M7HX| 7|02l & CHAl Al=sHA A2

URIRLICH setup HHE LUZ{5I0 A|AR AZEQ| o THF|XIE MR = UEHF Ala
_|



asasfr-boot>

set up

Welcome to SFR Setup
[hit Ctr1-C to abort]
Default values are inside []

TR O P E Ustets ZELET EAIELC,

»

* Hosname- ZAE O|E2 Z4 Ql0| %|CH 65Kt W2 FAE

AMEE = U&LICH

* Network address - H[E T FA= T8 IPv4 = IPve TAY = J&LICH IPv4 &£

IPv6 & B HIME xtS L3220l H0l DHCPE MEE +k A&LICH

A&LICH 5t

* DNSinformation - 5tL} O|4F 2| DNS(Domain Name System) AME{E Aledaljok stH, = H Q!

|E 2 A—|7C-I°|._Tl ED-”OI_I; ?:-!AHo}' /\E OIAL_IL—_'.

* NTPinformation - NTP(Network Time Protocol)E & 33}5t1 NTP MEHE T30 A|AH

A|7I_|-% A—|X-I%I- 2 OIAL_||:|.

3. 22 UHELICH ystemingal BHE ALE 5101 A|AH” AZ E Q|04 O|0|X|E EXIELICEH

<#root>
asasfr-boot >

systeminstall [noconfirm url

noconfirm 2 @1 HIA|X[0l| SEf ot x| f22{™H MERFLICH DA un ZIIE(RIR]: pk

23 ==
ZEIELICH FTP, HTTP EEE HTTPS MHE ME8Y = J&LICt o & &3 Ch3X2 P
CH.

<#root>
asasfr-boot >

systeminstall http://

/asasfr-sys-5.3.1-152. pkg

Verifying
DownTloading
Extracting

Package Detail
Description: Cisco ASA-FirePOWER 5.3.1-152 System Install
Requires reboot: Yes



Do you want to continue with upgrade? [y]: y
Warning: Please do not interrupt the process or turn off the system. Doing so

might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.
(press Enter)

Broadcast message from root (ttyS1) (Mon Jun 23 09:28:38 2014):
The system is going down for reboot NOW!
Console session with module sfr terminated.

FTP AMB{2| URL CtZ 1} Z & LICH ftp:/fusername: passwor d@ser ver -ip/asasir -sys-5.3.1-152.pkg.

% SFR "Recover" x| ZEMA & AEHE EAIFLICEH SFR 2& MX|E 22 35t= O Z|CH 1A
2 EE A 4 YaUCh AR R ElH ALl MBI dhEEIAOIM A 2

ETAA:I

2 AR| 2 ASA SFR MH|ATL AlZE H77FX] 102 0|4 ZICFRILICH 2] &2 show modulesr O]

i

HHBL2 D= T2 A AT} up.

M

A
o

-

O] M Mo M= Firepower 2~ ZE 9|04 2! FireSIGHT Management CenterE F45t= &t ECH
/2 SFR ZEZ ZIC| M= Yol chal A Ehoct.

firepower 2L E ¢fo{ A
firepower 2L EQ|0{E F4J5t2{H OIS HHE 2 =sHMAIR
1. ASA SFR 2 E0f Ci#t MM Lch.

N AT SN SESE RS0l 2010 45D O|F ChE 200 ZEZEJ} L}

<#root>
ciscoasa#

session sfr

Opening command session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-AX'.



Sourcefire ASA5555 v5.3.1 (build 152)
Sourcefire3D login:

EAt Ol 22 2191 LICH admin H|EH 2= LT E 0] Z2| A0 et CHSLITEAdminizs
7.0.19| BR(SHHM M [ MS), Admin123 6.0 0] & 0| M= sourcefire 6.0 0.
Bzeol W2l AT HIIRI0INE SR ELICH O] £ME B ZeLt
a. EULA(End User License Agreement)& o111 S9|&L|C}.
b. Zt2|At HYHS E g4Z3srL|C}.
c. IEZEO| I3} 22| =A LU DNS XS 7AIEH|CH

System initialization in progress. Please stand by. You must change the password
for 'admin' to continue. Enter new password: <new password>
Confirm new password: <repeat password>
You must configure the network to continue.
You must configure at least one of IPv4 or IPv6.
Do you want to configure IPv4? (y/n) [yl: vy
Do you want to configure IPv6? (y/n) [n]:
Configure IPv4 via DHCP or manually? (dhcp/manual) [manual]:
Enter an IPv4 address for the management interface [192.168.45.45]:198.51.100.3
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.0
Enter the IPv4 default gateway for the management interface []: 198.51.100.1
Enter a fully qualified hostname for this system [Sourcefire3D]: asasfr.example.com
Enter a comma-separated 1list of DNS servers or 'none' []:
198.51.100.15, 198.51.100.14
Enter a comma-separated 1list of search domains or 'none' [example.net]: example.com
If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

4. NAEIO| AAZ KT HE W7HR| 7|CHRILICEH
FireSIGHT Management Center 7t
ASA SFR 2 & 3! EoF MM g t2|3t24™ FireSIGHT Management Center0oll S&3f{oF grL|C}. X}

Mgt LI 2 FireSIGHT Management Center0i C|HIO|A SE 2 & X5t AA|2. FireSIGHT
Management Center0 M= Ct & 2dE =& E =+ igLCh

+ ASA SFR 2 & QIE{H0|A ++4

« ASASFRZE ZZMAE T £ AR SHHLE CIE Yoz atE

« ASA SFR 2 & C|HIO|AOA] BHS MM 7HL} e SHELICEH

« ECHEE VLAN B =74 AFS T UR|A|F|7]| I8 A2 T| HM|A Ao #E]

SFREZEZ Efj= glc|AlM


https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118596-configure-firesight-00.html

ASASFR ZEZ ECiEg 2lC|2M5te{H §H ECEE AlHES = MH|A HA g Mdsof gL
Ch. ECH=E ASASFR 2 EZ 2IC|HM5e{™ CHR BHE 2254 AI2.

1. 2 Alofof sHe EBNTS MBI LICH aesclis BHE ARELICH 0] oo 2E QIE|H|
o249l BE E2HTo| BICIMELICH S EHTol CHSHME Of THAS +8E + AL
C}.
<#root>
ciscoasa(config)#

access-list sfr_redirect extended permt ip any any

2. HHA& SFo| EcfE LR|AZ|7] flai 24 #E BHELICH

<#root>

ciscoasa(config)#

cl ass-map sfr

ciscoasa(config-cmap)#

mat ch access-list sfr_redirect

3. 75 R & XIEELCh MAE(ZLE ™M) E= Ql2tel(deh) 75 Z=0{A Cluto|AE
TEg =+ A&LCH
N 21 AsAclM THAIZ 2} 0l REE SAlof RAE 4= giaLc # 7kl 8
So| ot YApt S ELIcH

. 2120l FH0j A SFR ZE2 AM|A Rlof A J|HOR EBHTS HAS D ASAO]
EohT = B0l Chaf MAE SH2Y(518, HE 5)2 28 4+ UL BHS MBI o
ool M T e BHET 0I210l ZE oA ASA SFR 2EES TAISHE WHES RIS

L|Ct.

o $XY global_policy CHE: 2 & Z4I|184|0|MH2 2 T E(show run policy-map global_policy, show run
servicepolicy) 181 CHE MX{ CHE & I8 0|0 CHEF global_policyE A A4 %/ 7
Bt CHZ global_policy.

<#root>
ciscoasa(config)#

policy-map gl obal _policy

ciscoasa(config-pmap)#

class sfr

ciscoasa(config-pmap-c)#



sfr fail-open

AlE FH0|ME ECZQ] SAHE0| SFR MH|A 2EZ MSE| X2 ASAZ HHEHE|X|
orALICH A2 BENME Egf=inl 224504 SFR Z50| 23S &Hojg 2 4
&LICH 3t HIEQ|T0l| ¥Ee DIXIXK| b1 ECEo| WSS HIHE = U&LICH

ornr 2

SFR ZES IHA|E 2EZ T2 monitor-only 7| E(CHS oMo LIt QlE ZdXH
) 7IMEE Z&5HX| to™ EgfElo| Qletel 2EZE MESELICH

<#root>
ciscoasa(config-pmap-c)#

sfr fail-open nonitor-only

A A1 monitor-only 2E0|MH= SFR MH|A 2E0| & EfZEE HESHHLE AHEE = &
&LCt.

/N Fol: olE|Hlo|A BHE AFR 510 BLIE| M8 DEZ ASAE TAIE & QU&LICH trafric
forward sfr monitor-only L24L} O] ZAL|22O|M2 2 7|SELEM AIBEH Z2E5HM
ASAM|M AFEBHME= o ElLICE O] B2 Z7Iso e 2E &&= Cisco TAC(TechnlcaI
Assistance Center)o| A X|2E|X| f&LICH A2 2E0{M ASA SFR AMH|IAE
Stiie 49 YA UES ArSsto{ FAELICH

QIXIE XIHeT HAS MBI HMS Hoixoz T QlE(Ho|A0 MY £ UL
CF. QIE{H|0]A0]A F10f TS KHF Ol 2{P ST Qim0 L0 MulA HAS HeY £

AU&LICE.
O global 7| H{EE= £ E QIE{HO|A] H2H B2 MBS interface 7| HE = StLEL| QIE{H O|A
oF S{ELC

gl
E

of HAMS S BLICH sHLbo| T WAt 5 ol dllof Al FAo| Mooz g
EL|ct
<{froot>

ciscoasa(config)#

servi ce-policy gl obal _policy gl obal

>
0%

|: 2 B global_policy £ 7|2 FHULICH 0| GME A8 st 2XE siEst”| flsH
F |0l M ®74stedE B< 2 2l0|E olsHsoF gLct.
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debugmoduleboot)a 2 2/5t0{ SFR £ &l 0|0|X| A x| A|ZF Al C|HH2E &M5HEHL|Ct.
« ASA7I 57 ZEHM SEEIRDT Z2E0| A|ZTE|X| &t 2 B 0| B (sw-module module sfr recover
stop).
« SFR ZE0| =7 ¢EjoM ol == Gl B ASAE THA| EEE == UELICE (reload quick).
(Eci=lo| SitstH HESLT wEho| e = &LIC) Still SFRO| ST 4B 2 7 X[ 2™
|

OII

I_;

ASAE ZZ 31T unplugthessD ASAE StLICH 2 E0o| AEfE = 2l5tT INIT AEH0{0F T L
Cl. ASAE —’F—EOPJ_ insertthessd 7FE & AL& 5104 ASAE A= LICt ASA SFR 2= 2| 0|0
X2 CHA| DX|E = A&LICH

B e

« Cisco Secure IPS - Cisco NGIPS9| 7|5
FireSIGHT Management Center0i] C|HIO|A 5 £

Cisco ASA Firepower 25 HE A|ZF MO

VMware ESXi0i| FireSIGHT Management Center 75
- 7|& x| Y EM - Cisco Systems



https://www.cisco.com/c/ko_kr/products/security/ngips/index.html
https://www.cisco.com/c/ko_kr/products/security/ngips/index.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
/content/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
/content/en/us/td/docs/security/asa/quick_start/sfr/firepower-qsg.html
http://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
http://www.cisco.com/c/ko_kr/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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