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m Edit Internal Group Palicy: Hillvalleyvpn :

~-aeneral The ¥PR dient makes split tunneling decisions on the basis of & network, lisk that can be specified below by providing |
=i-Advanced DNS Names: ] Inherit
5

HOWSEr F"nm-' Policy: Inherit
41 AnyCannect Clent
- 1Psec{IKEY 1) Cent Mebwork List: Inherit

Pressing this button Eo set up split exlusion For Web Security proxies.
Set up Splt Exclusion For Web Seourity. ..

Intercept DHCP Configuration Message from Microsoft Clients

«  Policy(&3&) Inherit EQIEto| MEHZ F|A 3t T Exclude Network List BelowAE48HL|C}.

..... T —

piaeneral ‘| The WPH dient makes split turneling dedsions on the basis of a network list that can be specified below by
;----Sar\'ars
El-Advanced I DNS Names: i
|7 || O B
§ -Browser Proxy || Pabicy: ] Inherit [Eﬁ@ﬂ‘!ﬁt_w!‘lﬁ.t_ﬁ!iﬂw
FHomyConnect Clent | i i e e e e e
& TPsec(IKEv1) Client || MetworkList: [¥] Inherit |

Pressing this button ko set up split exfusion For Web Security proxies.
Set up Spiit Exclusion for Web Security, ..

Intercept DHCP Configuration Message from Microsoft Clients

»  Network List( Inherit HHE {3 F5) =8 Manage 2| =& F|A 8 CHE ACL(Access Control List) ManagerE &l & 5t

Mg ZEELICH

Fha W chent makes splt turnsb-g deosore on the bests of & netwcrk ks that can be spadfied belos by provding the proper parameters bo Pobcy! and ‘Setmork List! Rekds,

005 Hamms: (7] bhort |
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Standard ACL | Extended ACL |

% add - [ Ede|{f Dekete | 4+ & | ¥ G2 W - |

Mo Address Action Diescripkion

=l Local_Lan_fccess
10 |E 0000

[ 1 Edit ACE e

Actioni @ Permit  (7) Deny

Address: (0.0.0.0/32] E]

Description:
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L-Browser Prowy
AnyConnect Chent
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The WP dient makes split tunreling declsions on the basls of a nebwork Ist that can be specified below by prasiding the pre
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| Policy: [ tnhert | Exclude Network List Belows
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Pressing this bukton bo seb up split exlusion For Web Securky prozies,
|__Set up Split Exclusion For Web Security.., |

Intercept DHOP Configuration Message from Microsoft Clients
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The YPM client makes split tunneling decisions on the basis of & network, list that can be specified below by praviding the proper parametar

DS Mames: ] Inherit |

Palicy: [7] Inherit [Exrlh.lda Network List Below

Network List: [ Inherit [Local_Lan_Access

Pressing this button to set up split exdusion for Web Security proxies,
Set up Split Exclusion for Web Securlty... |

Intercept DHCP Configuration Message from Microsoft Clients

| ‘Next °Previu:uus
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=anage YFU group poboss. i YRl group is & collescdon of user-orisnted sutorzabon attribuoswalus oars that mey be stored intsrmaly on the device or exbsmally on s RADILSILOAR server. The gro
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Tunnelng Protccal
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CLIE S3l ASA 71
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& 4 &Lt

. 7

=]
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<#root>

ciscoasa>



enabl e

Password:
ciscoasa#

configure term na

ciscoasa(config)#

« EZLANHMAE 5{85t7| 2o HM|A SF2 ddgfLict

<#root>

ciscoasa(config)#

access-1ist Local _LAN Access remark Client Local LAN Access

ciscoasa(config)#

access-1ist Local _LAN Access standard pernmt host 0.0.0.0

«  wHstzis Mol ciet 28§ A Hu|adold ZEZ So{ZhLch

<#root>

ciscoasa(config)#



group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#
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<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy excludespecified

o AZESIEHA HMA FES X|HELICE 0| 22 S5 2 Loca_LAN_Access®L|Ct.

<#root>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Local _LAN Access

<#root>



ciscoasa(config)#

tunnel -group hillvalleyvpn general -attributes
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<#root>

ciscoasa(config-tunnel-ipsec)#

def aul t - group-policy hillvalleyvpn

o S x| HmadolM ZEE SEELICHL

<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#

exit

ciscoasa#
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<#root>

ciscoasa#

copy running-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#

Cisco AnyConnect Secure Mobility Client 743

Cisco AnyConnect Secure Mobility Client® T*435+2{™ CLI Book 3: Cisco ASA Series VPN CLI Configuration Guide, 9.172| Configure

AnyConnect Connections MM &5t MA|2.

AZS A Q| E{ZRIE A8324d™ AnyConnect 22+H0|2E AllowL ocalL anAccess 0| A & A5tsof BFLICH 2E AZE! X|Q B =3
2 2Z LAN HMAZ ZtFELICH AZES! HIZ 9| M el 7158 AH&5t248 AnyConnect VPN 20| E 7|&
AllowL ocalL anAccess MHollM 7|2 ™S gdstslor ELICH 72X o2 2EZ LAN AMA = HIEMHs o] //&LICH
ELLAN HMA, & AZS MOl E{LE S 51852 HE ST HEIRtt ZE DU M #-ststHLE ALSRIIE 7|12 M
M EdstE = gLIchCHE Mol o|O|X| HZX). AH8KtE 2 LAN HMAE 5185t7| IsH 22t HO|EL0joMq A
2lo| gMstz|of Qo HMo 2 F4JEl Allow Local LAN access A< = QIS split-tunnel-policy exclude specified B4 EHL|Ct EE
24 LAN HMATL 518 kl= 42 VPN 22t0(ME ZE20telg FHE £ UESLICH <LocalLanAccess

User Controllable="true" >true</L ocalL anAccess>.
AMER 7|2 P

ZZ LAN HMHAE 5183524 Cisco AnyConnect Secure Mobility Client2| Preferences(EHZ M%) EHol| A MEHSHofF SlE S5 S MEY

SHAAIL.


https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html#ID-2438-000000a3
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% Cisco AnyConnect Secure Mability Client (=@ = |

il AnyConnect Se

Preferences | Statistics | Rouke Details | Firewall | Message History !

[] start PN before user logon to computer

Enable automatic certificate seleckion

Use Safeword SofToken PIN bo get passwiord

[] start wPM when AnyConnect is started

Minimize AnyvConnect on WP conneck

Al local (LAMNY access when using YPR (F configured)
Do not remermber SmartCard PIM

[Enable automatic YPM server selection

[ ] Block connections ko untrusted servers

Linuxoil A



0 AnyConnect Preferences

Preferences

[ | start VPN when AnyConnect is started
& Minimize AnyConnect on VPN connect

& Allow local (LAN) access when using VPN (if configured)

[ | Disable Captive Portal Detection

| Block connections to untrusted servers

| Close

XML T2 T2 of

CI2e XMLE At235t0d VPN 22I0|HE T2 ulelg A5t= gheqol of Lt

<?ml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/X M L Schema-instance"

xsi:schemal ocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">
<ClientInitialization>

<UseStartBeforel ogon UserControllable="true">fal se</UseStartBeforel ogon>
<AutomaticCertSelection UserControllable="true">fal se</AutomaticCertSel ection>
<ShowPreConnectM essage>fal se</ShowPreConnectM essage>
<CertificateStore>All</CertificateStore>

<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>

<AllowL ocal ProxyConnections>true</AllowL ocal ProxyConnections>
<AuthenticationTimeout>12</Authenti cationTimeout>

<AutoConnectOnStart UserControllable="true">fal se</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<L ocalLanAccess UserControllable="true">true</L ocal L anA ccess>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocol Support>1Pv4,] Pv6</I PProtocol Support>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="fal se">DisconnectOnSuspend
</AutoReconnectBehavior>

</AutoReconnect>

<AutoUpdate UserControllable="fal se" >true</AutoUpdate>

<RSA Securl DIntegration UserControllable="fal se">Automatic



</RSA Securl DIntegration>

<WindowsL ogonEnforcement>Singl el ocal L ogon</WindowsL ogonEnforcement>
<WindowsV PNEstablishment>L ocal UsersOnly</WindowsV PNEstablishment>
<AutomaticV PNPolicy>fal se</AutomaticV PNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPEXxclusionServerl P UserControllable="fal se"></PPPExclusionServer| P>
</PPPExclusion>

<EnableScripting UserControllable="fal se" >fal se</Enabl eScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSel ectionl mprovement>20</A utoServer Sel ectionl mprovement>
<AutoServerSel ectionSuspendTime>4</AutoServerSel ectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnL ogoff>false

</RetainV pnOnL ogoff>

</ClientInitialization>

</AnyConnectProfile>

ZuasolMe FelstzdH Chg Mol BHAE 22staAR.
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+ E'& ZE Advanced Window for All Components > Statistics... & E A|5t24T MEigHLICE

e 0e Statistics

2

VPN

Virtual Private Network (VPN)

m Route Details = Firewall Message History |

Connection Information Address Information
State: Connected Client (IPv4): 192.168.11.1
Tunnel Mode (IPv4): Split Exclude Client {IPvG): Not Available
Tunnel Mode {IPvE): Drop All Traffic Server: 64.102.156.87
Duration: 00:01:11 Transport Information

Bytes Protocol: DTLS
Sent: 49749 Cipher: RSA_3DES_1688_SHAL
Received: 9298 Compression: LZS

Frames Proxy Address: No Proxy
Sent: 710 Feature Configuration
Received: 3 FIPS Mode: Disabled

Control Frames Trusted Metwork Detection: Disabled
Sent: 7 Always On: Disabled
Recelved: 5 Secure Mabllity Solution

Client Management Status: Unconfirmed
Profile Name: pro_lacallan.xml Appliance: Not Available
Administrative Domain: Undefined

| Reset | | Export Stats... |

Linux0i| A



Cisco AnyConnect Secure Mobility Client Statistics

Statistics|| Route Details

T
CISCO
Connection Information Address Information
State: Conneckted Client (IPv4): 20.20.20.1
Connection Mode (IPv4): split Exclude Server: 10.48.67.223
Connection Mode (IPv6): Drop All Traffic Client (IPv6): Mot Available
Duration: 00:16:22
Session Disconnect: None
Transport Information
Bytes Protocol: DTLS
Sent: 0 Cipher: RSA_AES_256 SHA1
Received: 20550 Compression: None
Proxy Address: No Proxy
Frames
Sent: 0
Received: 5 Feature Configuration
FIPS Mode: Disabled
I Csn::';nl — 132 Trusted Network Detection: Disabled
! Received: 65
i @ Reset EZExport...
1

A2 E Holsieie Ue
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«  Cisco Route Details AnyConnect Secure Mobility Client7} 047313 22 HMA HetE 74K
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e 06 Statistics

VPN

Virtual Private Network (VPN)

----------------------{__Statistics (Lt E Y Firewall  Message History —

Route Details

¥ Non=-Secured Routes (IPv4)

10.150.52.0/22
169.254.0.0/16
¥ Secured Routes (IPv4)
0.0.0.0/0
Non-Secured Routes (IPv6)
Secured Routes (IPvB)

Linux0i| A



Cisco AnyConnect Secure Mobility Clienkt Sktatistics

Statistics ||Route Details

TNy
CISCO
Non-Secured Routes Secured Routes
Destination | Subnet Mask Destination Subnet Mask
192.168.171.0 24 0.0.0.0 0

Cisco AnyConnect Secure Mohility Client

3
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P
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i
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n
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rr

DART (Diagnostics and Reporting Tool) HHE 04 AnyConnect 218 HAEE [l 2Z LAN HMAE S8 = 10

X| R E AYY + AU&LICH

hhkkkhkkhhhhhhdhhdhhdhhdhhdhhddxhdddhrdhrddxxd

Date: 11/25/2011

Time: 13:01:48

Type: Information
Source : acvpndownloader

Description : Current Preference Settings:
ServiceDisable: false

CertificateStoreOverride: false

CertificateStore: All

ShowPreConnectM essage: false
AutoConnectOnStart: false
MinimizeOnConnect: true

LocalLanAccess:. true

AutoReconnect: true

AutoReconnectBehavior: DisconnectOnSuspend
UseStartBeforelogon: false

AutoUpdate: true

RSA Securl DIntegration: Automatic

WindowsL ogonEnforcement: SinglelocalL.ogon
WindowsV PNEstablishment: LocalUsersOnly
ProxySettings: Native

AllowL ocal ProxyConnections: true



PPPExclusion: Disable
PPPExclusionServerl P:
AutomaticVPNPolicy: false
TrustedNetworkPolicy: Disconnect
UntrustedNetworkPolicy: Connect
TrustedDNSDomains:
TrustedDNSServers:

AlwaysOn: false
ConnectFailurePolicy: Closed
AllowCaptivePorta Remediation: false
CaptivePortal RemediationTimeout: 5
ApplyLastVPNLocalResourceRules: false
AllowV PNDisconnect: true
EnableScripting: false
TerminateScriptOnNextEvent: false
EnablePostSBL OnConnectScript: true
AutomaticCertSelection: true
RetainVpnOnL ogoff: false
UserEnforcement: SameUserOnly
EnableAutomaticServerSelection: false
AutoServerSel ectionlmprovement: 20
AutoServerSelectionSuspendTime: 4
AuthenticationTimeout: 12
SafeWordSof Tokenlntegration: false
AllowlPsecOverSSL: false
ClearSmartcardPin: true

hhkkkhkkhhkhhhhdhhdhhddhhdhhdhhddxhdrhhrdhrddxxd

PingR 2 2Z LAN HMA E|AE

VPN S EQEZ B4
HE0|M ping BES ArS 5t

EJHEQFo Qe ofl it

I E|= S0 VPN 22H0|HE0| 2Z LAN HM AT UEX| EHIAESHE & CHE &82 Microsoft Windows &

ZdelL|ct ct22 Zeto|ME S| 2Z LANO| 192.168.0.0/240| 1 IP FA 71 192.168.0.3R/ CIE 5 A

<tfroot>
C\>

ping 192.168. 0.3

Pinging 192.168.0.3 with 32 bytes of data&colon;

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
Ping statistics for 192.168.0.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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alhyari@ubuntu:~$ ping 192.168.171.131
.168.171.131 (192.168.171.131) 56(84) bytes of data.
from 192.168.171.131: icmp_seq=1 ttl=128 time=0.474
from 192.168.171.131: icmp_seq=2 ttl=128 time=0.315
from 192.168.171.131: icmp_seq=3 ttl1=128 time=0.336

from 192.168.171.131: icmp_seq=4 ttl=128 time=0.475
from 192.168.171.131: icmp_seq=5 ttl1=128 time=0.337
from 192.168.171.131: icmp_seq=6 ttl=128 time=0.286
from 192.168.171.131: icmp_seq=7 ttl=128 time=0.252
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192.168.0.3 SERVER1
192.168.0.4 SERVER2
192.168.0.5 SERVER3

Microsoft Windows XP Professional Edition0il A LMHOSTS It 220 Q! & LICH %SystemRoot96\System32\Drivers\Etc. XA & LY
22 Microsoft dHAME 2 EsHAAI2.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/vpn/asa-917-vpn-config/vpn-anyconnect.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/series.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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