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Cisco 2621

Current configuration
!
version 12.0
service tinestanps debug uptinme
service tinestanps |og uptinmnme
no service password-encryption
!
host nane goss- 2621
!
i p subnet-zero
!
ip audit notify |og
ip audit po max-events 100
i sdn voice-call-failure O
cns event-service server
!
!--- The IKE policy. crypto isakmp policy 10
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 99.99.99.2
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
!
crypto map mymap local-address FastEthernet0/1

!--- IPsec policy. crypto map mymap 10 ipsec-isakmp
set peer 99.99.99.2
set transform-set myset

! --- Include the private-network-to-private-network
traffic !--- in the encryption process. match address
101

!

controller T1 1/0

I

interface FastEthernet0/0

i p address 10.2.2.1 255.255.255.0

no i p directed-broadcast

dupl ex auto

speed auto

I

interface FastEthernet0/1

ip address 10.1.1.2 255.255.255.0

no i p directed-broadcast

dupl ex auto

speed auto

!--- Apply to the interface. crypto map mymap
]

ip classless
iproute 0.0.0.0 0.0.0.0 10.1.1.1
no ip http server

! --- Include the private-network-to-private-network

traffic !--- in the encryption process. access-list 101
permit ip 10.2.2.0 0.0.0.255 10.3.3.0 0.0.0.255

line con O

transport input none

line aux 0O

line vty 0 4
|




no schedul er allocate
end

Cisco 3660

version 12.0

service tinestanps debug uptime
service tinestanps | og uptinmnme
no service password-encryption
!

host nane goss- 3660

!

i p subnet-zero

!

cns event-service server
|

!--- The IKE policy. crypto isakmp policy 10
hash md5
authentication pre-share
crypto isakmp key ciscol23 address 99.99.99.12
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
!

crypto map mymap local-address FastEthernet0/0

!--- The IPsec policy. crypto map mymap 10 ipsec-isakmp
set peer 99.99.99.12
set transform-set myset

! --- Include the private-network-to-private-network
traffic !--- in the encryption process. match address
101

!

interface FastEthernet0/0

ip address 99.99.99.2 255.255.255.0

no i p directed-broadcast

ip nat outside

dupl ex auto

speed auto

!--- Apply to the interface. crypto map mymap
|
interface FastEthernet0/1
ip address 10.3.3.1 255.255.255.0
no i p directed-broadcast
ip nat inside
dupl ex auto
speed auto
|
interface Ethernet3/0
no i p address
no i p directed-broadcast
shut down
|
interface Serial 3/0
no i p address
no i p directed-broadcast
no i p nroute-cache
shut down
|
interface Ethernet3/1
no i p address




no i p directed-broadcast
nterface Ethernet4/0

no i p address

no i p directed-broadcast
shut down

nterface TokenRi ng4/0
no i p address

no i p directed-broadcast
shut down

ring-speed 16

!l --- The pool from which inside hosts translate to !---
the globally unique 99.99.99.0/24 network. ip nat pool
OUTSIDE 99.99.99.70 99.99.99.80 netmask 255.255.255.0

!--- Except the private network from the NAT process. ip
nat inside source route-map nonat pool OUTSIDE

ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.1

no ip http server
!

! -—— Include the private-network-to-private-network
traffic !--- in the encryption process. access-list 101
permit ip 10.3.3.0 0.0.0.255 10.2.2.0 0.0.0.255

access-1list 101 deny ip 10.3.3.0 0.0.0.255 any

! --- Except the private network from the NAT process.
access-list 110 deny ip 10.3.3.0 0.0.0.255 10.2.2.0
0.0.0.255

access-list 110 permit ip 10.3.3.0 0.0.0.255 any
route-map nonat permit 10

match ip address 110

]

line con O

transport input none

line aux O

line vty 0 4

!

end
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§% Manage Global Address Pools

Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Addrass Translation (WAT)

addresses,
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f= Manage Global Address Pools

Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Address Translation (MAT)

addresses.
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27. O|x| 70| 22 E[R&L|CtCLI Hm|as)|o[ME = 24H File(}H ) > Show Running
Configuration in New Window(AM ZollM 413 ¢l ZHu|ad|o|dM EANE MEHFL|CH
ﬁ Cptions  Tools  Wizards Help

Refresh ASDM with the Running Configuration an the Device
Feset Device to the Factory Default Configuration...

show Running Configuration in Mew Window,

Save Running Configuration to Flash

Save Running Configuration to TFTP Server...
Save Running Configuration to Standby Linit
Save Internal Log Buffer to Flash

Clear ASDM Cache
Clear Internal Log Buffer

Exit
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PIX &3t

pi xfirewal | # show run
Saved

Pl X Version 7.0(0)102
nanes

!
interface Ethernet0

nameif outside

security-level 0

ip address 99.99.99.1 255.255.255.0
]
interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

]
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane pi xfirewal |
donmai n- nane ci sco. com
ftp node passive

access-list outside_access_in remark Access Rule to
Al ow ESP traffic
access-list outside_access_in

extended permit esp host 99.99.99.2 host
99.99.99.12

access-list outside_access_in

remark Access Rule to allow | SAKMP to host
99.99.99. 12
access-list outside_access_in

extended permit udp host 99.99.99.2 eq
isakmp host 99.99.99.12

access-list outside_access_in

remark Access Rule to allow port 4500 (NAT-
T) to host 99.99.99.12
access-list outside_access_in

extended permit udp host 99.99.99.2

eq 4500 host 99.99.99.12
pager lines 24
nmu inside 1500
nmu outside 1500
no fail over
monitor-interface inside
nmonitor-interface outside
asdm i mage fl ash:/asdnfile. 50073
no asdm hi story enabl e
arp timeout 14400
nat-contro
global (outside) 1 interface
nat (inside) 0 0.0.0.0 0.0.0.0
static (inside,outside) 99.99.99.12 10.1.1.2 netmask
255.255.255.255
access-group outside_access_in in interface outside
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1
route outside 0.0.0.0 0.0.0.0 99.99.99.2 1
ti meout x|l ate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00




icnp 0:00: 02
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute
http server enable
http 10.1.1.3 255. 255. 255. 255 i nsi de
no snnp-server | ocation
no snnp-server contact
snnp-server enable traps snnp
telnet tineout 5
ssh timeout 5
consol e tineout O
1
class-map inspection_default
match default-inspection-traffic
1
!
policy-map asa_global_ fw policy
class inspection_default
inspect dns maximum-length 512
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sqglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1
service-policy asa_global_ fw policy global
Crypt ochecksum 0a12956036ce4e7a97f 351cdeb61f ba7e
end

PIX Security Appliance ! MPF(Modular Policy Framework) 11|72 3|0|M

HM|A F5 CHA PIX/ASA E0F 0{Z2t0|HAE S8l IPsec ECHEIS ™Y 5t2{™H MPF(Modular
Policy Framework)0{| A{ inspect ipsec-pass-th 5

ru
E 1MELICL.2E ESP OOIE 58
(o]

O| ZAE ESP E2fZoi Cist T2 ¥ 2 xXutst 5 20|
EMe M 318 %|H 518 £l= A|CH A =0l MEH0| P&LICHAHE S{EEIX| ;gu:r,esp ol o]
Ef S80i Ci8t 7|2 |F M AMEt2 7|2XMoz 10222 MYELIThol A

A}
match @& ZEE X &S0 CIE ZAIE M8 = s EE Xl M8 = U& L—IEF IPSec
Pass Through OHEZ 2|710|44 ZAAF= IKE UDP ZE 500 94731} 14 ESP(IP ZEES50)
TS |5t H EFAE £~ QI & $HLICHESP ECHEIE §{85t7| I8t ZI HMA S5 1|2z o]

M ¢X|sta AI” o 2 x|CH 142 Sl Eor2 NS LCHERHE 2eiAE Holstz, Eel
A0 mspect HHZ M5t otLt ol ol PIE{HO|A | HAE X &35lE{™ class-map, policy-

E K=l

map serv|ce-po||cy HHS ArSRLICHEH3El B2 inspect IPSec-pass-thru B2 A& 5HH
£ AlZh =02 f£XE ESP ESiEHE 5{&6tH, Ol T8E = SI&LICENAT & HINAT EEiH
| '|o ELct.

host nane(confi g) #access-1list test-udp-acl extended permit udp any any eq 500
host nanme(confi g) #class-map test-udp-class



host nane(confi g- cmap) #match access-list test-udp-acl

host nane(confi g) #policy-map test-udp-policy

host nane(confi g- pmap) #class test-udp-class

host nane( confi g- pmap- c) #inspect ipsec-pass-thru

host nane(confi g) #service-policy test-udp-policy interface outside

CtS& & QlIRrL|Ct.
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|22lolM0] MCHZ % Sst=X| Felste ol A8 + = SEE MSELic

212 show B 21 QIE|T 2/E| £ oM KIHEIEC(SSE T2E, 0| 22 AR 5E show B
@ S0 B ZLE B & &L,

- show crypto ipsec sa - 2EHA| 2ot 9142 E A LC}.

- show crypto isakmp sa - 1EH7| £ ot 4 32 EAlgLct

. show crypto engine connections actlve(%f£§|- AT AHAAE M EA) - gd53HE L S E I
2 EAlgLcH
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- debug crypto engine - & 2 5t El EE{ZIS E AIELICH

- debug crypto ipsec - 2EH7H| 2| IPsec & 2 E A LICH

. debug crypto isakmp - 1Et 7| 2| ISAKMP(Internet Security Association and Key Management
Protocol) &4 & EAIELICH

Hot F x| 7|

- clear crypto isakmp - IKE(Internet Key Exchange) 22t 914€ X|ZLIC}.
. clear crypto ipsec sa - IPsec 29t 44E X|SL|C}.

PIX& &4 sijld Ed

22 EAFLICLEEE PIX E:L H{ o I‘l”EIEH, show Iog D422 AIR5t0{ =TS 2 £ Q)
&LCt.
. ASDM2 At835to] 24 S g M5tst D Ol BHAHM EAIE 208 & =& Y& CH

1. Configuration > Properties > Logging > Logging Setup > Enable Logging M&{5t 11 ApplyS
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This =creen shows syvelog messages in ASDM logging buffer as of now.

Find text in messages below: I i e

......

Mar 16 2005 170611 Login permitted from 1001 1.3 247 toinside:1 011 1/hitps for user “enab
i b Mar 16 2005170347 &OY001: Bullt local-rost inside101.1.2
Mar 16 2005 17:05:47 609001 : Built local-host oulside:99.99.99 2
Mar 16 2005 17:05:47 605005 Login permitted from 1001 1,21 220 to inside:1 0.1.1 1ihitps for usar "enablh
Mar 16 2005 17:05:4F7 302013 Buill inbound TCF connection 48 for inside: 101130220 (004.1.3M 22001
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M1 219 to MNP Idenfity [fc:1 0.
Mar 16 2005170547 BO5005; Login permitted from 10,117,201 221 1o inside1 0,1 1 1 /htps for user "enabl
Mar 16 2005 17:05:47 302013 Built inbound TGP connection S0 for inside: 1011 30221 (01132210t
Mar16 2005 17:05:47 20201 4: Teardown TCP connection 42 for inside:10.1.1.2M 220 to NP Identity ife:1 0.
Mar 16 2005170547 106023 Deny udp sre outside 99,599,959 204500 dst inside 99 99 59,1 204500 by acce
Mar 16 2005 17:05:47 20201 5: Built inbound UDP connection 49 for outside: 99,9999 2500 (99.99 93 245
Miar 16 2005170547 BOS001: Built local-ho st inside1011.2
Mar 16 2005170547 B09001: Built local-host oulside: 99 9999 2
Mar 16 2005 17:05.47 805005 Login permitted from 1001 1.2 220 toinside:1 0.1.1 1ihitps for usar "enabl
Mar 16 2005 17:05:47 302013 Buill inbound TCP connection 48 for inside 1011 30220 (109 1.3 220 t
Mar 16 2005 17:05:47 20201 4: Teardown TCP connection 47 for inside:10.1.1.3M 219 to MNP Identity e 0.
Mar 16 2005 170546 BOG005 Login permitted from 10,1 7.30 219 W0dnside1 0.1 1. 10hitps for user "enabl
Mar 16 2005 17:05:46 202013 Built inbound TGP connection 47 for inside 101130219 0011312195
Mar 16 200517 034d4a 202014 Teardown TCP connection 46 for inside: 10.1.1.3M 218 to NP ldentity Ife:1 0.
Mar 16 2005170546 B05005. Login permitted from 1001 131 218 o inside:10.1.1.14hitps for user "enabl
Mar 16 2005 170546 20201 3: Built inbound TGP connection 46 for inside1 01130218 4011312183
Mar 16 2005170546 3202014 Teardown TCP connection 45 for inside: 1001131217 to NP dentity Iic:10
Mar 16 2005 17:05:46 G05005; Login permitted frorm 10.1.1.21 217 toinside:1 0.1.1.1/hitps for user "enabl
Mar16 2005170546 302013 Bult Inbound TSP connection 45 for inside 1011 3027 001130210t
Mar 16 2005170546 302014 Teardown TCP connection 44 for inside:10.1.1.37 216 to NP Identite Ife:1 0.
Mar 16 2005 170546 B05005: Login permitted from 10.1.1.21 219 toinside:10.1.1 1/hitps for user'enaﬂﬂ
»
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