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. ASA CLI Z4x|1gjo|M
. ASA Configuration 8.x with ASDM 6.x

ASA CLI Hx|ago|M

ASA CLI #Hu|ado]M

ci scoasa##show run
Saved

ASA Version 8.0(4)

|

host nane ci scoasa

domai n- name ci sco. com

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQnbNI dI . 2KYQU encrypt ed

names

|

interface G gabitEthernet0/0

namei f outside

security-level 0O

i p address 10.66.79. 86 255. 255. 255. 224

|

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 10.238.26. 129 255. 255. 255. 248

|

i nterface Managenent 0/ 0

shut down

no nanei f

no security-1Ieve

no i p address

|

!--- Write regular expression (regex) to match the FTP
site you want !--- to access. NOTE: The regul ar
expression witten below nmust match !--- the response
220 received fromthe server. This can be different !---
than the URL entered into the browser. For exanmple, !---
FTP Response: 220 glu0103c. austin. hp.com

regex FTP_SITEl " ([0-9A-Za-z])*[Hh] [PP]\.[Cc] [0O0O] [Mm]"
regex FTP_SITE2 "([0-9A-Za-z])* CISCO SYSTEMS ([0-9A-Za-
Z] ) *n

!--- NOTE: The regul ar expression will be checked
against every line !--- in the Response 220 statenent
(which nmeans if the FTP server !--- responds with
multiple lines, the connection will be denied if !---
there is no match on any one line).

boot system di skO:/asa804-k8. bin
ftp node passive

pager lines 24

| oggi ng enabl e

| oggi ng ti nestanp

| oggi ng buffered debuggi ng

nt u outside 1500

ntu inside 1500




no fail over

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 61557. bin

no asdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout sip-provisional-nedia 0:02: 00 uauth 0:05: 00
absol ute

dynami c- access-policy-record Dflt AccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

http 0.0.0.0 0.0.0.0 outside

no snnp-server |ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

telnet tinmeout 5

ssh scopy enabl e

ssh timeout 5

consol e timeout O

managenent - access i nsi de

threat-detection basic-threat
threat-detection statistics access-1list

no threat-detection statistics tcp-intercept

class-map type regex match-any FTP_SITES
match regex FTP_SITEl
match regex FTP_SITE2

! Class map created in order to match the server names !
of FTP sites to be blocked by regex. class-map type
inspect ftp match-all FTP_class_map

match not server regex class FTP_SITES

! Write an FTP inspect class map and match based on

server !--- names, user name, FTP commands, and sSo on.
Note that this !--- example allows the sites specified
with the regex conmand !--- since it uses the match not
command. If you need to block !--- specific FTP sites

use the match command without the not option.
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

policy-map type inspect dns preset_dns_map

par anet er s

message- | ength maxi mum 512

policy-map type inspect ftp FTP_INSPECT_ POLICY




parameters
class FTP_class_map
reset log

FTP_INSPECT_POLICY

! Policy map created in order to define the actions !---
such as drop, reset, or log. policy-nmap gl obal _policy

cl ass inspection_default inspect
i nspect h323 h225 inspect h323 ras inspect netbios

i nspect rsh inspect rtsp inspect skinny inspect esntp
i nspect sqgl net inspect sunrpc inspect tftp inspect sip
i nspect xdncp inspect icnp inspect ftp strict

!--- The FTP inspection 1is specified with strict option
!--- followed by the name of policy. Service-policy

gl obal _policy gl obal pronmpt hostnane context

Crypt ochecksum 40cef b1189e8c9492ed7129¢c7577¢c477 : end

dns preset _dns_map

ASA Configuration 8.x with ASDM 6.x
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B Add Regular Expression Class Map
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Mame:  |FTP_SITES
Deescription;
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| 08B (50| DTy Cune_ | | 83 FrPETEL
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& Add FTP Traffic Class Map

Name: FTP_Block _Site
Description:
rastch Optson: () Match all (&) Makch Any
Match Type Criterion value
B% Add FTP Match Criterion

Mabch Type: (&) Mabch () No Match
Match Type: CgyMatch G Nomatch | Crerion: | [Server v

Walke

() Regular Expression:

{(#) Regular Expression Class: |[FlIE

Lo J| Cened [ nb |
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Output Interpreter _._-_rL(%EE._l DAt SHE)(OIT)= §7d show BE2 X|HELICHOITE AFH& 5104
show B £=29o| EME2 FLIC}.

. show running-config regex - 7t & & M A2 E AIELICEH
ci scoasa#show running-configregex
regex FTP_SITEL “[Cc][li][Ss][Cc][Oo]\.[Cc][Co][Mn"
regex FTP_SITE2 ".*hp\.com *"


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

. show running-config class-map - & & 224 WS EAIELICH
ci scoasa#show running-config class-map
cl ass-map type regex match-any FTP_SI TES
mat ch regex FTP_SITELl
mat ch regex FTP_SI TE2
class-map type inspect ftp match-all FTP_Block_Site
mat ch not server regex class FTP_SITES
cl ass-map inspection_default
mat ch defaul t-inspection-traffic
|
- show running-config policy-map type inspect http - 8 E HTTP ECiZS ZHA+St
FEAIRFLICH
Ci scoasa#show running-config policy-map type inspect £ftp
|
policy-map type inspect ftp FTP_I NSPECT_PCLI CY
par anet ers
mask- banner
mask-syst-reply
class FTP_Block_Site
reset |og
|
- Show running-config policy-map - Z & S& @ Zdu|Jzf|o|M 2 7|2 M2 2 Hu|Jgo|MS
FE AR LICH

X4=H oOH
o= H

rr
fjo

ci scoasa#show running-config policy-map
|
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi num 512
policy-map type inspect ftp FTP_I NSPECT_POLI CY
par anet er s
mask- banner
mask-syst-reply
class FTP_Block_Site
reset |og
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdntp
nspect ftp strict FTP_I NSPECT_POLI CY

!
- show running-config service-policy - T3xH &2l Q| 2 & AMH|A M2 ZHn|TJ8o[MME EAIE
L|Ct.

ci scoasa#show running-config service-policy
service-policy global _policy gl oba

=X =
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ZAALQlTlo] ECfEE HAAStT SHI2H ECiE S 585t HLE A X=X & l5t7| 2/3H show
service-policy B&2 ALSE = U&LCt

Ci scoasaf#fshow service-policy

G obal policy:
Service-policy: global_policy
Cl ass-nmap: inspection_default
I nspect: dns preset_dns_nap, packet 0, drop O, reset-drop O
I nspect: h323 h225 _default_h323_map, packet O, drop O, reset-drop O
I nspect: h323 ras _default_h323_nap, packet 0, drop O, reset-drop O
I nspect: netbios, packet 0, drop 0, reset-drop O
I nspect: rsh, packet 0, drop 0, reset-drop O
I nspect: rtsp, packet 0, drop O, reset-drop O
I nspect: skinny , packet 0, drop 0, reset-drop O
Inspect: esntp _default_esntp_rmap, packet O, drop O, reset-drop O
I nspect: sqlnet, packet O, drop O, reset-drop O
I nspect: sunrpc, packet O, drop O, reset-drop O
Inspect: tftp, packet 0, drop O, reset-drop O
Inspect: sip , packet 0, drop O, reset-drop O
I nspect: xdncp, packet 0, drop O, reset-drop O
Inspect: ftp strict FTP_I NSPECT_POLI CY, packet 40, drop O, reset-drop 2

#ed HE

- ASA/PIX 8.x:MPF Zix|agj|o|4do| ZEIEl M AIE AIE510{ 53 2l AIO|E(URL) RHE o

- PIX/ASA 7.x O|&:MPF Z1I|1 20| ol & AL& 35104 P2P(Peer-to-Peer) % IM(Instant

Messaging) Eci¥ XtH
- PIX/ASA 7.x:Enable FTP/TFTP Services 71T 10| o
. OjZF (70|44 Bllojo{ TEER HAM XE
. Cisco ASA 5500 Series Adaptive Security Appliances - X| ¥
. Cisco ASDM(Adaptive Security Device Manager)
. Cisco PIX 500 Series = 9 0{&2}0[HA - x|}
. Cisco PIX Firewall Software - X| &
. Cisco PIX Firewall Software 32 &=
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