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ASA# sh run

ASA Version 8.0(2)

|

! -—- Specify the hostname for the Security Appliance.
hostname ASA enable password 8Ry2YjIyt7RRXU24 encrypted
names ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 nameif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 nameif DMZ security-level 100 ip
address 172.16.1.2 255.255.255.0 ! interface Ethernet0/2
nameif outside security-level 0 ip address 192.168.1.1
255.255.255.0 !--- Output is suppressed. passwd
2KFQNbNIdI.2KYOU encrypted boot system disk0:/asa802-
k8.bin ftp mode passive access-1list 101 extended permit
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 /---
Radius Attribute Filter access-list new extended deny ip
any host 10.1.1.2

access-list new extended permit ip any any

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500
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mtu dmz 1500

ip local pool vpnclientl 192.168.5.1-192.168.5.10 mask
255.255.255.0

no failover
icmp unreachable rate-limit 1 burst-size 1

!--- Specify the location of the ASDM image for ASA to
fetch the image for ASDM access. asdm image disk0:/asdm-
613.bin no asdm history enable arp timeout 14400 global
(outside) 1 192.168.1.5 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 route outside 0.0.0.0
0.0.0.0 192.168.1.2 1 timeout xlate 3:00:00 timeout conn
1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:00 timeout sip 0:30:00 sip_media
0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute dynamic-access-policy-
record DfltAccessPolicy !--- Create the AAA server group
"vpn" and specify the protocol as RADIUS. !--- Specify
the CSACS server as a member of the "vpn" group and
provide the !--- location and key. aaa-server vpn
protocol radius

max-failed-attempts 5
aaa-server vpn (DMZ) host 172.16.1.1

retry-interval 1

timeout 30

key ciscol23
http server enable
http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup
linkdown coldstart

!--- PHASE 2 CONFIGURATION ---! !--- The encryption
types for Phase 2 are defined here. !--- A Triple DES
encryption with !--- the sha hash algorithm is used.

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac

!--- Defines a dynamic crypto map with !--- the
specified encryption settings. crypto dynamic-map
outside_dyn _map 1 set transform-set ESP-3DES-SHA

!--- Binds the dynamic map to the IPsec/ISAKMP process.
crypto map outside_map 1 ipsec-isakmp dynamic
outside_dyn_map

!--- Specifies the interface to be used with !--- the
settings defined in this configuration. crypto map
outside_map interface outside

!--—- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are

used. crypto isakmp enable outside

crypto isakmp policy 2
authentication pre-share
encryption 3des
hash sha
group 2




lifetime 86400

no crypto isakmp nat-traversal

telnet timeout 5
ssh timeout 5
console timeout 0
threat-detection basic-threat
threat-detection statistics access-1list
!
class-map inspection_default
match default-inspection-traffic
!
!
policy-map type inspect dns preset_dns_map
parameters
message-length maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
!
service-policy global_policy global
!
group-policy DfltGrpPolicy attributes
vpn-tunnel-protocol IPSec webvpn
group-policy GroupPolicyl internal
!--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (VPN) with the tunnel group. tunnel-group
TunnelGroupl type remote-access tunnel-group
TunnelGroupl general-attributes
address-pool vpnclient
authentication-server-group vpn

!--- Enter the pre-shared-key to configure the
authentication method. tunnel-group TunnelGroupl ipsec-
attributes pre-shared-key * prompt hostname context
Cryptochecksum:e0725ca9ccc28af488ded9eel36b7822d : end
ASA#
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Olg{&r OH7HHd = true@l ZA<0i B LIEFELICH 7 A
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(Group Setup|
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Group [ 1 WPN (1 user) ;j

lUsers in Group IIEdit SEttir‘IQSU
Fename Group

& Ol&
0| & A4 oo|x| 2ol LEEH LTt

3. IEFT RADIUS Attributes(IEFT RADIUS §4)2 A3 E&LICHZF IETF RADIUS §-/doil CHaH
X 2ol HEHS FoialoF & LICL[011] Filter-Id S430| & QIZH2 MEE OIS EEQO| &Y
ofl CHEt HEt £ 0404 A ASA H2| ACL O|F(M)S F7t&FLICEHASA show running
configuration E21 2 X3 A A2
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™ [006] Service-Type

iﬁuthenti:ate only _:j
™ [007] Framed-Protocol
;Mcend PP :j
I~ [009] Framed-IP-Netmask
[0.0.0.0
™ [010] Framed-Routing
r e =

¥ [D11] Filter-Id
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LF [012] Framed-MTU (64, .65535)

4. 43 5*5 I8 MY XMEStD A MEsteiH A& 2 HES ZF2FLICLED: 28 8™
2 Mot LB MEste{H ME2 FE[ELCHHEE AE S FE ZEHI7t &I System
Configuration(A|AE] Z11|12{|0| M) > Service Control(MH|A AMof)& MEYEFLICH O™H CHS
Restart(RHA|ZH) & AMEHEFL|CT

CtS& & QlIRrL|Ct.
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Output Interpreter E?(%%E.J Dk ) (OIT) = S show BHE X|HELICHOITE AHE 5104
show BHE £39| 2MZ FLCt.
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. show crypto isakmp sa - I|0{2]

ciscoasa# sh crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1

1 IKE Peer: 192.168.10.2
Type : user Role : responder
Rekey : no State : AM_ACTIVE
ciscoasa#

- show crypto ipsec sa - $1&ll SAUIM A St= MHE EAIELICH

ciscoasa# sh crypto ipsec sa

interface: outside

Crypto map tag: outside_dyn_map, seq num: 1,
local addr: 192.168.1.1

local ident (addr/mask/prot/port):
(0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
(192.168.5.1/255.255.255.255/0/0)

current_peer: 192.168.10.2, username: cisco

dynamic allocated peer ip: 192.168.5.1

#pkts encaps: 65, #pkts encrypt:
65, #pkts digest: 65

#pkts decaps: 65, #pkts decrypt:
65, #pkts verify: 65

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 4, #pkts comp failed:
0, #pkts decomp failed: 0

#pre-frag successes: 0, #pre-frag failures:
0, #fragments created: 0

#PMTUs sent: 0, #PMTUs rcvd: O,
#decapsulated frgs needing reassembly: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.1.1,
remote crypto endpt.: 192.168.10.2

path mtu 1500, ipsec overhead 58,
media mtu 1500
current outbound spi: EEF0EC32

inbound esp sas:
spi: 0xA6F92298 (2801345176)
transform: esp-3des esp-sha-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 86016, crypto-map:
outside_dyn_map
sa timing: remaining key lifetime (sec):
28647
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxXEEFOEC32 (4008766514)
transform: esp-3des esp-sha-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 86016, crypto-map:
outside_dyn_map
sa timing: remaining key lifetime (sec): 28647
IV size: 8 bytes

&%l IKE SA(Security Associations)& 25 FEA|



replay detection support: Y

ArERH/OE CHsll CHREE 7ts8 ACL

A& X} Ciscool il CH2 2E 748 ACLE QIR LICHACL2 CSACSHIM CH2 2= FLICH

ciscoasa(config)# sh access-list
access-list cached ACL log flows: total O,
denied 0 (deny-flow-max 4096)
alert-interval 300
access-1list 101; 1 elements
access-list 101 line 1 extended permit ip 10.1.1.0 255.255.255.0
192.168.5.0 255.255.255.0 (hitcnt=0) 0x8719a4l1l

access-list #ACSACL#-IP-VPN_Access-49bf68ad; 2 elements (dynamic)

access-list #ACSACL#-IP-VPN Access-49bf68ad line 1 extended permit
ip any host 10.1.1.2 (hitcnt=2) 0x334915fe

access-list #ACSACL#-IP-VPN Access-49bf68ad line 2 extended deny
ip any any (hitcnt=40) 0x7c718bdl

EE IDACL

F

ofr

0

[011] Filter-Id7} Group - VPNOI| M E|{o M 2 & 9| AFRKH= ASAC & O|E ACL(M
2t e 3 Eu .

)0d| CCh

0

ciscoasa# sh access-list
access-1list cached ACL log flows: total 0,
denied 0 (deny-flow-max 4096)
alert-interval 300
access-1list 101; 1 elements
access-1list 101 line 1 extended permit ip 10.1.1.0
255.255.255.0 192.168.5.0 255.255.255.0
(hitcnt=0) 0x8719a4ll
access-list new; 2 elements
access-list new line 1 extended deny ip
any host 10.1.1.2 (hitcnt=4) 0xb247fec8
access-list new line 2 extended permit ip any any
(hitcnt=39) 0x40e5d57c
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- clear [crypto] ipsec sa - &4 IPSec SAE A A& L|C}.crypto 7| HEE MEH AL ILICEH
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- clear [crypto] isakmp sa - &4 IKE SAE AMA|EFLICt crypto 7| E = MEH AFEQILICH

24 4 EH

Output Interpreter _._-_rL(%EE._l T8k ) (OIT)= £ show BHEE X[HELICHOITE AHE5H0d
show BH £ 9| EME FLIC}.

11 debug BHBE Ar85t7| 2ol ClH BEHol| Ciet 2 HEE HESHAAR.

- debug crypto ipsec 7 - 2Et7H| 2] IPSec &2 EAIRLICEH
- debug crypto isakmp 7 - 1A 2| ISAKMP & &2 EAlgfLct
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- Cisco ASA 5500 Series Adaptive Security Appliances & # X
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- Cisco Adaptive Security Device Manager

. IPsec HA/IKE Z2E & X|¥ H0|X|

. Cisco VPN EC}0|HE x| HO[X]

- Windows& Cisco Secure Access Control Server

- RFC(Request for Comments)
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