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FTD O|0|X[7} 5506/08/1601 Mx|El Z< &2l QIE{H 0|A = Management1/12 E A|ELICH
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FTD 2&0i 2dst T oS BES AdeLict

<#root>
>
show t ech- support

----------------- [ BSNS-ASA5508-1 J-------n-=-=-mm-

Model : Cisco ASA5508-X Threat Defense (75) Version 6.1.0 (Build 330)
uuib : 04f55302-a4d3-11e6-9626-880037a713f3

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Tue 23-Aug-16 19:42 PDT by builders
System image file is "diskO:/os.img"
Config file at boot was "startup-config"

firepower up 13 hours 43 mins

Hardware: ASA5508, 8192 MB RAM, CPU Atom C2000 series 2000 MHz, 1 CPU (8 cores)
Internal ATA Compact Flash, 8192MB

BIOS Flash M25P64 @ Oxfed01000, 16384KB

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Number of accelerators: 1

1: Ext: GigabitEthernetl/1 : address is d8b1.90ab.c852, 1irq 255
2: Ext: GigabitEthernetl/2 : address 1is d8b1.90ab.c853, 1irq 255
3: Ext: GigabitEthernetl/3 : address is d8bl.90ab.c854, irq 255
4: Ext: GigabitEthernetl/4 : address is d8b1.90ab.c855, irq 255
5: Ext: GigabitEthernetl/5 : address is d8bl.90ab.c856, irq 255
6: Ext: GigabitEthernetl/6 : address is d8b1.90ab.c857, irq 255
7: Ext: GigabitEthernetl/7 : address is d8b1.90ab.c858, 1irq 255
8: Ext: GigabitEthernetl/8 : address is d8b1.90ab.c859, irq 255
9: Int: Internal-Datal/1l : address is d8b1.90ab.c851, irq 255
10: Int: Internal-Datal/2 : address is 0000.0001.0002, irq O
11: Int: Internal-Controll/1 : address is 0000.0001.0001, irq O
12: Int: Internal-Datal/3 : address is 0000.0001.0003, irq O
13:
Ext: Managenent 1/1 : address is d8bl.90ab.c851, irq O

14: Int: Internal-Datal/4 : address is 0000.0100.0001, irq O



ASA5512-X

<#root>
>
show t ech- support

------------------- [ FTD5512-1 J-----m-mmmmmmmmmmo -

Model : Cisco ASA5512-X Threat Defense (75) Version 6.1.0 (Build 330)
uuib : 8608e98e-f0e9-11e5-b2fd-b649ba0c2874

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Fri 18-Aug-16 15:08 PDT by builders
System image file is "diskO:/os.img"
Config file at boot was "startup-config"

firepower up 4 hours 37 mins

Hardware: ASA5512, 4096 MB RAM, CPU Clarkdale 2793 MHz, 1 CPU (2 cores)
ASA: 1764 MB RAM, 1 CPU (1 core)

Internal ATA Compact Flash, 4096MB

BIOS Flash MX25L6445E @ Oxffbb0000, 8192KB

Encryption hardware device: Cisco ASA Crypto on-board accelerator (revision 0x1)

Boot microcode : CNPx-MC-B0O0OT-2.00
SSL/IKE microcode : CNPx-MC-SSL-SB-PLUS-0005
IPSec microcode : CNPx-MC-IPSEC-MAIN-0026

Number of accelerators: 1
Baseboard Management Controller (revision 0x1) Firmware Version: 2.4

0: Int: Internal-Data0/0 : address is a89d.21ce.fde6, irq 11
1: Ext: GigabitEthernet0/0 : address is a89d.2l1ce.fdea, irq 10
2: Ext: GigabitEthernet0/1 : address is a89d.2l1ce.fde7, irq 10
3: Ext: GigabitEthernet0/2 : address is a89d.2lce.fdeb, irq 5
4: Ext: GigabitEthernet0/3 : address is a89d.21ce.fde8, irq 5
5: Ext: GigabitEthernet0/4 : address is a89d.2lce.fdec, irq 10
6: Ext: GigabitEthernet0/5 : address is a89d.2l1ce.fde9, irq 10
7: Int: Internal-Control0/0 : address 1is 0000.0001.0001, irqg O
8: Int: Internal-Data0/1 : address is 0000.0001.0003, irq O
9: Ext: Management0/0 . address is a89d. 21ce.fde6, irq O
2| QIE{m| o|A o 7|=I R
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>

configure network ipv4 manual
Setting IPv4 network configuration.
Network settings changed.

>
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ARP Inspection

Banner

Fragment Settings
e HTTP

ICMP

Secure Shell

SMTP Server

SHNMP

Syslog

Timeouts
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<#root>
<#root> firepower#
> show interface ip brief

show net wor k

Managementl/1 192.168.1.1 YES unset up u

=======[ brl J======= .

State : Enabled firepower#

Channels : Management & Events show run interface ml/1

Mode :

MDI/MDIX : Auto/MDIX

MTU : 1500 !

MAC Address : 18:8B:9D:1E:CA:7B interface Managementl/1

—————————————————————— [ IPv4 ]----- management-only

Configuration : Manual nameif diagnostic

Address : 10.1.1.2 security-level 0

Netmask : 255.0.0.0 ip address 192.168.1.1 255.255.255.0

Broadcast : 10.1.1.255

—————————————————————— [ IPv6 ]-----
& 2 - FMC GUIO A
Devices(E|HO|£) > Device

4 2 - FMC GUIOHIA Management(C|HFO|A #E2))2 O[S & LIC]

Devices > Device Management > Device > Management |ledit(T1Z]) HHE & MEHS T Interfaces(2/E
Ho|A)E o|SELCH




*FTD 6.1 A2 Ao M eh5 8t LHE.

Routed Mode Deployment

We recommend that you do not configure an IP address for the Diagnostic interface if you do not have an inside
router. The benefit to leaving the IP address off of the Diagnostic interface is that you can place the Management
interface on the same network as any other data interfaces. If you configure the Diagnostic interface, its IP address
must be on the same network as the Management IP address, and it counts as a regular interface that cannat be on
the same network as any other data interfaces. Because the Management interface requires Internet access for
updates, putting Management on the same network as an inside interface means you can deploy the Firepower
Threat Defense device with only a switch on the inside and point to the inside interface as its gateway. See the

following deployment that uses an inside switch:

FTD 2Z

=2 A1 20O
st 2E O|0[E QEHO[AE AAE AT £ USLICHTIE 8. 0| B2 YHEEl=

syslog HIA[X|2] 04

- A8X7H BHUE MHoIM FTD 228 T4I51H FTDE Syslog HIAIXI(7|ZE ASAS SY)E

May 30 2016 19:25:23 firepower : %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1

- HFH ACP(Access Control Policy) & ol 2Z0| & 435tE B2 FTD= br1 =23 QIE{m|
O|AE Sdfl 0|28 238 £AZ AIMELICL 23& FTD br1 52| QIE{H| 0| A 0 A AlZfg
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Connection Events

10.48.35.160 (Syslog) Connection Events
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10.48.23.71

I
Sysiog server bril
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122 ASA-Engine logs .6
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firepower 6.1 HHE E{ ASA5500-X 0{1Z2+0|dA 0] A X|E FTD= FMC(Off-Box Management) 55
£ FDM(Domain Device Manager)(On-Box Management)2 S3ll Z2I& & Ql&LiCh

FDMO{M C|HIO|AE #E|5t= B2 FTD CLISHL| £3:

<#root>
>
show nanagers

Managed locally.
>

FDM2 br1 =2|M QW 0|AE ASFLICH ol CHE1 20| AlZfate 4 &Lt

FTD CLISH
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Interface 3 | g Routing Updates Systam Settings

Connected There are no routes yet. Managerent fSccess List

Logging Settings

3 Enabled > Craate the firetl static routs ¥ View Configuration 3 DHOR Server
DS Sarver
I Device Managerment IP ]
atfran]rs i 0 o= SR KSEC-ASASS
=3 -
CI5CO banitaring Policies Objects

= Dance Dashboand

Configure Device Management IP

System Settings +

Management Acoess List

Lopging Settings CONFIGURE IPV4

Pl Address
DHCP Server 10.62.148.29
DMNS Sarvar

Metweork Mask
Devios Management ' 265.255.255.128
Heoatriarmss

Gatewsay
NTP

10621481

Traffic Settings

FTD Firepower 5t=%{|01 0{Z2t0|1A 9| 2| QIE{H O|A
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<#root>
>

show net wor k

[ System Informat1on ]

Hostname : ftde23
Domains : cisco.com
DNS Servers : 192.168.200.100
8.8.8.8
Management port : 8305
IPv4 Default route
Gateway 1 10.62.148.129
[
managenent 0
1
State : Enabled
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 70:DF:2F:18:D8:00
—————————————————————— [ IPV4 J------—— -
Configuration : Manual

Address
Netmask

: 10.62.148.179
1 255.255.255.128



Broadcast : 10.62.148.255
—————————————————————— [ IPV6 J------—--———mmm -
Configuration : Disabled

>

connect fxos

Cisco Firepower Extensible Operating System (
FX- Cs

) Software

firepower#
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Platform Settings

Overview Interfaces RTINS Security Engine

- FTD Standalone Status: ok
Application Version Management 1P Gateway
= FTD 6.1.0.330 10.62.148.84 10.62.148.1
Ports: Attributes:

Cluster Operational Status : not-applicable

Data Interfaces: Ethernetl/2 Ethemetl/4 Firepower Management 1P : 10.62.148.84
Managemeént URL

uuiD

Ethernet1/5

: hitps: fksec-fstk-1.cisco.com/
: 655f5a40-854¢-1126-9700-cdcd5c01b288

System  Tools

Help  admin

& Refrash

Management Port

Ethemet1/3 @ onire it @

FMCOH M= QIE{H 0| AT} diagnosticR 2 E A|ElLICH. p3



Overview Analysis Policles Objects AMP

Device Management NAT VPN QoS Platformm Settings
FTD4100
Coco Ferepovwsr 4140 Theeat Dwfongs
Deevices  Routing Inline Sets DHCP
|
a8 Ethematl/2 Physical
e Ethermatl/d chagrsaila Physical
0 i Ethesmatl/d Fhysical
o Ethamatl/s Physical
CLI el
<#froot>
FP4100#

connect nodule 1 console

Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI
>
>

show i nterface

. output omitted ..

Interface
Et hernet 1/ 3 "di agnosti c"

, is up, line protocol 1is up
Hardware is EtherSVI, BW 10000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.3e0e, MTU 1500
IP address unassigned
Traffic Statistics for "diagnostic":
1304525 packets input, 63875339 bytes
0 packets output, O bytes
777914 packets dropped
1 minute input rate 2 pkts/sec, 101 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 1 pkts/sec



5 minute input rate 2 pkts/sec, 112 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 1 pkts/sec
Management-only interface. Blocked 0 through-the-device packets

.. output omitted ..
>
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