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Monitoring = ASA FirePOWER Monitoring = Real Time Eventing

rReal Time Eventing

Filter

Rule Action=Allow *

Wl Pause Refresh Rate | 5 seconds ~| 1/25/16 9:11:25 AM (IST)
Receive Times Action First Packet Last Packet Reason
1/25/16 9:09:50 AM Allow 1/25/16 9:09:48 AM 1125116 9:09:49 AM
{ID Wiew details
1{25;15 Q:07:36 AM Allow 1.."25_."1,_ R ] It 9:07:03 AM
1/25/16 9:07:07 AM Allow 1/25/16 9:07:06 AM  1/25/16 9:07:06 AM

Monitoring > ASA FirePOWER Monitoring > Real Time Eventing

Real Time Eventing

Initiator Responder Edit
Initiator IP 192.168.20.3 |\ Responder IP 10.106.44.5F
Initiator Country and ':ﬁitelist MNove Responder Country and

Continent Blacklist Mow Continent

Source Port/ICMP Type 60297 Destination Port/ICMP 42153
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Security Intelligence for Network List / Feed

MName: Custom_Feed |
Type: List > |
Upload List: C:\fakepath\Custom_IP_Feed. [ Browse... ]

Security Intelligence for Network List / Feed 7 %

MName: Customn_Metworl_Feed

Type: Feed 7
Feed URL: http://192.168.30.1/blacklist-IP.txt

MDS URL: (optional)

Update Frequency: | 30 minutes A

| Store ASA FirePOWER Changes || cancel |
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Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy

ASA
DEfaUIt A”OW A” Trafﬁc You have unsaved changes
B ] Status: Folicy Up-to-date on device
Identity Policy: MNone SSL Policy: Default SSL Policy
Rules I Security Intelligence I HTTP Responses I Advanced
Available Objects ¢ &3 Available Zones & DMS Policy: Default DNS Policy [
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File View Tools Wizards Window Help

@) Home is%tmﬁgwamn &, hﬁnmtmﬂia—uepm QO refresh O sack () Forward | ? I-ll.z

Device List o I el}eplﬂy FirePOWER Changes Ctrl+D
& add [ Delete & Connect

Save Running Configuration to Flash  Ctrl+5

T e bR T

Deploy Policies Version:2016-01-05 09:09 AM

& System Policy: Default
D sensor Policy: firepower

D Access Control Policy: Default Allow All Traffic

Y E-Intrusmn Policy: Balanced Security and Connectiviby
D |-Intrusion Policy: IPS_Palicy
& - DNS Policy: Default DNS Palicy

: 5.4.x Apply ASA FirePOWER Changes(ASA FirePOWER ) .

: Monitoring() > ASA Firepower Monitoring(ASA Firepower ) > Task Status( ) .
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~Real Time Eventing
IEI ‘ All A\'[E'J]FirePDWER Events ‘ Connection | | Intrusion ‘ File || Malware File || Security Intelligence
Filter
| Wl Pause RefreshRate | 5 seconds ~ | 2/9/16 1:03:31 PM (15T)
Receive Times Action First Packet Last Packet Reason Initiator IP Responder IP
2/9(16 1:01:48 PM Block 2/3/16 1:01:47 PM IP Block 152.168.20.3 184.26.162.43
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Configuration > ASA FirePOWER Configuration > Object Management > SecurityIntelligence > Network Lists and Feeds
|_ Update Feeds | | (&) Add Network Lists and Feeds | , Filter

MName Type
Cisco-Intelligence- Feed
Last Updated: 2016-02-08 10:03:14 e &
Custom_Feed Feed &
Global-Blacklist List &

List e

Global-Whitelist
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