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p El: AI8 7t M2 23 Z&LICH. Self Signed Certificate - Generate a new certificate
locally(AKtA| ME I M - EZH0IAM M 2B A 44), SCEP - Use Simple Certificate
Enroliment Protocol to obtain a certificate from a CA(SCEP(EH= QIBM S8 ZZEE AR
), Manual(=+S) - Root and Identity certificate(FE L ID 21EX) =& MA%|, PKCS12 -
Upload encrypted certificate bundle with root(F E, ID 2! 712! 7|2 5t El QIBA HE A
2E)
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Add Cert Enroliment (7]
Name*
‘ ftdcert |
Description
CA Information Certificate Parameters Key Revocation

Enrollment Type: | PKCS12 File v ‘
PKCS12 File*: | Tcoutrie-ftd2.p12 | Browse PKCS12 File
Passphrase: I ........ @

| | Skip Check for CA flag in basic constraints of the CA Certificate
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Remote Access VPN Policy Wizard
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Create Certificate signing request

X Certificate and Key management

Source Extensions Key usage Metscape Advanced

Distinguished name

Internal name organizationName

country Name organizationalUnitName

stateOrProvinceName commonMName Cisco_[Test

localityName emailAddress

Type Content Add
Delete
Private key
Cisco_Test_1 (RSA:2048 bit) B Used keys too Generate a new key

S 1 o] EMUIME QB M| CNE A

3EHA|. CSRE A& ELICH.
a. CSR LHE L 7|

b. CA0l|l CSR2 MZ&35t04 M QIS A &H7|

FSELich

Cancel
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| Internal name & commentame Sgrwd
1;* Cisco_Test Cisco_Test n d New Request
Import
Show Details
Delete
|
|
|
|
|
e /\;.,}
-
1| /b aodby

S

% 1: CSRe| PEM EAIS AL ELICT

2ot R0l ER]

1EtAl. 26 ClHtolA0f ClHHO|A QIS ME F7hefLCH
2EHA|. Anyconnect O Z2|71|0|M1t QIS ME SR stod Ml 215 A ol EZ 2|70l E FIHELICH

A

of: =

S2 |5t240H AL AF7L QIBME 28 Z2 I3 Z K}l ok FLich. MDME S
FAE=

Mx
S Mol MEE[X| et&LICH

2

2
2l



Duplicate

Move

Delete

Info

Quick Look

Tags

Rename

3CtAHl PKCS12 T 9| QI M HIZHS & =24gfLct.
4EHA[ Anyconnectol| A M @122 MdgfLct

5%H7|. Connections(23Z3) > Add VPN Connection(VPN 9172 £7H2 2 0|5 &fL|C}.



AnyConnect VPN Connections

ﬁ PRIMARY VIRTUAL PRIVATE NETWORK

AnyConnect VPN 3 CALO @
— ——--“> Enabled
~Connections CALO > _,
HOMEIKE @
Details Disconnected
HOMEIKE-IN @
HOMESSL-IN @
GEMNERAL
Settiigs HomelPEC-IN @
Diagnostics HomelPSEC @
— HomeSSL @
rtp-vpn-cluster.cisco.com @
( Add VPN Connection... )

i
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£ Advanced Select Certificate

Disabled
Selecting this eption will disable certificate authentication,

Automatic

This will automatically select a certificate for authentication.

Noblesse_IPAD
lssuer: DMsliders-TCOUTRIE-SRV-CA
Expiration Date: Apr 25, 2022 11:00: 28
Cisco_Test

v Issuer; DMsliders-TCOUTRIE-SRV-CA

Issuer: DMsliders-TCOUTRIE-SRV-CA

Expiration Date: Apr 25, 2022 11:04: 38
Noblesse_IPAD
Issuer; DMsliders-TCOUTRIE-SRV-CA

Expiration Date: Apr 25, 2022 00:42:05

9EtA|. CHA| Connections and test(®1Z2 & EHIAE)Z 0|SEfLICEH
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AnyConnect FTD

B PRIMARY VIRTUAL PRIVATE NETWORK
"y
AnyConnect VPN ( )| Status Connected
Connections FTD Statistics
Bytes Received
Details Connected ¥
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Tcoutrie-FTD3# show vpn-sessiondb detail Anyconnect

Username : Cisco_Test Index : 23

Assigned IP : 10.71.1.2 Public IP : 10.118.18.168

Protocol : Anyconnect-Parent SSL-Tunnel DTLS-Tunnel

License : Anyconnect Premium, Anyconnect for Mobile

Encryption : Anyconnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hash : Anyconnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384
Bytes Tx : 8627 Bytes Rx : 220

Pkts Tx : 4 Pkts Rx : O

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : SSL Tunnel Group : SSL

Login Time : 13:03:28 UTC Mon Aug 2 2021

Duration : Oh:01m:49s



Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0a7aa95d000170006107ed20
Security Grp : none Tunnel Zone : 0

Anyconnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

Anyconnect-Parent:

Tunnel ID : 23.1

PubTlic IP : 10.118.18.168

Encryption : none Hashing : none

TCP Src Port : 64983 TCP Dst Port : 443

Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS : apple-ios

Client OS Ver: 14.6

Client Type : Anyconnect

Client Ver : Cisco Anyconnect VPN Agent for Apple iPad 4.10.01099
Bytes Tx : 6299 Bytes Rx : 220

Pkts Tx : 2 Pkts Rx : O

Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID : 23.2

Assigned IP : 10.71.1.2 Public IP : 10.118.18.168
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1l.2 TCP Src Port : 64985

TCP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS : Apple i0S

Client Type : SSL VPN Client

Client Ver : Cisco Anyconnect VPN Agent for Apple iPad 4.10.01099
Bytes Tx : 2328 Bytes Rx : 0

Pkts Tx : 2 Pkts Rx : 0O

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID : 23.3

Assigned IP : 10.71.1.2 Public IP : 10.118.18.168
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 51003

UDP Dst Port : 443 Auth Mode : Certificate

Idle Time Out: 30 Minutes Idle TO Left : 28 Minutes
Client OS : Apple i0S

Client Type : DTLS VPN Client

Client Ver : Cisco Anyconnect VPN Agent for Apple iPad 4.10.01099
Bytes Tx : 0 Bytes Rx : 0

Pkts Tx : 0 Pkts Rx : 0O

Pkts Tx Drop : O Pkts Rx Drop : O
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Debug crypto ca 14
Debug webvpn 255

Debug webvpn Anyconnect 255

24Z40| SSLO| ot IPSECRI B

Debug crypto ikev2 platform 255
Debug crypto ikev2 protocol 255

debug crypto CA 14

Anyconnect 2 H o £ E|7i[0|M o 2.

Diagnostic(ZI=) > VPN Debug Logs(VPN C|H{1 21) > Share logs(21 /)& O|S & LICtH.



AnyConnect Diagnostics

a PRIMARY VIRTUAL PRIVATE NETWORK

AnyConnect VPN VPN Debug Logs O
Connections Asal 1’1:—.:;—__ >
%—_
Details Disconnected System Information
Share Logs...
GENERAL Customize Debug Logs
Settings
’;i:;:t_);ti s ) Certificates
\--___
About Profile
Localization

TIr
CISCO
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33 ChS Send(ELH7I) > Share with(2%)Z O|S & L|CH.



Cancel Share Logs

Please describe the problem and stepstor Email logs to
following fields.

Administrator

PROBLEM

Test Cisco

STEPS TO REPRODUCE

Test

The data sent is for diagnostic purposes only and may contain information
about configured connections, as well as server and endpoint identities, IP
addresses, and username. This data will appear to come from the email
address you specify and will not be used for marketing or advertising
purposes.
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