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ci scoasal/act/pri# show fail over state

State Last Failure Reason Date/Tinme
This host - Primary
Active None
O her host - Secondary
Fai |l ed Conm Failure 02:39:43 UTC Jan 10 2022

====Configuration State===
Sync Done - STANDBY
====Conmuni cati on State==

Hx g%

ci scoasa2/ act/sec# show fail over state

State Last Failure Reason Date/Tine

Thi s host - Secondary

Active None

O her host - Primary

Fai | ed Comm Failure 02:39:40 UTC Jan 10 2022

====Configuration State===
Sync Done

Sync Done - STANDBY

====Conmuni cati on State==
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VMACE CtE1 Z0| 2IE{mo|A0) EFHEIRA2H, Ol= mac F4 El|0|E&E €A Olag = J=S
ot7| sl = E[RA&LICH

I nside (Q&0/2) : Active MAC - 00cl. 1000. aaaa
St andby MAC - 00cl. 1000. bbbb

Qutside (Q0/4) : Active MAC - 00cl. 2000. aaaa

St andby MAC - 00cl. 2000. bbbb

&1 VMACO| FEEIX| ef2 Ed2 gd ClHtolas T4 7|8 7% 2E{m 0|20 CHEH
MACE At&3tH ABIHIO|= EX MACE AHE&LICH.

HAZI H& 2l 82 £2[x|e] MAC =4 E|O|=:

Swi t ch#show nmac address-tabl e

Mac Address Tabl e

100 00cl. 1000. aaaa DYNAM C G 1/0/5
100 00cl. 1000. bbbb DYNAM C G 1/0/1
300 00cl. 64bc.c508 DYNAM C G 1/0/ 4
300 00d7. 8f38.8424 DYNAM C G 1/0/ 8
200 00cl. 2000. aaaa DYNAM C G 1/0/7
200 00c1. 2000. bbbb DYNAM C G 1/0/ 3
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LULZ : Is the
status/protocol for Failover LAN
interface on both the units UP?
show interface ip brief

L3 : Can both the
units ping each other over the
Failover Link?

Is latency between the two
units greater than 10 ms?

Yos—p-

Mo

rThe link on both the units has to be UP. Comman

reasons for connection to be down include;

= Failed/Shut interface of an intermediate device.
Check intermediate device if any

= |ssue with physical cabling or Interface failure.
Check Physical connections. If possible replace
cables/sfp

Apply captures an both the units for protocol 105
for failover link interface, Eg:

cap test interface fover match ip any any

You should see protocol 105 packets in the above
capture between the Primary and Secondary Unit
{Refer Picture 2) . You will see ESP packets Incase
IPSec Encryption is enabled on failover interface.

In case you see only one way traffic on both/fone of
the boxes:

= Check "show blocks" to verify if Memory Block
1550 has been depleted

= Check the mac address-table (show mac
address-table) on the intermediate L2 device, if
any. Verify the mac addresses are being correctly
learnt

= Another quick way to verify connectivity is by
running the show failover command for both the
units. A “normal” status on each interface indicates
that the keepalive packets are correctly received

l

To check for latency ping peer firewalls failover
interface. Usually the round-trip time/2 is a good
indicator of peak and average latency. For more
accurate readings capturtes on failover interface
from both units can be exported and compared

Latency between the two units in a Failover Pair
needs to be under 250ms. [1s Recomended to keep
latency under 10ms

Though chances of latency causing Splitbrain
scenario are less, high latency can cause
intermittent failovers and impact failover
performance in genral

Your problem is not a common problem. Refer to "Data to be
shared with TAC" and Open a Service Request

QOutage Caused due to Split-Brain”

Post collection of data you can refer to Chart "Recover Network for
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