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. X509 21& M

MBElE 78 24
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. Cisco ASA A~ Z E2Jo{ A 9.12(3)9
. Cisco ASDM A Z EQ|o{ {71 7.12.2
- Windows 10(Cisco AnyConnect Secure Mobility Client EHZ1 4.8.03036)
#1: AnyConnect VPN & HiE I 7| X|(anyconnect-win*.pkg or anyconnect-macos*.pkg) Cisco Software

Download(S& &l 1240t ) AnyConnect VPN ZCI0|Q1EE M3 ALK AFE{0f CI2
28 ASAQ| ZCHA| HIZ 2|0l S A0 ASARES| SSL VPN 9Z2S MAELICH REAMISH LY
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5t Arse 2 40| ZLCH

OS/o & |7 0|4 A HM T AE
ASA 9.01

ASDM 7.10.1

Windows AnyConnect B{7 4.7.00136

macOS AnyConnect EH7™ 4.7.01076

Linux XIHE[X]| b2

#el B A

AnyConnect VPN Of|O|THE MH|AE A|AR] 828 Al RIS2 2 AZHEL|CH 22| HE 7|50[ (*E]
VPN Z2 L2 Sdlf) &95tEl 1A BHXISIEE & 22to|HE ofZ2(AH 0| AlEFsto{ EE| H
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/content/en/us/td/docs/security/asa/asa912/configuration/vpn/asa-912-vpn-config/vpn-anyconnect.html

- AnyConnect AtEX X|H A3 B E&= X|HE|X| §f&LICH

I RHAIE LIS 2 22| VPN EHE HEE FHASAAR.

O] MlMoi| M= Cisco ASAE VPN HO|ES| 0|2 +4435104 AnyConnect Z2+0|21E 04 A 2| VPN
E{d2 Sl A4S +ast= Yol cHal A™EhLIct

ASDM/CLIE &8k ASA Zu|1d|o|M

1EHA]. AnyConnect 215 Mg MMEFLICH B M configuration > Remote Access VPN > Network (Client)

Access > Group Policies. =1 E—! Add.

#1: AnyConnect 2| E{'0{|2t AFE /= Af AnyConnect 1 & HHME ddst= X0l E&
LICH.
& Ho Dw nitgring [Esaeokefmn Os«ck ) 9 Help | Type tapic 'é'.';'é'.';
| =] Eemate Acceis VPN T ymote Access VPI stwvork (C) cess > Group Policles

7 waroduction

Manage VPN group polickes A VPN group is a collection of user-oriented authorization attribute/ value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server. The group
palicy infarmaticn is referenced by VPN connection prafiles and user accounts.
=] ArrConnect Cannection Profiles.
+ B3 AnyConnect Customization /Localizati Ta enforce authorization attributes from an LDAP server you must use an LDAP attribute mag.
5 5 AryConnact Chant Profie # Add || Edin] [ Delewe[38 Assign

_arwcomuc»er: Saftware
5 Type Tumneling Protocal Cn:nnx;::;::dﬁl:;_ru.m

=
DfivGrpPolicy (System Defaul) Internal Hoev ] ihev2 121 ipsec DefaulsRAGroup; Defaultl 2 LG roup; DefaultADMING roup; DefaulWe ...

I:l D’szuIKLv)! (nnneclmn Profiles.

B3 Secure Mahbility Solution
b D Adiress Assigaenent
» T Advanced
[ Cllentless 551 VPN Access
¥ off AMALocal Users
i AAA Server Groups
S LowP Actribute Map
£ Local Users
= B Secure Deskiop Manager
» 3 Cenificate Management
B3 Language Localizaticn
S Load Balancing
' DHCP Server
4= DNS
» 3 Advanced

&, Device Setup

& Firewall

Ite-to=5ite VRN
Site=to=Site Find: Match Case

E;], Device Management
= Reser Apply

2CHA| MB: Name I8 MM, /M Address Pool. 214 Tunneling Protocols CHZ S 2 SSL VPN Client 2
L= Ipsec IKEV20] LEQF = XA,


/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_100260

Ly Edit Internal Group Policy: AnyConnect_MGMT_Tunnel

| General Name: ] AnyConnect_MGMT_Tunnel
| Servers
| |* Advanced Banner: Inherit

SCEP forwarding URL: Inherit

! Address Pools: Inherit | VPN_Pool Select...
IPvE Address Pools: Inherit Select...
Maore ans 3
Tunneling Protocols: Inherit Clientless SSL VPN S5L VPN Client | IPsec IKEv1 | IPsec IKEv2 I L2TP/IPsec
Filter: Inherit = Manage...
Access Hours: Inherit = Manage...
Simultaneous Logins: Inherit
Restrict access to VLAN: Inherit

Caonnection Profile (Tunnel Group) Lock: Inherit

Maximum Connect Tirme: Inherit Unlimited minutes

ldle Timeout: Inherit MNane minutes

Security Group Tag (SCT): Inherit MNone (2 - 65519)

On smart card remaoval: Inherit Disconnect Keep the connection

Timeout Alerts

Maximum Connect Time Alert Interval: Inherit Default minutes
Periodic Certificate Authentication Interval: Inherit Unlimitad haurs
Find: @ Nex ®

| Help cancel  (GKEN

3EFA|. B M Advanced > Split Tunneling. 43 Policy CHE 2 2 Tunnel Network List Below Firepower Threat
Defense Network List0l L2 Q= ZdR{H.

@ L] Edit Internal Group Palicy: AnyConnect_MGMT_Tunnel
General The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to "Policy’ and 'Networl |
Servers fields.
v Advanced
Split Tunneling DNS Mames: Inherit
Browser Proxy
Send All DNS Lookups Through Tunnel:
» AnyConnect Client E el (e EE=RRCH
» IPsec{IKEv1) Cliant
Policy: Inherit | _Tunnel Network List Below | B
IPV6 Policy: Inherit
Network List: Inherit | VPN -5plit ] B Manag

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Intercept DHCP Configuration Message from Microsoft Clients

Find: L L @

Help Cancel -

#: FIPZREEZ(IPv4 X IPv6) 2501 CH5H E2t0IHE AT FAIE|X]| £ client
Bypass Protocol %"788 EP%J_'—} |7E|'0|'0|: ?:u" L—| I:|' enabled 5H L_él' EEH‘E!(” El' E| E‘l"é-lo‘” 9|3H %El'ﬂﬂ
I & grLct FH5ie{H 4T A E XS AAIL.

4THA|. B M Advanced > AnyConnect Client. 23723 Client Bypass Protocol =& Enable. 22! ok € =21 0|0|X|



off ZAIEl CHZ X FELc

[ JON ] Add Internal Group Policy
General Keep Installer on Client System: Inherit Yes No
Servers
Datagram Transport Layer Security (DTLS): Inherit Enable Disable
Split Tunneling DTLS Compression: Inherit Enable Disable
Erowser Prox
o . ; 8 : |
» AnyConnectClient SSL Compression: Inherit Deflate LZS Disable |
PeeclIREY Ten Ignore Don't Fragment{DF) Bit: Inherit Enable Disable
| Client Bypass Protocol: Inherit ) Enable | Disable
FQDN of This Device: FQDN
MTU: @ Inherit
Keepalive Messages: Inherit Disable Interval: seconds
Optional Client Modules to Download: Inherit <
Always-0n VPN: Inherit Disable Use AnyConnect Profile setting @
Client Profiles to Download: Inherit

+ Adc - Delet ]

Find: @ next

Help Cancel -

5EtA|. o 223t Z0| apply ASAO] Z1x|1Ef|0|M S F AR LICH

fjo

@ Home_ij Monitoding Q save (C¥ Refresh o Back () Forw ‘? Help | Type topic "l;élo'
CO0 memae Ao v [ & s VPN > Netwark (Cli
Manage VPN group policies A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server. The group
pelicy inf is ref o by VPN profiles and wser accounts.

18] AmyConnect Connection Profiles

fa) » T3 AmyConnect Customization /Localizath To enforce authorization attributes from an LDAP senver you must use an LDAP atribute map.
£ AmyCannect Chest Profite # Add |- @ Edit| @ Delete[5R Assign
2 Ll
g [ ArvConnect Chent Software - -
Connection Profiles [Users
3 B Dymamic Access Policies Name Type Tusneling Protocol ‘Axssgned To
= ArrgConrsect Interral sul-client AnyCannect
"

DiGrpPolicy System Defauh) InitiFra) B ka2 - ipse DR AGroup: DefauhL2 LG roup: DelaultADMING roup; Delaulwe ..
AGMT el

T3 secure Mobility Sohtion
* Fim Address Assignment
» T3 advanced
» [ Chientiess S50 VPN Access
v off AnALocal Users
[ AAn Server Groups
S LDAP Arribute Map
£ Local Users
* f Secure Deskiop Manager
» ) Cerificate Management
3 Larguage Lecalization
B8 Load Balancing
{F DHCP Server
8 DNS
» B Advanced

&Bwl« Setup
% Firewall

@glle-:o-slle VPN

Find: 3Rz Match Case

El Device Management

& HAof chEk CLl T4

ip local pool VPN_Pool 192.168.10.1-192.168.10.100 mask 255.255.255.0
! access-list VPN-Split standard permit 172.16.0.0 255.255.0.0



! group-policy AnyConnect_MGMT_ Tunnel internal
group-policy AnyConnect_MGMT Tunnel attributes
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-network-list value VPN-Split
client-bypass-protocol enable

address-pools value VPN_Pool

6=t AnyConnect 042 Z 20t U2 MBI LICH B M Configuration > Remote Access VPN > Network (Client)

Access > AnyConnect Connection Profile. 22| Add.

. il [ | -"I:l |.9. |b H C o474 1 _|.0|2 AHA‘|;|.h 74 |
ﬂ-:’- AnyConnect £t El E‘l =0 Ok A Srl= A Any onnect ¢4 2 XLz Es S3or= KO
=L
@ HnmemD Monitoring Q Save 0 Refresh o Back () ? Help | Type topic <'||:;::I$
00 Remote Arcess VPN o Remote A
: L " The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial client deployment requires end-user administrative rights. The Cisco AnyConnect
k {Clienl) Access VPN Client suppons IPsec (IKEvZ) tunned as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling options.
- 0 AryConnest Customization/Lo<alizat | Access Interfaces.
k. (8 AryConnect Chern Profile B3 Enable Cisco AnyConnect WPN Client access on the interfaces selected in the table below
j E MM::(::F:oli(iu i 55L access must be enabled If you allow AnyConnect client to be launched from a browser (Web Launchl .
3 & Group Pokcies T SSLAccess Waec (KEvZ) Arcess 1
: - Ao Acess [nable DTLS Allow Actess Enable Clhens Services Device Cartil
. 8] PseclEv1) Connection Profies i P evice Certificate ...
] PseciiKEvZ) Connection Profies 7 port Settings
T3 Secure Mability Solution e ingd ..
¥ G Address Assignment
[:'cuim:‘"?: A ED Bypass interface access lists for inbound VPN sessions
. enthess cis
v o AnkjLocal Lisers Access lists from group palicy and user policy always apply to the traffic.
5§ o Server Groups Login Page Setting
S LDAP Arrribute Map
£ Local Users Allow user to select connection profile on the login page. &
* B secure Deskion Manager Shutdown partal login page.
* B Cenificate Management
[ Language Localization Connection Profiles
B8 s Balancing Connection profile (funnel group) specifies how user is authenticated and sther parameters. You ean eonfigure the mapping from certificate to connection profile here
B DHCP Server
& DNS. Edit| [ Delete  Find: Match Case
I Adariaid Hame S Grabled Py rabled Alases Authenticasion Method Grows Py
DefaulRAGroup ] ABALOEAL) DiRGepPolicy

Dre faultWEBVPN Group.

ANAILDCAL)
|nannocal

gg Site-ta=5ite VPN
ﬂ Device Management

Let group URL take precedence If group URL and cenificate map match different connection profiles. Otherwise, the cennection profile that matches the centificate map will be used.

» Reset Apply

7EHA|. M|Z: Name Connection Profile0l CH3H  Authentication Method CHE 2 2 Certificate only. CHE & A1EY
LT Group Policy 1EE |0l A 28445t ZdIL|CE.



] [ ] Add AnyConnect Connection Profile

Basic Mame: AnyConnect_MGMT_Tunnel |
» Advanced

Aliases:

Authentication
Method: Certificate only

AAA Server Group: LOCAL Manage...
Use LOCAL if Server Group fails

SAML Identity Provider
SAML Server : === None --- Manage...

Client Address Assignment

DHCP Servers:

© None DHCP Link DHCP Subnet
Client Address Pools: Select...
Client IPv6 Address Pools: Select...

Default Croup Policy

L

Group Policy: AnyConnect_MGMT_Tunnel Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol
Enable IPsec{IKEv2) client protocal
DNS Servers:

WINS Servers:

Domain Name:

Find: =] =]

Help Cancel ﬁ

3 3: 24 CAS| RE 2B M7t ASAN| Ro{oF B LICH B M configuration > Remote Access VPN >
Certificate Management > CA Certificates ol_lgklg Z|S7|'/§ |—| |-_-|'.

1 SUst 2Z4 CAM L= et ID AB M7 HA QB M ME A (WindowsE) R/E= AlA
= 7| A 2l(mac0SE)oll U= X| =HQlstMA|I,

8E|'7=||. |E:||'L||'| Advanced > Group Alias/Group URL. %Eﬁl Add 9—| DEIO'” Group URLs E—J URL. 2@l Enabled 0|(7|')
MEfz[o] A &LICH 22 ok € =1 O|0IXK|of| EA|E CHE ME LI



Basic

General

Client Addressing
Authentication

Secondary Authentication
Authorization

Accounting

[Group Alias /Group URL|

Find:

IKEV2E A2 EHE A2 IPsec (IKEv2) Access AnyConnect0l| AF& T|= QIE{TH O] A 04 A

£ ) Remate Access VPR
Irroduction

owork (Client) Access

on Profiles

T3 AmyConnect Customization/Local
3 AmyConnect Clier Prafile
[§ ArConnect Clier Software
B Dynamiic Access Policies
P Group Polices
e Evl) Connection Profiles
| PsecEv2) Connection Profiles
3 secure Mobility Solution
J Address Assignmen

=]

ottH. 23

Enable the display of Radius Reject-Message on the login screen when authentication is rejected
Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You r
the Login Page Setting in the main panel to complete the configuration.

:'i Add B Dele ¢ (The table is in-line editable.) @

Alias

Enabled

Group URLs
This SSL VPN access method will automatically select the connection profile, without the need for us:

| L Addiﬁ Delete (The table is in-line editable.) ©

URL Enabled

| BON Add Group URL

URL: https://asa.example.com/AnyConnect_MCMT_Tunnel

Enabled
Help Cancel -
@ N @ Previous
Help Cancel OK

gL

" The segurity appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection, The initial client deployment requires end-user administrative rights. The Clsco AnyConnect VPN

Client supports [Psec (KEw2) tunnel as well as 5L tunnel with Datagram Transpart Layer Security (DTLS) tunneling options.

Access Interfaces

B Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table belaw

SS5L access must be enabled If you allow AryCon

Beterface

outside
inside

5L Aggeis
Alow Arcess

art cliane to be Laaselod Sroem 3 henuccar

Wi (IKEVE) Access
Allow Aceess Enable Client Services

b Launieh) .

Enable DTLS

Device Certificate ...

Part Serings ...

Apply ASAO] ZAZ|TZEf|0| S F A[EfLICE.



U Monitoring LB Save Gnermn oaa.ck “} ? Help | Type topic é!‘sé

00 Remotn Access VPN

d
3

5 =
? Imrodustion The security appliance automatically deploys the Cisco AnyCannect VPN Client to remote users upon cannection, The initial client deployment requires end-user administrative rights.
@] Network (Client) Access The Cisco AnyConnect VPN Client supports (Psec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling opticns.

¥
! » B AmpConnect Customization/Lacalization Access Interfaces

P [ AmpComnect Client Profile Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
AnyCon Sioftws
E m:‘:“:':";m“:" S5L access must be enabled if you allow AnyCannect client to be launched from a brawser (Web Launch) .
Bl Group Policies R—— L Access 1Psec (IKEW2) Access
Al nable DL Al nabie Clierit Services
= PseclIKEv1) Connection Frofiles R m"‘ Enabla 5 ow ““ EnsEiChut Supice Device Certificate ...
PseciKEvZ) Connection Profiles e Port Settings

3 secure Mability Sclution
* Gy Address Assignment
v B Advanced Bypass interface access lists for inbound VPN sessions

S AmyConnect E I
rectEasentan Access lists from group policy and user policy always apply to the traffic.

o0 ArmyConnect Custom Artributes
# AnyConnect Custom Aftribute Names Login Page Setting

el
g:’éi‘:ﬂa B Allow user 1o select connection profile on the login page. ©
nager

B Clientless S5L VP Access Shutdown ponal login page.
o Asa/Local Users

T AAA Server Groups Connection Profiles

5§ LDAP Antribute Map Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

1 Local Users y
% Secure Deskiop Manager % Add| & Edit|[§ Delete  Find: ) @ Mach Case
3 Cernificate Management = -
‘_a La Loealizatio Nama S5L Enabled IPsex Enabled Adiages Authentication Method Creup Palicy
.E m":l:gl:mun Giai DefaultRAGroup " ABAILOCAL) DftGrpPolicy
# oHee :erver DefaultWEBVPHGroup (] AAAILDTAL DfMGrpPolicy
= DNs AmyConnect [ ] AryConnect AAAILOCAL) AmyConmect

T Advanced AmyConnect MGMT Tunnell @ | % | Cerificate AsryConreect MGMT_Tunnel

&J Device Setup

Site-to-3ite VPN
gg Let group URL take precedence if group URL and certificate map match different connection profiles, Gtherwise, the connection profile that matches the centificate map will be used.

@Dwic: Management

tunnel-group AnyConnect_MGMT_Tunnel type remote-access
tunnel-group AnyConnect_MGMT_ Tunnel general-attributes
default-group-policy AnyConnect_MGMT_ Tunnel

tunnel-group AnyConnect_MGMT_ Tunnel webvpn-attributes
authentication certificate

group-url https://asa.example.com/AnyConnect_MGMT Tunnel enable

10CEHA|. AE[E = U= 2B M7F ASAN| HX[E|0f 1 AnyConnect 420 AF El= QIE{H|O|A
of HIQIEE[o] =X & QIEFLICEH B M Configuration > Remote Access VPN > Advanced > SSL Settings & 2 =
st ol ¥HEg F7HE = UsLUCh

FAAIL.

oh

23: ASAN ID Q1B M MXIE X



https://www.cisco.com/c/ko_kr/support/docs/security-vpn/public-key-infrastructure-pki/200339-Configure-ASA-SSL-Digital-Certificate-I.html#anc11

=

it

» T AnyConnect Customization
[ ArvConnect Cliers Profile

3 3 ArvConnaxt Clinrs Softwar
% By Dyramic Access Policies

* G Address Assigrenent
» B Advanced
[ Cllentless S50 VPN Access
v ol AnALocal Users
B Aaa Server Groups
S LDAP Artribute Map
£ Local Users
» fh secure Deskiop Manager
* B Certificate Management
3 Language Localization
% Lpad Balancing
' DHCP Server

Raference Identy
P cemificare 1o AnyConnect
“He MTTP Redinect

B3 Maimum VPN Sessions
i Crypio Engine

& Device Setup

Firewall

G sire-to-site ven
a Divice Management

saved 1

‘? Help | Type 1opic

aliili
€Isco

Configure 551 parameters. These parameters affect bath ASDM and SSL VPN access,

The minimum S5L version for the security appliance to negotiate as a “server™

The minimum S5L version for the security appliance to negotiate as a “client™

Diffie-Hellman group to be us ed with $SL:

ECDH group to be used with 550

Encryption
[ Cipher Version
Difaniy
TSV
TiSviL
TSV
DTLSV1
DTLSWL.2

Serves Name Indication (SNI)

Cipher Secariey Level
Madium
Medium
Medium
Madiurm
Medium
Medium

TSVl

TS WL

Croup - 1024-bit medulus
Groupl9 - 256-bit EC

0 oTsvL
B
B
B

DTLSV1.2

Cipher Algarithms [ Custom Siring

DES-CBC3-SHA AESI28-5HA DHE-RSA-AES128-SHA AESZS56-SHA DHE-RSA..,
DHE-RSA-AES? SE-SHA AES2SE-SHA DHE-RSA-AES128-SHA AES12E8-SHA
DHE-REA-AES2 S6-50A ALSZS6-S0A DME-RSA-AES]12E-SHA AES12E-SHA
EODHE-ECDSA-AES2 56 -GOM-5HAIES ECOHE-RSA-AESZ56-CCM-5HAIRS D,
DHE-RSA-AES2 56-SHA AESZ56-SHA DHE-RSA-AES] 28-5HA AESL28-5HA

Edit

ECDHE-ECDSA-AES2 56 -CCM-SHATES ECOME-RIA-AESZSG-CCM-5HATE4 ...

Domain

Certificates

Cenificate

Specify which certificates, if any, should be used for 550 authentication on each interface. The fallback certificate will be used on interfaces not associated with a centificate of their own.

Interface
inside

Peimary Certaficag

Load Balancisg Certificate

Key-Type

Edit

SSL AIZ| X|&ofl CHEF CLI T44:

ssl trust-point ROOT-CA outside

AnyConnect Z2| VPN Z 21} A

1EtA|. AnyConnect 22I0[ME T2 IS
(Client) Access > AnyConnect Client Profile.

0 or TR ) v

00 Remote Access VPN

Hy Dynamic Access Policies
Bl Group Polides

1T Seture Mobilty Solution
* fip Address Assignment
» B advarced
» [ Clientiess SSL VPN Access
w o AnajLocal Users
W AAA Server Croups.
5 \DAP Amribute Map
5 Local Users
* B Secure Desktop Manager
[N Certficate Manageedt
B Language Locakization
08 Laad Balancing
" DHCP Server
488 DNS
v T Advanced
=i* Connagticn Gateway
5 55L Sertngs
3 Reference kentity

2P Certificate 1o AmyConntct and

“S HTTP Rediret
o] Maximum VPN Sessions
 Crypo Engine

J) evice Setup

ewall

Site-1o-5ite VPN

Device Management

| Save Q¥ Refresh () Back
0 Configuration = Remaote

Reset Apply
admin 15 268 B 1374420 3:00:45 PM UTC
= *ct'éii.* |—| l:|'. |E:|I'&1 Configuration > Remote Access VPN > Network
22 a0l LI} U= RAE.

siluniflie
[4}14)

This panel i used to manage AnyConneet Client Profiles and perfarm group assignment for AnyConnect version 2.5 of later You can select a profile 1o edit, change group or to delete. You ean select the ‘Add’
button to add a new profile. Pressing the Import or Export butten is for upload and download of client profiles between local machine and device.
The profile Usage field is introdwced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

HostScan configuration can be performed by going to Secure Desktop Managers/HostScan. If *HostScan® 15 not wisible under *Secure Desktop Manager', you 'will need to restart ASDM.

Profie Mame

|FA €hangs Group Policy| B

0| B import | By Export| g3 Validate

Profile Usage

Reser

Croup Policy

Apply

Profite Location



. MB: Profile Name. CFHX S MEHE
22 MEELICE. Group Policy 1EHA|0I| A M ELICH E3] ok of LE2F U= RXH.

I ﬁ Change Group Palicy| [ kSl Import:ﬂ Expon:‘ﬁ Validate

Profile Narme Profile Usage Group Policy Prafile Location

[ ] L ] Add AnyConnect Client Profile

Profile Name AnyConnect_MGMT_Profile

Profile Usage AnmyConnect Management VPN Profile a

Enter a device file path for an xml file, le. disk0:/ac_profile. The file will be automatically
created if it does not exist.

Profile Location  disk0:/anyconnect_mgmt_profile.vpnm Browse Flash...

Upload...

Group Policy AnyConnect_MGMT_Tunnel

Enable ‘Always On VPN’ for selected group

Help Cancel IE'

Reset Apply
3THAH| HMHE Z2EE MEStT eait0l LEQE /e WXEH.

+ Add% Change Group Policy| (I Delete| B Import| B Export| &9 Validate

Profile Name Profile Usage Group Palicy Profile Location

| AnyConnect MGMT Turrel digk0: /anycanneet_mgrmit_prof

| AnyConnect MGMT Profile AryConnect Management VPN Profile

MEHBILICE. Profile Usage CH& 22  AnyConnect Management VPN profile.

Ct

ok

ATHA| B M serverList. 22 add M| M S5 &5 FIHELICHO|OIX]| & X).



[ NON ] AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_ MGMT_Profile About
4
.. VPN b
. Server List
{8} Preferences (Part 1)
5 Preferences (Part 2)
ﬁ BaCk_UD Ser\r-ers. Hostname Host Address User Group Backup Server List Certificate Pins
15 Certificate Pinning
Note: at most one server can be defined in a management VPN profile. Add... Delete

Edit... Details

Help Cancel 0K

5EtA|. XS Display Name. &7} FQDN/IP address ASASE A& LICH Ml E: usercroup £ EIE & OIE
O MEELICH croupURL AHS2E R EILICH FabN & user Group. 22! oK.



WA Certificate Pinning

Primary Server Connection Information

Display Name (required) | AnyConnect_MGMT_Tunnel Primary Protocol SSL H

FQDN or IP Addr... User Group (required) ASA gateway

asa.example.com /| AnyConnect_MGMT. Auth Method During IKE Negotiation EAP-AnyConnect
Group URL

IKE Identity (10S gateway only)

asa.example.com/AnyConnect_MGMT_Tunnel

Backup Servers

Host Address

Add
Move Up
Move Down
Delete
OK Cancel

#I: FQDN/IP =4 + AHZA &2 8T A AnyConnect 644 Z 20 AL[a20|M &
of =2 E 1 & URLT S&3Hok & LICT.
1 IKEv2E EZ2 AM83H= AnyConnectE AH&35t04 ASAO CHEH #E2| VPNE M
g O,JS L—||:|'. grol| Primary Protocol CIE2o 2 M™E Ipsec QEI'HI

6EtH. 2ol EAE CHE ok MEStAAIL

—_—r .



® * AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_MGMT_Profile About
% VPN Server List
i5} Preferences (Part 1)
- Preferences (Part 2)
Backup S
%Cac ;p er:-ersl Hostname Addre : y Backup Server Li Certificate Pins
© Lertilicate Finning AnyConnect MGMT _T... [asa.example.com AnyConnect MGMT _T... [-— Inherited —— ]
A Certificate Matching i )
Mote: at most one server can be defined in a management VPN profile. Add... Delete
| Edit... | Details
Help Cancel 0K

7EA. 28 appy tS S 23T 20| ASA| HIm|TZef|oldE FA[EfLICH

@Ham_[-:l Manitoring | [ Save B Refresh | Q) Baek () ron D welp | Type topic s
QOO0 AmmetyAcces M &8 R Acgess VPN > Network (Clientl A Client Profile
D Inredusion
v B Metwork (Client) Access e
o This panel is used to mamage AnyConnect Chignt Profiles and perform group assignment for AnyConnect version 2.5 of later.You can select a profile 1o edit, change group or to delete. You can select the "Add

! AmyConnect Conmection Profi lbutton to add a new profile. Pressing the import or Expart butten is for upload and dawnload of client profiles between local machine and device,
B AnyConnea Customization)Ls The profile Usage field is introdwced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

T

2 B Hoses can be perf d by going to Secure Desktop Manager/MostScan. If "HostScan® is not wisible under “Secure Desktop Manager', you will need to restart ASDM.
AnyConnect Client Software

g iy Dynamic Access Policies - _ - - -

] i Group Pulicies % Add| & Edit|=H Change Group Policy| [F Delete| ¥ import | Export| &3 Validate

Frofile Hame Peciile Usage Group Polky Frofie Lo<ation

T3 Secure Mobikey Solution
* fip Address Assignment
» T Adwarced
» [l Clientiess 351 VPN Access
v gl AR Local Lers
W ann Server Groups
5 LDAP Amribue Map
17 Local Users
*» f Serure Desktop Manager
* [N Cortificate Managemant
B Languuge Locakzation
8 Load Bakinding
1B DHCP Server
ot DHE
v B Advarced
«5+ Connection Gateway
5 55 Settings
[ Reference idemity
&P certificate to AmConnect and
“%h HTTP Redirect
o} Maimum VPN Sessions
ol crypto Engine

i, Device Setup
ggﬁlrewah
2

k)
(G sito-to-site PN
ﬂnui(e Management




AnyConnect #2| VPN ZZ2 1} £7} £ CL| 4

webvpn
enable outside
hsts
enable
max-age 31536000
include-sub-domains
no preload
no anyconnect-essentials
anyconnect image disk0:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1
anyconnect profiles AnyConnect_MGMT Profile diskO:/anyconnect_mgmt_profile.vpnm
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable
!
group-policy AnyConnect_MGMT Tunnel internal
group-policy AnyConnect_MGMT_Tunnel attributes
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-network-1list value VPN-Split
client-bypass-protocol enable
address-pools value VPN_Pool
webvpn
anyconnect profiles value AnyConnect_MGMT Profile type vpn-mgmt

AnyConnect 22}0|21E {419 AnyConnect # 2 VPN Z 21t Q:

<?xml version="1.0" encoding="UTF-8"7?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">
<ClientInitialization>

<UseStartBeforeLogon UserControllable="false">false</UseStartBeforeLogon>

<ShowPreConnectMessage>false</ShowPreConnectMessage>

<ProxySettings>IgnoreProxy</ProxySettings>
<AllowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

--- Output Omitted ---
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<AllowManualHostInput>false</AllowManualHostInput> </ClientInitialization>



</AnyConnectProfile>

2 3: AF2 X AnyConnect VPN Z 2 1} 2/ 04| A{ TND(Trusted Network Detection)S At 6PE
A U= A2 A EZEE @6 22| VPN Z2 1o Sast MAe &0l = 7
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2 C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\MgmtTun

D—']'OSZ lopt/cisco/anyconnect/profile/mgmttun/
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Hnmm Monitoring | [ Save Q¥ Refresh | ) Back () Forward | ‘P Help | Type topic uluale

o O

rk (Client] i

o000 Remate Access VPN 71 Config

Declarations of custom attribute types and these attributes are enforced in AnyCoanect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names

» B AryConnect CustomizationfLocalizati
[T AryConnect Client Profile
(8 AryConnect Cllent Software
iy oynamic Access Palicies
i Group Policies
] IPseclREV]) Connection Profiles
3] IPsecikEv?) Connection Profiles
E Secure Mability Sclution
* fGp Address Assignment

S
B

Description

w77 Bockmarks |37 Device List.. @
L3
g
g
i
:
:

tom ARributes
8 AryConnect Custom Aliridute Nar
» IR psee
B ACL Manager
* m Chentless S5L VPN Access
v o Asa/Local Users
T Aan server Groups
8§ LDAP Anribute Map
il Local Users
» fh secure Desktop Manager
» [E3 Certificate Maragement
5 Language Localization
83 | oad Balancing
1 DHCP Server
o DNS
b B Advanced

o, Device Setup

5 Firewall

Site-to-Site VPN
& Device Management

= Reset Apply

2CHAH| AFE X XH EM 3 A ManagementTunnelAllAliowed Cisco2| Description. 22 ok0f| LF2F
= dx=™
—_ A =.

01 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attributes
Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names

[® Add]af cai[@ pelerd

Type Description

® @ Create Custom Attribute Type

Type: ManagementTunnelAllAllowed

ManagementTunnelAll Allowed

Description:

3 7=||. |E:||' &]I Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute
Names. 22 AddOll L2} Q= AXEH.



ATHA. Type(F&8)2 ManagementTunnelAllAllowed . Name(O| &)= true. 2

A

HmMQ Monitoring Qsaw:@lkfrrsh me ) Forward ‘? Help | Type topic
0.5 mote Access VPN _ 7 Configuras CCESS y rk (Clignt!

Declarations of custom attribute names and these attributes are enforced in AnyConnect group pelicy and AnyConnect dynamic access policy

7 Introduction
o Gt A
B AnyConnect Comnedtion Prafiles
» BB AnyConmect Custornization/Localization
[ AnyConnect Client Profile
[58 AvyConnact Chem Software
W Dynamic Access Policies
B Group Policies
] iPsec(IKEw1) Comnection Profiles
=B IPseciIKEV2) Connection Profiles
B3 Secure Mobility Solution

=D AnyConnect Essentials
B ArnyConmect Custom Attributes
mribute Hames

B Clienthess SSL VPN Access
o AAA Lol Users
B AAA Server Groups
B woar avribute Map
£ Local Users.
G Secure Deskiop Manager
£ Certificate Management
1 Language Localization
4% Load Balancing
' DHCP Server
i DNS
T Advanced

&_,, Device Setup
% Firewall

g Site-te-Site VPN

@ Device Management

[esdfeciTa

alili
ciseo

Type Mame Values

IS X &4 gt M3

Reset Apply

2|
=1

Add- O|O|X|of| EA|IEl CHE

0 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute Names
Declarations of custom attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic access policy

|‘ Addl“ f'[“l]- De '::ll'-.

Type Name Values

Type:

Name:

Configure Values:

Create Custom Attribute Name

Manage

Help Cancel

ManagementTunnelAllAllowed
true
Value Add
Edit
Delete

5tA|. 2t A true. 22 okOi| LE2F = WAH.



Type: ManagementTunnel AllAllowed 2 Manage

Name: true

Value Add

® e Add Value

Value:

Help Cancel IE'

GE|'7=”. |E:||')LI|'I Configuration > Remote Access VPN > Network (Client) Access > Group Policies. s chIiﬂl'I% ~ E—lllllgdl- |—|
CH 22| edit off LEQF JUE AAH.

L‘;l Manitoring QSaue Gﬁefresh
O Configy

000 Remote Access VPN

: oy alintlie
O tack ) rorvard | P Help | Type tapic ¢ il

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS /LDAP
server. The group policy information is referenced by VPN connection profiles and user accounts.

=] anyConnect Connection Profiles

‘sl > B AryConnect Customization/Localization To enfarce authorization attributes from an LDAP server you must use an LDAP attribute map.
2 T AryConnect c'f*"' Profile & Add | 1 Delete |!E Assign
; T8 AnyConnect Client Software r Connectian Prafiles /L
rnectian Prol sers
5 Dynamic Agcess Policies Hame Type Assigned To
- 2 AryConnect
A B IPsecEv]) Connection Profiles Defaulfas DrefauL2 LGroup: DefaulADMINGroup, Det....

=] IPseciEvZ) Connection Profiles A
B Secure Mobiliry Sclution
+ B Address Assignment
v B advanced
&) amyConnact Essentlals
o AmyConnect Custom Attribues
] AmyConnect Custom Artribute Names
* IR iPec
9 ACL Manager
B Clienzless S5L VPN Access
o AsALocal Users
1 aan server Groups
5§ LDAP Artribute Map
i Loseal Users
B secure Deskeop Manager
B Certificate Management
3 Language Localization
¥ Lond Balaneing
' DHCP Server
& DNS
2 Advanced

&, Device Setup

Firewall

G site-to-Site VPN Find: @ @  Mach Case
a Device Management

Reset Apply

"

L

7EH7[. o] o|O|X[ofl EA|E! CHE  Advanced > Split Tunneling. 2324 143 Tunnel All Networks.



e @ Edit Internal Group Policy: AnyConnect_ MGMT_Tunnel

General | T The VPN client makes split tu nneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and ‘Metwork Lit 1
Servers fields.
¥ Advanced
Split Tunneling DNS Names: Inherit
BRCWSRI: FrOKY Send All DN5S Lookups Through Tunnel: Inherit Yes o No

» AnyConnect Client
» IPsec(lKEv1) Client

Palicy: Inherit | Tunnel All Networks
IPV6 Policy: Inherit <
Network List: Inherit o Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Find: @ Next

Help Cancel -

8EHA|. B M Advanced > Anyconnect Client > Custom Attributes. 22| add LIt U= JAE.

o @ Edit Internal Group Palicy: AnyConnect_MGMT_Tunnel

General || Configuration of custom policy attributes.

Servers
[radu

Split Tunneling

Browser Prox
Login Setting
Client Firewall
Key Regeneration
Dead Peer Detection
Customization

* IPsecilKEv]) Client

Type Marme of Value

Find: @ Next @ Previous
Help Cancel -

oCtH|. S RS CtSo 20| MEIFILICE ManagementTunnelAllAllowed Value as(Zf) & true. 22
okOf| Ltet U= WRH.



| % Add| @& Edit| @l Delete|

Type Name of Value

] @® Create Custom Attribute

Attribute type: ManagementTunnelAllAllowed l Manage

Omit the value

© Select Value: || true Manage

Help Cancel _l

10EHAl. 221 Appy & Z=IotH 220 20| ASA0] ZI|2 0[S F AIRLICH

& HumumD Monitoring | |y Save ¥ Refresh | ) Back () rorvard| P Help | Type topic
[ configurat > | hote AL i -3 0 {

0006 Bemetn Acceis VPN

Network (Client) Access > Group

wilinilie
€ISCO

7 introduction
utwork (Client Agoess palicy infermation is referenced by VPN connection profiles and user accounts.

8] AryConnedt Connection Profles
+ [ AmyConnect Cust i To enforce i attributes from an LDAP server you must use an LDAP attribute map.

2 g ayConnact Clarn Profiie @ add |- & Edit] [ Delote]B8 Assign

8 ArrConmar Cheen Software &
; B Dynamic Access Polices ame Trpe Tumneling Pretocol Connection Profikes/Users
- X AmyConnect Iesernal ssl-glieng AryConesect
L i OHHGrpPolicy (System Default) . "

8] wsectKEv2) Connection Profiles e T

T3 Secure Mabdlity Solution

* G Addiress Assignmern
» T advanced
[ Chientiess 551 VPN ACcess
v ol ANAJLocal Users
1 A Server Groups
5 LDAF Artribute Map
5] Local Users
» fh Seeure Deskton Manager
(£ Cenificate Managemens
T3 Lamgiia g Lacalization
W8 | nadl Balancing
i DHCP Server
o DNS.
» B Advanced

&, Device Setup

g} Firewall

Manage WPN group policies.A VPN group is a collection of user-oriented authorization atiribute/value pairs that may be stored intemnally on the device or externally on a RADIUS/LDAP server. The group

DefaultACroup; Diefaukl 2L0rown; DefauhADMING roup; Defa lltiE ...

£ ote Access VP
ﬁgue-la—sne VPN

[, Device Management

Find: - B =) Match Case

CHS O|F 2| CLI X280 ManagementTunnelAlialiowed AFERF K| EM0| F7IE]

webvpn
enable outside

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed

hsts
enable
max-age 31536000



include-sub-domains
no preload
no anyconnect-essentials
anyconnect image disk0O:/anyconnect-win-4.8.02045-webdeploy-k9.pkg 1
anyconnect profiles AnyConnect_MGMT_Profile disk0:/anyconnect_mgmt_profile.vpnm
anyconnect enable
tunnel-group-list enable
cache
disable
error-recovery disable
!
anyconnect-custom-data ManagementTunnelAllAllowed true true
!
group-policy AnyConnect_MGMT Tunnel internal
group-policy AnyConnect_MGMT_Tunnel attributes
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelall
client-bypass-protocol enable
address-pools value VPN_Pool
anyconnect-custom ManagementTunnelAllAllowed value true
webvpn
anyconnect profiles value AnyConnect_MGMT Profile type vpn-mgmt

CtE& &elguCh

ASA CLIOAM &2] VPN E{'e @122 show vpn-sessiondb detail anyconnect &= Al@EILIC}.

ASA# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Username : vpnuser Index : 10

Assigned IP : 192.168.10.1 Public IP : 10.65.84.175

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-
256

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384
Bytes Tx : 17238 Bytes Rx : 1988

Pkts Tx 12 Pkts Rx : 13

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AnyConnect_MGMT_ Tunnel Tunnel Group : AnyConnect_MGMT_Tunnel

Login Time : 01:23:55 UTC Tue Apr 14 2020

Duration : Oh:11m:36s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a801010000a0005e9510ab
Security Grp : none

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

--- Output Omitted ---
DTLS-Tunnel:

Tunnel ID : 10.3

Assigned IP : 192.168.10.1 Public IP : 10.65.84.175
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384

Encapsulation: DTLSv1.2 UDP Src Port : 57053



UDP Dst Port : 443 Auth Mode : Certificate
Idle Time Out: 30 Minutes Idle TO Left : 18 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.8.03036

Bytes Tx : 17238 Bytes Rx : 1988
Pkts Tx 12 Pkts Rx . 13
Pkts Tx Drop : 0 Pkts Rx Drop : 0

ASDMO{|AM E2| VPN E{'d edZ2g &olgtL|ct.

Monitoring(2L|E{&) > VPN > VPN Statistics(VPN S H|) > Sessions(M4)2 OIS & LICE E2t0]
HE MME E24™H AnyConnect 22+0|1EZ EE{RELICTH

> 5 i o " ronld alialy
@ Home 9% Configuratio | ﬂ) Help | Type topic ey
~—Device List- wigosiiatkay - O Monitoring > VPN > VPN Statistics > Sessions
200 Deévice List
< Add ﬂ Delete ﬁ Connect Type Active Cumulative Peak Concurrent Inactive
find: AnyConnect Client 1 19 1 0
= 10.106.39.196 S5L/TLS/DTLS 1 18 1 o
& 10.106.64.230
B 10.197.227.47
B 10.106.51.99:444
[ e T T
v g VPN Statistics Filter By| AnyConnect Client == All Sessions -- Filter
Username Group m!':"‘,.' Aflg,he?nif :EWQSS Ewﬂﬂcﬂ le‘gln Tlme :ﬂﬂ .:k Inactivity Audit ! Details

a

10:52:25 UTC ..|34688 Oh:00m:00s

B Crypro Statistics
5 Compression Statistics
5 Encryption Statistics
B ciobal IKE/IPsec Statistics Ping
5 Protocol Statistics
B yLAN Mapping Sessions

9 Clientless 55L VPN

£ shared S5L VPN

» B VPN Connection Graphs
= wsh Sessions

Oh:01m:31s 33954 : Logout

Dn Interfaces

To sort VPN sessions, right-click on the above table and select Table Sort Order from popup menu.

Logout By: == All Sessio... | Logout Sessions
Qﬂ?l’ODEI‘TiES . B
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Virtual Private Network (VPN)

Preferences Statistics  Route Details

Connection Information
State:
Tunnel Mode (IPv4):
Tunnel Mode (IPv6):
Dynamic Tunnel Exclusion:
Dynamic Tunnel Inclusion:
Duration:
Session Disconnect:

Firewall Message History

Disconnected
Mot Available
Not Available
MNat Available
Mot Available
00:00:00
None

Management Connection State:

Connected (asa.example.com)

Address Information
Client (IPva):
Client (IPv6):
Server:

Bytes

= e e
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/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_83215
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/b_AnyConnect_Administrator_Guide_4-7_chapter_01100.html#id_77380
https://www.cisco.com/c/ko_kr/support/index.html
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