ASA(Adaptive Security Appliance) DHCP Z!&| 0|
T4

ASA LHZ 3 9|2 QIE{m|o|A0 M THZ! HHE AL St DHCP 2l2f|0
DHCP Z/3jo] ERHEIME Q|5 C|H{Z 2! Syslog
T4
HE2|3 clolo{12H

AMAq
=0

CLIE Ar83t= DHCP 2l8|0] Zdm|aa8o|M
DHCP 2igi|o] £|E 7m0l
DHCP Mt Zdm|=gjo|M

0424 DHCP MEZ A3t= DHCP 2/30
0474 DHCP M2 [z
0424 DHCP MHE AL23 ZHX]

cte< &olstL|ct.

o] EMoMHE mZ! A L C|HIE S5t Cisco ASAL| DHCP Z!E|o]of| CHal A5t ZHm| 2z
0| 0 & M SErLiCt.

A 7 AME

DHCP(Dynamic Host Configuration Protocol) /20| (0| EE A8 35t 20+ o{Zeto|edAaTt 8
2tO[2AE S| DHCP & 2 Bt E{Lt CHE QIE{m|o|A 0| @A E CHE DHCP MHE MEE = /A&
L|CF.

ol2{8t M|et= DHCP 20| o|Oo|HMEE A8 5t

rr

ZeoE HBELICH

. DHCP MH 7ISkE €d3tE 32 2olo| oo|MEE & dste + giaLitt
- Eoto{Eeto|dAo| 2 eddsloF stH CHE EE0] Ml0|™ME = B REE Sol 2 S

‘=“-E” = i&Lch



m

mu £

Mok oM

0% ¥
J

IAE BEo|ME & old e HHAE M AFEstE QIE{m| 0|A0{ A DHCP &2 0]
tst74LE DHCP &Ef|o] MHE F 88 + &Lt

ol

|.

NTH

I.H

o oR
OE
ol
d

Do A= DHCP ZE|0| ME|AS AFRE & Qi L|CH EX wated @ o| | ot of
ARP(Address Resolution Protocol) E 2H%! gt

CL(Access Control List)0| 2R efLICt. £ HE0{A DHCP 231+ 3|410] Eot o1&zt
E ST 5185t24H F 72l ACLS TdsH ok BfLict.

Q
|>
rir

10

—

O JE WH -m

e
> rr ©
> T

. L% QIE{H 0|20 A 9|% 20| DHCP 288 5183t shLtol ACL.
. Mol 8E8 CHE WEo 2 5185t sLtol ACL

QT A

M
»
fjo
=
021
I
T
[l

Cisco0| M= ASA CLI 2 Cisco IOS® CLIof| Cist 7|2 x|Alg %

MNEBEE FE A

=)
MO
x
1o
0z
HL
rr
r

IS AZEQo] & SEHNO| HAE 7|Hte = gFLC}.

« ASA 5500-x Series Security Appliance Z/2|A 9.x 0|4
+ Cisco 1800 Series 2 <E

Ol EMel = 54 # 2382  ClHO|AE EOiZ A EER&LICH o] EM0l ALSE 2 E ClHt

=
Ol&ak %7|SHEI(7|2) HITB0IMOR AR EIR&LICH HA HENITL &S 52 B2 2E
2ol ZAAQ WS 0|2 HXI5HAI7| BHZFLICH
Hi 73 x4 =

DHCP Z2EZ2 IP FAMEY ntA3 2 &), 7|2 HO|EHO], DNS ME &4, WINS(Windows
Internet Name Service) T4 S2| At& L2 0|M o7& SAE| MBELICH ®So0f
DHCP Z&t0|ME0]= ol2fer Zm| 2ol Oi7HH 7} gi&LICH ol2E HEE &7V| sl E=
EHAE S EHLICH DHCP AH7L 0| R E W745tH DHCP MHE Rt HEE NI
LICH O|2{8t EECEIHAE QFHO| §HO 2 2I5H DHCP 220IUE St MiHe SYUFH MEHo
ofok grLICt 2t E X &3t 22 2|0]o{ 3 C|HIO|AE URIMOZ O|2Et EZEIHAE @F
g 7|18XMo 2 MYstR| eb&Lch

Sst MEYIo| A DHCP 22I0|¢1EQ} DHCP MHHE & o{is Al 7F &4 Ha|st 2742 ob L
Ct. ol2{&t & &0l = DHCP Z2Z0|E AtEE = l&LICt 22 o{ZE2t0o|1A S| DHCP &30 o
O|MEE LHE QIE{m|o|A S| EAEO|AM DHCP 2HE £ 4AI5HH 2|8 QlE{m|o|A 2| X|HE DHCP
M & st R ™2 HMERFLICH DHCP ME{7t E2t0|HEo| &4lstH 2ot o{ZE2to|HdA = 6f
g 3[4l2 CHA| e gFLCt. k2t A DHCP & 20| 0fl 0| E = DHCP AMti{et2| Ci3toi A DHCP 2
CIO|IEE &t ZEA| w& s ghLct.

=

H

22

M|k

o] 2 &lofA= DHCP Ea0] t0|HMEE A &6t X| o= B2l DHCP W%l &8 2o FLICH



DHCP
Server

=f

Client

 Discover [N

Acknowledge

ASAE= o|edet miZ! g 2IE{HdEsto] DHCP &0l E4le=z efEELCH

m Discovered
Client l m

J Request I o Request
ASA
Acknowledge

Relay-Reply

ASAOIM CHEE HEE YstE SAlol2z WMoz AZX EAE LIS

mo
N
Ju
gllzl
mn
T
[ul

4

™ o HEEI|AE HA|K|
-
T

A
4 255.255.255.255 - UDP ZE 672 EHL|C},

il
0
[e][}

1. DHCP Z 2 M|AE A|ZH5}ES
(DHCPDISCOVER)E CHA



Frame 1:
Ethernet II, Src:

342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Viware_84:39:6a (00:50:56:84:39:6a), Dst: Broadcast ( J

Internet Protocol

Version 4, src: 0.0.0.0 {0.0.0.0), Dst: 255.255.255.255 [255 255 255 ESSM

[ E|[E]E

User Datagram Protocol,
Bootstrap Protocol

Src Port: bootpc (68), Dst Port: bootps (67)
5rc IP: Mo ip on dient

Message type: Boot Reguest (1) ESC S AR

Hardware type: Ethernet
Hardware address length: &
Hops: O

[Transaction ID: 0x79dbf3a7 |
seconds elapsed: 0

Transcation id should be same for Discover, Offer, Request and Ack (DORA)

gootp Tlags: Ox0000 (unicast)

Client IP address: 0.0.0.0 (0.0.0.0)

Your {client) IPF address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0)
rRelay agent IF address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_B84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Magic cookie: DHCP

|+‘Gptiun: {(t=53,1=1) DHCP Message Type = DHCP Diﬁcqur| DHCP Discover sent by dient
# option: (t=116,1=1) DHCP Auto-Configuration = autoConfigure
+ option: (t=61,1=7) Client identifier
# option: (t=12,1=14) HOST Name =
& option: (t=60,1=8) vendor class identifier = "MSFT 5.07
® option: (t=55,1=11) Parameter Request List
End Option
Padding
1. VPN 2Z20|HENM IP FTAE QLEE 4% 20| o|0|ME IP &A= group-
policy0l| A dhcp-network-scope BEO 2 HO|El & HH AFS 7HSEH IP FALC

2. YdlXo 2 ASAE EE = 7|
O o Z DHCP 20| g2
Z DHCPDISCOVER HIA|X|

H OIE{Ho|A IP

AEE AX|5HX|BF DHCP 230]9] @

5t= DHCP A{B{& DHCP Aol IP A4

E Mg

FAQLICH IP sl & 22lo] oo|ME EEo| HE ArE S &lghL|ct

18 SHEE TAIEl0]
Mo RLIFHAE B
LI}, @m0 A IPE Mol MEHELICH 0] 2 9



Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured

Ethernet IT, Src: Cisco_6Cc:bB:cF (5B:8d:09:6c:b8:c7), Dst: Cisco_dd:48:cB (00:19:e7:dd:48:c8)
Internet Protocol versiom 4, Src: 108.51.100.1 (198.51.100.1), Dst: 19B8.51.100.2 (198.51.100.2)]
:zs;sgrggg;ﬂtzzﬁocu'l. Src Port: bootps (67), Dst Fort: bootps (ﬁ?éirc AiAgutﬂdEIPhnngthEierver

Message Type: Boot Reguest (1) SIS S

Hardware type: Ethernet

Hardware address length: 6

Hops: 1

Transaction ID: 0x79dbf3a7

seconds elapsed: O

m E

m #H

& Bootp flags: Ox0000 (Unicast)
Tient 1P address: 0.0.0.0 (0.0.0.0)
vour {client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0) Relay apent/IP of A5A interface facing the clients, where relay is
rRelay agent IF address: 192.0.2.1 (192.0.2.1) | enabled

Client MAC address: vmware_584:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
& option: (t=53,1=1) DHCP Message Type = DHCP D1scover|
F option: (t=116,1=1) DHCP Auto-Configuration = autoConfigure
@ option: (t=61,1=7) Client identifier
[E option: (T=12,7=14) HoST Wame =
F option: (t=60,7=8) vendor class identifier = "MSFT 5.0"
[ Option: (t=55%,1=11) Parameter Request List
End option
Padding

™ 23 Cisco BT ID CSCu08992401 S3HEI &5 AP O 2 QIsH B 9, 1(5.7), 9.3(1) OI
20l A ASAE= dhcprelay?t & d3tEl E2H0|1E(gipaddr)& &st= QUE{HO|A IP 3
oA DHCP MHQ| IP AAlo 2 QL|IFHIAE THZlS MetE 4 QlaLct ol Bd= LH—,—
CIEHO|A IP FAY & Ql&LICEH

3. {tH= DHCPDISCOVER- UDP Z E 670{ AKX =l 2I7|0| 0 0|ME IPE CHA o2
DHCPOFFER HIA|X|& RLIFHAE TZIS 2 ASA0 CHA| & ELICE O] B dheprelay 7t
g M3HE LIS 2IE{H 0| A (giaddr) 8l IP FARILICE Bllolod 3 FlHe] SX K| IPE & lgL|ct


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo89924

Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet IT, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:b8:c7)

e E

Internet Protocol version 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (192.0.2.1)|

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)

BOOTSTrap Protocol

[E3

Sre: DHCP server

Message type: Boot Reply (2} Ut Ry UEeAL R

Hardware type: Ethernet
Hardware address length: &
Hops: O

Transaction ID: Ox79dbf3ay
seconds elapsed: 0

gootp flags: 0x0000 (unicast)

Client IP address: 0.0.0.0 (0.0.0.0)
your (clienmt) IP address: 192.0.2.4 (192.0.2.4)| offered P
MexT server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 192.0.2.1 (192.0.2.1)

cTient MAC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not giwven

oot file mame not giwven

Magic cookie: DHCP

[&]

m

option: (t=53,1=1) DHCP Message Type = DHCP Offer DHCP offer
option: (t=54,1-4) DHCP Server Idemtifier = 198.51.100.2 | pHCP server IP
option: (t=51,1=4) IP Address Lease Time = 1 day Lease

option: (t=58,1=4) Renewal Time value = 12 hours
option: (t=59,1=4) Rebinding Time value = 21 hours

E option: (t=1,1=4) Subnet Mask = 255.255.255.0 Subnet mask info
& option: (t=6,1=8) Domain Name Serwver )
= option: (t=15,1=9) Domain Mame = "cisco.com” Domain name
End option
radding

4. ASAE LR QlE{m|o|A(UDP ZE
[Hit= Sk IP Sl 7 HEE [e =g,

68)01 A1 O] WfZ!E ™M&ELICE Z!o| LiF QEH oA E



Frame 2: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
Ethernet II, src: Cisco_6C:b8:cd (58:8d:09:6C:b8:C6), DsT: vmware_84:39:6a (00:50:56:84:39:6a)

Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)

O BEE®E =

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (6E)
BOOTSTrap Protocol

Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: @

Hops :

Transaction ID: Ox7odbf3ar

seconds elapsed: O

# Bootp flags: Ox0000 {(Unicast)

Client IP address: 0.0.0.0 (0.0.0.0)

vour {client) IP address: 192.0.2.4 (192.0,2.4)
Mext server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 192.0.2.1 (192.0.2.1)

Cclient MaC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not giwven

goot file name not
Magic cookie: DHCP

aiven

Offered IP

¢ option: {T=53,7=1) DHCP Message Type = DHCP Offer
® option: {t=54,71=4) DHCP Server Identifier = 198,51.100.2
M option: (t=51,1=4) IP Address Lease Time = 1 day
= option: (T=58,T=4) Renewal Time value = 12 hours
F option: (t=59,7=4) Rebinding Time value = 21 hours
@ option: {(t=1,1=4) Subnet Mask = 255.255.255.0
# oprtion: {T=6,1=8) Domain MName Server
@ option: {t=15%,1=9) Domain Name = “cisco.com”
@ option: {t=3,1=4) Router = 192.0.2.1

end option

radding

5. DHCPOFFER HIA|X|E&

Ct.

&rc: ASA interface /Relay agent IP
Dst: Offered IP

AasA interface IP

DHCP Offer
DHCP server IP
Lease

Subnet mask info

Domain name
Default Gateway for cient

-

#4151 DHCPREQUEST HIAIX|E ELH XMotS £2tE s &L



Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)
Ethernet II, Src: Vmware_B4:39:6a (00:50:56:84:39:6a), Dst: Broadcast (ff:ff:ff:ff:ff:f)
Internet Protocol version 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255M
User Datagram protocol, Src Port: bDootpc (68), Dst Port: bDootps (G7)
Bootstrap Protocol

Message type: Boot Request (1)

Hardware type: Ethernst

Hardware address length: &

Hops: 0

Transaction ID: 0x79dbf3ar

Seconds elapsed: 0

Src: 0.0.0.0 as dient hasn't
accepted the IP yet
Dst: L3 broadeast

0 BrEhE B

& Bootp flags: Ox0000 (Unicast)
Client IP address: 0.0.0.0 {(0.0.0.0)
your {client) IP address: 0.0.0.0 {(0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: vmware_B84:39:6a (00:50:56:84:39:6a)
client hardware address padding: 00000000000000000000
server host name not given

goot File name not given

Magic cookie: DHCP

# oprion: (T=53,71=1) DHCP Message Type = DHCP RequestT DHCP request
w option: (T=61,1=7) Client identifier
v option: (t=50,1=4) Reguested IP Address = 192.0.2.4 Requested IP
v option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
v option: (t=12,1=14) Host Name = _ Hostname
W option: (t=81,1=18) client Fully qualified Domain Name
v option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
© Option: (t=55,1=11) Parameter Request List

End option

6. ASA= DHCP A{H{0oll DHCPREQUESTE ™EHshL|Ct.

Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)
Ethernet IT, Src: Cisco 6c:bB:c? (58:8d:09:6c:b8:c7), Dst: Cisco_dd:48:c8 (00:19:e7:dd:48:c8)
Internet Protocol Version 4, Src: 198.51.100.1 (198.51.100.1), DsT: 198.51.100.2 (193.51.1&0.2H
User Datagram Protocol, src pPort: bootps (67), Dst Port: bootps (67) Sre- ASA patside Interiace
Bootstrap Protocol DﬂlDHCPstWtr

Message Type: BooT Request (1)

Hardware type: Ethernst

Hardware address length: &

Hops: 1

Transaction ID: Ox7adbfiar

Seconds elapsed: 0
= Bootp flags: 0x0000 (Unicast)

o @ [FE @

Client IP address: 0.0.0.0 {0.0.0.0)

your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)

Client MAC address: vmware_84:39:6a (00:50:50:84:3%9:6a)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Magic cookie: DHCP

# Option: (t=53,1=1) DHCP Message Type = DHCP Request DHCP request
® option: (t=-61,1-7) Client identifier

# option: (r=30,1=4) rRequested IP address = 192.0.2.4 Requested IP

@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2 | DHCP server IP
@ option: (t=12,1=14) Host name - TN Hostname

= option: (T=81,1=18) client Fully qualified pomain name

F Option: (t=60,1=8) vendor class identifier = "MSFT 5.0"

@ Option: (t=55,1=-11) Parameter Request List

end option



7. MH{= DHCPREQUESTE o™ X2 & IPE Ql5t7| 2/8 DHCPACKS CHAl EiLict,

==
o

Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernmet II, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:bB:c7)

it

Internet Protocol version 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (192.0,2.1)

=
E

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67) e ——
BOOTSTrap Protocaol Dst: Relay agent IP
Message type: Boot Reply (2)
Hardware type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox79dbf3ar
seconds elapsed: O
@ Bootp flags: 0x0000 (Unicast)
Klient IP address: 0.0.0.0 (0.0.0.0) Current IP on client
vour {client) IP address: 192.0.2.4 (192.0.2.4)| IPoffered to dient
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client MaC address: vaware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given
Boot Tile name not given
Magic cockie: DHCP

# option: (t=33,1=1) DHCP Message Type = DHCP ACK DHCP Ack

3 option: (t=54,1=4) DHCP Server Identifier = 198.51.100. 2| DHCFserver P

@ option: (t=51,1=4) IP Address Lease Time = 1 day Lease

# option: (t=58,T1=4) Renewal Time value = 12 hours

@ option: (t=59,1=4) Rebinding Time value = 21 hours

# option: (t=1,1=4) subnet mask = 255.255.255.0 Setmcima e

£l ﬂptjun: {t=06,1=8) Dnmai? Name SEFHET § Domain name

@ option: (t=15,1=9) Domain Name = “cisco.com Default pateway for chent
End option
Padding

8. ASA7I DHCP M0 DHCPACKS AFEXI0i|H MEHsIH ERZMO| Rt 2 ElL|CE.



7 Frame 4: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
# Ethernet II, Src: Cisco 6c:b8:c6 (5B:8d:09:6c:bB:cC6), DsT: Vmware 84:39:6a (00:50:56:84:39:6a)
[# Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)]|
i User Datagram Protocol, Src Port: bootps (&7), DSt Port: bootpc (68)
-] BOOTSTrap Protocol
Message type: Boot Reply (2)
Hardware Type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox79dbf3a7?
Seconds elapsed: 0O
+ Bootp Flags: O0x0000 {unicast)
Client IF address: 0.0.0.0 (0.0.0.0) Current IP on dient
Your (client) IP address: 192.0.2.4 (192.0.2.4)| IPofferd to client
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client mac address: wmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot Tile name not given
Magic cookie: DHCP

src: Relay agent IPSASA int
Dst: IP offered to dient

F option: (t=53,1=1) DHCP Message Type = DHCP ACK DHCP Ack
@ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
® oprion: (T=51,1=4) IP address Lease Time = 1 day Lease

@ option: (t=58,1=4) Renewal Time value = 12 hours
#= oprtion: (r=539,1=4) Rebinding Time value = 21 hours

m option: (t=1,1=4) subnet Mask = 255.255.255.0 Subnet mask info
= option: (t=6,1=8) Domain Name Sarwver
® option: (t=1%,1=9) Domain Mame = "cisco.com” Comain name

Default gateway for client

@ option: (t=3,1=4) Router = 192.0.2.1
end oprion
Padding

DHCP Z2f|o] ERAMEE 2|8 C|HZ & Syslog

DHCP MH QIE{H| 0]A 198.51.100.20| MEEl DHCP & QlL|C}.

DHCPRA: relay binding created for client 0050.5684.396a.DHCPD:
setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: Adding rule to allow client to respond using offered address 192.0.2.4

DHCP AME{OlA SEH2 dtod EoF 0{Z210|21A = MAC TA7F 0050.5684.396a9! DHCP 22}
O|HEOf 3|AIE XMES T HOIEHNO| FAE AHA| LIS QlE{m|o|A R BHZAELICT

DHCPRA: forwarding reply to client 0050.5684.396a.

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPD: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: exchange complete - relay binding deleted for client 0050.5684.396a.
DHCPD: returned relay binding 192.0.2.1/0050.5684.396a to address pool.



dhcpd_destroy_binding() removing NP rule for client 192.0.2.1
DHCPRA: forwarding reply to client 0050.5684.396a.

syslogol = S st ERMO| EAIELICH

%ASA-7-609001: Built local-host inside:0.0.0.0
%ASA-7-609001: Built local-host identity:255.255.255.255
%ASA-6-302015: Built inbound UDP connection 13 for inside:
0.0.0.0/68 (0.0.0.0/68) to identity:255.255.255.255/67 (255.255.255.255/67)
%ASA-7-609001: Built local-host identity:198.51.100.1
%ASA-7-609001: Built local-host outside:198.51.100.2
%ASA-6-302015: Built outbound UDP connection 14 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:198.51.100.1/67 (198.51.100.1/67)

%ASA-7-609001: Built local-host inside:192.0.2.4
%ASA-6-302020: Built outbound ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
%ASA-7-609001: Built local-host identity:192.0.2.1
%ASA-6-302015: Built inbound UDP connection 16 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302015: Built outbound UDP connection 17 for 1inside:
192.0.2.4/68 (192.0.2.4/68) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302021: Teardown ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
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dhcprelay server 198.51.100.2 outside
dhcprelay enable inside

dhcprelay setroute inside

dhcprelay timeout 60

DHCP 2gi|o| 2|F Zdx|z2lo|M

show run
!
hostname ASA
names
!
interface Ethernet0/0
nameif inside
security-level 0
ip address 192.0.2.1 255.255.255.0
!
interface Ethernet0/1
nameif outside
security-level 100
ip address 198.51.100.1 255.255.255.0
!
interface Ethernet0/2
no nameif
no security-level
no ip address
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
shutdown
no nameif
no security-level
no ip address
!
ftp mode passive
no pager
Togging enable
Togging buffer-size 40960
Togging buffered debugging
mtu inside 1500
mtu outside 1500
no failover
icmp unreachable rate-1limit 1 burst-size 1



no asdm history enable

arp timeout 14400

timeout xlate 0:30:00

timeout pat-xlate 0:00:30

timeout conn 3:00:00 half-closed 0:30:00 udp 0:15:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 0:30:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

dynamic-access-policy-record DfT1tAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no shmp-server contact

crypto ipsec security-association lifetime seconds 28800

crypto ipsec security-association lifetime kilobytes 4608000

telnet timeout 5

ssh timeout 5

console timeout 0

dhcprelay server 198.51.100.2 Outside
dhcprelay enable inside
dhcprelay setroute inside

//Defining DHCP server IP and interface//
//Enables DHCP relay on inside/client facing interface//
//Sets ASA 1inside as DG for clients in DHCP reply packets//

dhcprelay timeout 60

threat-detection basic-threat

threat-detection statistics access-list

no threat-detection statistics tcp-intercept

webvpn

|

!

prompt hostname context

no call-home reporting anonymous

call-home

profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily

Cryptochecksum:7ae5f655ffe399c8a88b61ch13425972

: end

DHCP AME Zdx|z2 2o

show run
Building configuration...



Current configuration : 1911 bytes

!

! Last configuration change at 18:36:05 UTC Tue May 28 2013
version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Router

!

boot-start-marker

boot-end-marker

!

|

logging buffered 4096
|

no aaa new-model

!

crypto pki token default removal timeout 0

!

!

dotll syslog

ip source-route

!

ip dhcp excluded-address 192.0.2.1 192.0.2.2

ip dhcp excluded-address 192.0.2.10 192.0.2.254

//IP addresses exluded from DHCP scope//
!
ip dhcp pool pooll
import all network 192.0.2.0 255.255.255.0
dns-server 192.0.2.10 192.0.2.11 domain-name cisco.com

//DHCP pool configuration and various parameters//
!
!
!
ip cef
no ipv6 cef
!
multilink bundle-name authenticated
!
!
!
Ticense udi pid CISCO1811W-AG-A/K9 sn FCTxxxx
!
!
!
interface DotllRadioO
no ip address
shutdown
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root
!
interface DotllRadiol
no ip address
shutdown
speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root
!
interface FastEthernetO
ip address 198.51.100.2 255.255.255.0



dupTlex auto

speed auto

!

interface FastEthernetl
no ip address

dupTlex auto

speed auto

!

interface FastEthernet2
no ip address

!

interface FastEthernet3
no ip address

!

interface FastEthernet4
no ip address

!

interface FastEthernet5
no ip address

!

interface FastEthernet6
no ip address

!

interface FastEthernet?
no ip address

!

interface FastEthernet8
no ip address

!

interface FastEthernet9
no ip address

!

interface Vlanl

no ip address

!

interface Asyncl

no ip address
encapsulation slip

!

ip forward-protocol nd

no ip http server

no ip http secure-server
!

!

ip route 192.0.2.0 255.255.255.0 198.51.100.1

//Static route to ensure replies are routed to relay agent IP//
|

|

!

control-plane

|

!

Tine con 0

Tine 1

modem InOut

stopbits 1

speed 115200
flowcontrol hardware
Tine aux 0

1ine vty 0 4

Togin



transport input all
!

end
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dhcprelay server 198.51.100.2 outside
dhcprelay server 198.51.100.3 outside
dhcprelay server 198.51.100.4 outside
dhcprelay enable inside

dhcprelay setroute inside

0424 DHCP MHZ C|HZ

CHS2 0421 DHCP M7t AFSE i ClHZ ot = of &IL|CH.

DHCP: Received a BOOTREQUEST from interface 2 (size = 300)

DHCPRA: relay binding found for client 000c.291c.34b5.

DHCPRA: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.2.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.3.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.4.

02 DHCP AMHHE A8 2%

CHZ2 042] DHCP M7t AL El= B2l THZ! A& of &iL|Ct.

ASA# show cap out
3 packets captured
1: 18:48:41.211628 192. .67 > 198.51.100.2.67: udp 300

2.0.2.1
2: 18:48:41.211689 192.0.2.1.67 > 198.51.100.3.67: udp 300
3: 18:48:41.211704 192.0.2.1.67 > 198.51.100.4.67: udp 300
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DHCP 2/8l0] MH|A0f CHEt S HEE E2{™ ASA CLI0|A{ show dhcprelay statistics B2 2
gLt

ASA# show dhcprelay statistics

DHCP UDP Unreachable Errors: 1
DHCP Other UDP Errors: 0O

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

O OO RrEKEOo

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

O Rr RO

£ 342 DHCPDISCOVER, DHCP REQUEST, DHCP OFER, DHCP RELEASE %! DHCP ACK<2}
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Router#show ip dhcp server statistics

Memory usage 56637
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

(el eNelol el

Message Received
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE

OO RrRrOo



DHCPINFORM

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

0

Sent
0

1
1
0

ASA# show dhcprelay state

Context Configured as DHCP Relay
Interface inside, Configured for DHCP RELAY SERVER
Interface outside, Configured for DHCP RELAY
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https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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