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Cat-3560

Switch#configure terminal

Switch(config) #hostname Cat-3560

!--- Sets the hostname for the switch. Cat-
3560 (config) #vlan 2

Cat-3560(config-vlan) #name SERVER
Cat-3560(config-vlan) #vlan 3
Cat-3560(config-vlan) #name VOICE
Cat-3560(config-vlan) #vlan 4

Cat-3560 (config-vlan) #name MARKETING

Cat-3560 (config-vlan) #vlan 5
Cat-3560(config-vlan) #name SALES
Cat-3560(config-vlan) #vlan 6
Cat-3560(config-vlan) #name GUEST_ and_ AUTHFAIL
! --- VLAN should already exist in the switch for a

)
)
)
)
)
)
)
)

successful authentication. Cat-3560(config-vlan) #exit
Cat-3560(config) #interface vlan 2
Cat-3560(config-if) #ip address 172.16.2.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for the RADIUS Server.
Cat-3560(config-if) #interface vlan 3
Cat-3560(config-if) #ip address 172.16.3.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for IP Phone clients in
VLAN 3. Cat-3560(config-if) #interface vlan 4
Cat-3560(config-if) #ip address 172.16.4.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for PC clients in VLAN
4. Cat-3560(config-if) #interface vlan 5
Cat-3560(config-if) #ip address 172.16.5.1 255.255.255.0
Cat-3560(config-if) #no shut

!--- This is the gateway address for PC clients in VLAN
5. Cat-3560(config-if) #exit
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Cat-3560 (config) #ip routing

!--- Enables IP routing for interVLAN routing. Cat-
3560 (config) #interface range fastEthernet 0/1 - 4
Cat-3560(config-if-range) #shut

Cat-3560 (config-if-range) #exit

Cat-3560(config) #interface fastEthernet 0/24
Cat-3560(config-if) #switchport mode access
Cat-3560(config-if) #switchport access vlan 2

!--- This is a dedicated VLAN for the RADIUS server.
Cat-3560(config-if) #spanning-tree portfast
Cat-3560(config-if) #exit

Cat-3560(config) #interface range fastEthernet 0/1 ,
fastEthernet 0/4

Cat-3560 (config-if-range) #switchport mode access
Cat-3560 (config-if-range) #switchport voice vlan 3

!--- You must configure the voice VLAN for the IP phone
when the !--- host mode is set to multidomain. !---
Note: If you use a dynamic VLAN in order to assign a
voice VLAN !--- on an MDA-enabled switch port, the voice
device fails authorization.

Cat-3560(config-if-range) #dotlx port-control auto

!--- Enables IEEE 802.1x authentication on the port.
Cat-3560(config-if-range) #dotlx host-mode multi-domain
!-—- Allow both a host and a voice device to be !---
authenticated on an IEEE 802.1lx-authorized port. Cat-
3560 (config-if-range) #dotlx guest-vlan 6
Cat-3560(config-if-range) #dotlx auth-fail vlan 6

!--- The guest VLAN and restricted VLAN features only
apply to the data devices !--- on an MDA enabled port.
Cat-3560 (config-if-range) #dotlx reauthentication

!--- Enables periodic re-authentication of the client.
Cat-3560 (config-if-range) #dotlx timeout reauth-period 60
!--- Set the number of seconds between re-authentication
attempts. Cat-3560(config-if-range) #dotlx auth-fail max-
attempts 2

!--- Specifies the number of authentication attempts to
allow !--- before a port moves to the restricted VLAN.
Cat-3560 (config-if-range) #exit

Cat-3560(config) #interface range fastEthernet 0/2 - 3
Cat-3560 (config-if-range) #switchport mode access
Cat-3560(config-if-range) #dotlx port-control auto

!--—- By default a 802.1x authorized port allows only a
single client. Cat-3560(config-if-range) #dotlx guest-
vlan 6

Cat-3560(config-if-range) #dotlx auth-fail vlan 6
Cat-3560 (config-if-range) #dotlx reauthentication

Cat-3560
Cat-3560
Cat-3560(config) #ip dhcp pool IP-Phones

Cat-3560 (dhcp-config) #network 172.16.3.0 255.255.255.0
Cat-3560 (dhcp-config) #default-router 172.16.3.1
Cat-3560 (dhcp-config) #option 150 ip 172.16.2.201

!--- This pool assigns ip address for IP Phones. !---
Option 150 is for the TFTP server. Cat-3560 (dhcp-
config) #ip dhcp pool Marketing

Cat-3560 (dhcp-config) #network 172.16.4.0 255.255.255.0
Cat-3560 (dhcp-config) #default-router 172.16.4.1

!--— This pool assigns 1ip address for PC clients in

)

)
Cat-3560 (config-if-range) #dotlx timeout reauth-period 60
config-if-range) #dotlx auth-fail max-attempts 2
)

(
(
(
(
(config-if-range) #spanning-tree portfast
(
(
(

Marketing Dept. Cat-3560 (dhcp-config)#ip dhcp pool Sales
Cat-3560 (dhcp-config) #network 172.16.5.0 255.255.255.0
Cat-3560 (dhcp-config) #default-router 172.16.5.1

!--— This pool assigns 1ip address for PC clients in




Sales Dept. Cat-3560 (dhcp-config) #exit
Cat-3560(config) #ip dhcp excluded-address 172.16.3.1
Cat-3560(config) #ip dhcp excluded-address 172.16.4.1
Cat-3560(config) #ip dhcp excluded-address 172.16.5.1
Cat-3560(config) #aaa new-model

Cat-3560 (config) #aaa authentication dotlx default group
radius

!--- Method list should be default. Otherwise dotlx does
not work. Cat-3560(config)#aaa authorization network
default group radius

!--- You need authorization for dynamic VLAN assignment
to work with RADIUS. Cat-3560(config) #radius-server host
172.16.2.201 key CisCol23

! -—-- The key must match the key used on the RADIUS
server. Cat-3560(config) #dotlx system-auth-control

!-—- Globally enables 802.1x. Cat-3560(config) #interface
range fastEthernet 0/1 - 4

Cat-3560(config-if-range) #no shut
Cat-3560(config-if-range) #4z

Cat-3560#show vlan

VLAN Name Status Ports
1 default active Fa0/1,
Fa0/2, Fa0/3, Fa0/4

Fa0/5,
FaO/6, Fa0/7, Fa0/8

Fa0/9,
Fa0/10, Fa0/11, Fa0/12

Fa0/13,
Fa0/14, Fa0/15, Fa0/1l6

Fa0/17,
Fa0/18, Fa0/19, Fa0/20

Fa0/21,
Fa0/22, Fa0/23, Gi0/1

Gi0/2
2 SERVER active Fa0/24
3 VOICE active Fa0/1,
Fa0/4
4 MARKETING active
5 SALES active
6 GUEST_and_AUTHFAIL active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
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Cat-3560#show dotlx all summary

Interface

PAE

Clie

nt Status

AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED
AUTHORIZED

Cat-3560#show dotlx interface fastEthernet 0/1 details

Dotlx Info for FastEthernet0/1

PAE

PortControl
ControlDirection
HostMode
ReAuthentication
QuietPeriod
ServerTimeout
SuppTimeout
ReAuthPeriod
ReAuthMax
MaxReqg

TxPeriod
RateLimitPeriod
Auth-Fail-Vlan

Auth-Fail-Max-attempts

Guest-Vlan

AUTHENTICATOR
AUTO

Both
MULTI_DOMAIN
Enabled

10

30

30

60 (Locally configured)

AN oy O WN DN
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g £
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EHE Settings(A%) > Status(& Ef) > Status Messages(& Eff H|A|X|)HIAM T &
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Dotlx Authenticator Client List

Domain = DATA
Supplicant = 0016.3633.339¢c
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
ReAuthPeriod = 60
ReAuthAction = Reauthenticate
TimeToNextReauth = 29
Authentication Method = Dotlx
Authorized By = Authentication Server
Vlan Policy =4
Domain = VOICE
Supplicant = 0017.59e7.492c
Auth SM State = AUTHENTICATED
Auth BEND SM State = IDLE
Port Status = AUTHORIZED
ReAuthPeriod = 60
ReAuthAction = Reauthenticate
TimeToNextReauth = 15
Authentication Method = Dotlx
Authorized By = Authentication Server

15 M3 F VLAN H#EfE =fQlgrLct,
Cat-3560#show vlan

VLAN Name Status Ports

1 default active FaO/5, FaO/6, FalO/7, Fal0/8
Fa0/9, Fa0/10, Fal0/11l, Fa0/12
Fa0/13, Fa0/14, Fa0/15, Fal0/16
Fa0/17, Fa0/18, Fa0/19, Fa0/20
Fa0/21, Fa0/22, Fa0/23, Gio/1

Gio/2
2 SERVER active Fa0/24
3 VOICE active Fa0/1, Fa0/4
4 MARKETING active Fa0/1, Fa0/2
5 SALES active Fa0/3, Fa0/4
6 GUEST_and_AUTHFAIL active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
I --- Output suppressed.
2. 4Bl Q15 % DHCP HIQIE! A ENE =ik |t
Router#show ip dhcp binding
IP address Hardware address Lease expiration Type
172.16.3.2 0100.1759.e749.2c Aug 24 2007 06:35 AM Automatic
172.16.3.3 0100.1a2f.8038.1f Aug 24 2007 06:43 AM Automatic
172.16.4.2 0100.1636.3333.9c Aug 24 2007 06:50 AM Automatic
172.16.4.3 0100.145e.945£.99 Aug 24 2007 08:17 AM Automatic
172.16.5.2 0100.166F.3CA3.42 Aug 24 2007 08:23 AM Automatic
172.16.5.3 0100.1185.8D9A.F9 Aug 24 2007 08:51 AM Automatic
HE)(OIT)= 5§ show BHEE K| HELICHshow HH
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