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INVITE sip:1018@ 10.86.176.142 5IP/2.0
Via: 5IP/2.0/UDP 14.102.5.10:5060; branch=29hG4bKa0f31234

e INVITE sip: 1018@10.86.176.142 517/2.0

From: "1101" <sip:1101@10.86.176.142>;tag=0021d3ba8 :

T <sip:1015@10.86 el R e Via: SIP/2.0/UDP 14.102.5.10:5060;branch=z3hGabKal31234
Call-ID: 0021d8ba-Bea10003-5b5505 1@ 14,102 5. 10 From: "1101" <sip:1101@10.86.176.142>;tag=0021dBbakea

To: <s5ip:1018@10.86.176.142>

anle dhaninb o Bla e Lol #|  CalliD: 0021d8ba-Bea10003-6b55051f@14.102.5.10
Contact: <sip:1101@14.102.5.10:50&60;transport=udp> >
w=0
o=CiscoSystemnsCCM-SIP 2000 1IN P4 14.102.5.10 o
=audio 22214 RTP/AVP 0 & 18 102 116 101 5
"i”Z”IP::l R m’r o=CiscoSystemsSIP-GW-UserAgent 3797 0 1N IP4 14.102.5.10
e e m=audio 22214 RTP/AVP 0 8 18 102 116 101
c=IM IP4 14.102.5.10 % Mot translated!
[ 100 Trying
44— 100 Trying =

[ ——— 180 Ringing

“——— 180 Ringing

SIFf2.0 200 OK

SIP/2.0 200 OK Via: SIP/2.0/UDP 14.102 5.10:5060; branch=29hG4bKa0f31234
Via: SIF/2.0/UDF 14.102.5.10:5060;branch=z9hGAabKa0f31234 me:_"nm" <sip: 11013 10.86.176.142>;tag=002 1dBbaBea
From: "1101* <sip:1101@10.86.176.142>;tag=0021dBbasea To: <sip:1018@10.86.176. 141> tag=2440532C- 1787

To: <sip:1018@10.86.176.142>;tag=244D532C-1787 g Date: Thu, 04 Apr 2013 17:55:51 GMT

Date: Thu, 04 Apr 2013 17:55:51 GMT Call-ID: 0021d8ba-Beal0003-6b55051f@14.102.5.10

- Call-iD: 0021d8ba-8eal0003-6b550511@14.102.5.10
Remote-Party-1D: "p3" <sip:

.F;:Emnte-Parb;JD: "p3" esip: 1018@10.86.176.142>;party=called;screen=no;privacy=off
1018@&10.86.175.142>; party=called;screen=no;privacy=off C'}“_taft: <5ip:1013@10.86.176.142:5060>

Contact: <sip:1018@10.86.176.142:5060= —=snip--
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ip nat sip-sbc

200.200.200.10 5060 15.3.33.22 5060 wudp

call-id-pool call-id-pool

session-timeout 300
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ip

ip

nat

nat

nat

nat

nat

nat

nat

nat

15.3.33.61 15.3.33.69

sbc2 15.3.33.91 15.3.33.99

pool call-id-pool 1.1.1 1.1.255.254

200.200.200.100 200.200.200.200

inside source

list

inside source list 2 pool sbc?

255.255.0.0

255.255.0.0

255.255.0.0

255.255.255.0

outside source list 3 pool outside-pool add-route

inside source list 4 pool call-id-pool

access-list

access-list permit

access-list 2 permit

access-list 2 permit

access-list 3 permit

access-list 3 permit

access-list 4 permit

access-list 4 permit

SBC NATE M St I3t &2/

10.1.1.0

0.0.0.255

171.1.1.0 0.0.0.255

20.1.1.0

0.0.0.255

172.1.1.0 0.0.0.255

15.4.0.0

15.5.0.0

10.1.0.0

20.1.0.0

0.0.255.255

0.0.255.255

0.0.255.255

0.0.255.255
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Call Flow — Media Flow-Around
Phone A Calls Phone B

| Data Access Router A | SBC || NAT-Pool:153.3361-60 |
’ " | 173.1.1.30 [[| 15.3.33.27 | 15.3.33.22

L37L4 Src 10.1.1.1:1025
DOrst 200.200.200.10: 5060

L3/ L4 Sre 171.1.1.10:1025

o= 10.1.1.1 L e L3 /L4 Src 15.3.33 61:1030
m= 10000, 10001 c=10.1.1.1 Dist 15.3.33.22:5060
INVITE B @ 200.200.200.19 m = 1000010001 s
Invite B @ 200.200.200.10, i

Invite B @ 15.3.33.22

.

SIP Phone B Data Access Router B | L3 /L4 Src 15.3.33.22:55 port
» Dist 15.3.33.62: 2002
20111 172.1.1.10
c= 1633362
L3 /L4 Src 200.200.200.10:5080 m = 10000, 10001
Digt 172 11101024 ~ Invite B @ 15.3.33.62:2002
= 10111
L3/ L4 Src 200.200.200.10:5080 S eran AR
Dt 20.1.1.1:1024 Invite B 20.1.1.1
nyie 1.1,
c=10.1.1.1 = @ s
o= 10000 009
Invite B @ 20.1.1.1 A=15.3.33.62: 2001
- B =15.3.33.62: 2002
. : 4

Call Flow — Media Flow-Around (Cont’ d)
Phone A Calls Phone B

| siP Phone A 1000_| Data Access Routerd | | sBc | MAT-Pool:15.3.33.61 — 69 | SoftSwitch

. ? [ 173.1.1.30 || 15.3.33.27 | [1533322

L3/ L4 Src 15.3.33.22:55 port

L3 /L4 Src 200.200.200.10:5060 | Dst 15.3.33 622001
L3/ L4 Src 200.200.200.10:5060 ‘ Dst171.1.1.1:1024 c=15.3.33.62
Dst 10.1.1.1:1024 R m =20000, 20001
c=20.1.11 = 21000 200 & 200 OK
= = 200 Ok

«  2000K

' .
SIF Phone B 2000 Data Access Router B |
20.1.11 172.1.1.10

[] L]
L3 /L4 Src 20.1.1.1: 1031

Dst 200.200.200.10:5060 | L37L4 Src172.1.1.1: 1031 |

Dst 200.200.200.10:5060 L3 /L4 Src 15.3.33.62:1031

£=2011.1 i
I_m=_zﬂuuu_mum_ P Dt 15.3.33.22: 5060

200 OK = c=15.3.33.52
* 200 OK . m =20000, 20001
" 200 OK h .
. - A= 15.3.33 B2: 2001
¢ B = 15.3.33.62; 2002
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Show % debug EH

¢ deb ip nat[sip | skinny]
¢ show ip nat statistics

¢ show ip nat translations

2ol Agt

. Ax|azo|Mo ip nat inside ==& ip nat outside interface 3+ @&J0| Z & T|E=X| &olghLct.
O|2{8t B2 CIE{H 0| A0|A NATE EAMSH5I0 LISF/2F X|IHo| E & LCt

. 17 NATS| A< ip nat source static BHEO| LIE 24 FAE HX LIGstD WE MAIP F
AE F HMZE LI hst=X| =elgLct.

. S NATS| A2 NAT #Heto| 257 | To| LHE S AE|AM MET Wl UXISIEE 74
El ACLO| sHE S AEO| WZ!H UX|GH=X| EQIFLICEH o & E0{ LHE 2L F4 10.1.1.
200.1.1.12 #H&&loF = F ACLO| &4 =4 200.1.1.10] ofL2t 10.1.1.12+ YX[eHE=R
=holghLct.

- PAT7I Q12 SX NATLS| A2 ZE0l 28 IP FATI QYEX| #lgLICH FA7I SESIX| o
© ™ show ip nat statistics & £290| F Hm miss F+RE0MH S7t5t= 2ot 8 Het 55
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interface Loopback(

ip address 10.1.1.1 255.255.255.0

ip nat inside

ip virtual-=reassembly in

1

interface Serial(/1/0

description **Line to FRS**

ip address 100.10.10.1 255.255.255.0

ip nat outside

ip virtual=reassembly in

encapsulation ppp e
ip nat inside source list 91 interface Serialo/1/0(overload
access=1ist 91 permit 10.1.1.1 s

Rl#show ip nat translations

Fro Inside global In ocal Outside local Outside global
icmp 100.10.10.1:7 . ol loled 200.200.200.2:7 200.200.200.2:7
icmp 100.10.10.1:8 ig.1.1.1:8 200.200.200.2:8 200.200.200.2:8

Rl#ping 200.200.200.2

Type BSCape segquence to abort.

Sending 5, 100=byte ICMP Echos to 200.200.200.2, timeout is 2 seconds:

15011

El# sho log

0o0044: *Apr 17 00:13:00.027: MNAT: =2=10.1.1.1->100.10.10.1, d=200.200.200.2
[40] .

0o0045: *Apr 17 uat13:ﬂﬂ.n2?:“ﬁim;} g=200.200.200.2, d=100.10.10.1=>10.1.1.1
[40]

Debug line for NAT on Incoming packet

SIP ALG

CIH ip nat sip2| £3 £0| ZAIELICH o] B2 &&l miZlo X et & IP FAT) BHgHElLICH



ip nat inside source static 10.1.1.1 20.1.1.1

Sent: INVITE sip:1018€10.86.176.142:5060 SIP/2.0

via: SIP/2.0/UDP 10.1.1.1:5060;branch=z9hG4bK23C1EDOL

Remote=FParty=ID: "3196" <sip:3196810.1.1.1>;party=calling;=screen=no;privacy=off
From: "3196" <sip:3196€10.1.1.1>;tag=A9F3DB34-EEE

To: <sip:1018R10.86.176.142>

Date: Tue, 23 hpr 2013 17:53:02 GMT

Ccall-ID: FA3ACO14-ABRT511F2-BEGBB2AO-BEAFIBAREL0.1.1.1

==3nip—

Contact: <sip:3196810.1.1.1:5060>

==STip—

w={

o=CiscoSystemsSIP=-GW=UserAgent 9771 5845 INW IP4 10.1.1.1

s=5IF Call

c=IN IP4 10.1.1.1

t=0 0

m=audioc 16384 RTF/AVP 1B 100 101

c=IN IP4 10.1.1.1

==Snip—

068441: Apr 23 13:53:02.477: MAT: SIF: [0] processing INVITE message

068442: Apr 23 13:53:02.477: NAT: SIF: [0] register:0 door created:0

==3nip==

068447: Apr 23 13:53:02.477: NAT: SIP: [0] translated embedded address 10.1.1.1->20.1.1.1
068448: Apr 23 13:53:02.477: NAT: SIF: [0] register:0 door created:0

068449: Apr 23 13:53:02.477: NAT: SIF: [0] register:0 door_ created:0

068450 Apr 23 13:53:02.477: NAT: SIP: Contact header found

068451 Apr 23 13:53:02.477: NAT: SIP: Trying to find expires parameter

068452: Apr 23 13:53:02.477: WAT: SIF: [0] translated embedded address 10.1.1.1=>20.1.1.1
068453: Apr 23 13:53:02.477: NAT: SIF: [0] register:0 door created:0

068454: Apr 23 13:53:02.477: NAT: SIF: [0] message body found

068455 Apr 23 13:53:02.477: NAT: SIP: Media Lines present:1

068456: Apr 23 13:53:02.477: NAT: SIP: Translated m= (10.1.1.1, 16384) => (20.1.1.1, 1638B4)
068457: Apr 23 13:53:0Z.477: NHAT: 5IF: old =dp len:307 new sdp len :307

068458 Apr 23 13:53:02.477: f/158107/79BF74R6BEGE/SIP/Msg/ccsipDisplayMsg:
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- www.tmcnet.com/it/0804/FKagoor.htm
NAT SBC

. EDCS-611622
. EDCS-526070
ALG:

- http://www.cisco.com/en/US/docs/ios-xml/ios/ipaddr_nat/configuration/15-0s/iadnat-
applvigw.html

- http://www.voip-info.org/wiki/view/Routers+SIP+ALG

- http://www.commpartners.us/knowledge/attachments/voip-nat.pdf

- http://www.cisco.com/en/US/partner/docs/ios-xml/ios/ipaddr_nat/configuration/15-mt/nat-tcp-

sip-alg.html
CME

- http://www.cisco.com/en/US/docs/voice ip_comm/cucme/srnd/design/quide/security.html#wp1

077376
- http://www.cisco.com/en/US/docs/routers/asr1000/configuration/guide/sbcu/sbc_cucm.html
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