Contact Center Enterprise| A £t RTP 714

£rQ4 1: CUBE £¢t ZHu|ago|M
x4 2: CVP E&P Zim|zzjo|M
xte4 3: CVVB E ot I ag|o|A
Ared 4: CUCM Eot ZAm|ag|o|M
CUCM EotZCE Est 2 MY
CUBE &/ CVPO{ CiEt SIP EEH3 Hot T2 EI 14
SPEZI RO Z2LS 2t SIP EHFIF 0| HHst T SRTP & st
EOot ofo|ME S| cUCMItL| CIHIO|A Sl

0| 2 MoiA= CCE(Contact Center Enterprise) S& S35t
Protocol) EEfEE B35t WS MHEFLICEH

MNE T AE

CIEM MM 2 7K 7|= O] EAMel Heof Z&EIX| 222 Cisco Unified Communication
Manager(CUCM), Customer Voice Portal(CVP) Call Server, Cisco VirtuaI Voice Browser(CVVB)
2 Cisco Unified Border Element(CUBE)& QIEME 4504 sHE 714 QAR 7hX{QtoF ELCY.
KM HE QIBME AIEstes G2 MEOE 74 24 7Ho IEME mEtsioF gLCt

ok

£ 0l M SRTP(Real-Time Transport

2T MY
o2 Fxof ciEt x4l Efstn lom K88

- CCE
- CVP

- LY
- CUCM
. CVVB

ABEE 7d 24

0| 2AM2| ME = PCCE(Package Contact Center Enterprise), CVP, CVVB & CUCM K% 12.6&
7|t 2 5t X[EF O] | = M ELICH.



A&LICH o] EMoi| AFR = E% C|dt

ol 20| MEE S5 B B70| C|Hi0|AS EC)2 S MEINS
OlAE % 7[8HE(7|2) HI| TR 0|MO 2 AIRtEIAS LIC. Bk IEHZT &5 50 9 BE
W ol HAAQI WL Ol2] SX|5HAI7| HHErLICH

748
o = Mol XMl S5t SFoM £t RTPE & *§P5PE=IE'4 HotSIP S E &
stoflOF ErL|Ct [2tA] o] EA1e] AL IZLEHOIE'% Hot SIP 3 SRTPE 2F %’SiPﬂL—I P

CtS Ctolo{azoll= Z4EY MIE{e| Z&XQl 3 S&oM SIP A& U RTPL ZHEE 7 247t
Ltet A&LICH 54 S3t7F A|AE0l| = AEH A Q1T A HOo|ESO| == CUBEE Safl =4
T2 2 CUBEOM|IM ZHx[Te|o|MS A|ZHgFLICt CF& 22 CVP, CVVB 2 CUCME /8§ Ct,

Inbound Voice - Secure SIP and RTP

CUBE or
Ingress GW
. /

%94 1: CUBE E ¢t Zdx|aao]4d

ol 2ol sIP 22 EZ HAIX| L RTPE EE 5 =S CUBEE T/ &fLICt.

2 74

. SIP UAO CHst 7|2 A X|™H o
. TLS &/ SRTPE M&35t=5 CIO|Y 1|0 =

EtA:
1. CUBEO]| CH&F SSH AM|ME Lt
2. SIP AEM0| A CUBES| CA QIS MHE AIBSIES st CHS HHE S A™MELICH CUBEE



CUCM(198.18.133.3) 2 CVP(198.18.133.13)04| A{/2 SIP TLS Q7S A& 3tLct.

Conf t Sip-ua Transport tcp tls v1.2 crypto signaling remote-addr 198.18.133.3 255.255.255.255 trustpoint ms-ca-name crypto
signaling remote-addr 198.18.133.13 255.255.255.255 trustpoint ms-ca-name exit

£
T
£
Fe
£
Fe

l

3. CVPEQ| &4l Cto|Yd |00l A TLSE Ed35tstedd Ol S HES A™dELICE o] ool M= Cf
0| x|o{ Ei1 60002 AtE35t0 S&HE CVPE et ELICEH
Conf t dial-peer voice 6000 voip session target ipv4:198.18.133.13:5061 session transport tcp tls srtp exit

5 2: cvP E ot Zu|ago|M

O| oA SIP Z2 EZ HAIX|(SIP TLS)E 22355 CVP S8t AHE FA&LICt.

EHA:

1.0l 2 2I8HL|Ct uccE web Administration.

2. |E:|I'&'I Call Settings > Route Settings > SIP Server Group.

Media Routing Domain  Call Type Dialed Number Expanded Call Variables

T Mo 2l CuCM, CVVB L CUBEO]| CHal| = El SIP M| 2 50| A &LICH 2ot SIP L E HR|
£ 50612 MX&H ok gLct. OI ol M= CH2 SIP M 2£0| AFEELCt.

. cucml.dcloud.cisco.com CUCM &
. wbl.dcloud.cisco.com CVVB&
« cubel.dcloud.cisco.com CUBE%

3. 22! cucmi.dcloud.cisco.com, ].ELI_ Members SIP ME{ & Z4X|18fo|Mo| MIEAIE S E Al
£ EHlL|Ch A% secureport =4I 5061 2 2 2I6HT save.



S
Route \;-ettlﬂgs Media Routing Domain  Call Type Dialed Number Expanded Call Variables Routing Pattern

Edit cuecm1.dcloud.cisco.com

| Members |

List of Group Members °
Hostname/IP Priority Weight Port SecurePort Site
198.18.133.3 10 10 5060 5061 Main

4. 22! \wbi.dcloud.cisco.com Ciscol| members B, SecurePort 215061 S E 25T save.

O
ROUte ‘-jetm mgS Media Routing Domain  Call Type Dialed Number Expanded Call Variables | Sip Server Groups

Edit vwwb1.dcloud.cisco.com

| Members |

List of Group Members o
Hostname/IP Priority Weight Part SecurePort Site
vwb1.dcloud.cisco.c... 10 10 5060 5061 Main

594 3: cvvB E¢oF Hu|ado|M
ol &0l M SIP Z2E 2 HAIX|(SIP TLS) L SRTPE £33 5= CVVBE TAISHLICY.

EHA:

—

. 47| cisco vwB Admin H|O|X|& E XTI A|IL.

2. B System > System Parameters.

aliml,  Cisco Virtualized Voice Browser Administration
CISCO  For cisco Unified Communications Solutions

System  Applications  Subsystems Tools  Help

System Farameters
Logout

Cisco Virtualized Voice Browser Administration

System version: 12.5.1.10000-24

3. Ol security Parameters A A4, A4EH Enanie CHA: TLS (SIP) . % X| Supported TLS(SIP) version as TLSv1.2 41EH
Enable CH&}: sRrTP.



Security Parameters

Parameter Name Parameter Value Suggested Value

TLS(SIF) O Disabld ® Enable | Disable

Supported TLS(SIP) Versions TLSV12

» Cipher Configuration TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
SRTP  [Crypto Suite: AES_CM_128 HMAG_SHA1_32] O Disablel@ Enable | [ Allow RTP (Mixed mode) Disable

4. 22| update. 22 ok CVVB A TS CHA| A|ZfStEHE MIAIX|7F LEEFLEEA

alimliy  Cisco Virtualized Voi

vvb1.dcloud.cisco.com says
cisco

For Cisco Unified Communications So

Please restart Cisco VVE Engine for the updates to take effect.
System  Applications  Subsystems  Tools  He

System Parameters Configuration “

LB Update @ Clear

5. 0|24et #E AP E X &sttd™ Cisco VVB A EIS CHA| A|ZEfsH{of BfLICH VVB YZIE CHA|
VV

B Serviceability & 228 CIS Go.

A' 75!' 5" E:l D|_=| Cisco

W EEGENGOE Cisco VVE Administration
Cisco VVE Administration
Cisco Unified Serviceability
Cisco VVB Sermviceability

Cisco Unified OS5 Administration

6. Ef M Tools > Control Center — Network Services.

Tools H&lg
Control Canter - Metwork Services

Fararmance Configuration and Logging

7. MEH Engine 2 225l Restart.



@ Refresh

Control Center - Network Services

start (@) Stop [}E Restart

— Select Server
Server * | vwhbi

System Services
Service Name
Perfmon Counter Service
*Cluster View Daemon

3 er Manager
TEngine ‘I
ranager Manager

kSubsystemn Manager

A4 XA
=c

£t 4: CUCM E o x| 8|o]4
CUCMO{M SIP HIA|X| & RTPE E55
.CUCM Eot =2 =3 EEE
. CUBE ! cVvPoi CHEF SIP
.SIPEEg Hor ZZ2IZIg
. CUCMI}e| HOot of O|ME
CUCME¢tDCE E¢t 2 MY
CUCM 27}x| 2ot B EE X|§4gL|Ct.
Ot E':(7|E 2E)
(2ot 2E)

. HIE
St oc
1. CUCM 22| QIE{H|o|A 0 2218 |C}

EtA:



VEWLEWGGE Cisco Unified CM Administration "

U=ername

FPaz=word

[ Login et

2. CUCMO| 21215t system > Enterprise Parameters.



il  Cisco Unified C

cisco For Cisco Unified Com

Call Routing  Media Resour

SEerver

Cizco Unified CM

Cizco Unified CH Group
Presence Redundancy Groups
Phone NTP Reference
Date/Time Group

BLF Presence Group

Region Information k
Device Pool

Device Mobility 4
DHCP 2
LDAP »

SAML Single Sign-0On

Cross-Origin Resource Sharing

(CORS)
Location Info L
KMLPP 3

Physical Location

SRST

| I Enterprize Parameters I

Enterprize Phone Configuration

3. OF2H security Parameters A1 cluster Security Mode CHE 2 2 A E o.

Security Parameters

ICIuster Security Mode * 0
Cluster SIPOAUth Mode Disabled

= O
HIEoto 2 MHEE|IRSZ o|O0|RFLICH CLIOM 28 ZEE
5. CUCMO| CHEF SSH MlME L|Ct.
6. SSHE S48l CUCMO|| ME3Xc2 210I5lH C}2 WS AslstL|ct.
utils ctl set-cluster £& Z &



g EREEM

2! cisco CTIManager Services.

8. B4 AIE 2 M &35t24™ cisco callManager 2!
9. MH|AE CIA| AZHSHE{T CHE 22 0|53104 2 QIEFLIC}. Cisco Unified Serviceability

Username
Passward

| Login

10. 21Ql0f A



alinl,  Cisco Unified Serviceability
CI5€O  Epr Cisco Unified Communications Solutions

Llarm * Trace - =znmp * CallHome *  Help -

SEFYICE
Activation

Cisco Un T eability
Feature Services
System versior Control Canter - B

Metwork
¥Mware Install Services {R) Xeon{R) CPU E5

serviceabilty
Reports Archive

Auddit Log

User admin last logg Configuration Monday, January 20, 20

Copyright © 1999 - Locations ¥ ne.

all rights reserved. Dialed Mumber

This product contain Bl =5 and Is subject to Unite

compliance with U5 CDR Analysis 5. By using this product »
and Reporting )

& surnrnary of U5, | ryptographic products m
COR Management

Frr infarmatinn ahn ——rrm—mmrer——eminicatinns Mananer nleas

1. MHE MEHEH CFHR co.

Select Server

Server* [cucm 1. deloud.cisco.com--CUCM YoiceVideo *-*]| G0 | |

ror

12. CM MH|A oF2Hoil A cisco callManager & 2 2|8t CHS Restat HHE S Z=|8LIC}.

| CM Services |

| Service Name
'@  Cisco CallManager |
Cisco Unified Mohile WVoice Access Service
Cisco IP Woice Media Streaming &pp
Cisco CTIManager
Cisco Extension Maohbility

Ol

SN Ne NS

13. Y HIAIXIE #lst ok. MH|A7 EE3XMe = CHA| AlRHE W7kR| Z|ChElL(Ct



Festarting Service. t may take a while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

14. 2(8) 9322 MA|IZEH & cisco callManagers MEHEFLICE. cisco CTIManager 171 CHS
Restart TFFEE 2 2/5+04 CHA| AR RILICE. cisco CTIManager AH| A,

|CM Services

Service Mame

" Cisco CallManager

i Cisco Unified Mobile Voice Access Service

[ Cisco IP Woice Media Streaming App

v Cisco CTIManager

i Cisco Extension Maohility

15. HY HIAIXIE &elstn ok. MH|[AT MBS =2 CHA| AIZHE WH7HX| Z7|ChEILICE.

Festarting Service. |k may take & while... Pleaze wait for the page to refresh.
If wou see Stading/Stopping state, refresh the page after sometime to show the right status.

cancel |

16. MHIAE 3oz CHA| A[XEH & 2HAE ot ZE7t 28 HE2 AHE0] JIEX

X =
Qlste{m 5EF A0 A AHEE CHE CUCM 2|2 O|SE CH2 cluster Security Mode. O|Al| CHZ S
2 MY E|o{ofF gFL|Ct. 1.

.

=

Security Parameters

I Cluster Security Mode ¥ 1
Cluster SIPOAUth Made * Disabled

CUBE L/ CVvPOl CHiEt SIP EE3 Eot 2T 14

EHA:

1. CUCM 2| elEe{H|o|A0| 22 QIFLICE.
2. CUCMO|| 4B XMoo 2 21T system > Security > SIP Trunk Security Profile CUBEO]| CHEt C|H} O]
A HOF T2 LS AAYSIE4H



Call Routing *  Media Rezources +»  Advanced Festures = Device -

SErver

Zizco Unified Ch

Cizco Unified CM Group
Prezence Redundancy Groups
Phone MTP Reference
DatelTime Group

BLF Prezence Group
Fegion Information
Device Poal

Device Mokility

DHCP

LDAP

&ML Single Sign-2On

Cross-0rigin Resource Sharing
[CORE)

Location Info

MLPP

Phyzical Location

SRST

Erterprize Parameters
Erterprize Phone Configuration

Service Parameters

iing: The system has not co
on within 88 days to avoid |

device is configured. This is

15 Paging is not configured,

wdministration

146

tel(R) Xeon{R) CPU E5-2660 v4 |

on Wednesday, December 25, 2019 3:
=, Inc,

ures and is subject to United States an
aws, By using this product you agree t
o cryptographic products may be founc

nmunications Manager please visit our |

I Security I

Application Server
Licenszing

Geolocation Configuration

3. 2% Ao A Add New(MZ F7HE =I5t M Z2E

I SIP Trunk Security Profile I

Cerificate

Phone Security Profile

CUME Server Securty Profile

™

fjo
i
N
o
r
o



Svztem +  CallRouting *  Media Resourcez +  Advanced Festures

Find and List SIP Trunk Security Profiles

|:|']= Al Mewy Select Al Clear Al @ Delete Selected

4. ‘_I'LAo_| SIP Trunk Security Profile 0| O|D|I|E 0|%é._|' Ef% Save J_l'||O|X|9_| %IE—LT 6|'E|'0‘|| QAIQL—“:L

Swstem »  Call Rowting +  Media Resources +  Advanced Festures = Dewvice - Application +=  User Management = Bulk £

SIP Trunk Security Profile Configuration Related Links:
LH Save x Delete Copy % Reszet 52 Apply Config I::} Acddd Mewy
-Status

@ Aadd successful

@ Reset of the trunk is required to have changes take effect,

-SIP Trunk Security Profile Information

Mame* SecureSIPTLSforCube
Description

Device Security Mode |En|:r3rpted Vl
Incoming Transport T3r|:u3"c |TLS "’l
Qutgoing Transport Type TLE il

[_JEnable Digest Authentication
Monce Validity Tirme (rins)* G000

Secure Certificate Subject or Subject Alternate Name |s1p-cw

-
| Incorming Part® SO6l

[_Enable application level authorization

(] Accept presence subscription
(] Accept out-of-dialog refer®®
] Accept unsolicited notification
(] Accept replaces header
I Transrnit security status

L allow charging header
SIP 150 Outbound SDP Offer Filtering * |Llse Default Filter 1"*-"’|

5. CFZ 2 MA™ERLICH secure Certificate Subject or Subject Alternate Name CUBE 218 A 2| CN(Common



@ Reset of the trunk is required to have changes take effect,

SIP Trunk Security Profile Information

MName* |SecureSIPTLSfDerp
Description |
Device Security Mode |En|:r1_.rpted Vl
Incoming Transport Type™® |TLS v|
Cutgoing Transport Type [TLS w |
[|Enable Digest Authentication
Monce Validity Tirme (rnins)® 600
Secure Certificate Subject or Subject Alternate Mame m
-
Incoming Port® SO61
[_JEnable application level authorization
[ Accept presence subscription
] Accept out-of-dialog refer**
] &coept unsolicited notification
] &cocept replaces header
[ Transmit security status
[l allow charging header
SIP 150 Quthound SOP Offer Filtering® se Default Filter h

SIPEEH3 Hot T2 LIS Zt SIP E& 3 0]l ¢35t SRTP 4438}
A

1. CUCM Administration(CUCM £ 2|) H O| X[l M Dpevice > Trunk.



Device = | spplication =

Uzar Managame

CTl Route Pairt
iZlekeaspar
al sy

PhiGre

I Trunk

Remote Destirstion

Devios Setting=s

2.CUBE EEH3E ZAM

LICH O] ool CUBE EE A O|§2 vcube

E Z&I8 CHE Find.

Trunks (f -5o0f5)

Find Trunks where | Device Name

v | beging with  |vCube I

I:I Name = Description Calling Search Space Davice Pool Route Pattern
O é yCUBE dcCloud CsS dCloud DP  cloudcherry.sip twilic.com
0O = vCUBE dCloud €SS dCloud P 7800
O E ¥CUBE dCloud CsS dCloud DP 6016
0 Gf’ vCUBE dcloud css dcloud DP 7019
M = vCUBE dCloud ¢SS dCloud DP  44413K%
3. 22! vcuse VCUBE E&3 Z1|ad|o|M mH 0| X|E dLC}t.
4. =41 Device Information AM . srTP Allowed SRTPE & 44351524 &helzt

[ unattended Port

Consider Trae an This Trunk Secure®
Route Class Signaling Enabled *
Use Trusted Relay Point™®

5. 0leil2 A3 E7510q si

Select itern or enter search text v |

|when using both sRTP and TLS bl |
| Default w |
|Default v

79

P Information A—ﬂﬁ' EJ If'_=| < Destination Port _/I\_ (hd.

6. & 7c=>I SIP Trunk Security Profile ¢t| SecureSIPTLSForCube.

“Find ) (Gioar rieer | & ][ =)

Partition
dCloud PT

PSTH Incoming Mumbers

PSTM Incoming_ Mumbers

PSTH Incaring Murnbers
Robot &gent Remote Destinations

fjo

RTP allowed | When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information,

rSIP Information

Destination

[l Destination Address is an SRV

Destination Address

Destination Address IPv6G

Destination Port

1* |198.18.133.226

5061

7. 28 save AT CIS

MTF Preferred Originating Codec™ F1lilulaw hd
BLF Presence Group® | standard Presence group "l
ISIP Trunk Security Profile* SecureSIPTLSforCube hl
Rerouting Calling Search Space < MNone = v

2

A

fjo

A
Rest TAI_I save



Trunk Configuration

B Save x Delete % Resat HI]: Add New

Status

® Update successful

The configuration changes will not take effect on the trunk urtil a reset is performed. Use the Resat button or Job Scheduler to execute the reset

8. BIM pevice > Trunk, CVP EZ I E AMELICE O] 0dlod M= CVP E

= Eﬂl Find.

=3 0|& 0| cvp-SIP-Trunk.

Trunks (I -fofl)

Find Trunks where | Device Name ~ | begins with | cvp || Find || Clear Filter | qp || ==
| Select itern or enter search text ¥ |
(] MName Dezcription Calling Search Space Device Pool
] - CVP-SIP-Trunk CVP-SIP-Trunk dCloud CE5 dCloud D

9. 22! cvp-sip-Tunk & £ CVP E&E3 ZdI|ao|M I 0| X|E IL|Ct.
10. =2 Device Information Al ZOl srTp Alowed SRTPE E A5} 5t2{HH & QIEHES MEHEL|CT.

[ unattended Port

B srTP allowed | when this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security, Failure to do so will expose keys and other information.

Consider Trathc on This Trunk Secure®

|when using both sRTP and TLS v|
Route Class Signaling Enabled® |Default v|
Use Trusted Relay Point® | Default v

11. O}2HE2 AT E 304 siP information AM, B4Z3 pestination Port =& 5061.

12. 843 sIP Trunk Security Profile =&! SecureSIPTLSForCvp.

r SIP Information

Destination

[ Destination Address is an SRV

Destination Address

Destination Address IPv6
1* [198.18.133.13 ||

Destination Port

061

MTF Preferred Originating Codec™® Tilulaw

BLF Presence Group® Standard Presence group V|

ISIP Trunk Security Profile* SecureSIPTLSforCyp hd |
|

13. 22! save 2H CIR Rest =& save B8 AIEE M EELICE




The configuration changes will not take effect on the trunk urtil & reset i= parformead. Use the Rezet button or Job Scheduler 1o execuls the rezet

Hot of0|ME | cuCMIte| C|HO|A S 4
ClHFO|A O] E ot 7|s& &/d3t5t24T LSC(Locally Significant Certificate)E A x|t i C|HFO|
A0 2ot =2t g eEsof & LICH LSC= CUCM CAPF 712l 7|2 MBE A= ZQIE S| ST

= O
=Moo 2 M3t7|ol= MXI=X| ef&LICh.

7|18 ERELICE 7

EHA:

.C}=2ol 229Q!: cisco Unified Serviceability @/E{H| O] A ] L|C}.
I.

1
2. EF M 1o0ls > Service Activation.

alial,  Cisco Unified Serviceability
cisco For Cisco Unified Communications Solutions

CalHome = Help -

Alarm * Trace * | Tools * | Snmp ~

Cervice
Activation

i Control Center -
Feature Services

3. CUCM MHHE MBSt co.

Select Server
Server”| cucm1.dcloud.cisco.com--CUCM Voice/Video ~|| Go

F

1ok

4. =X Cisco Certificate Authority Proxy Function =2 2251 save AHIAE ESIELICH 28] ok

eIgLCt.
Security Services

| Service Name
Cisco Certificate Authonty Proxy Function
[] Cisco Certificate Enrollment Service

Activation Status
Deactivated
Deactivated

5. MH|A 7} &5 K| & QI8 CHS CUCM administration(CUCM Z2))2 £ o|S gL}



VEWLBERSGE Cisco Unified Serviceability "
Cisco Unified Reporting Sgout

Cizco Unified CM &dministration

Disaster Recovery System

Ciern Linified Serviceahility

6. CUCM &Z|0o| 21212 system > Security > Phone Security Profile & Bf ¢ & &|0| CH8F & x| E oF

ZzEg BELC



ahmhe  Cisco Unified CM Administration

CISCO  ryur Cisco Unified Communications Solutions

Svztem )| Call Routing * Media Rezourcez +  Advanced Festurez +  Dewi

Cizco Unified Ch

Cizco Unified CM Groug device is configured. Th
Presence Redundancy Groups 15 Paging is not cnnfigur
Phone MTP Reference

DatelTime Group

BLF Prezence Group

Fegion Information k ld m i n iSt rﬂtiﬂ n
Device Pool

Device Mobility k

CHCP »

LDaP 2

SAML Single Sign-On

on Friday, Decernber 20, 2019 1(

Cross-0rigin Resource Sharing

feolus) s, Inc,

Location Info k

MLPP » fures and is subject to United =Stat

aws, By using this product vou ac
Phy=ical Location

SReT o cryptographic products may be

Erterprise Parameters nrmunications Manager please visi

Erterprize Phone Configuration our Technical Suppaort web site.

Service Parameters

Security k Certificate
Application Server I Phone Security Profile I
Licensing k SIP Trunk Security Profile
Geolocation Configuration CUME Server Security Profile
T
7. 4EH X /80 TSt Eot Z2OUE HELICE O] HoHE AZEES ASSIER
Cisco Unified Client Services Framework - Standard SIP Non-Secure Profile. S A} OFO|2 22/ & O] Z 21}l
£ SAlstc{H



Phone Security Profile (I-10f1) Rows per Pagel 50 vI

Find Phone Security Profile where I Marme ;I contains ;lclientl Find I Clear Filter I '{'Fl ='|

I_ Name * Description Copy

Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile  Cisco Unified Client Services Framework - Standard SIP Mon-Secure Profile | [

o= I|:'_=|7c=>| Cisco Unified Client Services Framework - Secure Profile. CO| a E|:||J_'—|' 7E|'
CtZ save HO|X|2| 1% & Ehol| A&LICEH

vstem *  CallRouting *  Media Resources +  Advanced Festures +  Device +  Application = User

—Phone Security Profile Information

Product Type: Cisco Unified Client Services Frameworlk

Device Protocol: =IF

Narne* |Ci5n::n:| Unified Client Services Framework - Secure Profile
Description |Ci5n::n:| Unified Client Services Framework - Secure Profile
Device Security Mode | Encrypted -]
Transport Type™® |-|-|_5 -]

W TETP Encrypted Config

r Enable ©auth Authentication

—Phone Security Profile CAPF Information

Authentication Mode™® |E'!‘f Mull String -]
Key Order® [r=a only =]
RSA Key Size (Bits)* [z048 -]
EC Key Size (Bits) |.=_- None = -]

Mote: These fields are related to the CAPF Information settings on the Phone Confiquration page.

—Parameters used in Phone

SIP Phone Port™ [5ns1

Sawve | Delete | Zopy | Feset | apply Cl:unfigJ add Mew |

9. xl_-|§|-7| l:||:||'O|é EE"_&!% g‘g&!gi g'*c;'%n_l' §— Device > Phone.



Device « | Application v User Manageme

CT Route Point
Gatekeeper

Gateway

Phone a

Trunk
Remote Destination L

Device Seltings L4

10. 28| rind AFE 7tSEt 2 E TSIV|E LIESiE{H 0| E M5 7§ E&lghLict
11. (0| E & Z4x|22i|0|M W O|X[7F FRILICE & 7| certification Authority Proxy Function (CAPF)
Information AlME R XSIAMA|L. LSCE MX|5HE4T certificate Operation =2 Instaliupgrade 2!

Operation Completes by TdE IR HGEL|CH

— Certification Authority Proxy Function {(CAPF) Information

Certificate Operation® Install/Upgrade ""’l
Authentication Mode * By Mull String “ |

Authentication String

Key Order® [RZA Only v

RSA Key Size (Bits) ™ | 2043 v |

EC Key Size [(Bits] At
| Operation Completes By |zoz1  |jo4  [[16 ||12 | (vvvriMm:DDiHH)

Certificats Cperation Status: None
Mote: Security Profile Contains Addition CAPF Settings,

12. &7| Protocol Specific Information 4144 2 #4173 pevice Security Profile =41 Cisco Unified Client Services

Framework — Secure Profile.

-|Prutucu| Specific Information i

Packet Capture Mode® | None |
Packet Capture Duration ||:|

BLF Presence Group® |Star||:|ar|:| Presence group v|
SIF Dial Rules |-=: Mone = vl

MTP Preferred Originating Codec™ 71i1iulaw

Device Security Profile® | Cisco Unified Client Services Framework - Secure Hv|

rRerouting Calling >earch Space

13. 22| save H|O|X|2| 1% Er0f J&LICH HE AIZ0| 3oz MY EJ=K] &l

% Reset.



System + CallRouting  Media Resources = Advanced Features = Device v A

x Delete [3 Copy %' Reset | 47 Apply Config '::} Add New

Status

@ Update successful

H

14. HY 0| U2 Reset 2 S 2FYS = lgfLCt
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