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UCCE &% Mol ROGGER, PG(Peripheral Gateway), AW(Admin
Workstation)/ADS(Administration Data Servers), Finesse, CUIC(Cisco Unified Intelligence Center)
So| 24| ofE2(7Ho|Mt BHE MER 7|5 2| 41| 2 el|0[442 Contact Center Enterprise(CCE)
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F « 4 Ed § Control Panel » System and Security » System v & Search Control P 2

Contrel Panel Home

EP Device Manager Comgater Name  Hardware] Advanced | Ramate Environmient Variables

$‘ Remote settings

You must be logged on as an Administrator 1o make most of these changes

G Advanced systemn settings Peromance 5 User vaniables for Administrator
Visual effects. processor scheduling, memony usage, and vitual memary Variable Value
Path %USERPROFILES:\AppDatatLe
Settings ket TEMP %LISERPROFILE%\AppData\Le
TMP %USERPROFILES:\AppDataile
User Profies
Desktop settings related to your sgnn
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Settings Dig

Statup and Recovery
System statup, system fadure, and debugging information

Systern variables

Ney

Settings
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JAVA_HOME C:\Program Files (x86)\Javalj
o me Brrormiteproritershrrsitem
0K Cancel NUMBER_OF_PROCESSORS &
T 0s Windows_NT
Security and Maintenance Path Cihicm'\bin: %) AvA_HOMES\b

PATHEXT LCOM: EXE: BAT: CMD- VBS: VI
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~ OpenJDKE A& 3504 HIO|E K& A BRI HE KRS B 2occe ava_HoME%CH A
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_ | Signature algarithm shaSERsa —
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: Issuer aw 125 bara.com it (T} DER, encoded binary X, 5039 {.CER)
1| vald from Monday, September 30, 2019 ... I (@) Bane-64 encoded ¥ 500 (.CER) I
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1. AW MEHOIM Eet*XHE €1 MH{(Router, Logger === ROGGER, PG, AW) DFP
URL:(DFP URL:)Z 0|8 & L|Chhttps.//{ servername} :7890/i cm-dp/rest/DiagnosticPortal /GetProductV ersion.
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~ £t 1: Base-64 encoded X.509(.CER) SM& ME{EFL|C}.
3EHA|. Router\Logger, PG 2 AWOI M AW MH{Z IS & DFP QIS ME 7HX{SLICt.

N 2T oliE HWRIME 0 7|2 7| KE A HIUHE 2 AFR B Chonengat, AlA S0 A B S
= A%E A 0|2 WA oF FLICH

IS ZH&l M QAUBAME AW MHZ 7IK 2 & HYQILICH keytool2 Al st
L|ClosaavA_ HOME%\bin.

rr
N

d2= OIS0 ¢4

keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fqdn_of_server}_IIS -file
Example: keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias myrgra.domain.com
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keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fqdn_of_server}_DFP -file
Example: keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias myrgra.domain.com
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keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fqdn_of_server}_IIS -file
Example: keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias myawa.domain.com_

Y 2D AS BESO| 2tRE\27{ 2 PG MHEZ LIEH ZE AW IS HH @IS ME 7FX{SLCH.

Router\Logger & PG A0 M Apache Tomcat MH|AE RHA|ZFEFLICE
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i. Cisco Unified Communications Operating System Administration(Cisco Unified Communications
2 A #2l) m ol X|(https://{FQDN}:8443/cmplatform) 2 O|S&IL|C}.

ii. tomcat-trust(tomcat-trust) Z2CH0| A O Z2[AH 0| F M QB AME 0|S 5t 04security > Certificate
Management X & L|C}.
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iii. 21FME MBIt AW MEH| YAl E2CH0]| ME stedH 2 =7 LICtpownioad PEM File.

-Certilicate Seitings
File Mame cop. bors . com pem
Certificate Purpase ramcak-trust
Certfhicate Type Erudt-cens
Certhcate Group product-cpe

Dezscripton] frigndly namel Trust Certificate

- Certificate File Data
[ a

Wersion: W1

Senal Number: SCISBILASAETAT19BBESBEA2OFT 10D

Signaturedigonthm: SHAZS&withRSA (1.2.840.113549.1.1.11) —

Iggper Name: LeBXE, STwmb, CNwecp, Borh. oM, OU=BER TAC, OwTEC, CuUf

Validity From: Mon Dec 16 10:55:22 EST 2019

To: Sat Dec 148 10:5%:21 EST 2024
Subjest Name: L=BNB, STwimg, CHedop, beds o0m, QU=BER TAC, O=TaC, CalUs
Key: RSA [1.2.840.113549.1.1.1)
Eey valae:

305201000282010100c1420ced 76c23b9d6000 1 efbf3319670c55246350a8af31343042ca8 7654199
ERf5a80a1 24581 dbeRadc BE5a8401 23 c1d 9800050690 35200001 36 A0fE4fbiddade T 12T 004592
G0e0e8 160640444390 3162 00dcbe0BIS0 LaRE0ef 0 Seda 70860 30601 6302 a8 T 31 352 0enbabefbT 22
Fle0i218ateSacalTATL 1418 ThOa1 162 180e 340002 34 8bat s 268 2bbach T4 1 720044 Taceb2alh S 1baS
520d4a30839820642 13832046 3684250041 0455068406 4dcf4 2016580288550 7 28003 ccfi 5448470 o
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keytool -keystore ..\lib\security\cacerts -import -storepass changeit -alias {fgdn_of_vos} -file c:\tem
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N\ 3. keytool BHS MY mf of HIUHS I TR LI
4. C|3 E 2|04 Moscvp_HoME\confisecurit\ B3 &, = copy .keystore backup.keystore& 2 F L|C}.

1EHA|. CVP MK, Reporting ME{ ! OAMP AME{0lAH WSM @IZMHE LHEHL|Ct.

i 2t MEHOl WSM Q1B ME UA| QIRIZ LHE Chg st
OIES ()2 HFE Lwsrx U LICH X2 M2 3AE 0|82 HHELICH of

‘wsmcsa.crt,wsmesb.crtwsmrepa.crt,wsmrepb.crt,wsmoamp.crt.
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%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -export -a

i. 248 M 2| AR 0i|McciscolcvPreonfisecuritywsm.ert 1 B ME S ASE D M &0 [HEtwsmx otO1E S
745t |C}
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2CHA|. CVP M 2 E 7 ME{0o| A OAMP MEHE WSM 215 MHE 7FX{SLCt.

i. ZF CVP M & 21 M (wsmx.crt) 2] WSM @1E MHE OAMP AH{Llocvp HoME confisecurity | E
2|2 S AbgfLC

i. CHS BHEE AE35t0o{ o[22t IZEME 7HX{SLIch
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

ii. MHE NS LCH.
3CHA|. CVP OAMP AMEO|A CVP M 2 E 1 MHE WSM IS5 ME 7S LCt.

i. OAMP ME{ WSM 25 M(wsmoampx.ct) & 2 E CVP M & E 11 A 2|wcvp HoMEY\confisecurity C | 2]
E2|of| EALEFLICE.

i. CHS BHEE AMAE38tod Q1B MHE 7HX{SLIch
%CVP_HOME%\jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

ii. MEHE RHE RS LICE.
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1EtH. VOS ESHEF0|A ofZ2|7H|0|d B MHE LHEKLICE.
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i. Cisco Unified Communications Operating System Administration(Cisco Unified Communications

2 A #2l) m ol X|(https://{FQDN}:8443/cmplatform) 2 O|S&IL|C}.

ii. tomcat-trust(tomcat-trust) £H0| A O Z 2|7 0|2 F M 1B ME 0|S 5+04security > Certificate

Management X & L|C}.
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ii. 2185 ME MENSE T OAMP M 2| &IA| Z2H0| XHE5H2{™ 2 =l LICtbownload .PEM File.
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- Statlus

{Dﬁ-ﬂtﬁ! Rendy

= Certificate Settings

Flg Hame Wbl 25 Bers, Dom, P
Certibiate Purpaie bt al-Erast
Certicate Type Erust-certs

Certificate Group prod wct-opi

Descriptson|friendly name) Trust Cerbficate

= Certificate File Data
[ &

Wersaan: Wl

Senal Numiber: GEFERSFSEFEE3L 10B44DE3 568825008403

Signaturealgorthm: SHA2S&withRESA (1.2.840.113%49.1.1.11)

lssuer Hame: L=mg, STens, CH=wbll5 bern, oam, QU =lak, O=hers, C=US

Valdity From: Thu Dec 05 06:51:10 PST 201%

To: Tue Des 03 066:51:09 PST 2024
Subject Name: L=rip, ST=ng, CHewvvbl25.bora.com, QUs=lah, O=bora, C=U5
Eey: RSS (1.2.840,113549.1.1.1)
Ky value:

308201 0a0282010100f 16das8Edbefb L A8 TS L TRO&CIaFF P dSdEAdLT 1 9FSdbeed2 208 1bebe 7E TADD
led2T26c316035113207d187d001 780404 T 1038462 cTdIT THae 7Tl T8 7 020807 705 56Mc 2 000065
TiS&e81déShdodOcadbcbdd 1 dF1dSad 08 7 Sa 2290 e SdeScc 2de BSFECIBcd B ed 80e1 3 30 1 AdE05S 2473
30110957 dbe0c0a2 Thad14761 652 db2aa Tdi0b2 db T84 2 440152907551 /1 BOL 2345356425009
cFFdeldadle 1 SFlcdaed dbod3dd81 SceabSicdbaltdancd 8108 3hd69 36 148843 Te0Sde 2004553304 | =

Celete ‘ Dowvnload PEM File | Covwriload OER File

2EHA[ vOS ol Z2|70| M 1B MHE OAMP MHZE 7HK{Z LICt.

i. VOS @I85 ME OAMP MB{L|wcvp HoME confisecurity C| E E 2] 01| S AFEFLICE.

i. CtHS BB S A8st0 215 ME 7HMFLIC

%CVP_HOME%\ jre\bin\keytool.exe -storetype JCEKS -keystore %CVP_HOME%\conf\security\.keystore -import -a

ii. MHE AESFLCH

M 3. CVP AH{Q} VB MH] Zte| oI5 A &t

Ol= CVPS CHE Z4E MIE|{ M @A 7HO|SIP & % EE%WI Q|8t MEAR CHA| QLT F7F ™
H 2 #xsAAIL. cVvP AHm|as oM 7to|=: cvP Zu|ad o] 710|= - Hot
CVP Call Studio & MH|A &8t

i

2 MH|A @A 3 Rest_Client 2401 CHE 2o S48 MMSH= ghof CHS REAIEH LE® 2 Cisco


/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/12-6-2/configuration/guide/ccvp_b_1262-configuration-guide-for-cisco-unified-customer-voice-portal.pdf
/content/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/customer_voice_portal/cvp_12_5/user/guide/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251/ccvp_b_1251-user-guide-for-cisco-unified-cvp-vxml-server-and-cisco-unified-call-studio-release-1251_chapter_0111.html

Unified CVP VXML Server 2! Cisco Unified Call Studio E/2|A 12.5(1) - &l MH|A
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