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CtZ Aol cHet X[A2 ERstn o™ RS LICH
Cisco PCCE(Packaged Contact Center Enterprise)
Cisco UCCE(Unified Contact Center Enterprise)
ECE(Enterprise Chat and Email)

Microsoft Active Directory
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UCCE HZ: 12.6(1)
ECE H{ZX: 12.6(1)
Windows Server 20162| Microsoft ADFS(Active Directory Federation Service)
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HiE EE

ECE(Enterprise Chat and Email) £ 2 Finesse 2/ 0llAM HA|AE 4= QIX|TH 0 0| MEQ} 4= THH}
O|X{7} FinesseE &3l ECE0| 20QI& &= U5 SSOE & A35}sH{oF & Lct.

M oHE|M BH2|XFE 2[5l Single Sign-Onke A& = /& LICH O|Z A 5t Cisco Administrator
Desktop0ll 22215t= M AFE X0 | Enterprise Chat and Email Administration Console @4A|A
gto| R o4ELCt.

Single Sign-On0i| CHEt 2 &1 ALE:
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HotH7y| 222 z2 73 Hot 2|)8 A25t04 IHE|M £F oM 2t -=of T
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7|8 oM EHA|

ECEO]| CH&t G AR} Trust 43
1A

AD FS Management Console2 1 AD FS > Trust Relationships > Relying Party TrustZ O|S &
L[C}.

2EHA|
Actions(2¢d) MlA0{ M Add Relying Party Trust...& Z&2/&FL|Ct

@ File Action View Window Help HEE
= #m |
3 ADFS Actions
> [ Senvice . Display Name Enabled | Type | ldentfier Relying Party Trusts -
I | Relying Party Trusts |
| Claims Provider Trusts View »

[ Application Groups Mew Window from Here

(G Refresh
Help

3EHA
Add Relying Party Trust(2 AtAF Trust £7t) O AL A Start(AZH)E E=2I5tT CHS BHHE 228
LiCt.
a. [ClolE & E] H ORIl M SE FALAtol CHEt CIOIE =& 2 M8 MEiStn CIgE2 F
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%2 Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard wil use to obtain data about this relving party:
@ Welcome -
() Import data about the relying party published online or on a local network
Select Data 5
@ 3 =ouree |Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Specify Display Mame its federation metadata online or on a local network.
@ Corfigure Certfficate Federation metadata address (host name or URL):
@ Configure URL
@ Corfigure ldentifiers Example: fs.contoso .com or https://www contoso .com/app
@ [51;‘_’“5'3 Access Control () Import data about the relying party from a file
olicy

|Use this option to import the necessary data and certificates from a relying party organization that has
@ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

@ Finish
Federation metadata file location:
Browse. ..
(®) Enter data about the relying party manualy
|Use this option to manually input the necessary data about this relying party arganization.
| < Previous | | Mead = | | Cancel |
b. Specify Display Name H|O|X|0{| A &= FALXLOl| CHEF EA| O|§2 MBS ELICH Next(CHS)E 2
2|st |_| |:|.
= .



¥ Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relving party.

@ Welcome Digplay name:

@ Select Data Source ECE Console

@ Specify Display Name Nates:

@ Configure Certfficate ECE 12.6.1] -
@ Corfigure URL

@ Corfigure ldentifiers

@ Choose Access Control
Palicy .

@ Readyto Add Trust
@ Finish

« Previous | | Mext = | | Cancel

c. Configure URL(URL T*4d) m| 0| X|0of| A

i. Enable support for the SAML 2.0 Web SSO protocol(SAML 2.0 & SSO Z 2 EZ K| &3t
=SMS MENFLCY,

ii. Relying Party SAML 2.0 SSO At URL E =0 M https://<Web-Server-Or-Load-Balancer-
FQDN>/system/SAML/SSO/POST.controller &4l 2 URLE M3 & LICt



%2 Add Relying Party Trust Wizard
Configure URL

Seps AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.
Welcome W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

Select Data Source
[] Enable support for the W5-Federstion Passive protocol

_ N The W5-Federation Passive protocal URL supports Web-browserbased claims providers using the
Corfigure Certificate W5-Federation Passive protocol.

Specify Display Name

Configure LIRL Relying party W5-Federation Passive protocol URL:
Configure |dentifiers |

E"i{mse Aecess Cortrol Example: https://fs contoso.com/adfsAs/
olicy

Ready to Add Trust Enable support for the SAML 2.0 WebSS0 protocol

Firish The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebS5S50 protocol.

Relying party SAML 2.0 550 service URL:
|hﬁp5:;’fece12'Eweb1a.ju123.lucalfsystem;’SAM L/S50/POST controllerd

Example: https:/fwww contoso.com/adfs s/

d. Configure Identifiers(2/% X} 7 44) T 0| X|0i| A Relying party trust identifier(2 2| AR EBHAE
AlMEIHE M3t Add(F7HE Z&lIgfLct

ZF2 https://<Web-Server-Or-Load-Balancer-FQDN>/ & 4|0|0{0F & L|C}.



i Add Relying Party Trust Wizard

Configure Identifiers
e Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Rehying party trust identifier:
@ Specify Display Mame |hﬁps:Hece12€web1a.jn123.lncal;"| | Add
@ Corfigure Cerificate Example: https: /s contoso.com/adfs/services trust
@ Configure URL Relying party trust identifiers:
@ Configure Identfiers Remove
@ Choose Access Cortrol

Policy
@ Readyto Add Trust
@ Finish

< Previous MNext = Cancel

e. Choose Access Control Policy(AlA Ao 24 MEH) 0| X |0l M 7|EZ} 'Permit everyone'
M AE5tod Chg2 ZEIFLCH



Steps
Welcome
Select Data Source

Specify Display Mame

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
iz

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

f. Ready to Add Trust(EE{AE F7| £H|) I 0| X|0f| A Next(CH=)

i Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access control policy:

Mame

Pemit evernyone

Pemit evenrone and require MFA

Pemit evenyone and require MFA for specific group

Pemit evenyone and require MFA from extranet access

Pemit evenyone and require MFA from unauthenticated devices

Pemit evernyone forintranet access

Pemit evenyone and require MFA, allow automatic device registr...

Description

Grant access to evenyone.

Grant access to everyone and reguire M
Grant access to evenyone and require M
Grant access to the intranst users and re
Grant access to evenyone and require M
Grant access to evenyone and require M
Grant access to the intranst users.

Pemit specific group Grant access to users of one or mare sp
<| m | >
Policy

Pemit evenyone

[] 1 do not want to configure access control policies at this time. Mo user will be permitted access for this

application.

|<Freviuus || Meat = || Cancel




¥ Add Relying Party Trust Wizard

Ready to Add Trust

Seps The relying party trust has been configured. Review the following settings, and then click Next to add the
Welcome retying party trust to the AD F5 configuration database.

Select Data Source Monitoring | |dentifiers I Encryption I Signature I Accepted Claims I Organization | Endpoints I Note < I &

Specify the monitoring settings for this relying party trust.

Configure Certificate Relying party's federation metadata LURL:
Configure URL

Specify Display Name

Configure |dentifiers

Choose Access Contral
Palicy T — TP

Ready to Add Trust
Finigh

This relying party’s federation metadata data was last checked on:
< NEver =

This relying party was last updated from federation metadata on:
< NEver =

h

g. ME| EAX EFHAET} MEXO 2 FIIE|H Close(H71)& Z2I8LICH



¥ Add Relying Party Trust Wizard

The relying party trust was successfully added.

Welcome
Configure claims issuance policy faor this application
Select Data Source v g PelEy PR

Specify Display Name
Configure Cerfficate
Configure URL
Configure |dentifiers

Choose Access Corntrol
Policy

Ready to Add Trust
Finish

4THA|

Relying Provider Trust(&12 M3 & 412]) S5 0iM ECEO Chall S&E &2 AR LZE =45}
1 =] MMOoi M Properties(& )8 22/8tLICH

1To)2 2 T1-™



Actions

JiRetying By Trusts

Add Relying Party Trust...
View
New Window from Here
|G Refresh
Help

| £CE Console,

o

Update from Federation Metadata...
Edit Access Contral Pelicy...
Edit Claim lssuance Policy...
Disable
Properties
K Delete
H Help

G File Action View Window Help
e 2
] ADFS
» [ Service
| Access Control Policies
3 Relying Party Trusts Update from Federation Metadata...
B Claims Providér Inists Edit Access Control Palicy...
| Application Groups . X
Edit Claim lssuance Policy...
Delete
Help
< n
Opens the properties dizlog box for the current selection

&M oM AEZQIE EHOo 2 0|55t SAML =7} ...




ECE Console Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-Federation Passive protocols.

LIRL Index  Binding Diefault Re
SAML Assertion Consumer Endpeoints

https://ecel2bweblajol123)... 0 POST Mo

£

Add SAML...

Add W5-Federation... Remove

Cancel

6HAl

Add an Endpoint(AIEZQIE F7}) FoiM CtS2t Zo| gLt

1. AEZQE REE SAML 20t Z MEHFILIC
2. ME[E £ = URLE https://<ADFS-server-FQDN>/adfs/Is/?wa=wsignoutcleanup1.02 2
|& g lct

O A
P

do
ro
i -
1
Jqu
o
r
o

3.



Add an Endpoint

Endpoint type:
SAML Logout

Trusted URL:
hitps:// WIN-260MECJBIC2 jo123 Jocal /adfs As/ Pwa=wsignoutcleanup 1.0)
Example: https://sts contoso.com/adfs/As

Response LIFL:

Example: hittps://sts contoso.comAogout

OK Cancel

7EHA|

>

d
I

Relying Provider Trust S5 0i| A ECEO| CHall M EE EHAEE MEASHT ZHf A
Claim Insurance PolicyE 2 2|&fL]C}.

04| M Edit



DFs

o
!
I

W File Action View Window Help

o= »E  HE

- Application Groups Edit Claim Issuance Policy...

Disable

Properties

Delete

Help

8CHA|

Edit Claim Insurance Policy(Z2 & 28 & =) 9| Issuance Transform Rules(&& #H&t
z1) B4of| M Add Rule...(#& F7}..) HES 225t Ct2 3 ZHo| FAI8HLIC.

a. Choose Rule Type(T%! 35' ‘|E”) THIOIXI | E ECH20IM Send LDAP Attributes as
Claims(LDAP §4& 222 ELH7|)E MBSt Next(CHS)E =g LICH

[ | ADFs Relying Party Trusts

> [ Service - Display Name Enabled 1
[ Access Control Policies
|| Relying Party Trusts - Update from Federation Metadata... \
.| Claims Provider Trusts Edit Access Control Policy...



Issuance Transform Rules

The following transform niles specify the claims that will be sent to the relying party.

Order | Rule Marme lssued Claims
Wz Add Transform Claim Rule Wizard

Select Rule Template
Steps Sedect the template for the claim nule that you want to creste from the following list. The description provides
@ Choose Fde Type details about each claim nule template.

@ Configure Claim Rule (Clzim nue template:
Send LDAP Attributes as Claims

(Claim nule template description:

Using the Send LDAF Attribute as Claims rule template you can selact attibutes from an LDAP attibute
store such as Active Dirsctory to send as claims to the rehying party. Multiple attrbites may be sant as
mukiple ciaims from a single nule using this nule type. For example, you can use this nils template to create
2 rule that will extract atinbute values for authenticated users from the displayMName and telephoneNumber

Active Directory attributes and then send those values as two diferent cutgong clams. This nile may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

. WAl 332 8 OB R Name IDE MEBHLICH
. DHE2 S8 M7 BE HY HE FOE E|S0b} Helg FEL



= Add Transform Claim Rule Wizard

Configure Rule

Steps You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from which

@ Choose Rule Type Rmﬁfmll_gﬂl:‘ attributes. Specify how the attibutes will map to the outgoing claim types that will be issued

@ Configure Claim Rule

Claim rule name:

|P~ccnurrt name to Name 1D

Rule template: Send LDAFP Attributes as Claims

Attribute store:

Active Directory W |

Mapping of LDAP attibutes to outgoing claim types:

l;géqrpnﬁ?bme (Select ortype to Outgoing Claim Type (Select or type to add more)
» |User-Principal-Name w [ Mame 10 W




Edit Claim Issuance Policy for ECE Conscle

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name

Accourt name to Mame D

lssued Claims

Mame |10

Add Rule...

Edit Rule...

Remove Rule...

==

Cancel

ot

Relying Provider Trust =

Properties(£4) &0

SollM M8t ECE AZ SAIRL EBAEE

xS CFA
S=E CcHE

=
T3

) 20| Y 2| Advanced(12) {2 2 0|535104 Secure hash(&£ 2t i Al) &
2 SHA-1 EE= SHA-2562 = A ErLICH OK(E Q)& Z=l5toq

LICE.



> u>|'
24

0|=

7t
HA

I.

|1°|' ™

{2 ECEQ| SSO 440 A "AH| A
Lct.

_l

= Apof| CHaH 4



Relying Party Trusts

Display Mame

Enabled Type Identifier
ECE Consaole

fes WS5-T.. hitps://ecel26webla jo123 local’

ECE Console Properties

Monitoring I |dentifiers | Encryption | Signature I Accepted Claims |
Organization I Endpuoints | Proxy Endpoints | Motes Advanced

Specify the secure hash algorthm to use far this relying party trust .

Secure hash algorithm: | [ SHA-256

10EHA|

H 3| 0| MH|A AR} 7t =t

| H =

o
(][]

t2 7|15sl SLCh

« AD FS Management 2 & 0{|A AD FS > Edit Federation Service Properties > General & >

_|
Federation Service IdentifierE MEHSt T OIRA QEZ HHESZ Z=2/ELICH
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« 0] Zt2 ECEZ2| SSO Configurations(SSO Z1I|184 0|0l M ID B2 Rtod| CHEt
'Entity ID' 2f2 T et SL5HH F7tsHok gfLict.
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Qi File Action View Window Help

o |[m B[m

T

EREEB

Add Relying Party Trust...
Add Claims Provider Trust... ew

Add Attribute Store... e Directory Federation Services provides single-sign-on (S50) access for client
Add lication Group... uters.

Edit Federation Service Properties... More About AD FS

Edit Published Claims
Revoke All Proxies

hat's newin AD FS?
D FS Deployment Guide

[ilew » \DFS Operations Guide

MNew Windew from Here tegrate Azure Multi Factor Authentication with AD FS

Refresh onitor AD FS Service using Azure Active Directory Connect Health
Help More About Azure Active Directory

Azure Active Directory. a seperate online service. can provide simplified identity
and aceess management, seeurity reporting 2nd single sign-an to cloud and
on-premises web apps.
What is Azure Active Directory?
Extend your directory to Azure Active Directory

Identity and Access Management

| Actions
| rofs N
Add Relying Party Trust...
Add Claims Provider Trust...
Add Attribute Store...

Add Application Group...

Edit Federation Service Properties...

Edit Published Claims

Revoke All Proxies

View ]
Mew Window from Here

|G Refresh
Help

NEdit the federation service properties




Federation Service Properties

General | Organization | Events
Federation Service display name:

JO123 ADFS
Example: Fabrkam Federation Service

Federation Service name:
WIN-260MECJBICZ jo123 local

Example: fs fabrkam.com

Federation Service identifier:
http:/AWIN-260MECJBICZ jo123 local /adfs/servicesArust

Example: http://fs fabrlcam .com/adfs./ services Anist

Web S50 lifetime {minutes): 480 |2

b

[ ] Enable delegation for service administration
Delegate name:

[ ] Mlow Local System account for service administration

Allow Local Administrators group for service administration

ID MZ2AF 74
11EHA|

TRt £ = £HO|X] &S JHE AF X7 SSO 29! At BHE AF& 35104 Finesse 2|5 9|
ECE TtE|Mof| 23018 = U T SSOE +45t2{™ JKS(Java Keystore) 215 A7 HFLICt

22X} s =I{HIO| X Q& o| e AFEXRI7F SSO 221 At SHE AL 35104 Finesse 2|50
M ECE mHE|Mof| 23218 = QU5 SSOE 7 45t2{™M JKS(Java Keystore) RIS ME 37 7| 2!
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keytool -genkey -keyalg RSA -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -keysize 204
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keytool -exportcert -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -rfc -file C:\Temp\e
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b. Certificate Management(2/5 M 2 2[) B0l M New(MZ BHET[) HE
HEE =g

- Name(O|§): Q& A2 o|§ S =FLICt.

« Description(d3&): Q& Ao CHEt MBS F7&L|CH

« Component Type(74 Q4 R&): CISCO IDSE MEHErLICY.

* Import Certificate(21E M 7tX{271): QIEME 72248 Search and Add(ZE 2 & F7t) H
ES 325t QXE ME MEE Ql2ist|C}.

- 215 M o YU: Browse(HO0IE7]) HES E&I5tT 7K 2 QIS ME MENELICH QIBME
.pem, .der(BINARY) EE= .cer/cert @A 20t 71 X{& = QU &LICH.

« Alias Name(2& 0|8): 2B Mol Ha S MBS ELIct



cleco Enterprise Chat and Email

Partition
Create Certificate

Access Restrictions

Mame*
Attachments
Audit Log
Description
CORS
Component Type*
Data Masking
Rich Text Content Policy Import Certificate
Settings
Single Sign-0On
olo|ME B 21021 74
14EHA|
1. ECE 2| 2&9| mtE|M 2 HlwolMd 2ot SM2 2
On > Configurations & ME{EL|C}

Cisco IDS Server

Certificate for Cisco IdS Server

CISCO IDs

28t CtZ 2% ool M Single Sign-

2. 78 ME EECIRUM HO|MEE MEHSt 1 LB oA 288 M- ELICt
« Enable Single Sign-On(Et 23021 #43}): SSOE & AM5ts6t2{™ Toggle(EZ2) HES 28

gfLCk.

Single Sign-On Type(Et 210!



it Enterprise Chat and Email A @ Partiion Administrator

€I560

Configurations

Select Configuration | Agent -

Name'
Deseription

Enatie Singio Sign-0n

Sign-On Type Ciseo IDS

15EHAH|

SSO Configuration(SSO Z4xZ|1zf|0|M) ®iE F=5t T ZI|ad oM ME HEE MSELIC.
a. OpenID 914 SZA}

712 AF8X HE AEXZQIE URL

« 7|2 Cisco IDS M| AtEA} ME A= ZQIE URLYLICE

* Ol URL2 AI8Xt EE/ALEXt HE APIE A& LICH

« https://cisco-ids-1:8553/ids/v1/oauth/userinfo & 4!0|H cisco-ids-12 7|& Cisco IDS ME2]
FQDN(Fully Qualified Domain Name)2 LtEFHL|CH,

AEXHID 28N Ol

+ Unified EE&= Packaged CCEO|A AF2 X} O|EE AlHSE A2 HE AEXZQIE URLOIA
HHEtE|= ool o|F it

« Unified CCE £ = Packaged CCES| 222! o|§1t AFQ'XP O|§ ol &x[atiof &LICt.

« O|E Bearer E2 AS0|| et SHoR e 28| = stLEQILCE.

« Unified CCE EE= Packaged CCEZ2| 0 O|ME AF& X} O|& Of User Principal Name(AtE Xt A
M o|&)o Ux|5 P" ZA< User Identity Claim name(AF2AH ID 28 0|8) Z=0i "upn"S
<|)='IE=I ol-|_||:_|.

« Unified CCE = Packaged CCE2| 0{| 0| E A& X} O|& 0| SAM Account Name(SAM #H|’H

0|8) Ux|5HE B User Identity Claim name(AFEXHID 22 0|8) EHEOQ| o2

olagst

I_I'I

EZX AM2A HME Ad=EEZQIE URL

« Cisco IDS MH{e| EX A X ME AExZQIE URLYILICY.
* https://cisco-ids-2: 8553/|ds/v1/oauth/userlnfo & 4|0| cisco-ids-2= 2 X Cisco IDS AH 2
FQDN(Fully Qualified Domain Name)2 LtEHHL|C},


https://cisco-ids-1:8553/ids/v1/oauth/userinfo

MEX HME A=EZQIE URL HIME
« ECEOM AIEXAI HE M URLM| MEX EE &2d HAE 5&56t= O A8 5t= HTTP
HMEQL|C}.

. EAIE &M S=olM POSTE MEBHLICHIDS Mol ¥ UxIsHE S 047|4 POSTE
Mgt

POST: X|HEl I=EZQIE 9| Cisco IDS MHE H|0|EHE T™& 5= Ol ASkl= YLt
HMA EZ FHA| 7|1ZHE)

« ECEOIAM MEX E 2E'HJKI3H0I= ste 7lzh(ZE) YLt
- @5 £80| 43¢ Hlofe] E22 FHAloEE MEELICH (EI£48L: 1, ZICHEL: 30)

Finesse 2|20 A SSO 212! 5{&

o BE|Xt = sIHHIO|X g2 7t AF8XL7F SSO 291 A+4 BHE AHE 5104 Finesse 2|
S Ol ECE LtE|Moi| 201" = UL 5{8stti™ o Tt HES F=IFLICt
- EMEE B2 ID M3 2 MU|A XMSKE MM ofelol| HEE A S35Hok gLIC.
- O|E ®lsiM= IdP x| Zd|o|MoflM S5 1dP MEHHE &{ &3l ok &LCt.
NI ; ;
Cleco Enterprise Chat and Email
Partition w
Configurations
Access Restrictions
Select Configuration Agent w
Attachments
Audit Log General S50 Configuration
Certificate Management
CORS Openld Connect Provider
Data Masking
Rich Text Content Policy Primary User Info Endpoint URL* https://ids-fgdn:8553/ids/v1/oauth/u ...
Settings User Identity Claim Name* upn
Configurations Secondary User Info Endpoint URL
Licenses
User Info Endpoint URL Method® POST w
Providers
Access Token Cache Duration 30
(Seconds)*
Allow SSO Login Outside Finesse [ @)

b.ID 224}
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i Federation Service Properties
Configurations

Acgess Restictons r ANE
Salact Configuration Agent - 0123 ADFS
Attachments Exampie: Fabriam Federabon Senvice
Audit Log ) o Federation Sendce name
: WIN-2E0MECIBIC2 [0 123 Jocal
Certificate Management § & o s fabecam com
Identity Provider
CORS _!’mw Senacs identiier
<:: It/ ANIN-ZEOMECIBICE (o 123 ocal /s s senaces Anst
Data Masking Entity ID° http:d WIN-260MECIBIC2 jo1 23 Jocal.... Exagis: hitp/fs fsbecam com/ndis senices sl
Rich Text Content Policy Web 550 Wetime jrinudes): 430 5
Identity Provider Cartificate” +]
Ettings ] Enstée delegation for service administration
. Dislegate e
Singla Sign-On - User kdentity Location* SAML Subject Identifier - k
Configurations
R User kdentity Attribute Nama* ] Miow Local System acoount for service adminkstraion
[ Aew Local for parvice
Providers Enabie Encrypled Assertion
Assertion Decryption Certificate” ]

ID S=XF 2IE A

. B 7] QASA
« 2BEME " BEGIN CERTIFICATE----- "2 A&t e END CERTIFICATE"Z Z&L}of &

« AD FS Management Console(AD FS 2| &) > Service(AMH|2A) > Certificates(2!5 M) >
Token-signing(EZ MB)2| EZ ME S MLICH.

prowss0Logn oo rmose @
v S!r‘:i: b Bk Subgact Issuar [Effectve Date
Identity Provider N "l" : :‘""‘Mm . Service communications
nication
Catihiata] oe [EJCN-WIN-Z50MECIEIC2j0 123 Jocsl, OUSTAC, OsCises, L. Chmo1Z3WINZEOMEC).. 1/31/2024
Entity ID* hitp:/WIN=260MECJBIC2 jo123 local... Claim Descriptions Token-decrypting
| Device Registration [EICN=ADFS Encryption - WIN-260MECIBIC2jo123jocl  CH=ADFS Encrypion - W_..  1/31/2024
\dentity Provider Certificat % Taken-signing
i r Certimcate *
" [} ! £ CN-ADFS Sigring - WIN-260MECJBIC2 jo 123 Jocal CH=ADFS Signing - WI-... 1/31/2024
| Web Application Proxy
. ¢ Lo . | Access Control Policies
User Identity Location SAML SI.IDJELt \dentifier i R¢|y;ng p‘m). Truste
Claims Provider Trusts
st
User Identity Attribute Name* | Application Groups
Enable Encrypled Assertion

Assertion Decryption Certificate”

ALE X} ID 21K

« SAML Subject IdentifierE MEH5}04 Q1Z A 2| ID 2|%IE SAML 0{AdA0] F|(0d!:
<saml:Subject>2| A& At O|F)2t €2 7|2 SAML FA| AEXE HAefLct.

« SAML AttributeE ME45t04 QIS A § §(0: email.address)0| ID ¥ x|E & &LICH
User Identity Attribute Name ZE0| EM4E M3 ELIch.

MEXID £ 0|5

MEXHID 2%l 2tol SAML §4¢l Feoigh MEEL
« SAML 0{dM L{o M O|E =Z5t0o4 O|H|Y FA 22 ALER 1B S 9B CHE S4€2 M
Bt Ol AL E = J&LICH
« B SAML £9E At83eto M ALEXIE ddste Ol ASE = U&LICH
« 0 & E04, AtEXI7t email.address 01| M3 E gf2 S5 AHE D M3 E O|HY F4 9-|
Zf Ol A[AEO| ofiH A SR UXISHK| &iE B2 MIE SAML SE22 M ALER7E ™
Lot
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2 1: AD FS 2| 2& 0| M 74 E ECE Relying Party Trust2| 'Encryption' B0 Q= 21&

Mot edx|sHoF ghct.

c. MH|A 22X}
MH|A BZXH7F Q15 AlE
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b
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>
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AE|E| ID

- ECE OHZ |7 0|M 2| 2|F URLE M3 LICH

Service Provider

Service Provider Initiated [ @
Authentication

Entity ID* https://ecel26webla jo123 localf

Request Signing Certificate*

Signing Algorithm* SHA-256
Identity Provider Login URL" https://WIN-260MECJBIC2 jo123 loc ...
Identity Provider Logout URL https:f/ecel26webla.jol23. local/def ..

A

o

M 23

I_

ECE Console Properties

pdooints | Proxy Endpaints ] Motes | Advanced
| Encm)hon ] Signature ] Accepted Claims |
Specify the display name and identifiers for this relying pasty trust.

Display name:
[ECE Cansake

Relying party identifier:

Example: hiips://fs contoso com./adfs /services Arust

Relying party identifiers:




Zt1: ol AD FS 2| 2&0lM 7 E ECE Relying Party Trust2| 'Signature' B{ofl 42
CEE B Mot L x|sHok g LICt.

—

Service Provider !
ECE Console Properties

Organization | Endpoirts Prany Endpoints Maotes Advanced
Monitoring | Identfiers | Encryption Accepted Claims
Specify the signature verfication certificates for requests from this relying

Service Provider Initiated &
Authentication

Entity ID* https:/fece126web1a.jo123.local/ pary. .
Subject Issuer Effective Date Expirati
CN=ecel2Ba... CN 126app... 1/31/2024 2:21.... 1/29/2
Request Signing Certificate* @ * ECh-ece e P ’ ‘
Signing Algorithm* SHA-256 w
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.0ocC ...
Identity Provider Logout URL https:f/ece126webla jo123 local/def ...

x
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e
K
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- MH|A SZAtof CHEt ME L 12lES AHEL r
- ADFSE AI&3t= B2 0] 22 Advanced(112) Bl ECEO CHaH MM E A2 S AKX ET
AEO||AM ME4SH & E|F T L X|SHOF B LICH

Service Provider ECE Console Properties
Service Provider Initiated C Manitoring ] Identifiers [ Encryption I Signature [ Accepted Claims |
Authentication Organization | Endpoints | Prowy Endpoints | Notes | Advanced
Specify the secure hash algorithm to use for this relying party trust,
Entity ID* https://ece126webla jo123.local/
Secure hash algorihm| | SHA-256 v
Reguest Signing Certificate e
Signing Algorithm* SHA-256 w
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.loc ...
Identity Provider Logout URL https://ece126webla jo123.local/def ...

ID 3ZA 232l URL

- SAML 2I5& 2|8t URLILICE
- 02 £04 AD FS2| Z< http://<AD FS>/adfs/Is2!L|C}.

ID 22X 2320} URL

« ZI0FR A AFERI7} EIC|EMElE URLYILICH ol MEf At 0| 2 & URLO| & + &

LICH
« 0& E0{ 4EH {2 SSO 2ZI0tR F https://www.cisco.com E== 7|Et URLE E|C|BME &=
A& LICH
16CHA|

Save(M%E)E SFEIFLIC.

175HA|

Partition settings(ZtE|M ) > Apps() B0 SHHE & MHH/LB URLE LM =X| & lstn
General Settings(2 8t A7) > External URL of the Application(OHZ Z2|71|0|M 2% URL)
L|CH.


http://FQDN_OF_ADFS/adfs/ls
http://FQDN_OF_ADFS/adfs/ls
https://www.cisco.com

LIS Enterprise Chat and Email

CIsco

Partition ~

Chat & Messaging

General Settings

Knowledge

I

External URL of Application

https.f/ecel26webla.jo123.local

FE|M &tElRHE 2

Maximum number of records to
display for search

Maximum number of records to
display for NAS search

8t SSO T4

100

Integration
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« 0| EtAl= PCCENIBF M FEL|C}.

« CCE #2| ¥ 2IE{H 0|A https:///cceadminOll A HAM|ASH= ECE 7+ AMEILICEH
18EHA|

ItE[M FE[XHE 2lsll SSOE T/ ds5ted™

1. ECE &2l 2& 9| ZiE|M BlY HlFolM 2ot M2 E28 CHF 1% ool M Single Sign-
On> 7 M S MEHFHLCY.

2. Select Conflgur on(ZAI| 20| B EECHR20] M Partition Administrators(IZE[M £ 2|
AHE MEHF 9._‘|J_L| oM AE HEE ?JE%'E*L—IEL

LDAP URL

« LDAP AMB{2| URLILILCF.

« LDAP Mo =M@l ZAE ZE 2 URL(0: Idap://LDAP_server:389) EE= 224 7121
URL(%: Idap://LDAP_server:3268)& == QJ&LIC}H.

« ECE7} LDAP =3|2 #+ME B2 CCE &2l &2 S5l ECEX| M ASHH THE|[MO| AlA
2ojl XAts2 2 FIHE 5= U&LICt

o J2{Lt B ZE|AE0f 042 THQI0] 7Lt CHA| UPNO| T 44El Active Directory 75 01| A
= EZ LDAP £E7} 389 26362 THIQI ZHEEE{ URLE AFSE £+ Q&L

« ZE 3268 232692 A 22H JIE 27 URLS AI2ST = LDAP S8 748 £ Q&
L|C}.



o 2EHFIEETD URLE ME3t= W0l E&LICH GCE ME5HX| ie 8%
ApplicationServer 212| @ 7= Ct21t Z&LICH
- LDAP 215 <@>2| 0 2|
javax.naming.PartialResultException: 2|/ x| 9f 2 ¢4
'DC=example,DC=com’

1

Bz, Ltox| ol&

DN E4

« MK 210l 0|2 Z&st= DNo| S Lt
« 0i: userPrincipalName.

7|
 BaseO CHall X|I'HEl 2t2 o Z2|FH 0|0l A4 Z7|8to 2 AFZ E LICE.
« Search base= LDAP C|HEZ| EZ|0I|AM ZHAS7| @8t AIZF @ x| L},
« 0 & £04, DC=mycompany, DC=com&|L|C}.



LDAP AAE 2|8t DN

« LDAP A|IAERIOM & HIQIEE 518 36tX| 2= B2 LDAP CIHEZ| EZ|of CHEt A4 HEt
0| A= AFEX}IQ| DN(Distinguished Name)2 A& & L|C}.
« LDAP ME{OM 2 HIRIEE 5|85t B 0| EEE HIH SLICH

oo
ok

« LDAP A|AHEIO|AM 2 HIQIE S §{E25HX| otE B LDAP CIHEZ| E2|of CHE ZHAH #$t
O| U A KISl HIZHS E MBELICH
« LDAP MHOlAM ™ HIQIE S 51835l B 0| ZEE H|Y ELiCh.
19EHA|

Save(XM%E)E Z=IgfLICH.

O|X| ECEQ| of|0|ME 4! mE|M E-2|Xtof| CHEt Single Sign-On ZAI|22{|0|M0| 2t Z E|i& LICt
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il Enterprise Chat and Email

L1 -

‘ace! 26applacalarm- - process
wce 26app laAppiicationServer
‘ece] 26applaccompanent - stabus
ecel 26appia Databaserbonionng
wee] 2680018 dem=registry

‘ece] 26app1a CrSMContmllnr

ece 28appia DSMContolleLaunchHeiper

ece] 208001 0dx- process
ece] 268001 3 EAAS. prOcRES
‘eea] 26300 13 EAMS-process
el 2Bappia MessagingSener
et 2BApH1a MONIEE- process
‘ecel 26applaProcesslauncher
o] 2630013 PUNYE- (OGESS
‘BCa ] 26300 1A TRpON- NOCESE

e 268001 Aules - CHthi- PrOcess

|I|l|l|l|
cisco

| Partition v ‘

| - ‘

22X 2 ALzl 1

=X

Apps  Departments  Integration  Language Tools  Security Senvices  Storage

Enterprise Chat and Email

Drescrigtion

oce 1 2Eapp | acalarm-rules- procass
noal2EapplaAppicationS erver
ecel2tapp] a component-status
ecel 2éapp] a Databasehonitonng
Bee] 26ann 1 8 dem-registny

ocel2tappla DEMControder

ece126appladx-process.

#ca 12640013 EARS - process
aca 1263001 3 EAMS-process
see] 26ann ] & Messaging Senr
681203001 A OIS (rocess
ecelliappia ProcessLauncher
Bca 1 264001 A pUrge - process
Bca 1 263001 3 TBR0N-INOCass

#ce1 263001 A 1es-CAChe-Process

Edit Process Log: ecel26appla:ApplicationServer

MName

Description

Maximum Trace Level

Log File Name

Maximum File Size

Extensive Logging Duration

Extensive Logging End Time

Advanced Logging

ecel26appla:ApplicationServer

ecel26appla ApplicationServer

A @ Parttion Administrator ~

System Resources

4 - Info ~

8 - Trace ~
7 - Debug

6 - Dbquery

5 - Perf

4 - Info v o

Tools  User
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SO

« Q7% I L:500

- QF MY ID 32X 200l Mujsto] #Hxf 88 T2 a0l AFERIE 2018 4 gia
L|ct.
= A
—_ 1

« |dP 21921 Al - <samlp:Status><samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Responder" /></samlp:Status>

« 0{7|A{ &EH "Responder"= AD FS 0]

oleo
AAE =2

27+ LtEFHLICH O] 29 FZ ECE &2l

=& (SS0 Configuration > Service Provider)0ll &2 = El "Request Signing Certificate" &
'Signature' B19| ECE Relying Party Trustoll 42 =&l 215 M7} AFSEILICEH

« Java 7| MEA IS ALE

ZZJ=M MH 23 -

<#froot>

=X
T

x4

M

A
e

unmar shal | AndVal i dat eResponse

7.

otof HH x|

£ &MLt

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl1158258131-392364] <@ ProcessId:3272 <@ PID
2022-09-21 18:18:15.002 GMT+0000 <@> INFO <@> [392364:qtpl158258131-392364] <@> Processld:3272 <@ PID:

L10N_USER _STATUS_ CODE_ERROR:

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl1158258131-392364] <@ ProcessId:3272 <@ PID

at
at
at
at
at
at

at

com.
com.
com.
com.
com.
com.

egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.

module.
module.
module.
module.
module.
module.

security.
security.
security.
security.
security.
security.

S$S0.
S$S0.
S$S0.
S$S0.
S$S0.
S$S0.

handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_0
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
handler.0OpenIDConnect_Handler.validateReqWithAttributes (OpenI
admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmin
controller.SS0OControllerServiet.doPost(550ControllerServiet.j

java.lang.Thread.run(Thread. java:834) ~[?:7]

error Code=500&error String=The application is not able to login the user at this time as ldentity Provi de

2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@ ProcessId:3272 <@ PID
2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@ ProcessId:3272 <@ PID

H
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« '0J0|™ME Single Sign-On 7’8 - MH|A 3Z A}

o

—_—r

o 11EHH|0| A 4dEl Java Keystore .jks I} U O| ECE B 2| 24 2| SSO Configuration(SSO
A) > Select Configuration 'Agent'(7 4 '0f 0| E' MEH) > 'SSO Configuration'(SSO T43) &

Mol M IBM 28 a8 AE
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> Service Provider(&

"Request Signing certificate(A]
« .crt IHA0| ECE &2 FAIA EBHAEQ|'ME' | of2io] HRZELIUER

).

22X 2 ALzl 2

Al AF4KH > Request Signing certificate(AM& 215 A

o4 O|=
o L-O

%) otzfol A=
M)y oo YREE|RI=X| &1},
g QIR LCH(12EHH|

R
« @F A LE: 400
- QR MH: SAML 8 EZ20| HZER&LCH HB RES HAtol| AmiRisL|ct
21 &4
- 0| 2FE= ADFSO'EZ MY Q1B AM'Q ECE SSO #49|'ID 32X+ QIS A Zhofl 215 M7}
Ux|SHK| S S LIEHHLICH
S EZEIY MH 2O -FH$ET:
<#root>
Entering 'validateSSCCertificate' and validating the sanml response against certificate

2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.
2022-10-07 15:27:34.

523
520
521
521

GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000

<@>

2022-10-07 15:27:34.523 GMT+0000

Error:

2022-10-07 15:27:34.523 GMT+0000
2022-10-07 15:27:34.524 GMT+0000
2022-10-07 15:27:34.525 GMT+0000
2022-10-07 15:27:34.525 GMT+0000

Signature validation failed

2022-10-07 15:27:34.525 GMT+0000
2022-10-07 15:27:34.525 GMT+0000
2022-10-07 15:27:34.525 GMT+0000
2022-10-07 15:27:34.525 GMT+0000

Ol
o
[k

Coul d not parse certificate

<@
<@
<@
<@
<@
<@

<@>

<@
<@
<@
<@

<@
<@
<@
<@

java.io. | CException:

ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]

PID
PID
PID
PID
PID
PID

<@
<@
<@
<@
<@
<@

<@
<@
<@
<@
<@
<@

<@>
<@>
<@>
<@>
<@>
<@>

INFO <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID:

I nconpl ete data

ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272

ERROR <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>

[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]

PID
PID
PID
PID

<@
<@
<@
<@

<@
<@
<@
<@

ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
INFO <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID:
ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@ ProcessId:3272 <@ PID
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« '0f|0|™E Single Sign-On 7t - ID &2
QL(15EHA).

=
T

_l

2 AlLt2I2 3

get SSODat aFr onSAM_Token:

= At 2l

— = 7:
= SZTT'Eﬂca

ME & 24 =+ gigLch. Java io.|OException: &2t

EM' LIE0| SHIEA LU E|X| et UAS S LIEHRLICE

- O| ZXMIE aliZ o+E4 D=|- AS FS Management(AS FS Z2|) > AD FS > Service(A{H|2) >
Certificates(2!5 M) > Token-Signing(E & M) > Export this certificate(0| 215 A LIE LH7|
)il EIAE TEIZ|0] A Open(K7() > Copy all contents(ZE ZE = S At) > Save(XE)o|
M SSO configuration(SSO 74| 12{|0|4) > Save(XME)E =& LICTH

KH MM of2Hol'ID 2R QIS A TS FHE54

HD : SAML EM0{|M AFEXFIDE 32 £ giaLICh

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.081 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

L10ON_USER | DENTI FI ER_NOT_FOUND_| N_ATTRI BUTE:

2024-02-01 01:44:32.081 GMT+0000 <@ ERROR <@ [1220:qtp815320891-1220] <@ ProcessId:7716 <@ PID:1 <@
exception.SSOLoginException: null

com.

at
at
at
at
at
at
at

at

error Code=401- 114&error Stri ng=User

com.
com.
com.
com.
com.
com.
com.

module.
module.
module.
module.
module.
module.
module.

egain.platform.module.security.sso.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.

security.
security.
security.
security.
security.
security.
security.

S$So.
S$So.
S$So.
S$So.
S$So.
S$So.
S$So.

handler.SAML2_0_Handler.getSSODataFromSAMLToken (SAML2_0_Hand
handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
handier.OpenIDConnect_Handler.validateReqWithAttributes (Open
admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmi
controller.SSOControllerServiet.doPost(5SS0ControllerServiet.

java.lang.Thread.run(Thread. java:830) [?7:7]

Identity not found in SAML attribute: 'upn':

2024-02-01 01:44:32.083 GMT+0000 <@> DEBUG <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.083 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
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Center Enterprise® == (PCCE&) EE& (UCCE 2! PCCE&)0| Y&LICt.
« Cisco Enterprise Chat and Email A 2| A H|O| X0 M|, Fd2B0|= E=
=& ™ol Mollo|E7t J=X| &elghL|Ct.
 https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-
email/series.html
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https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/series.html
https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/series.html
https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/enterprise_chat_email/enterprise_chat_email_12_6_1/Maintenance/Guide/ece126_userguide_administration.pdf
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