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« U LX|-DB(CIOIE{H[0l4) 27|, show B X API ZEE 7HsELICEH

HEFY] - Cisco DNA Center Q12| 42 158 0|Pt0|H HE X3 F 2o 2l SDA(Software
Defined Access) & Q12| A|Zto| CHE LICHC|HFO|A 30701 CHEH 2F 30E).

« 1.2.8,1.2.10.x, 1.2.12.x, 1.3.x & 2.x B 2[A0M E S LICH.
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$ ./dnac_aura
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dnac_aura
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O|& magleve} &7 SFTP(Secure File Transfer Protocol) & A&t X % Qx| otAA2).
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$ git clone https://github.com/CiscoDevNet/DNAC-AURA

el EAF 2

M3 ZE A MEH7t HYE B2 1Y S Cisco DNA Center0ll SASHD GIT B X &
SAMH ME 2 &

$ https_proxy=https://<server>:<port> git clone https://github.com/CiscoDevNet/DNAC-AURA

2B dnac_aura Tt 0| A& 7Hs X[ & QIgf LIt

dnac_aura It 20| Cisco DNA Center0ll SAHE|H CH7H A& ot U= SAE|X| ef&LICH BEE A
sto A mtdz BHSLICH GITE MEE d<0l= o]l BAH7t Eestx| et&Lt

$ chmod 755 dnac_aura
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SHIE IYUO| CIREZE L= X| &2lste{d™ o] I[O|X[2] B MZEI= MD5 SHA| EE&
SHA256 sl A| Zt2 H|mgfLICt. ZF T o] AURAE 1198t sHA| Zf BEe 7HE £ &L Ct.

=M 1. MD5 SHA| =2l

md5sum BHE S AFSELICHLIREE CHE). Cisco DNA Center E== Z[EF Linux A|AEI0|M SHAIE


https://github.com/CiscoDevNet/DNAC-AURA

$ md5sum dnac_aura
521429dd275e357fe3282600d38bal33 dnac_aura

=4 2. SHA256 SH{A| & Q.

HH sha256sum(LIEE CHE)2 AF & LICH Cisco DNA Center EE= 7|E}F Linux A|AEIO|A Sl A
E ddstm sfAl 22 ol Ho|X| Zof /= 2t H|mErLCt.

$ sha256sum dnac_aura
c91b6092ab4fa57adbe698a3c17f9146523bba5b0315222475aa4935662a0b6e dnac_aura
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SEHA. WUEOIM 78 MHBLICH

Cisco DNA Center0i| A ZHAIE A

AlSH
(%ﬁg A2e A2 CtYst AAIE 28N

$ ./dnac_aura

i
rr

$ ./DNAC-AURA/dnac_aura

AURAQ| 29 A&t

O| A3 BIEE AIE310{ ¥ Cisco DNA Center0ll A AURAZ A|EHE = Q& LICEH paramiko &
scp 2tO|EB{2|E AFSFLICH.

MR =4t
MRIsted™ 7t BrEE A8sts 20| E&LICH O|2{Er ™2 python3 7He & 3E BtE1, 93t
ot pip§ Yadlol=st, et 2to|E2 2§ URIE = U&LIC

python3 -m venv env3

source env3/bin/activate

pip install --upgrade pip

pip install -r requirements.txt

M AlZt &34

Cisco DNA CenterQ| Z|4l H{F(2.1 0|%, 1.3.3.8 O|%)0{= SSH & Alzt =17} U &LICH ol

SSH M|440{ A DNACO] EIZ, EE = run_remote AT Z|E EF = ansible E8l 2t o2 AM3E|=
AURAO| ¥&g 0|2 &= UYU&LCh

A e ZHEHEFLICEH ssh ©91739] 732 -0 ServerAlivelnterval=3 Z2il 1= keepaliveE &3t
MM x| &a|g 4 A&Lich ol AFZEM AFREIH, 217 SSH 9472 2! ansibledl| = AFR &
= A& L.



* DNAC

- admin password(2t3 ?'_4—1‘— DNAC_ADMIN_PASSZ T A8 7}8)

* maglev password(&Z3 P45 DNAC_MAGLEV_PASSEZE T ALE 7+5)

« admin user(£4 44 DNAC_ADMIN_USERZ T AF2 7t5). 0] 7|2Zt2 "admin"0|H 2&
QIF 2 CHE 41 R 0|82 ALS3He BROIEH HFsH FLICh iR Rl Z2 ol T4

o

£ O}L|X|2t --admin-userZ AI2& £ Q& LICt.

Q48 ALS5101 ATRIEE AYSHE JHE THEE WHE CIR T ZALICHEZ Woo B8t 54
MM )
—l— A1)

./run_remote.py --dnac 1.1.1.1 --admin-pass passwd --maglev-pass passwd

export DNAC_ADMIN_PASS="passwd"
export DNAC_MAGLEV_PASS="passwd"
./run_remote.py --dnac 10.1.1.1

AURAHEE QI+ & Y52 (0f: SDA EIAEE A&SIT| 98l -s) Cte2 s sHoF gLict
## note the extra --, due to a gwirk in the way argparse library works
./run_remote.py --dnac 10.1.1.1 -- -s

run_remote =M (0: --local-dir, all-cluster Z! --no-pull)2 "--" 2fofl L &aHof grLct.

AURA 24 SM(0d: -n, --syslog, -d, -s)2 "-" F|0oi| £ & =|o{of g L|C}.

AURA £2ig 2Zof| ~%

AURA A3 ZEE —json-summary M2 X|248tL|Ct o|Z A 5t DNACOH CHSt En M 2 23
ool {x|et HIAE Z1 9] json 220 MM EILICH run_remote™| —local-dir &M0| M3 =
23 Y ETM ItUS DNACE CHA| O|SE == U&LICH json-summary TtUE Mg = U&L

Ct. DNACO] CHet CIRME 27 - dE LT

/home/aradford/RUN_REMOTE/run_remote.py --dnac 10.1.1.1 --local-dir /home/aradford/RUN_REMOTE/1ogs



Ol 2fed0| 2t 2 £|P /home/aradford/RUN_REMOTE/logs CIH E 2|0l = C}S 0| Z&E £ Q&LICt

i

1s RUN_REMOTE/logs/10.1.1.1

DNAC_AURA_Logs_2020-09-08_23_20_11.tar.gz
DNAC_AURA_Report_2020-09-08_23_20_11.json
DNAC_AURA_Report_2020-09-08_23_20_11.pdf

Json It&lof= CtZ 0| =& ELICH

cat RUN_REMOTE/logs/*/DNAC_AURA_Report_2020-09-08_23_20_11.json
{
"json-summary": {

"check_count": 64,
"report-name": "/data/tmp/dnac_aura/reports/DNAC_AURA_Report_2020-09-08_23_20_11.pdf",
"logfile-name": "/data/tmp/dnac_aura/logs/DNAC_AURA_Logs_2020-09-08_23_20_11.tar.gz",
"ur_check_count": 19,
"ur_error_count": O,
"warning_count": 5,
"assur_warning_count": 2,
"error_count": 5,
"ur_warning_count": 3,
"assur_check_count": 14,
"assur_error_count": 0

—

EEPNCPAL

—all-cluster SME A5t A ATJEEE= S0{AES| 2 E HHE 3t ZF HiH{of CHEH
AURAE Aldlisr = Ql&L|Ct.
34XH O|Zd2 =lzd AlQlL|Ct DNACHIM ET A, 21 14l g

Al | json-summaryE CtA| SAtSst= O
—local-dir?t &7H AL E = JU&LICH
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—-no-pull M2 AtE5t0{ AT ZEE AMAMEY = U&LICH O|FA st =[4 H-I"*OI AURAZE ¢
ClolE3t7| 2I8H git pullO] & X|Z|X|2F DNA Center2| home CIZH E 2|0 AURAE SAIZICIT 7+
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Ct.

run_remote= PTY 2X|E |25t 2Z DNA Center crontab2 HEIE ZIQ 7t GIo o2 AURAE
At O Qo] o 22 4 HLich Y722 —local-pathE Zgsto] MEsiH 2
Center 217} 2|8 Mol SUstAH | x|EFLIC}.

Ct=2 of A|7* DNACOIM AURAE Al&35t7| fgt ME crontab &S ILICH 7H4F B Z0of
paramiko & scp 2t0[E22HZ|7F Z & E|0] XU tO|M CIE{ZE|EHE BA|IM=E NS5Hok &
L|Ct.
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00 * * * * /home/aradford/RUN_REMOTE/env3/bin/python /home/aradford/RUN_REMOTE/run_remote.py --dnac 10.

Ol= At ZHo| YR HAE O MEELIX| =S ES6t7| ls 2 AFRIE ols F£IH2 2iE

2 & A&

AL

Cisco DNA Center AURA =M

E 1-CtLet AURA SMe| AAHZIs

SM s
-S -d -0 -C
(ZI&42kh)
DNA Center Q= 2} AFEH] &0l X X X
DNA Center Assurance & Elf QI X X
WLC/eWLC E& &Ef| &2l X X
7|8 SDA &Ql(QIHEZ| 9I\DNAC-ISE S&(ISE7} S X X
El E<ogh
SDA(THE 2! C[H}O|A CLI =&, ZHEE EQQl Y Eot &
gl ZEAF 2 & HAD %
o178 0| HI= ZAAHH &h X X
DNA Center &H(m{= 2! 2! H| TH=2 2] 2 5F 071 4) X X X




I =2 C|HtO|AOA CLI £33 ZA{st T+
captureFile.yaml2 I} Y4 E 3l M3 E[= DNA Center - &
@ ad ClHto|A S50 2EHE XME capture:json -
Command Runner default output.log - Human Readable

o] C|Hto|A Q| ZAxm|Jd|o|M HIw(ZAMEt £33 L -0 F
M AE 7[E)

aq
24

A
M

AURA 2/Mo| 424

usage: dnac_aura [-h] [-v] [-V] [--json-summary] [-s] [-u U] [-n N] [--syslog SYSLOG] [--admin-pass ADM
[--admin-user ADMIN_USER] [--maglev-pass MAGLEV_PASS] [-d] [--sdadevcheck] [-0] [-c] [--download-test]

Select options.

optional arguments:

-h, --help show this help message and exit

-v verbose Togging

-V version information

--json-summary print json-summary

-s Run additional SDA checks. To execute these checks, the tool can login to other devices in the fabri
and collect show command outputs.

-u U Upload report and logs file to the SR. Please provide SR and password in the format sr_number:sr_p
-n N Add customer name to the PDF report on the first page (the summary page)

--syslog SYSLOG destination syslog server

--admin-pass ADMIN_PASS maglev admin password (this is the UI password for admin user)
--admin-user ADMIN_USER maglev admin user (webUI user, default is admin)

--maglev-pass MAGLEV_PASS maglev password (for sudo)

-d Perform all DNA Center Infrastructure Health checks only

--sdadevcheck to skip the SDA Device Tlimit

-0 To collect CLI outputs from the network devices via the Cisco DNA Center.

Ensure you have the captureFile.yaml in the same folder as this tool.

-c Compare configurations across multiple devices.

You can choose 2 timestamps from previous captures taken with the -o option.

PDF Report can be generated with the diffs.

--download-test To perform a download test of 3 test images of different sizes

from the DNAC Cloud Repo in AWS.

CIst SMoZ AURAE AESHE oAl

ofl 1: Al O|& 2 & Stark IndustriesE AMEHSIE{H 7|2 AURA HAIE Aistn H|UHS
123kjaksdhf& At&35t01 SR 6111111110 TS SALSIE{™ O HHES AASELICH

$ ./dnac_aura -n "Stark Industries" -u 611111111:123kjaksdhf



0 2: 117 Stark Industriesol| CH3H Cisco DNA Center 2! SDA ZAIE 25 Ao Ol WS
A3HAAIR.

$ ./dnac_aura -s -n "Stark Industries"

0of 3: show H2d 242 A5t T O|E Cisco DNA CenterQ| Tof| XR{ZH5tE{H -0 SME A28
Ct. O] 22 Cisco DNA Centerl| & AZT|E AIR510 £E23I2 7I1MHS = USLICH BH2 S
o} 7E*§L—IEL

0%

$ ./dnac_aura -o

O|g{&t ClHtO|A A A&E CIHIo|A
ofl o040k gfLict. MEZ 0| GitHuboll /& LICt.

0 4: Catalyst A2|x| L/E= eWLCO|
ME AH835toq{ ClHto|A 9| Zé-a—.% 4%

$ ./dnac_aura -c

of 5: 2EHAE0|M AURA HALE A&istedE olo| 8 L =oi Chslf B[S0l HAEE S48
EHEfLICH LHHX| & = =of CHsl -d SM4 S e

Qlo|o| L= SFLEOi AM:
$ ./dnac_aura

LEHX| 270 = E0i M :
$ ./dnac_aura -d

0ofl 6: AURAE 0 25t24T cron2 AFE5H7LE AURAE HZAS 2 A-5HE{HM github0ll A Of readme

https://github.com/CiscoDevNet/DNAC-AURA/tree/primary/run_remote



https://github.com/CiscoDevNet/DNAC-AURA/tree/master/run_remote

0of 7: DNA Center O|0|X|7} K{EE AWS2| 22t E E|ZE0f I:H°F B2 E #lstei™ o] FMH2
2 AURAE A=-grLICt o HAt= 37H2| o|0|X|(AH - 50MB, & - 150MB & CHY - 650MB)E
CHRECStH 0| 37He| mUE CHREE St AlZhe HME = QAQLIEL ol 2ME MEISIH EHA
E O|0|X|7t A E|D ED M7} WYX b =X =l = AU&Lct

olo| =0l M:

$./dnac_aura --download-test

QI 0| Al:

$./dnac_aura --download-test

HARARARARARRRRR R R B R R R R R R R R R R FF A A

#it# H#i#t#

### Welcome to the Cisco DNA Center AURA Tool ###

#it# version:1.5.0 ###

#it# H#i#t#

BAHBHBHHR AR H B AR HRHHRHRHHBHBHH B AR RHR AL H R AR RS2

#it#

### Please visit us at www.cisco.com - 'Enhanced Visibility into the Cisco DNA Center and use AURA'
#it#

#it#

### The image download test can be executed and all other checks can be skipped. ###
#it#

#01:Checking:Latest version of AURA

INFO:AURA 1is up to date

INFO:Performing login... [please provide UI admin Tevel password]

[administration] username for 'https://kong-frontend.maglev-system.svc.cluster.local:443"': admin
[administration] password for 'admin':

#02:Checking:Determine Cisco DNA Center Product Type, Serial number, SW Version & Node IP
[sudo] password for maglev:

#01:Checking:Download test image from the Cisco DNA Center Cloud Image Repository

INFO:This check can take up to 4 minutes to complete

INFO:Successfully downloaded a small test image of size 50MB from DNAC cloud repository in 3.4 seconds.
INFO:Successfully downloaded a medium test image of size 150MB from DNAC cloud repository in 3.2 second

INFO:Successfully downloaded a Targe test image of size 650MB from DNAC cloud repository in 16.2 second

0 7: -s SMo 2 AURAE AldliE 4 AURAE IEZ]| ALO|EE X|CH 507H2| = 2] C|HIo| A0



CHall ZHEE Z02 H4ALE ="8E £ l&LICt o] MEHE glolle{™ —sdadevcheck =
L|C}.
. FI7FCIHOIATE FIHE|H E 9| A8 AlZto| Zo{&L|Ct.

$ ./dnac_aura -s --sdadevcheck

24
=3

T

=9

ME ME

o

E 0| AIZE[H 22| AHE R O|F/HIZHE, 1 F|ol maglev HIZHS & e&s5iEls ZEZET}

FE AIELCH

$ ./dnac_aura.py

HARHRHRBRR BRI HRRRRRHAHAAAHAAAA



### ###
### Welcome to the Cisco DNA Center AURA Tool #H##

#it# version:1.4.6 ##t#

#it# #i#t#

HAHBHBHHR AR H R AR R HRHHRHRHHBHR R R AR R AL R R AL R A1

#it#

### Please visit us at www.cisco.com - 'Enhanced Visibility into the Cisco DNA Center and use AURA'
#it#

#it#

### A1l Cisco DNA Center based Health,Scale,Upgrade Readiness,Assurance & SDA checks can be run ###
###

#01:Checking:Latest version of AURA
INFO:AURA 1is up to date

INFO:Performing maglev login...

[administration] username for 'https://kong-frontend.maglev-system.svc.cluster.local:443"': admin
[administration] password for 'admin':

INFO:User 'admin' logged into 'kong-frontend.maglev-system.svc.cluster.local' successfully

#02:Checking:Determine Cisco DNA Center Product Type, Serial number, SW Version & Node IP
[sudo] password for maglev:

TededNdh

Cisco DNA Center AURA tool has successfully completed.
Report and Logs can be found at:

-- Cisco DNA Center AURA Report : /data/tmp/dnac_aura/reports/DNAC_AURA_Report_2021-02-25_05_27_45.pdf
-- Cisco DNA Center AURA Logs (tar.gz file) : /data/tmp/dnac_aura/logs/DNAC_AURA_Logs_2021-02-25_05_27_

$

2 /data/tmp/dnac_aura/0ll ME &l 2749 Tt U2 MAFHLICH

« /data/tmp/dnac_aura/reports2| PDF = 1 A. 51 tmj| m| 0| X|of|A{= DNA Center0i| CH3t | O]
E‘I(E':'” OIE=| Hd_?_, A E-?—.||O-| H.|7c-| al |p i) _g__q| AIoH A|7|- _'_oHol- nE 2I-o| l:|| 7=|‘l|. |
QofE MBELICH LIHX| B o|X[oll M= CHFEr & elo CHEr MIF 2o &M B &3 &

ZAnE #Holg +~ U&LCH 2F A d1Es Moz FEE[0] &H AME =~ JU&LIcH (B

TM7tL-0 M2 E MEE[X] é%)
- ol

- Cisco DNA Center®| ZE 2 C|HFO|A Q| show BHE2 tar.gz THUZE o

Iy
i
-

Ct.



Cisco DMNA Center AURA Results
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