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[1]

{x]ylz} 1

{interface interface type}

[x]ylz] 1
sScreen screen
screen screen
screen sScreen
A A Ctrl D
Ctrl D
< > <>
| o# ! #
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URL CSM
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/mod_icn/csm/index.htm
CSM

http://www.cisco.com/en/US/products/hw/modules/ps2706/ps780/index.html

Cisco.com
Cisco.com
URL
http://www.cisco.com/univercd/home/home.htm
Web URL
http://www.cisco.com
http://www.cisco.com/jp
Web URL
http://www.cisco.com/public/countries_languages.shtml
URL
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
* Cisco.com Cisco Direct Customers Ordering
URL
http://www.cisco.com/en/US/partner/ordering/index.shtml
¢ (Cisco.com
Catalyst 6500
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http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/mod_icn/csm/index.htm
http://www.cisco.com/en/US/products/hw/modules/ps2706/ps780/index.html
http://www.cisco.com/univercd/home/home.htm
http://www.cisco.com
http://www.cisco.com/public/countries_languages.shtml
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm
http://www.cisco.com/en/US/partner/ordering/index.shtml
http://www.cisco.com/jp

Cisco Technical Support
24
Cisco.com  Cisco Technical Support Web
Technical Assistance Center TAC

Cisco Technical Support Web
Cisco Technical Support Web

Cisco Technical Support Web 1 URL

http://www.cisco.com/techsupport

Cisco Technical Support Web Cisco.com
ID ID
URL

http://tools.cisco.com/RPF/register/register.do

Cisco Product Identification CPI

CPI Documentation & Tools
Tools & Resources Cisco Technical Support Web
Alphabetical Index Cisco Product Identification Tool
Alerts & RMAs Cisco Product Identification Tool CPI
ID show
& 3
Japan TAC Web
Japan TAC Web TAC Web http://www.cisco.com/tac
Japan TAC Web URL

http://www.cisco.com/jp/go/tac

Japan TAC Web

Japan TAC Web Cisco.com ID
ID URL

http://www.cisco.com/jp/register/
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http://www.cisco.com/techsupport
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/jp/go/tac
http://www.cisco.com/jp/register/

Service Request

TAC Service Request S3 S4

TAC Service Request

TAC
Service Request URL
http://www.cisco.com/techsupport/servicerequest
S1 S2
S2 TAC
+61 2 8446 7411 1 800 805 227

EMEA +322704 5555
1 800 553-2447

TAC URL

http://www.cisco.com/techsupport/contacts

Catalyst 6500

TAC

TAC
S1
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http://www.cisco.com/techsupport/servicerequest
http://www.cisco.com/techsupport/contacts

Cisco Marketplace
Cisco Marketplace URL

http://www.cisco.com/go/marketplace/

Cisco Product Catalog

Catalog URL
http://cisco.com/univercd/cc/td/doc/pcat/

Cisco Press

Cisco Product

Cisco Press

URL

http://www.ciscopress.com

Packet

Packet
Packet URL

http://www.cisco.com/packet

iQ Magazine

i0 Magazine URL

http://www.cisco.com/go/igmagazine

Internet Protocol Journal

URL

http://www.cisco.com/ipj

URL

http://www.cisco.com/en/US/learning/index.html

Internet Protocol Journal
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e CSM p.12-2
. p.12-3

Catalyst 6500
[ oL-6897-01-J ..I-



H cswm

CSM

CSM CSM

CSM

write memory

write terminal

logging buffered debugging Syslog

show logging Syslog

clear logging

CSM  CLI
L[]

? help
help aaa

config t write t
write m
show sh

¢ Internet Assigned Number Authority TANA Web

http://www .iana.org/assignments/port-numbers
http://www .iana.org/assignments/protocol-numbers

CSM Catalyst 6500 Series Content Switching Module Installation and
Configuration Note

CSM URL

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/mod_icn/csm
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http://www.iana.org/assignments/port-numbers
http://www.iana.org/assignments/protocol-numbers
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/mod_icn/csm

CSM Cisco 10S

Catalyst CSM

Multilayer Switch Feature Card MSFC;

CSM CSM

Router>

enable

Router> enable
Password:
Router

#

exit

Router# exit

Logoff

Type help or '?' for a list of available commands.
Router>

disable

Router# disable
Router>

CSM

terminal

Router# configure terminal
Router (config) #

end

Router (config) # end
Router#

Router (config)# disable
Router>

Catalyst 6500

end

configure

exit

disable
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Router (config-submode_name) #

CSM UNIX

¢ match protocol http cookie cookie p-22-21

* match protocol http header p-22-26

* match protocol http url URL p-22-30

* 0

? 1 — Cul+Vv

\

|

] [0-9] 1

A

Aa ASCII 7

\b ASCII 80

M ASCII 12

An ASCII 10

\r Carriage Return  CR,; ASCII 13
At ASCII 9

v ASCII 11

O ASCII 0

A\

Ax## 2 16 ASCII
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Content Switching Module CSM;

Server Load Balancing SLB;
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W arp

arp

Address Resolution Protocol ARP;
arp ARP

no
arp ip_address mac-address vlan id

no arp ip_address

ip_address ARP 1P
mac-address MAC
vlan id VLAN LAN
CSM
3.2(1)
ARP

Router (config-module-csm)# arp 1.1.1.1 0123.4567.89ab vlan 3

Catalyst 6500
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capp udp

cappudp W

Content Application Peering Protocol CAPP UDP
CAPP capp udp CAPP UDP
no

capp udp
no capp udp

CSM

2.2(1)

Content Switching Module CSM,; CAPP
CSM
Content Services Switch CSS;
Global Server Load Balancing GSLM;

CAPP UDP

¢ default —
* exit — agent DFP

° no —

* options — 1P options CAPP UDP

¢ port — CAPP 1 65535 5002 port
CAPP UDP

* secure — secure CAPP UDP

CAPP UDP CAPP

Cat6k-2 (config-module-csm)# capp udp
Cat6k-2 (config-slb-capp-udp) # port 5002

port CAPP UDP

[ oL-6897-01-J
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W options CAPP UDP

options CAPP UDP

Ip Content Application Peering Protocol CAPP

UDP options
no

options ip_address encryption MDS secret

no options ip_address

ip_address IP
encryption MD5 MD5
secret MD5
31
CSM CAPP UDP
2.2(1)

Content Switching Module CSM,;

1P
CSM
1P 0.0.0.0 0.0.0.0 IP
10.6.3.21 1P
CSM 10.6.3.21 mySecret
10.6.3.21
anotherSecret

Cat6k-2 (config-slb-capp-udp)# options 10.6.3.21 encryption MD5 mySecret
Cat6k-2 (config-slb-capp-udp)# options 0.0.0.0 encryption MD5 anotherSecret

capp udp

Catalyst 6500
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port CAPP UDP

Content Application Peering Protocol CAPP UDP
port

port port_num

no port

port CAPP UDP

CAPP UDP
no

port_num UDP 1 65535

no 5002

CSM CAPP UDP

2.2(1)

CAPP

Cat6k-2 (config-slb-capp-udp) # 50

capp udp

Catalyst 6500
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W secure CAPP UDP

secure CAPP UDP

Content Application Peering Protocol CAPP
CAPP UDP secure
Content Switching Module CSM,;

no

secure

no secure
CSM CAPP UDP
2.2(1)

capp udp secure capp udp options
capp udp options CSM
mySecret 10.6.3.21

Cat6k-2 (config-slb-capp-udp) # secure
Cat6k-2 (config-slb-capp-udp)# options 10.6.3.21 encryption md5 mySecret

capp udp

Catalyst 6500
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clear module csm W

clear module csm

Content Switching Module CSM;
clear module csm

clear module csm [slot | all] arp-cache ip-address connections [real | vserver] counters ft active
linecard-configuration sticky [1-255 | all]

slot CSM

all CSM

arp-cache ip-address SLB ARP

connections

real Server Load Balancing SLB;

vserver SLB

counters SLB
ft active CSM

linecard-configuration SLB

sticky

1-255
1 255

all

3.2(1)

RST
CSM show show mod csm X
tech-support linecard-configuration CSM
CSM  Cisco I0S

ft active CSM

Catalyst 6500
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W dp

dfp

Dynamic Feedback Protocol DFP DFP dfp
DFP no

dfp [password password [timeout]]

no dfp [password password]

password MD5
password MD5 DFP
1 64
a z A Z 0 9 @ # $
timeout
0 65535
180
CSM
1.1(1)
DFP
DFP DFP flounder
60

Cat6k-2 (config-module-csm)# dfp password flounder 60
Cat6k-2 (config-slb-dfp) #

show module csm dfp

Catalyst 6500
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agent DFP

Content Switching Module CSM;
Protocol DFP
DFP agent
no

agent DFP ||

Dynamic Feedback

Server Load Balancing SLB;

agent ip-address port [keepalive-timeout [retry-count [retry-interval]]]

no agent ip-address port

ip-address DFP 1P

port DFP

keepalive-timeout
65535

retry-count

0 65535

DFP

retry-interval

1 65535

keepalive-timeout 0
retry-count 0

retry-interval 180

SLB DFP

L.1(1)

DFP 350

270

Caték-2 (config-slb-dfp)# agent 111.101.90.10 2 350 270

dfp
manager DFP
show module csm dfp

Catalyst 6500
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M manager DFP

manager DFP

Dynamic Feedback Protocol DFP Content Switching Module CSM;

manager Server Load Balancing
SLB; DFP
no

manager port

no manager

port

SLB DFP

L.1(1)

CSM DFP DFP

DFP

Cat6k-2 (config-slb-dfp)# manager 4

agent DFP
dfp
show module csm dfp

Catalyst 6500
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exit W

exit

exit
exit
1.1(1)
exit exit
CSM

Cat6k-2 (config-module-csm) # exit
Cat6k-2 (config) #

Catalyst 6500
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W ftgroup

ft group

Content Switching Module CSM,;

ft group
no
ft group group-id vlan vian number
no ft group
group-id 1D CSM ID
1 254
vlan vian number VLAN LAN VLAN
CSM VLAN ID
2 4095
CSM
1.1(1)
CSM
2 Catalyst 6500
1

¢ default —

* exit — agent DFP

¢ failover — failover

¢ heartbeat-time — heartbeat-time

L] no —

* preempt — 1P preempt

e priority — Content Application Peering Protocol CAPP 1 65535

5002 priority

VLANS 123
3

Catb6k-2 (config-module-csm)# £t group 123 vlan 5
Cat6k-2 (config-slb-ft)# failover 3

Catalyst 6500
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failover

failover
heartbeat-time
preempt

priority

show module csm ft

failover

Content Switching Module CSM;
CSM Server Load Balancing SLB;
failover
no

failover failover-time

no failover

failover-time CSM
CSM
1 65535

SLB

L.1(1)

6

Cat6k-2 (config-slb-ft)# failover 6

ft group
show module csm ft

Catalyst 6500
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Wl heartbeat-time

heartbeat-time

Content Switching Module CSM,;
Server Load Balancing SLB;
heartbeat-time

no
heartbeat-time heartbeat-time
no heartbeat-time
heartbeat-time 1 65535

heartbeat-time 1

SLB

L.1(1)

2

Cat6k-2 (config-slb-ft)# heartbeat-time 2

ft group
show module csm ft

Catalyst 6500
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preempt
preempt
Content Switching Module CSM;
CSM
Server Load Balancing SLB;
preempt
no
preempt
no preempt
1.1(1)
preempt CSM
CSM CSM no preempt
CSM CSM
Y
CSM preempt
preempt

Cat6k-2 (config-slb-ft)# preempt

ft group
priority
show module csm ft

Catalyst 6500
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W track

track

Hot Standby Router Protocol HSRP Content Switching Module CSM;
Server Load Balancing SLB;
track

track {gateway ip_addr | group group_number | interface {async | ctunnel | dialer | fastethernet |
gigabitethernet} | mode {all | any}}

gateway ip_addr

group group_number HSRP

interface {async | ctunnel | dialer |
fastethernet | gigabitethernet}

mode {all | any}

mode any

SLB

4.2(1)

CSM
CSM

Cat6k-2 (config-slb-ft)# track mode all

ft group
preempt
show module csm ft

Catalyst 6500
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priority
® ®
priority
Content Switching Module CSM;
Server Load Balancing SLB;
priority
no

priority value [alt value]

no priority
value CSM 1 254
alt CSM

10

SLB
1.1(1)
4.2(1) CSM alt

CSM
CSM

12

Catb6k-2 (config-slb-ft)# priority 12

ft group
preempt
show module csm ft

Catalyst 6500
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M hw-module csm standby config-sync

hw-module csm standby config-sync

Content Switching Module CSM;
CSM CSM hw-module csm standby config-sync

hw-module csm slot standby config-sync

slot CSM
4.2(1)
CSM CSM
CSM CSM hw-module csm standby
config-sync
VLAN LAN VLAN
CSM
CSM VLAN

CSM  altstandby_ip_address
CSM  VLANIP

CSM CSM

Router# hw-module csm 5 standby config-sync
$CSM_SLB-6-REDUNDANCY_INFO:Module 5 FT info:Active:Bulk sync started
$CSM_SLB-6-REDUNDANCY_INFO:Module 5 FT info:Active:Manual bulk sync completed

ft group
priority
ip address VLAN

Catalyst 6500
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ipsibmode M

ip slb mode

CiscolOS  Server Load Balancing SLB; Content Switching
Module CSM;
ip slb mode ip slb mode
no

ip slb mode {csm | rp}

no ip slb mode

csm CSM 1 CSM Catalyst
6500 Cisco I0S SLB
rp Cisco I0S SLB CSM
CSM
1.1(1)
2.1(1) module csm rp
rp rp
CSM
S
Cisco IOS SLB CSM
Y
no ip slb mode rp
S
csm ip slb CSM Cisco IOS SLB
rp ip slb Cisco 10S SLB CSM
module csm

Catalyst 6500
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Hl  map cookie

CSM

Cat6k-2(config)# ip slb mode csm

module csm
show ip slb mode

map cookie

cookie cookie
map cookie
no

map cookie-map-name cookie

no map cookie-map-name

cookie

cookie

cookie-map-name cookie

15

cookie cookie

CSM

L.1(1)

cookie

Cat6k-2 (config-module-csm) # map upnready cookie

cookie-map
match protocol http cookie cookie
show module csm map

i Catalyst 6500
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match protocol http cookie cookie

match protocol http cookie cookie

cookie cookie Server Load Balancing SLB;
cookie match protocol http cookie
cookie cookie cookie
no

match protocol http cookie cookie-name cookie-value cookie-value-expression

no match protocol http cookie cookie-name cookie-value cookie-value-expression

cookie-name 1 63 cookie

cookie-value cookie 1 255

cookie-value-expression

SLB cookie
1.1(1)
cookie [p.1-4] UNIX URL
cookie-name = cookie-value-expression cookie cookie
cookie cookie
cookie cookie

Cat6k-2 (config-slb-map-cookie)# match protocol http cookie albert cookie-value 4*

cookie-map
map cookie
show module csm map

Catalyst 6500
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W mapdns

map dns

Server Load Balancing SLB;

Domain Name System DNS;

DNS map dns
DNS no

map dns-map-name dns

no map dns-map-name dns
dns-map-name SLB DNS 1 15
SLB DNS
3.1(1)
DNS DNS 1 1 1023 DNS
DNS

Cat6k-2 (config-module-csm)# map ml dns
Cat6k-2 (config-slb-map-dns) # exit
Cat6k-2 (config)

match protocol dns domain DNS
show module csm map

i Catalyst 6500
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2
match protocol dns domain

match protocol dns domain DNS

Domain Name System DNS;
Server Load Balancing SLB;
match protocol dns domain
no

DNS

DNS
URL

match protocol dns domain name

no match protocol dns domain name

DNS

DNS

name DNS

SLB DNS

L.1(1)

4.1(1) HTTP

DNS

Cat6k-2 (config-slb-map-dns)# match protocol dns domain cisco.com

map dns
show module csm map

Catalyst 6500
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H map header

map header

HTTP
map header HTTP
no
map name header
no map name
name 1 15

CSM

2.1(1)

HTTP

Cat6k-2 (config-module-csm) # map upnready header

Cat6k-2 (config-slb-map-header)# match protocol http header Accept header-value *jpeg*
Cat6k-2 (config-slb-map-header)# match protocol http header User-Agent header-value
*NT*

Catb6k-2 (config-slb-map-header)# match protocol http header Host header-value
www.myhome.com

Cat6k-2 (config-slb-map-header) # exit

header-map

insert protocol http header
match protocol http header
show module csm map

Catalyst 6500
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insert protocol http header | |

insert protocol http header

HTTP

header
no

insert protocol http header name header-value value

no insert protocol http header name

Server Load Balancing SLB;
insert protocol http

name HTTP

header-value value

SLB

3.1(1)

ois %oid
HTTP %id 1P

%is 1P

Cat6k-2 (config-slb-map-header)# insert protocol http header client header-value %is

header-map
map header
show module csm map
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H match protocol http header

match protocol http header

Content Switching Module CSM;

Server Load Balancing SLB;

no

match protocol http header field header-value expression

no match protocol http header field

match protocol http header

field HTTP 1 63
header-value expression
I 127
SLB
2.1(1)
Accept-Language User-Agent Host
[p.1-4] UNIX URL

header-name = expression

Catb6k-2 (config-slb-map-header)# match protocol http header Host header-value XYZ

header-map

insert protocol http header
map header

show module csm map

i Catalyst 6500
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map retcode W

map retcode

map retcode
no

map name retcode

no map name

name 15

retcode

CSM

2.2(1)

Cat6k-2 (config-module-csm) # map upnready retcode

cookie-map
match protocol http cookie cookie
show module csm map

Catalyst 6500
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H match protocol http retcode

match protocol http retcode

Balancing SLB;
match protocol http retcode
no

Syslog

Server Load

match protocol http retcode min max action {count | log | remove} threshold [reset seconds]

no match protocol http retcode min max

min max count log remove

action count

action log

action remove

Syslog
threshold log remove
reset seconds
SLB
2.2(1)
threshold reset count

log remove

HTTP

Cat6k-2 (config-slb-map-retcode)# match protocol http retcode 30 50 action log 400

reset 30

map retcode SLB

i Catalyst 6500
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mapurl W
map url
Server Load Balancing SLB; URL URL
map url URL
no

map url-map-name url

no map url-map-name
url-map-name SLB URL 1 15
SLB URL

1.1(1)

URL URL 1 1 1023 URL
URL

Cat6k-2 (config-module-csm)# map ml url

Cat6k-2 (config-slb-map-url) # match protocol http url /index.html
Cat6k-2 (config-slb-map-url) # match protocol http url /stocks/csco/
Cat6k-2 (config-slb-map-url)# match protocol http url *gif

Catb6k-2 (config-slb-map-url) # match protocol http url /st*

Cat6k-2 (config-slb-map-url) # exit
Cat6k-2 (config)

match protocol http url URL
show module csm map
url-map
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Wl match protocol http url URL

match protocol http url URL

URL URL Server Load Balancing SLB;
URL match protocol http url
URL URL URL
no

match protocol http [method method-expression] url url-expression

no match protocol http [method method-expression] url url-expression

method method-expression

url url-expression 1 255
SLB URL
1.1(1)
4.1(1) HTTP
URL [p.1-4] UNIX URL
urln cookie URL
URL 1
HTTP 1.1 OPTIONS GET HEAD POST PUT DELETE TRACE
CONNECT 1 PROTOPLASM
URL URL

Cat6k-2 (config-slb-map-url) # match protocol http url html

map url
show module csm map
url-map
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module csm

Content Switching Module CSM;
CSM
module csm
no

module csm W

module csm

module ContentSwitching Module slot

module csm slot

module csm slot-number

no module csm slot-number

slot-number CSM
2.1(1)
ip slb mode rp
csm rp CSM
rp
CSM Catalyst Cisco IOS
Cisco IOS Server Load Balancing SLB;
CSM
clear module csm
CSM Address Resolution Protocol ARP;
ARP arp

CSM

Cat6k-2 (config)# module csm 5
Cat6k-2 (config-module-csm) # vserver VS1

ip slb mode
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Wl natpool CSM

natpool CSM

Network Address Translation NAT;
Content Switching Module CSM;
natpool natpool
no

natpool pool-name start-ip end-ip {netmask netmask | prefix-length leading_1_bits}

no natpool pool-name

pool-name 1 15

start-ip end-ip IP

netmask netmask 1P

prefix-length leading 1_bits 1P

CSM

1.1(1)

NAT 1

CSM NAT 255

web-clients 128.3.0.1  128.3.0.254 255.255.0.0

Cat6k-2 (config-module-csm) # natpool web-clients 128.3.0.1 128.3.0.254 netmask
255.255.0.0

nat client
show module csm natpool
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variable

no

variable name value

no variable name

variable

CSM

variable

CSM

name

value

CSM

4.1(1)

4.2(1)

SYN

ROUTE_UNKNOWN_FLOW_PKTS

MAX_VSERVERS_PER_VIP
MSTS_RDP_VIP_LIST
REAL_SLOW_START_ENABLE
SECURE_HTTP_PRIV_KEY_FILE
SECURE_HTTP_PORT
SECURE_HTTP_SERVER_CERTIFICATE
SECURE_HTTP_SSL_METHOD
SECURE_HTTP_TFTP_HOST_IPADDRESS
SECURE_SASP_ENABLE
SECURE_SASP_SSL_METHOD
SECURE_SASP_TFTP_HOST_IPADDRESS
SECURE_SASP_SERVER_CERTIFICATE
SECURE_SASP_PRIV_KEY_FILE

Content Switching Module

CSM;

ARP_INTERVAL 300

15 31536000
Resolution Protocol

ARP;

Address

ARP_LEARNED_INTERVAL 14400

60 31536000

ARP

ARP_GRATUITOUS_INTERVAL 15

10 31536000 ARP

Catalyst 6500
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W variable CSM

ARP_RATE 10 1 60 ARP
ARP_RETRIES 3 2 15
ARP
ARP_LEARN_MODE 1 0 1 0
1 CSM MAC
ARP_REPLY_FOR_NO_INSERVICE_ |0 0 1 CSM 1
VIP ARP
ADVERTISE_RHI_FREQ 10 1 65535 CSM RHI
AGGREGATE_BACKUP_SF_STATE_ |0 0 1
TO_VS
COOKIE_INSERT_EXPIRATION_ Fri, 1 Jan 2010 2 63 CSM HTTP cookie
DATE 01:01:50
GMT
CSM_FAST_FIN_TIMEOUT 10 10 65535 FIN
DEST_UNREACHABLE_MASK 65535 0 65535 Internet Control Message Protocol
ICMP
FT_FLOW_REFRESH_INT 60 1 65535
HTTP_CASE_SENSITIVE_MATCHING |1 0 1 URL cookie
HTTP_URL_COOKIE_DELIMITERS 1&H#+ 1 64 URL cookie
INFINITE_IDLE_TIME_MAXCONNS 1024 0 4294967295
MAX_PARSE_LEN_MULTIPLIER 1 1 16 max-parse-len
MAX_VSERVERS_PER_VIP 10 7 10 1P
2
27M7=128 2710=1024
MSTS_RDP_VIP_LIST 256 Microsoft Terminal Services Remote Desktop
Protocol MSTS-RDP
Versatile Interface Processor VIP
NAT_CLIENT_HASH_SOURCE_PORT |0 0 1 Network Address Translation
NAT; 1P
Catalyst 6500
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variable CSM | |
NO_RESET_UNIDIRECTIONAL_ 0 1
FLOWS
REAL_SLOW_START_ENABLE 3 10
ROUTE_UNKNOWN_FLOW_PKTS 0 2 SYN
SYN
SECURE_HTTP_PRIV_KEY_FILE 0 256 HTTPS
SECURE_HTTP_PORT 443 65535 HTTPS
SECURE_HTTP_SERVER_ 0 256 HTTPS
CERTIFICATE
SECURE_HTTP_SSL._METHOD 0 3 HTTPS Secure Socket
Layer SSL
SECURE_HTTP_TFTP_HOST_ 0 16 HTTP Trivial File Transfer
IPADDRESS Protocol TFTP;
1P
Multilayer
Switch Feature Card MSFC;
TFTP
CSM  MSEC
SECURE_SASP_ENABLE 0 1 SASP
1
SECURE_SASP_SSIL. METHOD 0 3 SASP SSL
SECURE_SASP_TFTP_HOST_ 0 16 SASP TFTP
IPADDRESS 1P
MSFC  TFTP
CSM  MSFC
SECURE_SASP_SERVER_ 0 256 SASP
CERTIFICATE
SECURE_SASP_PRIV_KEY_FILE 0 256 SASP
SWITCHOVER_RP_ACTION 0 1 Route Processor RP;

Catalyst 6500
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W variable CSM

SWITCHOVER_SP_ACTION 0 0 1
0 / 1
SYN_COOKIE_INTERVAL 3 1 60 syn-cookie
SYN_COOKIE_THRESHOLD 5000 0 1048576 |syn-cookie
TCP_MSS_OPTION 1460 1 65535 7 CSM
Maximum Segment Size MSS
TCP_WND_SIZE_OPTION 8192 1 65535 7 CSM
VSERVER_ICMP_ALWAYS_ false 1 5
RESPOND CSM  ICMP
XML_CONFIG_AUTH_TYPE Basic 5 6 xml-config HTTP Basic
Digest

Router (config-module-csm)# wvariable ARP_RATE 20

module csm
show module csm variable
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owner W

owner

Content Switching Module CSM,;
owner owner
no

owner name

no owner
name
CSM
4.1(1)
1
VIP
CSM

Cat6k-2 (config-module-csm) # owner sequel

billing-info
contact-info
maxconns
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M billing-info

billing-info

billing-info no

billing-info billing-address-information

no billing-info

billing-address-information

CSM

3.1(1)

Cat6k-2 (config-owner)# billing-info 300 cordera avenue

contact-info
owner
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2
contact-info

contact-info

contact-info owner
no

contact-info string

no contact-info

string

CSM

3.1(1)

Cat6k-2 (config-owner)# contact-info shaggy@angel.net

billing-info
owner
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H maxconns

maxconns

maxconns owner
no

maxconns number

no maxconns

number

CSM

3.1(1)

Content Switching Module CSM;

Cat6k-2 (config-owner) # maxconns 300

billing-info
contact-info
owner
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policy M
o
policy
policy
no
policy policy-name
no policy policy-name
policy-name Server Load Balancing SLB;
15
CSM
1.1(1)
URL
cookie Differentiated
Services Code Point DSCP
2

URL

policy_content

Cat6k-2 (config-module-csm) #
Cat6k-2 (config-slb-policy) #
Cat6k-2 (config-slb-policy) #
Cat6k-2 (config-slb-policy) #

show module csm owner
slb-policy

Catalyst 6500

policy policy_content
serverfarm new_ serverfarm
url-map url_map_1

exit
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M client-group

client-group

Server Load Balancing SLB;
client-group

no

client-group {/-99 | std-access-list-name}

no client-group
1-99 1P
std-access-list-name
SLB
1.1(1)
SLB ip access-list standard

1 SLB 1

Cat6k-2 (config-slb-policy)# client-group 44
Cat6k-2 (config-slb-policy) # exit

ip access-list standard
policy
show module csm owner
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cookie-map | |
[
cookie-map
cookie Server Load Balancing SLB;
cookie-map cookie
no
cookie-map cookie-map-name
no cookie-map
cookie-map-name cookie
SLB
1.1(1)
1 cookie 1 cookie
map cookie cookie map cookie
policy_content cookie SLB

Cat6k-2 (config-module-csm) # policy policy content
Cat6k-2 (config-slb-policy)# serverfarm new serverfarm
Cat6k-2 (config-slb-policy)# cookie-map cookie-map-1
Cat6k-2 (config-slb-policy) # exit

Cat6k-2 (config)

map cookie
policy
show module csm owner
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W header-map

header-map

HTTP

Server Load Balancing
header-map
no

SLB;

HTTP

header-map name

no header-map

name

HTTP

SLB

2.1(1)

1
map header

policy_content

Cat6k-2 (config-module-csm)# policy policy content
Cat6k-2 (config-slb-policy)# serverfarm new serverfarm
Cat6k-2 (config-slb-policy)# header-map header-map-1
Cat6k-2 (config-slb-policy) # exit

map header
policy
show module csm owner

i Catalyst 6500
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nat client | |

nat client

Network Address Translation NAT;

NAT Server
Load Balancing SLB;
nat client NAT
no
nat client {client-pool-name | static}
no nat client
client-pool-name
static NAT
SLB
4.2(1)
NAT NAT
NAT 1P
natpool
NAT
NAT

Cat6k-2 (config-slb-policy)# nat client whishers

natpool CSM
script task
show module csm policy
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W serverfarm

serverfarm

Server Load Balancing SLB;
serverfarm
no

serverfarm primary-serverfarm [backup sorry-serverfarm [sticky] [threshold outservice real_value
[sticky] inservice real_value[sticky]]]

no serverfarm

primary-serverfarm

backup sorry-serverfarm sorry-serverfarm
sticky sticky
threshold

inservice real_value

outservice real_value healthy
outservice real_value real_value.

SLB

1.1(1)

3.1(1) sorry

4.2(1) threshold outservice real_value inservice real_value
serverfarm 1

1 serverfarm CSM
sticky
backup serverfarm

no serverfarm

backup sorry-serverfarm [sticky]

sticky sticky

sticky
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set ip dscp | |

e sticky
. sticky
central

Cat6k-2 (config-module-csm) # policy policy
Cat6k-2 (config-slb-policy)# serverfarm central backup domino sticky

policy
serverfarm
show module csm owner

set ip dscp

Differentiated Services Code Point DSCP Server
Load Balancing SLB;
set ip dscp no
set ip dscp dscp-value
no set ip dscp
dscp-value 0 63

DSCP

SLB

L.1(1)

policy_content

Cat6k-2 (config-module-csm)# policy policy content
Cat6k-2 (config-slb-policy)# set ip dscp 22

policy
show module csm owner
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M sticky-group

sticky-group

Balancing SLB;
sticky-group
no
sticky-group group-id

no sticky-group

Server Load

group-id

ID

SLB

sticky

L.1(1)

group-id sticky

ID

Cat6k-2 (config-module-csm) # policy policyl
Cat6k-2 (config-slb-policy)# sticky-group 5

policy
show module csm owner
show module csm sticky
sticky

255

i Catalyst 6500
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url-map
url-map
URL Server Load Balancing SLB;
url-map
URL no
url-map url-map-name
no url-map
url-map-name URL
no url-map
SLB
1.1(1)
1 URL 1 URL
map url
assembly URL

Cat6k-2 (config-module-csm) # policy policy
Cat6k-2 (config-slb-policy)# url-map assembly

map url
policy
show module csm owner

Catalyst 6500
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H probe

probe

probe
no

probe probe-name {http | icmp | telnet | tcp | ftp | smtp | dns | udp | script}

no probe probe-name

probe-name 15
http HTTP
icmp Internet Control Message Protocol ICMP
telnet Telnet
tcp TCP
ftp FTP
smtp SMTP
dns Domain Name System DNS;
udp UDP
script

CSM
1.1(1)

ICMP
UDP UDP
ICMP UDP ICMP
UDP raw UDP Content Switching Module CSM;
1 CSM UDP
CSM UDP
ICMP

ICMP CSM

1P UDP UDP

UDP ICMP

CSM DNS UDP

TCL
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Global Server Load Balancing GSLB
port
GSLB_KALAP_UDP_PORT

KAL-AP ICMP HTTP DNS

GSLB_KALAP_PROBE_FREQ
GSLB_KALAP_PROBE_RETRIES
GSLB_ICMP_PROBE_FREQ
GSLB_ICMP_PROBE_RETRIES
GSLB_HTTP_PROBE_FREQ
GSLB_HTTP_PROBE_RETRIES
GSLB_DNS_PROBE_FREQ
GSLB_DNS_PROBE_RETRIES

TREADER HTTP

Cat6k-2 (config-module-csm) # probe TREADER http

show module csm probe

Catalyst 6500
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10

GSLB

5002

CSM
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W address

address

1P Server Load Balancing SLB;
address
no

address ip-address [routed]

no address ip-address

ip-address 1P

routed Content Switching Module CSM;
SLB

2.1(1)

1 Domain Name System DNS;
Internet Control Message Protocol ICMP 1

routed
ICMP

IP

Cat6k-2 (config-slb-probe-icmp)# address 101.23.45.36

probe
show module csm probe
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credentials

credentials
HTTP Server Load Balancing SLB;
HTTP credentials
credentials no

credentials username [password]

no credentials

username HTTP

password HTTP

SLB HTTP

L.1(1)

HTTP

HTTP

Cat6k-2 (config-slb-probe-http)# credentials seamless abercrombie

probe
show module csm probe

Catalyst 6500
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l description

description

Server Load Balancing SLB;
description
no

description line

no description

line

SLB VLAN

4.2(1)

Cat6k-2 (config-slb-probe-http)# description Backup Server Farm
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expect

status

expect status | |

Server Load Balancing SLB;

HTTP/FTP/Telnet/SMTP

expect status min-number [max-number]

no expect status min-number [max-number]

expect status
no

min-number max-number

max-number

0 999

SLB HTTP/FTP/Telnet/SMTP

1.1(1)

HTTP FTP

max-number

max-number

expect status 5 expect status 5 5

Telnet SMTP

min-number

/

min-number

0 999

expect status 0 4 0 4
expect status 900 999 900 999
S
0
0
999 no expect status
no expect status 0
3 no expect status 34 99

Catalyst 6500
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W failed

HTTP

Cat6k-2 (config-slb-probe-http)# expect status 34 99
Cat6k-2 (config-slb-probe-http)# expect status 0 33
Cat6k-2 (config-slb-probe-http) #

probe
show module csm probe

failed

Server Load Balancing SLB;
failed
no

failed failed-interval

no failed

failed-interval
2 65535

failed-interval 300

SLB

L.1(1)

200

Cat6k-2 (config-slb-probe-http)# failed 200

probe
show module csm probe
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header

header

HTTP Server Load Balancing SLB;
HTTP header
no

header field-name [field-value]

no header field-name

field-name

field-value

SLB HTTP

L.1(1)

HTTP field-name  field-value 4
Carriage Return[CR; ]Line Feed[LF; ] 255
HTTP

HTTP

Cat6k-2 (config-slb-probe-http)# header abacadabra

probe
show module csm probe
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Wl interval

interval

Server Load Balancing SLB;
interval
no

interval seconds

no interval

seconds

2 65535

120

SLB

L.1(1)

150

Cat6k-2 (config-slb-probe-http)# interval 150

probe
show module csm probe
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name

Domain Name System DNS;

Server Load Balancing SLB; DNS
name

no

name domain-name

no name

name

domain-name DNS

SLB DNS

L.1(1)

DNS

Cat6k-2 (config-slb-probe-dns)# name astro

probe
show module csm probe
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H open

open
TCP Server Load Balancing SLB;

HTTP/TCP/FTP/Telnet/SMTP open
TCP no

open open-timeout

no open

TCP I 65535

open-timeout

open-timeout 10

SLB HTTP/TCP/FTP/Telnet/SMTP

1.1(1)

Internet Control Message Protocol ICMP  Domain Name System DNS;

TCP
N
open receive 2 open
SYN SYN ACK receive
GET/HHEAD HTTP
TCP
receive
TCP 5

Cat6k-2 (config-slb-probe-http)# open 5

probe
show module csm probe
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port

Domain Name System DNS;
Server Load Balancing SLB;
port

port port-number

no port

port

no

port-number

Internet Control Message Protocol ICMP

SLB

3.1(1)

0 ICMP
port ICMP

DNS

Cat6k-2 (config-slb-probe-dns)# port 63

probe
show module csm probe
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W receive

receive

Server Load Balancing SLB;

receive
no
receive receive-timeout
no receive
receive-timeout 1 65535
receive-timeout 10
SLB
1.1(1)
TCP
§‘
open receive 2 open
SYN SYN ACK receive
GET/HHEAD HTTP
TCP
receive
5

Cat6k-2 (config-slb-probe-http)# receive 5

probe
show module csm probe
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recover
recover
healthy
recover

recover recover_value

no recover
recover_value 1 65535

1

SLB
4.2(1)

5

Router (config-slb-probe-http) # recover 3

probe
show module csm probe
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W request

request

HTTP Server Load Balancing SLB;

HTTP request
no

request [method {get | head}] [url path]
no request [method {get | head}] [url path]

method get

method head

url path URL 255

get

SLB HTTP

1.1(1)

Content Switching Module CSM,;
get head HTTP

Cat6k-2 (config-slb-probe-http)# request method head

probe
show module csm probe
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retries | |

retries

Server Load
Balancing SLB; retries

no

retries retry-count

no retries
retry-count
0 65535
3
SLB
1.1(1)
~
2 1
1 0

3

Cat6k-2 (config-slb-probe-http)# retries 3

probe
show module csm probe
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W script

script

script

script script_name

script_name

SLB

3.1(1)

Cat6k-2 (config-module-csm)# ip slb script file tftp://192.168.10.102/csmScripts
Cat6k-2 (config-probe-script)# script echoProbe.tcl

Cat6k-2 (config-probe-script)# interval 10

Cat6k-2 (config-probe-script)# retries 1

Cat6k-2 (config-probe-script)# failed 30

failed

interval

open

probe

recover

retries

script file

show module csm probe
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real W
real
Server Load Balancing SLB;
real
no
real ip-address [port]
no real ip-address [port]
ip-address 1P
port 1 65535
SLB
1.1(1)
1P Content Switching Module CSM;
1P
1P
CSM 1P
® no inservice — no inservice CSM
sticky
~
no inservice CSM
clear module csm slot conn
* no inservice — inservice CSM
sticky
* inservice standby — inservice standby CSM

sticky

Cat6k-2 (config-slb-sfarm)# real 102.43.55.60
Cat6k-2 (config-slb-real)#

Catalyst 6500
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M backup real

inservice

script task

show module csm real

show module csm serverfarm

backup real

Server Load Balancing
SLB; backup real
no

backup real {ip | name name} [port]

no backup real

ip P

name name

port

SLB

3.2(1)

0 backup

real

Cat6k-2 (config-slb-real)# backup real 10.2.2.1 3
Cat6k-2 (config-slb-real)#

failaction
real NAT
show module csm real
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health probe

health probe

Server Load Balancing SLB;
health probe
no

health probe probe-name tag string

no health probe

probe-name

tag

string

SLB

1.1(1)

Cat6k-2 (config-slb-sfarm)# real 102.2.2.1
Cat6k-2 (config-slb-real)# health probe mission tag 12345678

real
show module csm real
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W inservice

inservice

Server Load Balancing SLB;
inservice
no

inservice [standby]

no inservice

standby

no inservice

SLB

1.1(1)
3.2(1) Firewall Load-Balancing FWLB;

no inservice Content Switching Module CSM;
clear module csm

slot connection

no inservice CSM

Router (config-slb-real)# no inservice

Cat6k-2 (config-slb-sfarm)# real 10.2.2.1
Cat6k-2 (config-slb-real)# inservice

real
show module csm real
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maxconns

maxconns

Server Load Balancing SLB;
maxconns
no

maxconns max-conns

no maxconns

max-conns
4294967295
SLB
1.1(1)
minconns maxconns

Cat6k-2 (config-slb-sfarm)# real 10.2.2.1
Cat6k-2 (config-slb-real)# maxconns 4000

minconns
real
show module csm real

Catalyst 6500
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H minconns

minconns

Server Load Balancing SLB;

minconns
no

minconns min-cons

no minconns
min-conns 0 4294967295
SLB
1.1(1)
maxconns minconns

Content Switching Module CSM;
maxconns
minconns maxconns

Cat6k-2 (config-slb-sfarm)# real 102.2.2.1
Cat6k-2 (config-slb-real)# minconns 4000

maxconns
real
show module csm real
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redirect-vserver

redirect-vserver

Server Load Balancing SLB;
redirect-vserver
no

redirect-vserver name

no redirect-vserver

name

SLB

L.1(1)

TCP
persistent
redirect-vserver

Cat6k-2 (config-slb-sfarm)# real 10.2.2.1
Cat6k-2 (config-slb-real)# redirect-vserver timely

real

redirect-vserver

show module csm real

show module csm vserver redirect
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H  weight

[
weight
Server Load
Balancing SLB; weight
no

weight weighting-value

no weight

weighting-value 0
100

SLB

L.1(1)

Cat6k-2 (config-slb-sfarm) # real 10.2.2.1
Cat6k-2 (config-slb-real)# weight 8

predictor
real
show module csm real
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redirect-vserver M

redirect-vserver

redirect-vserver
no

redirect-vserver name

no redirect-vserver name

name
15

SLB

L.1(1)

Cat6k-2 (config-slb-sfarm) # redirect-vserver quantico

real

redirect-vserver

script task

show module csm serverfarm
show module csm vserver redirect
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W advertise

advertise

Content Switching Module CSM; 1P
Server Load Balancing SLB;
advertise
no

advertise [active]

no advertise

active CSM 1P
255.255.255.255
SLB
1.1(1)
active CSM
1P

Cat6k-2 (config-slb-redirect-vs)# advertise 10.5.2.1 exclude

show module csm vserver redirect
virtual
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client | |
[J
client
Server Load Balancing SLB;
client
no
client ip-address [network-mask] [exclude]
no client ip-address [network-mask]
ip-address 1P
network-mask 1P
exclude 1P
255.255.255.255
SLB
1.1(1)
1P 1P
exclude 1P

Cat6k-2 (config-slb-redirect-vs)# client 10.5.2.1 exclude

client-group
show module csm vserver redirect
vserver
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W ide

idle

Server Load Balancing SLB;

idle
no

idle duration

no idle
duration SLB 4 65535

3600

SLB
1.1(1)

Cat6k-2 (config-slb-redirect-vs)# idle 7

redirect-vserver
show module csm vserver redirect
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inservice

inservice

Content Switching Module CSM,;
Server Load Balancing SLB;
inservice

no

inservice

no inservice

SLB

1L.1(1)

CSM

Cat6k-2 (config-slb-redirect-vs)# inservice

redirect-vserver
show module csm vserver redirect
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M replicate csrp

replicate csrp

Server Load Balancing SLB;
replicate csrp
no

replicate csrp

no replicate csrp

SLB

2.1(1)

Cat6k-2 (config-slb-redirect-vs)# replicate csrp

show module csm vserver redirect
vserver
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ssl
ssl
HTTP HTTPS SSL FTP
Server Load Balancing SLB;
ssl HTTP
HTTP no
ssl {https | ftp | ssl-port-number}
no ssl
https HTTP
ftp FTP
ssl-port-number SSL 1 65535
HTTP
SLB
1.1(1)
SSL

Cat6k-2 (config-slb-redirect-vs)# ssl 443

redirect-vserver
show module csm vserver redirect

Catalyst 6500

[ oL-6897-01-J



N virtual

virtual

1P
Server Load Balancing SLB;
virtual
no

virtual v_ipaddress tep port

no virtual v_ipaddress
v_ipaddress IP
tep
port

1P 0.0.0.0
SLB
1.1(1)

1P

Cat6k-2 (config-slb-redirect)# wvirtual 130.32.44.50 tcp 80

redirect-vserver
show module csm vserver redirect
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vlan | |
vlan
VLAN LAN Server
Load Balancing SLB; vlan
VLAN no
vlan {vian-number | all}
no vlan
vlan-number VLAN
all VLAN

VLAN

SLB

2.1(1)

VLAN

Cat6k-2 (config-slb-redirect-vs)# vlan 5

sticky
sticky-group
show module csm sticky

show module csm vserver redirect
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W webhost backup

webhost backup

HTTP
SLB;

webhost backup
no

webhost backup backup-string [301 | 302]

no webhost backup

Server Load Balancing

backup-string HTTP 127
301 HTTP
URL
302 HTTP
URL
302
SLB
1.1(1)
301
302 9op
HTTP
HTTP
Cat6k-2 (config-slb-redirect-vs)# webhost backup www.mybackup.com%p 301
redirect-vserver
show module csm vserver redirect
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webhost relocation | |

webhost relocation

HTTP Server Load Balancing
SLB;
webhost relocation
no

webhost relocation relocation string [301 | 302]

no webhost relocation

relocation string HTTP 127
301 HTTP
URL
302 HTTP
URL

302
SLB
1.1(1)

%p HTTP

HTTP

Cat6k-2 (config-slb-redirect-vs)# webhost relocation www.myhomel.com%p 301

redirect-vserver
show module csm vserver redirect
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M reverse-sticky

reverse-sticky

Content Switching Module CSM,;
reverse-sticky

no
reverse-sticky group-id
no reverse-sticky

group-id 0 255

ID 0
SLB
1.1(1)
3.1(1) IP reverse-sticky
1P

Cat6k-2 (config-module-csm)# vserver PUBLIC_HTTP
Cat6k-2 (config-slb-vserver)# reverse-sticky 60

sticky

sticky-group

show module csm sticky

show module csm vserver redirect
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script file

script file W

Content Switching Module CSM;

script file script file

no

script file {file-url | bootflash: | const_nvram: | diskO: | flash: | fip: | null: | nvram: | rep: | slot0: |
sup-bootflash: | sup-microcode: | sup-slot0: | system: | tfip:}

no script file

file-url

URL

bootflash:

bootflash:webprobe.tcl Cisco I0S

const_nvram.:

NVRAM RAM

disk0:

CSM

CSM

flash:

ftp:

null:

nvrani:

rep:

slot0:

sup-bootflash:

sup-microcode:

sup-slot0:

system:

tftp:

Trivial File Transfer Protocol TFTP;

CSM

3.1(1)

file-url bootflash:webprobe.tcl

Cat6k-2 (config-module-csm) # script file file-uri

CSM

show module csm script
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W script task

script task

script task
no
script task 1-100 script name
no script task 1-100 script name
1-100 1D

script name

CSM

3.1(1)

Cat6k-2 (config-module-csm)# script task 30 filerun

show module csm script
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serverfarm W

serverfarm

serverfarm no

serverfarm serverfarm-name

no serverfarm serverfarm-name

serverfarm-name 15

CSM

1.1(1)

1 Network Address
Translation NAT;

PUBLIC CLI

Cat6k-2 (config-module-csm) # serverfarm PUBLIC

script task
serverfarm

show module csm serverfarm
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Wl bindid

[ [ ]
bindid
ID Dynamic Feedback Protocol DFP
Server Load Balancing SLB;
bindid
bindid no

bindid [bind-id]

no bindid
bind-id 0 65533
0
SLB
1.1(1)
1
DFP

Cat6k-2 (config-slb-sfarm)# bindid 7

dfp
script task
show module csm serverfarm
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description

description

Server Load Balancing SLB;
description
no

description line

no description

line

SLB VLAN

4.2(1)

Cat6k-2 (config-slb-sfarm)# description Backup Server Farm
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W failaction

failaction

failaction { purge | reassign}

no failaction {purge | reassign}

Server Load Balancing SLB;
failaction
no

purge

reassign

SLB

3.2(1)

Catb6k-2 (config-slb-sfarm)# failaction purge

backup real

dfp

inservice

script task

show module csm serverfarm
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health

health | |

Server Load Balancing SLB;
health

no

health retries count failed seconds

no health

retries

count

0 65534

failed

seconds 0 65535

SLB

2.2(1)

Cat6k-2 (config-slb-sfarm)# health retries 20 failed 200

dfp
script task
show module csm serverfarm

[ oL-6897-01-J

Catalyst 6500 ]



Wl natclient

nat client

Server Load Balancing SLB;
nat client
no

nat client {client-pool-name static}

no nat client

Network Address Translation NAT;
NAT

NAT

client-pool-name

static NAT

SLB

L.1(1)

3.2(1)

static

NAT

NAT 1P
natpool

NAT

Cat6k-2 (config-slb-sfarm)# nat client whishers

natpool CSM
nat server

predictor

script task

show module csm serverfarm

NAT
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nat server | |

nat server

Network Address Translation NAT;
Server Load Balancing SLB;
nat server NAT
no

nat server [source-mac] static

no nat server

source-mac MAC

static NAT

NAT

SLB

L.1(1)

4.1(1) source-mac

NAT NAT

predictor forward nat server

source-mac Secure Socket Layer SSL SSL
source-mac SSL Content
Switching Module CSM; SSL

NAT

Cat6k-2 (config-slb-sfarm)# nat server

nat client

predictor

script task

show module csm serverfarm
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Wl predictor

predictor

Server Load Balancing SLB;
predictor
no

predictor {roundrobin | leastconns [slowstart fimer] | hash url | hash address [source | destination]

Lip-netmask] | forward }

no predictor

roundrobin
leastconns
slowstart timer slowstart timer conn_count
1 65535
hash url URL
hash address 1P
source 1P
destination 1P
ip-netmask 1P
255.255.255.255
forward
Content Switching Module CSM;
roundrobin
leastconns slowstart
SLB
1.1(1)
2.1(1) ip-hash  hash address source
hash address hash address destination hash url forward
http-redirect
4.12)
REAL_SLOW_START_ENABLE
4.2(1) slowstart timer
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predictor
predictor
roundrobin no

N

predictor forward nat server

URL url-hash

URL

IP IP

A Y

Dynamic Feedback Protocol[DFP]

leastconns

REAL_SLOW_START_ENABLE
[least-conns]
0 10 0
1 10

10 CSM

3
N CSM 2AN 2 N
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Wl predictor

Cat6k-2 (config-module-csm)# serverfarm PUBLIC
Caté6k-2 (config-slb-sfarm)# predictor leastconns

leastconns pl_nat

Router (config-module-csm) # serverfarm pl nat
Router (config-slb-sfarm)# predictor leastconns
Router (config-slb-sfarm)# real 10.1.0.105
Router (config-slb-real)# inservice

Router (config-slb-sfarm)# real 10.1.0.106
Router (config-slb-real)# inservice

maxconns

minconns

nat client

nat server

script task

serverfarm

show module csm serverfarm
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probe

probe

Server Load Balancing SLB;
probe
no

probe probe-name

no probe probe-name

probe-name

SLB

1.1(1)

Content Switching Module CSM;
HTTP Internet Control Message Protocol ICMP TCP FTP
SMTP Telnet Domain Name System DNS;

Cat6k-2 (config-slb-sfarm)# probe general

probe

script task

show module csm probe
show module csm serverfarm
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W retcode-map

retcode-map

Server Load Balancing SLB;
retcode-map
no

retcode-map retcodemap_name

no retcode-map

retcodemap_name

SLB

2.2(1)

Cat6k-2 (config-slb-sfarm)# retcode-map return_stats

map retcode
script task
show module csm serverfarm
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show module csm

Content Switching Module CSM,;
show module csm

show module csm slot [group-id]

show module csm W

slot CSM

group-id CSM

ID

EXEC

3.2(1)

show ip slb

Cat6k-2# show module csm 4 7

module csm
real NAT

static
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W show module csm arp

show module csm arp

Content Switching Module CSM,;

ARP;

show module csm slor arp

Address Resolution Protocol

show module csm arp

slot CSM
EXEC

1.1(1) show ip slb arp

2.1(1) show module csm slot ip slb mode rp

CSM  ARP

Cat6k-2# show module csm 4 arp

Internet Address Physical Interface VLAN Type Status
10.10.3.100 00-01-64-F9-1A-02 0 VSERVER local
10.10.3.1 00-D0-02-58-B0-00 11 GATEWAY up (0 misses)
10.10.3.2 00-30-F2-71-6E-10 11/12 --SLB-- local
10.10.3.10 00-D0-B7-82-38-97 12 REAL up (0 misses)
10.10.3.20 00-D0-B7-82-38-97 12 REAL up (0 misses)
10.10.3.30 00-D0-B7-82-38-97 12 REAL up (0 misses)
10.10.3.40 00-00-00-00-00-00 12 REAL down (1 misses)

arp

module csm
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show module csm capp W

show module csm capp

CSM  Content Application Peering Protocol CAPP

show
module csm capp

show module csm capp [udp] [details]

udp UDP CAPP
details

EXEC

2.2(1)
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Bl show module csm capp

UDP Content Switching Module CSM; CAPP

Cat6k-2# show module csm 4 capp
CAPP UDP Info

Port:5002, Allow non-secure:No
Transmit Frames:1762

Transmit Bytes: 1959344
Transmit Errors:0

Receive Frames: 1762

Receive Bytes: 1938200

Receive Errors: 0

Cat6k-2# show module csm 4 capp detail
CAPP UDP Info

Port:5002, Allow non-secure:No
Transmit Frames:1763

Transmit Bytes: 1960456
Transmit Errors:0

Receive Frames: 1763

Receive Bytes: 1939300
Receive Errors: 0

Security Options

IP address Type Secret

Cat6k-2# show module csm 4 capp udp
CAPP UDP Info

Port:5002, Allow non-secure:No
Transmit Frames:1764

Transmit Bytes: 1961568

Transmit Errors:0

Receive Frames: 1764

Receive Bytes: 1940400

Receive Errors: 0

Cat6k-2# show module csm 4 capp udp detail
CAPP UDP Info

Port:5002, Allow non-secure:No

Transmit Frames:1764

Transmit Bytes: 1961568

Transmit Errors:0

Receive Frames: 1764

Receive Bytes: 1961568

Receive Errors: 0

Security Options

IP address Type Secret
10.3.0.2 MD5 test
capp udp

module csm
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show module ¢sm conns

show module csm conns W

show module csm conns

show module csm slor conns [vserver virtserver-name] [client ip-address] [detail]

slot

Content Switching Module CSM,;

conns

vserver

virtserver-name

client 1P
ip-address 1P
detail

EXEC
1.1(1) show ip slb conns
2.1(1) show module csm slot ip slb mode rp
INIT TCP
CLOSING FIN FIN FIN ACK
ESTAB TCP
SYNCLINET SYN CSM  SYN_ACK ACK
SYNBOTH SYN
FINCLIENT FIN FIN
FINSERVER FIN FIN
SYN_SRV 7 CSM GET

CSM SYN SYN_ACK

REQ_WAIT 7 CSM 1

Catalyst 6500
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Bl show module csm conns

Cat6k-2#

prot
In TCP
Out TCP
In TCP
Out TCP
Cat6k-2#

prot
In TCP
Out TCP

vs =
In TCP
Out TCP

vs =

show module csm 4 conns
vlan source

11 100.100.100.2:1754
12 100.100.100.2:1754

11 100.100.100.2:1755
12 100.100.100.2:1755

show module csm 4 conns
vlan source

12 100.100.100.2:1754
WEB_VIP, ftp = No, csrp
11 100.100.100.2:1755

12 100.100.100.2:1755
WEB_VIP, ftp = No, csrp

module csm

destination

10.10.3.100:80
10.10.3.20:80

10.10.3.100:80
10.10.3.10:80

detail
destination
10.10.3.100:80
10.10.3.20:80

= False
10.10.3.100:80

10.10.3.10:80
= False
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show module csmdfp l

show module csm dfp

Dynamic Feedback Protocol DFP
show module csm dfp

show module csm slot dfp [agent [detail | ip-address port] | manager [ip_addr] | detail | weights]

slot Content Switching Module CSM;

agent DFP
detail
ip_address IP

port

manager DFP

ip_addr 1P
detail
weights

EXEC

1.1(1) show ip slb dfp

2.1(1) DFP

show module csm slot ip slb mode rp

DFP

Cat6k-2# show module csm 4 dfp detail

Cat6k-2# show module csm 4 dfp weights

Cat6k-2# show module csm 4 dfp

agent DFP
dfp

manager DFP
module csm
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Bl show module csm ft

show module csm ft

Content Switching Module CSM;
show module csm ft

show module csm slor ft [detail]

slot CSM
detail
EXEC
1.1(1) show ip slb ft
2.1(1) show module csm sloz ft ip slb mode rp
CSM

Cat6k-2# show module csm 4 ft
FT group 2, vlan 30

This box is active
priority 10, heartbeat 1, failover 3, preemption is off

ft group
module csm
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show module csmmap W

show module csm map

URL show module csm map

show module csm slot map [url | cookie | header | retcode] [name map-name] [detail]

slot Content Switching Module CSM;

url URL

cookie cookie

header

retcode

name

map-name

detail

EXEC

1.1(1) show ip slb map

2.1(1) show module csm slot map ip slb mode rp

2.2(1) retcode

URL

Cat6k-2# show module csm 4 map url
URL map UHASH_UMAP

COOKIE map UHASH_CMAP1

COOKIE map UHASH_CMAP2

6k#show ip slb map detail
URL map UHASH_UMAP rules:
*aabb*

COOKIE map UHASH_CMAP1l rules:
name: foo value:*asdgjasgdkjsdkgjsasdgsg*

COOKIE map UHASH_CMAP2 rules:
name:bar value:*asdgjasgdkjsdkgjsasdgsg*

Cat6k-2# show module csm 5 map retcode detail
RETCODE map HTTPCODES rules:

return codes:401 to 401 action:log threshold:5 reset:120
return codes:402 to 415 action:count threshold:0 reset:0
return codes:500 to 500 action:remove threshold:3 reset:0
return codes:503 to 503 action:remove threshold:3 reset:0
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Bl show module csm memory

map cookie
map header
map url

module csm

show module csm memory

show module csm memory

show module csm slor memory [vserver vserver-name] [detail]

slot Content Switching Module CSM;

vserver

vserver-name

detail
EXEC
1.1(1) show ip slb memory
2.1(1) show module csm s/or memory ip slb

mode rp detail

Cat6k-2# show module csm 4 memory

slb vserver total bytes memory by type
WEB_VIP 0 0 0
FTP_VIP 0 0 0
Total (s) : 0 0

Out of Maximum: 261424 261344
module csm

parse-length
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show module csm natpool

Network Address Translation NAT;
csm natpool

show module csm natpool | |

show module csm slof natpool [name pool-name] [detail]

show module

slot Content Switching Module CSM,;

name NAT
pool-name NAT

detail NAT

EXEC
1.1(1) show ip slb natpool
2.1(1) show module csm s/or natpool ip slb
mode rp

show module csm sior natpool

Cat6k-2# show module csm 4 natpool
nat client B 1.1(1).6 1.1(1).8 Netmask
nat client A 1.1(1).1 1.1(1).5

show module csm s/ot natpool detail

Cat6k-2# show module csm 4 natpool detail

255.255.255.0
Netmask 255.255.255.0

nat client A 1.1(1).1 1.1(1).5 Netmask 255.255.255.0
Start NAT Last NAT Count ALLOC/FREE

1.1(1).1:11001 1.1(1).1:16333
1.1(1).1:16334 1.1(1).1:19000
1.1(1).1:19001 1.1(1).5:65535

module csm
natpool CSM

Catalyst 6500
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0264675 FREE
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Bl show module csm owner

show module ¢csm owner

show module csm slof owner

show module csm slor owner [name owner-name] [detail]

slot Content Switching Module CSM,;

name

owner-name

detail

EXEC

3.1(1)

maxconns MAXCONNS

show module csm slor stats  show module csm slot vserver detail

show module csm slof owner

Cat6k-2# show module csm 4 owner

show module csm slot owner detail

Cat6k-2# show module csm 4 owner detail

module csm
owner
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show module csm policy

show module csm slot policy [name policy-name]

show module csm policy

show module csm policy W

slot

Content Switching Module CSM;

name

policy-name

EXEC

1.1(1)

show ip slb policy

2.1(1)

show module csm slof policy

ip slb mode rp

Cat6k-2# show module

policy:
sticky group:
serverfarm:

policy:
sticky group:
serverfarm:

policy:
url map:
serverfarm:

policy:
cookie map:
serverfarm:

policy:
cookie map:
serverfarm:
Cat6k-2#

module csm
policy

Catalyst 6500

csm 4 policy
PC1_UHASH_T1
20
SF_UHASH_T1

PC1_UHASH_T2
30
SF_UHASH_T2

PC1_UHASH T3
UHASH_UMAP
SF_UHASH_T3

PC1l_UHASH T4
UHASH_CMAP1
SF_UHASH_T4

PC2_UHASH_T4
UHASH_CMAP2
SF_UHASH_T4
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Bl show module csm probe

show module csm probe

HTTP ping show module csm probe

show module csm slot probe [http | icmp | telnet | tcp | ftp | smtp | dns] [name probe_name] [detail]

slot Content Switching Module CSM;

http HTTP

icmp Internet Control Message Protocol ICMP
telnet Telnet

tep TCP

ftp FTP

smtp SMTP

dns Domain Name System DNS;

name

probe_name

detail
EXEC
1.1(1) show ip slb probe
2.1(1) show module csm s/of probe ip slb mode rp

Cat6k-2# show module csm 4 probe

probe type interval retries failed open receive
PB_ICMP1 icmp 60 1 5 10
PB_HTTP1 http 60 1 10 10 10
PB_TCP1 tcp 60 1 10 10 10
PB_FTP1 ftp 60 1 10 10 10
PB_TELNET1 telnet 60 1 10 10 10
PB_SMTP1 smtp 60 1 10 10 10

module csm
probe
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show module csm probe script | |

show module csm probe script

show module csm probe script

show module csm slot probe script [name probe-name] [detail]

slot Content Switching Module CSM;

name

probe-name
detail

EXEC

3.1(1)

Cat6k-2# show module csm 4 probe script detail

module csm
probe
script

Catalyst 6500
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W show module csm pvilan

show module csm pvlan

Content Switching Module CSM; VLAN
LAN show module csm real

show module csm s/of pvlan

slot CSM

EXEC

4.2(1)

Cat6k-2# show module csm 4 pvlan

Primary Secondary
202 303
202 440

module csm

Catalyst 6500
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show module csm real W

show module ¢sm real

show module csm real

show module csm slot real [sfarm sfarm-name] [detail]

slot Content Switching Module CSM;

sfarm 1

sfarm-name

detail
EXEC
1.1(1) show ip slb real
2.1(1) show module csm slor real ip slb mode

rp

Cisco IOS Server Load Balancing SLB;

Cat6k-2# show module csm 4 real

real server farm weight state conns
10.10.3.10 FARM1 20 OPERATIONAL 0
10.10.3.20 FARM1 16 OUTOFSERVICE 0
10.10.3.30 FARM1 10 OPERATIONAL 0
10.10.3.40 FARM1 10 FAILED 0

Cat6k-2# show mod csm 5 real detail
10.1.0.102, FARM1, state = OPERATIONAL

Inband health:remaining retries = 3

conns = 0, maxconns = 4294967295, minconns = 0

weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0

10.1.0.101, FARM1, state = OPERATIONAL
Inband health:remaining retries = 3
conns = 0, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 0
total conns established = 0, total conn failures = 0
10.1.0.101, FARM2, state = OPERATIONAL

conns = 2, maxconns = 4294967295, minconns = 0
weight = 8, weight(admin) = 8, metric = 0, remainder = 2
total conns established = 7, total conn failures = 0

Catalyst 6500
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Wl show module csm real

2-1

2-1 show module csm real

real 1 1
server farm
weight
state
e OUTOFSERVICE —
e FAILED —
e OPERATIONAL —
e MAXCONNS
e DFP_THROTTLED
e PROBE_FAILED
e PROBE_TESTING
e TESTING —
e READY_TO_TEST —
conns
module csm
real NAT
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show module csm real retcode W

show module ¢sm real retcode

show module csm real retcode

show module csm slot real retcode [sfarm sfarm-name] [detail]

slot Content Switching Module CSM;

sfarm 1

sfarm-name

detail

EXEC

2.2.1

Cisco I0S Server Load Balancing SLB;

Cat6k-2# show module csm 5 real retcode
10.1.0.101, FARM2, state = OPERATIONAL
retcode-map = HTTPCODES

retcode action count reset-seconds reset-count
401 log 3 0 1
404 count 62 0 0
500 remove 1 0 0
module csm
real NAT
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W show module csm script

show module csm script

show module csm script

show module csm slof script [name full_file_ URL] [code]

slot Content Switching Module CSM,;
name
full_file_URL
code
EXEC
3.1(1)

Cat6k-2# show module csm 3 script name probel xxx

module csm
script task
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show module csm script task | |

show module csm script task

show module csm script task

show module csm slor script task [index script-index] [detail]

slot Content Switching Module CSM,;

index

script-index

detail

EXEC

3.1(1)

Cat6k-2# show module csm 3 script

module csm

script file

script task

show module csm script
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Bl show module csm serverfarm

show module ¢sm serverfarm

show module csm serverfarm

show module csm slor serverfarm [name serverfarm-name] [detail]

slot Content Switching Module CSM;

name

serverfarm-name

detail
EXEC
1.1(1) show ip slb serverfarm
2.1(1) show module csm slof serverfarm ip slb

mode rp

Cat6k-2# show module csm 4 serverfarm

server farm predictor nat reals redirect Dbind id
FARM1 RoundRobin S 4 0 0
VIDEO_FARM RoundRobin S 5 0 0
AUDIO_FARM RoundRobin S 2 0 0
FTP RoundRobin S 3 0 0

2-2

2-2 show module csm serverfarm

server farm 1 1

predictor

nat Network Address Translation NAT;

reals

redirect
bind id 1D
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Cat6k-2# show mod csm 5 serverfarm detail

FARM1, predictor = RoundRobin, nat = SERVER, CLIENT (CLNAT1)
0,

virtuals inservice:4, reals = 2, bind id =

fail action

inband health config:retries = 3, failed interval = 200

retcode map = <none>

Real servers:

10.1.0.102, weight = 8, OPERATIONAL, conns
10.1.0.101, weight = 8, OPERATIONAL, conns
Total connections = 0

FARM2, predictor = RoundRobin, nat = SERVER,

virtuals inservice:2, reals = 1, bind id =
inband health config:<none>

retcode map = HTTPCODES

Real servers:

10.1.0.101, weight = 8, OPERATIONAL, conns
Total connections = 2

module csm
serverfarm

Catalyst 6500

1}
o o

CLIENT (CLNATL1)

0,

fail action

show module csm serverfarm

none

none
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Bl show module csm static

show module c¢sm static

Network Address Translation NAT;
show module csm static

show module csm slot static [drop | nat {ip-address | virtual}]

slot Content Switching Module CSM,;
drop
nat NAT

ip-address NAT 1P

virtual 1P NAT

EXEC
1.1(1) show ip slb static
2.1(1) show module csm s/oz static ip slb mode
rp

Cat6k-2# show module csm 4 static nat

module csm
real NAT

static
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show module csm static server Il
[
show module csm static server
Network Address Translation NAT;
show module csm static server
show module csm slot static server [ip-address] [drop | nat {ip-address | virtual} | pass-through]
slot Content Switching Module CSM,;
ip-address
drop
nat NAT
ip-address NAT 1P
virtual 1P NAT
pass-through NAT
EXEC
1.1(1) show ip slb static server
2.1(1) show module csm slor static server ip
slb mode rp

Cat6k-2# show module csm 4 static server

Server

10.10.3.10
10.10.3.20
10.10.3.30
10.10.3.40
Cat6k-1#

module csm
real
static

Catalyst 6500

NAT Type

NAT to
No NAT
NAT to
No NAT

NAT

100.100.100.100

100.100.100.100
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Bl show module csm stats

show module csm stats

Server Load Balancing SLB;
csm stats

show module csm slot stats

show module

slot Content Switching Module

EXEC

1.1(1) show ip slb stats

2.1(1) show module csm slor stats

rp

ip slb mode

32

SLB

Cat6k-2# show module csm 4 stats
Connections Created: 180
Connections Destroyed: 180
Connections Current: 0
Connections Timed-Out: 0
Connections Failed: 0
Server initiated Connections:
Created:0, Current:0, Failed:O0
L4 Load-Balanced Decisions:180
L4 Rejected Connections: 0
L7 Load-Balanced Decisions:0
L7 Rejected Connections:
Total:0, Parser:0,

Reached max parse len:0, Cookie out of mem:O0,
Cfg version mismatch:0, Bad SSL2 format:0

L4/L7 Rejected Connections:
No policy:0, No policy match 0,
No real:0, ACL denied O,
Server initiated:0

Checksum Failures: IP:0, TCP:0

Redirect Connections:0, Redirect Dropped:0

FTP Connections: 0
MAC Frames:

Tx:Unicast:1506, Multicast:0, Broadcast:50898,

Underflow Errors:0

Rx:Unicast:2385, Multicast:6148349,
Overflow Errors:0, CRC Errors:O0

Broadcast:53916,

i Catalyst 6500
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2-3

2-3 show module csm stats

show module csm status W

Connections Created

Connections Destroyed

module csm

show module csm status

Content Switching Module CSM,;

show module csm status CSM CSM

show module csm slor status
slot CSM
EXEC
1.1(1) show ip slb status
2.1(1) show module csm slot status ip slb mode
rp
CSM

Cat6k-2# show module csm 4 status
SLB Module is online in slot 4.

Configuration Download state:COMPLETE, SUCCESS

module csm

Catalyst 6500
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Bl show module csm sticky

show module csm sticky

show module csm sticky

show module csm slot sticky [groups | client ip_address]

slot Content Switching Module CSM;

groups

client 1P

ip_address 1P

EXEC
1.1(1) show ip slb sticky
2.1(1) show module csm slot sticky ip slb mode
rp
Ip sticky
cookie Secure Socker Layer SSL

Cat6k-2# show module csm 4 sticky groups
Group Timeout Type

20 100 netmask 255.255.255.255
30 100 cookie foo

Cat6k-2# show module csm 4 sticky configuration
Group CurrConns Timeout Type

24

24 show module csm stats

Group

CurrConns

Timeout

Type
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2
show module csm tech-script | |

module csm
sticky
sticky

show module csm tech-script

show module csm tech-script

show module csm slor tech-script

slot Content Switching Module CSM;

EXEC

3.1(1)

CSM

Cat6k-2# show module csm 4 tech-script

module csm

Catalyst 6500 ]
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W show module csm tech-support

show module csm tech-support

CSM show module csm tech-support

show module csm slot tech-support [all | processor num | redirect | slowpath | probe | fpga |

core-dump]
slot Content Switching Module CSM,;
all
processor num IXP
num IXP
redirect HTTP
slowpath
probe
fpga Field Programmable Gate Array FPGA
core_dump IXP PowerPC
EXEC
1.1(1) show ip slb tech-support
2.1(1) show module csm s/ot tech-support ip

slb mode rp
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show module csm tech-support | |

CSM

Cat6k-2# show module csm 4 tech-support ?
all All tech output
core-dump Most recent core dump
fpga FPGA info output
ft Fault Tolerance info output
probe Probe info output

processor Processor info output
redirect HTTP redirect info output
slowpath Slowpath info output

Cat6k-2# show module csm 4 tech-support processor 2

Aborted rx 3350436013 66840864
New sessions rx 180 0
Total Packets rx 16940 0
Total Packets tx 0 0
Packets Passthrough 697 0
Packets Dropped 0 0
Persistent 00O Packets Dropped 0 0
Persistent Fastpath Tx 0 0
Total Persistent Requests 0 0
Persistent Same Real 0 0
Persistent New Real 0 0
Data Packets rx 877 0
L4 Data Packets rx 877 0
L7 Data Packets rx 0 0
Slowpath Packets rx 7851 0
Relinquish Requests rx 8031 0
TCP xsum failures 0 0
Session Mismatch 0 0
Session Reused while valid 0 0
Unexpected Opcode rx 0 0
Unsupported Proto 0 0
Session Queue Overflow 0 0
Control->Term Queue Overflow 0 0
t_fifo Overflow 0 0
L7 Analysis Request Sent 0 0
L7 Successful LB decisions 0 0
L7 Need More Data decisions 0 0
L7 Unsuccessful LB decisons 0 0
L4 Analysis Request Sent 180 0
L4 Successful LB decisions 180 0
L4 Unsuccessful LB decisons 0 0
Transmit:
SYN 0 0
SYN/ACK 0 0
ACK 0 0
RST/ACK 0 0
data 0 0
Retransmissions: 0 0
Receive:
SYN 180 0
SYN/ACK 0 0
ACK 340 0
FIN 0 0
FIN/ACK 340 0
RST 17 0
RST/ACK 0 0
data 0 0

Catalyst 6500
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W show module csm tech-support

Session Redundancy Standby:

Rx Fake SYN

Rx Repeat Fake SYN

Rx Fake Reset

Fake SYN Sent to NAT

Tx Port Sync

Encap Not Found

Fake SYN, TCP State Invalid

Session Redundancy Active:

L4 Requests Sent

L7 Requests Sent
Persistent Requests Sent
Rx Fake SYN

Fake SYN Sent to NAT

Session's torn down

Rx Close session

Slowpath(low pri) buffer allocs
Slowpath(high pri) buffer allocs
Small buffer allocs

Medium buffer allocs

Large buffer allocs

Session table allocs

Slowpath(low pri) buffer alloc failures
Slowpath (high pri) buffer alloc failures
Small buffer allocs failures
Medium buffer allocs failures
Large buffer allocs failures
Session table allocs failures

Outstanding slowpath(low pri) buffers
Outstanding slowpath (high pri) buffers
Outstanding small buffers

Outstanding medium buffers

Outstanding large buffers

Outstanding sessions

module csm

o O O O O o o

o O O O O

180

7843

180

180

o O O O O o

o O O O O o

o O O O O o O O O O O O o o o O O O O o O O O O o o

o O O O o o

i Catalyst 6500

0L-6897-01-J |



show module ¢sm variable

show module csm variable

show module csm slor variable [name name] [detail]

show module csm variable W

name name

detail

EXEC

3.1(1)

Content Switching Module CSM,;

variable

show module csm slot variable

CSM

Cat6k-2# show module csm 5 variable

variable

ARP_INTERVAL
ARP_LEARNED_INTERVAL

ARP_GRATUITOUS_INTERVAL

ARP_RATE
ARP_RETRIES
ARP_LEARN_MODE
ADVERTIZE_RHI_FREQ

DEST_UNREACHABLE_MASK
HTTP_CASE_SENSITIVE_MATCHING
MAX_PARSE_LEN_MULTIPLIER
NAT_CLIENT_HASH_SOURCE_PORT

variable

10
Oxffff

ROUTE_UNKNOWN_FLOW_PKTS
VSERVER_ICMP_ALWAYS_RESPOND

Caték-2#

Catalyst 6500
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W show module csm variable

show module csm s/ot variable detail CSM

Cat6k-2# show module csm 5 variable detail

Name: ARP_INTERVAL Rights: RW

Value: 300

Default: 300

Valid values: Integer (15 to 31536000)
Description:

Time (in seconds) between ARPs for configured hosts
Name: ARP_LEARNED_INTERVAL Rights: RW

Value: 14400

Default: 14400

Valid values: Integer (60 to 31536000)
Description:

Time (in seconds) between ARPs for learned hosts

Name: ARP_GRATUITOUS_INTERVAL Rights: RW
Value: 15

Default: 15

Valid values: Integer (10 to 31536000)
Description:

Time (in seconds) between gratuitous ARPs

Name: ARP_RATE Rights: RW
Value: 10

Default: 10

Valid values: Integer (1 to 60)
Description:

Seconds between ARP retries

Name: ARP_RETRIES Rights: RW
Value: 3

Default: 3

Valid values: Integer (2 to 15)
Description:

Count of ARP attempts before flagging a host as down
1

Catalyst 6500
m. 0L-6897-01-J |



show module ¢sm vlan

VLAN LAN

show module csm vlan

show module csm slot vlan [client | server | ft] [id vian-id] [detail]

show module csm vian Il

slot Content Switching Module CSM,;
client VLAN
server VLAN
ft
id VLAN
vilan-id VLAN
detail
VLAN
EXEC

1.1(1) show ip slb vlan
2.1(1) show module csm s/of vlan ip slb mode
rp
VLAN

Cat6k-2# show module csm 4 vlan

.255.0

CLIENT
SERVER
FT

CLIENT

SERVER
FT

vlan IP address IP mask
11 10.10.4.2 255.255.
12 10.10.3.1 255.255.
30 0.0.0.0 0.0.0.0
Cat6k-2#
Cat6k-2#
Cat6k-2# show module csm 4 vlan detail
vlan IP address IP mask
11 10.10.4.2 255.255.
GATEWAYS
10.10.4.1
12 10.10.3.1 255.255
30 0.0.0.0 0.0.0.0
vlan

Catalyst 6500
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Ml show module csm vserver redirect

show module ¢sm vserver redirect

show module csm vserver redirect

show module csm s/or vserver redirect

slot Content Switching Module CSM,;
EXEC
1.1(1) show ip slb vserver redirect
2.1(1) show module csm slot vserver redirect ip
slb mode rp
CSM
Cat6k-2# show module csm 4 vserver
slb vserver prot virtual vlan state conns
FTP_VIP TCP 10.10.3.100/32:21 ALL  OUTOFSERVICE 0
WEB_VIP TCP 10.10.4.100/32:80 ALL  OPERATIONAL 0
Cat6k-2#
Cat6k-2#

Cat6k-2# show module csm 4 vserver detail

FTP_VIP, state = OUTOFSERVICE, v_index = 3
virtual = 10.10.3.100/32:21, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL
max parse len = 600, persist rebalance = TRUE

conns = 0, total conns = 0
Policy Tot Conn Client pkts Server pkts
(default) 0 0 0

WEB_VIP, state = OPERATIONAL, v_index = 4
virtual = 10.10.4.100/32:80, TCP, service = NONE, advertise = FALSE
idle = 3600, replicate csrp = none, vlan = ALL
max parse len = 600, persist rebalance = TRUE
conns = 0, total conns = 140
Default policy:
server farm = FARML
sticky:timer = 0, subnet = 0.0.0.0, group id = 0

Policy Tot Conn Client pkts Server pkts
(default) 140 672 404
module csm
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2
show module csm xml stats W

show module ¢sm xml stats

XML show module csm xml stats

show module csm xml stats

EXEC

3.1(1)

CSM XML

Cat6k-2# show module csm 4 xml stats
XML config:inservice, port = 80, vlan = <all>,
connection stats:

current = 0, total =5

failed = 2, security failed = 2

requests:total = 5, failed = 2

client list = <none>

xml-config

Catalyst 6500 ]
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[ | snmp enable traps slb ft

snmp enable traps slb ft

snmp enable traps slb

ft
no
snmp enable traps slb ft
no snmp enable traps slb ft
CSM
3.1(1)

Content Switching Module CSM;
CSM SNMP

Cat6k-2 (config-module-csm)# snmp enable traps slb ft

i Catalyst 6500
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static W
o
static
Network Address Translation NAT; NAT
static
Content Switching Module CSM;
NAT NAT
CSM NAT no

static {drop | nat {virtual | ip-address}}

no static {drop | nat {virtual | ip-address}}
drop
nat Virtual IP  VIP; 1P IP
virtual NAT
ip-address NAT 1P

CSM
1.1(1)
CSM

Cat6k-2 (config-module-csm)# static nat virtual

module csm
show module csm static
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W real NAT

real NAT

Network Address Translation NAT; 1P
Server Load Balancing
SLB; NAT real
NAT no
real real-ip-address [real-netmask]
no real real-ip-address [real-netmask]
real-ip-address NAT 1P
real-netmask NAT
255.255.255.255
SLB NAT
1.1(1)
Cat6k-2 (config-slb-static)# real 10.0.0.0 255.0.0.0
static
show module csm static
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sticky

sticky H

Server Load Balancing SLB;

sticky
no

sticky sticky-group-id {netmask netmask | cookie name [insert] | ssl | header name [default | header |
static]} [address [source | destination | both]] [timeout sticky-time]

no sticky sticky-group-id

sticky-group-id ID
1 255

netmask netmask Ip sticky

cookie name sticky-group-id cookie

insert cookie

ssl SSL sticky

header name HTTP sticky

address | source | destination both P

timeout sticky-time
0 65535

sticky-time 1440 24

CSM

L.1(1)

2.1(1) 0 1440

4.1(1)

4.2(1)

Ip sticky

sticky-time SLB

sticky-time
sticky-time SLB
sticky-time 0

cookie Content Switching Module CSM,;
cookie  HTTP Set-Cookie

[ oL-6897-01-J
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M sticky

IP

Cat6k-2 (config-module-csm)# sticky 5 netmask 255.255.255.255 timeout 20
Cat6k-2 (config-slb-sticky-ip) #

HTTP 1P

Catb6k-2 (config-module-csm)# sticky 5 header header name timeout 20
Cat6k-2 (config-slb-sticky-header) #

cookie offset

cookie secondary
header

sticky

sticky-group

show module csm sticky

Catalyst 6500
m. 0L-6897-01-J |



cookie offset

cookie offset

cookie
cookie offset
no

cookie offset offset [length length]

no cookie offset

offset offset 0 3999
length length cookie 1
4000
4.1(1)
cookie
cookie
cookie

Cat6k-2 (config-slb-sticky-cookie)# cookie offset 20 length 66

cookie secondary

sticky

sticky

sticky-group

show module csm sticky

Catalyst 6500
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WM cookie secondary

cookie secondary

URL cookie
cookie secondary
no

cookie secondary name

no cookie secondary

name cookie

4.1(1)

URL-cookie-learn

Cat6k-2 (config-slb-sticky-cookie)# cookie secondary ident2

sticky

sticky

sticky-group

show module csm sticky
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header

header

HTTP
header

header offset value length value

offset value
0 3399

length value

1

4000

4400

4.2(1)

Cat6k-2 (config-slb-sticky-header)# header offset 5 length 500

sticky
show module csm sticky

Catalyst 6500
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W static

static

static
no

static client source ip-address [destination ip-address] real ip-address
static cookie value real ip-address
static ssl id real ip-address

no static

client source ip-address

destination ip-address 1P

real ip-address

cookie value cookie
ssl id SSL
3.2(1)

IP

Cat6k-2 (config-module-csm)# sticky 5 netmask 255.255.255.255 timeout 20
Cat6k-2 (config-slb-sticky-ip) #

sticky

sticky

sticky-group

show module csm sticky
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vserver W
vserver
no
VServer virtserver-name
No VServer virtserver-name
virtserver-name 15

CSM

1.1(1)

PUBLIC_HTTP CLI

Cat6k-2 (config-module-csm) # vserver PUBLIC_HTTP

redirect-vserver
show module csm vserver redirect
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W advertise

advertise

Content Switching Module CSM; 1P
Server Load Balancing SLB;

advertise
no

advertise [active]

no advertise

active CSM 1P
255.255.255.255
SLB
1.1(1)
active CSM
1P

Cat6k-2 (config-slb-redirect-vs)# advertise 10.5.2.1 exclude

redirect-vserver
show module csm vserver redirect
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client

client

Server Load Balancing SLB;

client
no

client ip-address [network-mask] [exclude]

no client ip-address [network-mask]
ip-address 1P
network-mask 1P
exclude 1P

255.255.255.255
SLB
1.1(1)
1P 1P
exclude 1P

Cat6k-2 (config-slb-vserver)# client 10.5.2.1 exclude

client-group

ip access-list standard

show module csm vserver redirect
vserver
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l description

description

description no

description /ine

no description

line

SLB VLAN

4.2(1)

Cat6k-2 (config-slb-vserver)# description Backup Server Farm
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domain

domain

Server Load Balancing SLB;
domain
no

domain domain-name

no domain domain-name

domain-name

SLB

2.2(1)

Cat6k-2 (config-slb-vserver)# domain cisco.com

capp udp
vserver

Catalyst 6500
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W ide

[J
idle
Content Switching Module CSM;
Server Load Balancing SLB;

idle
no

idle duration

no idle

duration

13500000

3600

SLB

1.1(1)
4.2(1) duration 4 0

duration

4000

Cat6k-2 (config-slb-vserver)# idle 4000

show module csm vserver redirect

vserver

Catalyst 6500
m. 0L-6897-01-J |



inservice

inservice

Server Load Balancing SLB;
inservice
no

inservice

no inservice

no inservice

SLB

1.1(1)

Cat6k-2 (config-slb-vserver)# inservice

show module csm vserver redirect
vserver
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W owner

owner

Server Load Balancing SLB;
owner
no

owner owner-name maxconns number

no owner maxconns

owner-name

maxconns

number

SLB

3.1(1)

Cat6k-2 (config-slb-vserver)# owner madrigal maxconns 1000

vserver
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parse-length

parse-length

Server Load Balancing SLB;

URL cookie
parse-length
no
parse-length {byzes | default-policy}
no parse-length
bytes 1 4000
default-policy parse length
600
SLB
1.1(1)
4.2(1) default-static
URL cookie

Cat6k-2 (config-slb-vserver)# parse-length 1000

show module csm vserver redirect

vserver
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M pending

pending

Server Load Balancing SLB;
pending
no

pending timeout

no pending

timeout 1
65535

30

SLB

2.2(1)

Denial-of-Service DoS

Cat6k-2 (config-slb-vserver)# pending 300

show module csm vserver redirect
vserver

Catalyst 6500
m. 0L-6897-01-J |



persistent rebalance

persistent rebalance

HTTP 1.1 persistent
Sever Load Balancing SLB;
persistent rebalance
no

persistent rebalance

no persistent rebalance

SLB

2.1(1)

HTTP 1.1

Cat6k-2 (config-slb-vserver)# persistent rebalance

show module csm vserver redirect

vserver
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M replicate csrp

replicate csrp

Sever Load Balancing SLB;
replicate csrp

no

replicate csrp {sticky | connection}

no replicate csrp {sticky | connection }
sticky Content Switching Module CSM;
connection CSM
SLB
2.1(1)

ft group SLB

Cat6k-2 (config-slb-vserver)# replicate csrp connection

ft group
show module csm vserver redirect
vserver
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reverse-sticky

reverse-sticky

Content Switching Module CSM,;
reverse-sticky

reverse-sticky

no
reverse-sticky group-id

no reverse-sticky

group-id
255

reverse-sticky

SLB

L.1(1)

3.1(1) IP reverse-sticky

ID 0
255.255.255.255

IP

Cat6k-2 (config-module-csm) # vserver PUBLIC_HTTP
Cat6k-2 (config-slb-vserver)# reverse-sticky 60

sticky

sticky-group

show module csm sticky

show module csm vserver redirect
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W serverfarm

serverfarm

Server Load Balancing SLB;
serverfarm
no

serverfarm primary_serverfarm [backup backup_serverfarm [sticky] [threshold outservice real_value
inservice real_value] [sticky]

no serverfarm

primary_serverfarm

backup

backup_serverfarm

sticky
threshold

outservice real_value healthy

outservice real_value real_value.

inservice real_value

SLB

L1(1)
3.1(1)
4.2(1)

threshold outservice real_value inservice real_value

Content Switching Module CSM;
serverfarm

sticky

sticky

backup serverfarm
no serverfarm
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serverfarm

PUBLIC_HTTP

Cat6k-2 (config-slb-vserver)# serverfarm PUBLIC_HTTP backup seveneleven sticky

serverfarm
show module csm vserver redirect
vserver
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Ml sib-policy

o
slb-policy
Server Load Balancing SLB;
slb-policy
no
slb-policy policy-name [priority priority_value]

no slb-policy policy-name

policy-name

priority_value
1 12287

priority priority_value

SLB

1.1(1)
4.2(1) priority

URL
policy

priority priority_value

Cat6k-2 (config-slb-vserver)# slb-policy COOKIE-POLICY1l priority 2

policy
show module csm owner
show module csm vserver redirect

vserver

Catalyst 6500
m. 0L-6897-01-J |



ssl-sticky
[
ssl-sticky
Secure Socket Layer SSL sticky Server Load Balancing SLB;
ssl-sticky
SSL no
ssl-sticky offset X length Y
no ssl-sticky
offset SSL ID
X
length SSL ID
Y
0 ID 32
SLB
3.1(1)
SSL ID
SSL ssl-sticky SSL SSL ID

SSL Termination Engine STE

Cat6k-2 (config-slb-vserver)# ssl-sticky offset 0 length 32

policy

show module csm owner

show module csm vserver redirect
vserver
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M status-tracking

status-tracking

status-tracking vserver_name

status-tracking vserver_name

vserver_name

SLB

4.2(1)

SERVER2

Router (config-module-csm) # vserver SERVER1
Router (config-slb-vserver)# status-tracking SERVER2

vserver
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sticky

sticky duration [group group-id) [netmask ip-netmask] [source | destination | both]

no sticky

no

sticky

sticky
sticky

duration

1

65535

group

group

-id

0 255

netmask

ip-netmask

source

1P

destination

1P

both

1P

SLB

sticky

L.1(1)

3.1(1)

1P

1D

1D 0
255.255.255.255

duration

sticky

Cat6k-2 (config-module-csm)# vserver PUBLIC_HTTP
Cat6k-2 (config-slb-vserver)# sticky 60 group 3
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W url-hash

reverse-sticky
show module csm sticky
show module csm vserver redirect

sticky
sticky-group
vserver
url-hash
URL URL URL
Server Load Balancing SLB;
url-hash
no

url-hash {begin-pattern | end-pattern} pattern

no url-hash

begin-pattern URL
end-pattern URL

pattern

URL

SLB

2.1(1)

SLB predictor
URL

URL

Cat6k-2 (config-slb-vserver)# url hash begin pattern 1lslkjfsj

predictor
show module csm vserver redirect
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virtual ||
[ ]
virtual
Server Load Balancing SLB;
virtual 1P
0.0.0.0 0 no

virtual ip-address [ip-mask] tep port [service {ftp | rtsp | termination}]

virtual ip-address [ip-mask] udp port [service {rtsp | per packet}]

virtual ip-address [ip-mask] {any | protocol-number} [service per-packet]

no virtual ip-address
ip-address 1P
ip-mask 1P
tep port TCP
service ftp

FTP
FTP
service rtsp Real Time Streaming Protocol RTSP TCP 554
service termination DoS TCP
udp port UDP
any | protocol-number TCP UDP any 255
service per-packet
TCP
1P 255.255.255.255
SLB
1.1(1)
2.1(1) ip-netmask UDP/arbitrary
22.1 RTSP
3.2(1) DoS TCP
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N virtual

0 any 1P
TCP UDP
VLAN LAN

TCP
XOT — X25 over TCP 1998
dns — 53
ftp — 21
https — HTTP over Secure Sockets Layer SSL 443
matip-a — Mapping of Airline Traffic over IP, Type A 350
nntp — Network News Transport Protocol 119
pop2 — Post Office Protocol v2 109
pop3 — Post Office Protocol v3 110
smtp — Simple Mail Transport Protocol 25
telnet — Telnet 23
www — World Wide Web — HTTP 80

any — 0

1P

Cat6k-2 (config-slb-vserver)# virtual 102.35.44.79 tcp 1

show module csm vserver

vserver
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unidirectional

unidirectional

Server Load Balancing SLB;

unidirectional

[no | default] unidirectional

no

default Content Switching Module CSM;

default

SLB

2.1(1)

3.1(1)

CSM
show module csm vserver detail

Cat6k-2 (config-slb-vserver)# default unidirectional

show module csm
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W vian

vlan

VLAN LAN Server Load Balancing
SLB; vlan VLAN
no
vlan vian-number
no vlan
vlan-number VLAN
VLAN
SLB
2.1(1)
VLAN vlan SLB VLAN
VLAN

Cat6k-2 (config-slb-vserver)# vlan 5

show module csm vserver redirect
show module csm vlan
vlan
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vian W
vlan
VLAN LAN VLAN
Content Switching Module CSM; vlan
VLAN no

vlan vian-number [client | server]

no vlan
vlan-number VLAN
client | server VLAN VLAN

VLAN
SLB
2.1(1)
VLAN vlan Server Load Balancing SLB;
VLAN
VLAN

Cat6k-2 (config-slb-csm)# vlan 5

alias VLAN
gateway VLAN

ip address VLAN
route VLAN

show module csm vlan
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W alias VLAN

alias VLAN

1P Content Switching Module CSM,;
Server Load Balancing SLB; VLAN
alias 1P
no
alias ip-address netmask
no alias ip-address netmask
ip-address 1P 1 VLAN LAN 255
netmask
SLB VLAN
1.1(1) VLAN
2.1(1) VLAN VLAN
P CSM

Internet Control Message Protocol ICMP

MAC
1 CSM

Domain Name System

CSM 1P
. 2 CSM
Route Health Injection RHI
IP
* ping 1P CSM
CSM
ICMP
* Global Server Load Balancing GSLB 1P
DNS; VIP
CSM IP

Cat6k-2 (config-slb-vlan-server)# alias 130.21.34.56 255.255
Cat6k-2 (config-slb-vlan-server)# alias 130.22.35.57 255.255
Cat6k-2 (config-slb-vlan-server)# alias 130.23.36.58 255.255
Cat6k-2 (config-slb-vlan-server)# alias 130.24.37.59 255.255
(

Cat6k-2 (config-slb-vlan-server)# alias 130.25.38.60 255.255.

show module csm vlan
vlan XML

.255.
.255.
.255.
.255.
255.

o O o oo
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description VLAN

description VLAN

VLAN LAN Server Load Balancing SLB;
VLAN description
no

description line

no description

line

SLB VLAN

4.2(1)

Cat6k-2 (config-slb-vlan-client)# description Backup Server Farm

ip address VLAN SLB VLAN
show module csm vlan
vlan
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M gateway VLAN

gateway VLAN

IP Server Load Balancing SLB;

VLAN gateway
no

gateway ip-address

no gateway ip-address

ip-address 1P
SLB VLAN
1.1(1) VLAN
2.1(1) VLAN VLAN
1 VLAN LAN 7 255
SLB VLAN ip address
1P

Cat6k-2 (config-slb-vlan-client)# gateway 130.21.34.56

ip address VLAN SLB VLAN
show module csm vlan
vlan
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ip address VLAN | |
o
ip address VLAN
VLAN LAN Address Resolution Protocol ARP;
Content Switching Module CSM; IP
Server Load Balancing SLB; VLAN
ip address CSM P
ARP no
ip address active_ip_addr netmask alt standby_ip_addr netmask
no ip address
netmask
active_ip_addr CSM IP 1
VLAN 1P 1
standby_ip_addr CSM 1P
alt VLAN IP
SLB VLAN
1.1(1)
2.2.1 1 VLAN IP 32 255
4.2(1) VLAN CSM
CSM IP alt
VLAN VLAN 1
255 VLAN IP
CSM 1P

Cat6k-2 (config-slb-vlan-client)# ip address 130.21.34.56 255.255.255.0

show module csm vlan
vlan
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Hl route VLAN

route VLAN

Content Switching Module CSM; 3 1
Server Load Balancing SLB; VLAN
route
1P no
route ip-address netmask gateway gw-ip-address

no route ip-address netmask gateway gw-ip-address

ip-address 1P

netmask

gateway

gw-ip-address 1P

SLB VLAN

L.1(1) VLAN LAN
2.1(1) VLAN VLAN

1P ip address SLB VLAN

CSM

Cat6k-2 (config-slb-vlan-server)# route 130.21.34.56 255.255.255.0 gateway 120.22.36.40

ip address VLAN
show module csm vlan
vlan
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xmi-config W

xml-config

Content Switching Module CSM,; XML
XML xml-config
XML no
xml-config

no xml-config

CSM

3.1(1)

XML

Cat6k-2 (config-module-csm)# xml-config
Cat6k-2 (config-slb-xml) #

client-group XML
credentials XML
vlan XML
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M client-group XML

client-group XML

1P Server Load

Balancing SLB; XML
client-group

no
client-group [/-99 | name]

no client-group

1-99

name

SLB XML

3.1(1)

Content Switching Module CSM;

XML
1P
1P

Cat6k-2 (config-slb-xml)# client-group domino

xml-config
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credentials XML | |
[
credentials XML
1 Server Load Balancing
SLB; XML credentials
credentials no
credentials user-name password
no credentials user-name
user-name
password
SLB XML
3.1(1)
credentials 1 Content Switching Module CSM;

HTTP

Cat6k-2 (config-slb-xml)# credentials savis XXXXX

client-group XML
xml-config

Catalyst 6500
| oL-6897-01-J .m



W inservice XML

inservice XML

Content Switching Module CSM; XML
Server Load Balancing SLB; XML
inservice XML
XML no
inservice

no inservice

SLB XML

3.1(1)

XML

Cat6k-2 (config-slb-xml)# inservice

xml-config
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port XML

Content Switching Module CSM;
TCP Server Load Balancing SLB;
port
no

port port-number

no port

port XML

HTTP

XML

port-number CSM

80

SLB XML

3.1(1)

TCP

Cat6k-2 (config-slb-xml)# port 80

client-group XML
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W vian XML

vlan XML

VLAN LAN Content Switching Module CSM;
HTTP Server Load Balancing SLB;
XML vlan
VLAN no
vlan id
no vlan
id VLAN
VLAN
SLB XML

3.1(1)

Cat6k-2 (config-slb-xml)# vlan 9

client-group XML
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A

Address Resolution Protocol

ARP
ARP
2-31,2-102
B
backup
2-84
C
CAPP
2-3
2-103
Cisco IOS SLB 2-19
Content Application Peering Protocol
CAPP
cookie
2-143
2-143
2-155
2-41,2-43
cookie
map cookie 2-20
2-21
2-21
D
DFP
2-9,2-107
1D 2-90
2-10
Catalyst 6500

2-2

2-8

2-108
2-107
Differentiated Services Code Point
DSCP
DNS
2-22
2-23
2-51
2-61
2-59
2-22
Domain Name System
DNS
DSCP
2-47
Dynamic Feedback Protocol
DFP

E

exit
2-11
extensible markup language
XML

F

File Transfer Protocol
FTP
FTP
2-55
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H index

G
GSLB
2-51
H
HTTP
2-26
2-84
2-51, 2-55, 2-64
2-53
2-57
2-53
2-24
2-24,2-44
2-25
2-85
Hypertext Transfer Protocol
HTTP
|
ICMP
1P 2-52
2-51
Internet Control Message Protocol
ICMP
Internet Protocol
1P
1P
VLAN 2-175
2-76
IP 2-172
K
KAL-AP
2-51
M
MDS5

2-4

2-4
N
NAT
2-32,2-45,2-94
2-95
2-140
2-111
2-32,2-45,2-94
Network Address Translation
NAT
P
persistent
rebalance 2-157
preempt
2-15
R
reverse-sticky 2-86
S
Server Load Balancing
SLB
SLB 2-19
SMTP
2-55
SSL
2-163
2-81
Syslog
2-28
T
TCP
TCP XML 2-181
2-60
Telnet
2-55
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Index W

2-89, 2-96

U 2-181
UDP
User Datagram Protocol
2-51
2-78
URL
2-30 571
2-155 2'105
2-166 ]
230 DSCP  2-41
2-41 i
2-49
2-32
2-29
2-109
URL 2-166
User Datagram Protocol
CAPP 2-6
UDP
2-4
\Y
Virtual Local Area Network
VLAN
2-31
VLAN
7 ki 220,221
2170, 2-171 cookie e
2-26
1P 2-174
XML 2-182
XML 2-177
1P 2-175
2-135 558
2-83 ]
2-176
W
2-74
webhost
backup 2-84
relocation 2-85
X CAPPUDP 23
XML 2-180
VLAN 2-182
2-177
2-178
2-179 DNS 2-61
2-137
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H index

cookie 2-143

DFP

2-10

1P 2-76, 2-82, 2-148
persistent rebalance 2-157

2-154

2.

VLAN
2-167
2-147

2-136

2-152
2-149
2-160

2-165
158
2-170, 2-171

2-151

2-41
2-73
2-75
2-153

2-33,2-133

Xxiii

NAT 2-32

2-41
XML
2-165

2-9

2-45,2-94
2-32
2-149

2-178

2-77

2-77

2-12

VLAN [P 2-174

CLI 1-2
1-2
1-2
1-3

1-3
1-3
1-3
1-3

2-24
2-3

NAT 2-95
2-124
2-139

2-62
2-67
2-56, 2-65
2-92
2-125
2-41
2-122
2-160
NAT 2-95
2-89
2-92
2-97
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Index W

2-38
2-97 2-39
2-97 2-31
2-93
2-65
297 2-129
2-88, 2-121
2-11 2-115
z-11 2-120
2-87
2-66
2-139
ARP 2-2
TCP 2-60 2-125
2-62
script task 2-88
backup 2-68
2-70 SSL 2-163
2-74 2-165
2-72 2-41, 2-48, 2-86, 2-141
2-71 2-146
2-67 2-128
2-79 2-86, 2-159
2-117
NAT 2-140 2-55
2-69
2-93 2-97
2-73
2-68
2-92 cookie 2-21
2-56 URL 230
2-65 226
2-80 2-38
2-4
HTTP 2-53
XML 2-179 2.158
2-53 2.41
2-40
2-37 2.68
2-154 280
2-40 2112
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Index
2-68 DNS 2-59
2-156 2-151
2-159
2-73,2-75
2-92
VLAN cookie 2-143
2-171
2-170
2-83
2-25
HTTP
2' 1 67 2_53
2-41 253
2-41 2-176
xi
2-78
2-62 2-14
2-156 2-14
2-12,2-13
2-88
URL cookie 2-155
URL 2-166
HTTP 2-26
2-130
ARP 2-102
CAPP 2-103
DFP 2-107
NAT 2-111
2-126
URL 2-109
VLAN 2-135
2-147
XML 2-137
2-105
DNS 2-22
2-136
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Index W

2-122 HTTP
NAT 2-124 2-53
2-117 2-57
2-112 HTTP 2-64
2-129 VLAN [P 2-175
2-120 2-51, 2-58
2-125 2-99
2-128 2-62
2-130 2-51, 2-65
VLAN 2-116 2-56
2-115 2-66, 2-87
2-114 2-115
2-113 2-55
2-110 2-50
2-127 2-62
2-126 2-114
2-119 2-53
2-121
2-57
2-25
2-26
NAT 2-32
2-13 2-26
2-12 2-44
2-26
2-138
2-108 ICMP 1P 2-52
2-93
1P 2-172
URL 2-30 2-87
2-99 2-50
2-31
2-33,2-133
2-17
VLAN
2-116
2-26
2-89, 2-96 276
DNS 2-148
2-61
2-59 access-list standard 2-42
GSLB 251 client-group 2-42
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H index

cookie 2-43
DSCP 2-47
url-map 2-49
2-46
2-48
2-41,2-113
2-44
2-162
2-156
HTTP 224
X1
xii
2-110

Cisco I0S SLB 2-19

1-3
2-127
2-74
2-28
2-119
2-27
2-100

2-73
SSL 2-81
VLAN 2-83
2-75
2-79
Ip 2-76
2-159
2-48
VLAN 2-176
cookie 2-143
2-121
2-31
URL 2-166
2-89
2-153
2-19
2-67
2-162
2-11
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